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Abstract

Machine Learning has emerged as one of the most powerful tools for us to learn and extract
useful information from big data. It plays a vital role in many applications, especially in
those from social sciences, finance, medical sciences and genomics research. However, due
to the existence of sensitive information, we cannot implement machine learning algorithms
directly on such data. Traditional ad hoc approaches like anonymization have suffered
from numerous high-profile failures. Thus, approaches with more privacy preserving ability
are urgently needed. For this purpose, we focus our studies on differential privacy (DP),
which is a strong mathematical scheme for privacy preserving rooted in cryptography. It
allows for rich statistical and machine learning analysis, and is now becoming a standard
for private data analysis. Despite the rapid development of differential privacy in theory,
its adoption to machine learning community remains slow. This dissertation summarizes
our contributions to the sub-field of differentially private machine learning and presents
a number of novel algorithms, new results and limitations for a number of fundamental
machine learning problems.

In part one of this dissertation, we consider the Empirical Risk Minimization (ERM)
problem in the differential privacy model. Firstly, we investigate the behaviors of Convex
ERM in the central DP model. For this problem, we propose several algorithms with tighter
utility upper bound and less running time in different settings, such as general convex,
strongly convex and high dimensional settings. We also study the problem in the case where

the underlying distribution of data is heavy-tailed, and the case where the loss function of



ERM is pairwise. Secondly, we investigate the behaviors of ERM with non-convex loss
functions in the central DP model. Specifically, we first generalize the expected excess
empirical risk from convex to Polyak-Lojasiewicz condition. Then, we study ERM with
general non-convex loss functions by considering the error measurements from the first order
stationary, second order stationary and global view, respectively. Thirdly, we consider ERM
in the Non-interactive Local DP (NLDP) model and show how to reduce the exponential
sample complexity given by previous studies for some special loss functions. We also
show that if the server is allowed to have some public but unlabeled data, the sample
complexity can be further reduced to polynomial size for smooth Generalized Linear Model.
Fourthly, we try to understand the limitations of high dimensional ERM in the LDP model.
Particularly, we study the sparse linear regression problem and show the lower bound of its
estimation error. We also show some positive results under a relaxation of the problem.

In part two of this dissertation, we consider some matrix estimation problems. Firstly,
we study the problem of Principal Component Analysis (PCA) in the LDP model and show
its lower bound and near optimal upper bound for both low dimension and high dimensional
sparse cases. Secondly, we study the sparse covariance matrix estimation problem and show
its optimal upper bound and algorithm. Finally, we provide the first study of sparse inverse
covariance matrix estimation problem in the DP model.

In part three of this dissertation, we consider some other machine learning related prob-
lems. Firstly, we study the the problem of inferring ground truth in the Local Attribute
Differential Privacy model and provide the first theoretical result for the problem. Secondly,
we focus on developing DP versions of the Expectation Maximization algorithm. Specifi-

cally, we propose the first DP version of (Gradient) EM algorithm with statistical guarantees.
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Chapter 1

Introduction

In the big data era, Machine Learning is now becoming one of the most powerful tools for
us to learn and extract useful information from data. It plays an important role in many
applications, especially in those from social sciences [79, 147, 136, 213], finance [145,
80, 281, 87], medical sciences [236, 89, 190, 167] and genomics research [13, 194, 232].
However, due to the existence of sensitive information in such applications, we cannot
directly apply existing machine learning algorithms to such data. For example, most of the
biomedical data are held by some organizations, such as hospitals or physicians, without
a proper privacy-preserving mechanism, these organizations cannot or are unwilling to
share these sensitive data. Thus, it is urgently needed to develop effective machine learning
algorithms which can learn these sensitive data efficiently and meanwhile protect their
privacy.

To preserve the privacy of sensitive data, a commonly adopted strategy is anonymiza-
tion, which simply removes any sensitive information from the original data. For example,
TriNetX is a global federated research network providing statistics on Electric Medical
Record (EMR) that includes various types of patient data like diagnosis, procedures, medi-
cations, laboratory results, and genomic information. TriNetX allows participating organi-

zations and individuals to explore anonymized patient data in a browser- based, real-time



fashion [263]. Its users include a mix of hospitals, primary cares, and specialty treatment
providers spanning a wide range of geographies, age groups, and income levels. At TriNetx,
only statistical summaries of de-identified information are provided, but not the protected
health information. Both the patients and the data-providing organizations stay anonymous.

However, such a privacy preserving approach could have a few severe flaws. One of
them is that some sensitive information could still be released after removing those apparent
identifiers such as name, address, and social security number. This could still happen even
when only statistical summaries are released. There are quite a few anonymization failures.
One of the famous examples is that Netflix made a huge database of movie recommendations
available for study with the obvious identifiable information removed. But it is shown that
when paired with other existing data, re-identification becomes possible [223]. The same
phenomenon has been observed in other kinds of data, such as social network graphs [15],
search query logs [168] and others. Moreover, releasing statistics computed on sensitive data
can also be problematic; for example, Wang et al. in [333] showed that releasing R2 -values
computed on high-dimensional genetic data can lead to privacy breaches by an adversary
who is armed with a small amount of auxiliary information.

Instead of publicizing anonymized data, even just releasing the machine learning model
could still cause privacy breach. Actually, previous papers have already showed that many
machine learning algorithms are exposed to several types of privacy attacks. Attacks
targeting data privacy include: adversary inferring whether input examples were lused to
train the target model with membership inference attacks [352, 256, 259, 224], learning the
global properties of training data with property inference attacks [120], and covert channel
model training attacks [258]. Attacks targeting model privacy include: adversary uncovering
the model details with model extraction attacks [279], and inferring hyperparameters with
hyperparameter stealing attacks [294]. Thus, approaches with more privacy preserving
ability are urgently needed.

An effective way to resolve these issues is to design differentially private machine



learning algorithms. Differential Privacy (DP) [107], with roots in cryptography, is a strong
mathematical scheme for privacy preserving. It allows for rich statistical and machine
learning analysis, and is now becoming a standard for private data analysis. Informally
speaking, DP ensures that an adversary cannot infer whether or not a particular individual is
participating in the database query, even with unbounded computational power and access
to every entry in the database except for that particular individual’s data. DP considers a
centralized setting that includes a trusted data curator, who generates the perturbed statistical
information (e.g., counts and histograms) by using some randomized mechanism.

The decade and a half since the seminal differential privacy paper [107] saw an early
focus on developing privacy release mechanisms and answering some basic queries, such
as [35, 41, 63, 88, 96, 103, 105, 137, 138, 142, 152]. Despite the rapid development of
DP in theory, its adoption to machine learning community remains slow. Possibly, the
reason is that, unlike the traditional machine learning algorithms, there are three main
ingredients in any differentially private learning algorithm involving sensitive data, the
privacy-preserving model, the (sensitive) data, and the objective functions. Each of them
could impose tremendous challenges for designing an effective privately learning algorithm.
For example, the popular non-interactive local differential privacy model often requires a
large (or even exponential) number of data samples (called sample complexity) in order to
ensure the learning accuracy for some loss functions, making them inapplicable to real world
data [257]. Many data such as biomedical data are often high dimensional and irregular (e.g.,
heavy-tailed due to the existence of outliers). This could cause major difficulty for designing
DP algorithms. It is known that differential privacy is not achievable for some learning
problems, such as linear regression, in high dimensional space [317]. Heavy-tailed data
could lead to unbounded gradient, and thus fail almost all existing DP learning algorithms.
Loss functions in many machine learning tasks could be non-convex (such as those used in
deep neural networks) and complex (such as those pairwise loss functions used for patient

similarity learning). Such types of loss functions could be difficult to optimize and thus



challenging to achieve differential privacy. Thus, two fundamentals questions are

What are the limitations of machine learning problems and how to design machine

learning algorithms in the differential privacy model?

This thesis focuses on answering the above two questions. Specifically, it investigates both
theoretical and practical behaviors of several fundamental machine learning problems in

different differential privacy models.

1.1 Dissertation Contributions

To be more precise, parts of the thesis are based on my following published joint work

* In Chapter 3, I study the Empirical Risk Minimization problem (ERM) (i.e., DP-ERM)

with convex loss in the differential privacy model. Specifically,

— In Chapter 3.1, I focus on DP-ERM in the central (e, §)-DP model. For smooth
(strongly) convex loss function with or without (non)-smooth regularization, I
give algorithms that achieve either optimal or near optimal utility bounds with
less gradient complexity compared with previous work. For ERM with smooth
convex loss function in high-dimensional (p > n) setting, I give an algorithm
which achieves the upper bound with less gradient complexity than previous
ones. At last, I generalize the expected excess empirical risk from convex loss
functions to non-convex ones satisfying the Polyak-Lojasiewicz condition and
give a tighter upper bound on the utility than the one in [356]. Part of this work
appeared in our published work in Conference on Neural Information Processing

Systems (NIPS/NeurIPS) 2017 [327].

— In Chapter 3.2, I study Differentially Private Stochastic Convex Optimization,
which is a generalization of DP-ERM, with heavy-tailed data. For this problem,

I provide a comprehensive study of DP-SCO under various settings. First, I
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consider the case where the loss function is strongly convex and smooth. For
this case, I propose a method based on the sample-and-aggregate framework,
which has an excess population risk of O(%) (after omitting other factors),
where n is the sample size and d is the dimensionality of the data. Then, I show
that with some additional assumptions on the loss functions, it is possible to

reduce the expected excess population risk to O(f—:z) To lift these additional

conditions, I also provide a gradient smoothing and trimming based scheme to

2
d3
(ne)s

achieve excess population risks of O(f—;) and O( ) for strongly convex and
general convex loss functions, respectively, with high probability. Experiments
suggest that these algorithms can effectively deal with the challenges caused by

data irregularity. Part of this work appeared in our published work in The 37th

International Conference on Machine Learning (ICML 2020) [331].

In Chapter 3.3, I generalize the classical DP-ERM setting to the case where
the loss functions are pariwise loss instead of pointwise loss. I propose several
differentially private pairwise learning algorithms for both online and offline set-
tings. Specifically, for the online setting, I first introduce a differentially private
algorithm (called OnPairStrC) for strongly convex loss functions. Then, I extend
this algorithm to general convex loss functions and give another differentially
private algorithm (called OnPairC). For the offline setting, I also present two
differentially private algorithms (called OffPairStrC and OffPairC) for strongly
and general convex loss functions, respectively. These proposed algorithms can
not only learn the model effectively from the data but also provide strong privacy
protection guarantee for sensitive information in the training set. Extensive
experiments on real-world datasets are conducted to evaluate the proposed algo-
rithms and the experimental results support my theoretical analysis. Part of this
work appeared in our published work in The Thirty-Fourth AAAI Conference
on Artificial Intelligence (AAAI 2020) [154].



* Beyond the convex loss functions, in Chapter 4, I investigate the theoretical behaviors
of DP-ERM with non-convex loss functions. I will study the problem from three

perspectives.

— In Chapter 4.1, I study the behavior of the problem from the first order stationary
view (that is, I use some first order stationary measurement to measure the private
estimator). For DP-ERM with non-smooth regularizer, we generalize an existing
work by measuring the utility using ¢, norm of the projected gradient. Also, I
extend the error bound measurement, for the first time, from empirical risk to
population risk by using the expected ¢/, norm of the gradient. I then investigate
the problem in high dimensional space, and show that by measuring the utility
with Frank-Wolfe gap, it is possible to bound the utility by the Gaussian Width
of the constraint set, instead of the dimensionality p of the underlying space.
I further demonstrate that the advantages of this result can be achieved by the
measure of {5 norm of the projected gradient. A somewhat surprising discovery
is that although the two kinds of measurements are quite different, their induced
utility upper bounds are asymptotically the same under some assumptions. I also
show that the utility of some special non-convex loss functions can be reduced
to a level (i.e., depending only on log p) similar to that of convex loss functions.
Finally, I test the proposed algorithms on both synthetic and real world datasets
and the experimental results confirm those theoretical analysis. Part of this
work appeared in our published work in The Thirty-Third AAAI Conference on
Artificial Intelligence (AAAI 2019) [308].

— Next, in Chapter 4.2, I study the problem with the measurement of the excess
empirical risk or population risk, which was primarily used as the utility to

measure the quality for convex loss functions. Specifically, I show that the

dlog(1/9)
log ne2

excess empirical (or population) risk can be upper bounded by O( ) in

the (e, 0)-DP settings, where 7 is the data size and d is the dimensionality of
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the space. The @ term in the empirical risk bound can be further improved to
ﬁ (when d is a constant) by a highly non-trivial analysis on the time-average
error. Next, I show how to improve the bounds for some specific problems.
Particularly, we focus on the generalized linear model with non-convex loss
functions and the robust regressions problem with additional assumptions, and
present an (e, §)-DP algorithm for them with population risk O(\;—‘%). Part of this
work appeared in our published work in The 36th International Conference on
Machine Learning (ICML 2019) [296] and Conference on Neural Information

Processing Systems (NIPS/NeurIPS) 2017 [327].

Finally, in Chapter 4.3, I study the behavior of the problem from the second
order stationary view (that is, I use some second order stationary measurement
to measure the private estimator). Specifically, I consider the connection be-
tween achieving differential privacy and finding approximate local minimum.
Particularly, I show that when the size n is large enough, there are (¢, d)-DP
algorithms which can find an approximate local minimum of the empirical
risk with high probability in both the constrained and non-constrained settings.
These results indicate that one can escape saddle points privately. To deal with
the issues of high sample complexity and non-scalable, I the propose a new
method called Differentially Private Trust Region, and show that it outputs a
second-order stationary point with high probability and less sample complexity,
compared to the existing one. Moreover, I also provide a stochastic version of
the method (along with some theoretical guarantees) to make it faster and more
scalable. Experiments on benchmark datasets suggest that these methods are
indeed more efficient and practical. Part of this work appeared in our published
work in The European Conference on Machine Learning and Principles and
Practice of Knowledge Discovery in Databases (ECML-PKDD 2020) and The

36th International Conference on Machine Learning (ICML 2019) [296, 313].



* Instead of the central DP model, in Chapter 5 I will study ERM in the Local Differen-
tial Privacy model. Particularly, I focus on the theoretical behaviors of ERM in the
non-interactive local model and high dimensional sparse linear regression problem.

Specifically,

— In Chapter 5.1 I study ERM in the non-interactive local model. Previous research
on this problem [257] indicates that the sample complexity, to achieve error
«, needs to be exponentially depending on the dimensionality p for general
loss functions. In this chapter, I make two attempts to resolve this issue by
investigating conditions on the loss functions that allow us to remove such a
limit. In the first attempt, I show that if the loss function is (0o, T')-smooth, by
using the Bernstein polynomial approximation we can avoid the exponential
dependency in the term of «. I then propose player-efficient algorithms with 1-bit
communication complexity and O(1) computation cost for each player. The error
bound of these algorithms is asymptotically the same as the original one. With
some additional assumptions, we also give an algorithm which is more efficient
for the server. In the second attempt, I show that for any 1-Lipschitz generalized
linear convex loss function, there is an (¢,d)-LDP algorithm whose sample
complexity for achieving error « is only linear in the dimensionality p. Finally,
motivated by the idea of using polynomial approximation and based on different
types of polynomial approximations, I propose (efficient) non-interactive locally
differentially private algorithms for learning the set of k-way marginal queries
and the set of smooth queries. Part of this work appeared in our published work
in Conference on Neural Information Processing Systems (NIPS/NeurIPS) 2018
[300] and The 30th International Conference on Algorithmic Learning Theory
(ALT 2019) [306].

— To alleviate the issues of practice and exponential sample complexity. In Chapter

5.2 I'relax the non-interactive LDP model. Different from its classical setting,
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my new model allows the server to access some additional public but unlabeled
data. I first show that there is an (e, §)-NLDP algorithm for GLM (under some
mild assumptions), if each data record is i.i.d sampled from some sub-Gaussian
distribution with bounded ¢;-norm. Then with high probability, the sample
complexity of the public and private data, for the algorithm to achieve an «
estimation error (in {,-norm), is O(p*a~?) and O(p*a~2e~?), respectively, if
« 18 not too small (i.e., o > Q(\/iﬁ)), where p is the dimensionality of the data.
We then extend our idea to the non-linear regression problem and show a similar
phenomenon for it. To my best knowledge, this is the first paper showing the
existence of efficient and effective algorithms for GLM and non-linear regression
in the NLDP model with public unlabeled data. Note that this is my unpublished

work.

Instead of ERM in the non-interactive local model. In Chapter 5.3 I will study
the high dimensional ERM in the general local model, and I will concentrate
on the most simplest problem, i.e., Sparse Linear Regression. I first show that
polynomial dependency on the dimensionality p of the space is unavoidable
for the estimation error in both non-interactive and sequential interactive local
models, if the privacy of the whole dataset needs to be preserved. Similar
limitations also exist for other types of error measurements and in the relaxed
local models. This indicates that differential privacy in high dimensional space
is unlikely achievable for the problem. With the understanding of this limitation,
then I present two algorithmic results. The first one is a sequential interactive
LDP algorithm for the low dimensional sparse case, called Locally Differentially
Private Iterative Hard Thresholding (LDP-IHT), which achieves a near optimal
upper bound. This algorithm is actually rather general and can be used to solve
quite a few other problems, such as (Local) DP-ERM with sparsity constraints

and sparse regression with non-linear measurements. The second one is for



the restricted (high dimensional) case where only the privacy of the responses
(labels) needs to be preserved. For this case, we show that the optimal rate of
the error estimation can be made logarithmically dependent on p (i.e., log p) in
the local model, where an upper bound is obtained by a label-privacy version
of LDP-IHT. Part of this work appeared in our published work in The 36th

International Conference on Machine Learning (ICML 2019) [317].

* In the the second part of this dissertation, beyond the vector estimation in ERM
problem, I will focus on some estimation or inference statistical problems that are
related to matrix. Specifically, in Chapter 6, I will study three canonical matrix

estimation problems,

— In Chapter 6.1, I study the Principal Component Analysis (PCA) problem under
the non-interactive local differential privacy model. For the low dimensional
case (i.e.,, p < n), I will show that the optimal rate of @(:T’;) (omitting the
eigenvalue terms) for the private minimax risk of the k-dimensional PCA using
the squared subspace distance as the measurement, where n is the sample size
and e is the privacy parameter. For the high dimensional (i.e., p > n) row sparse

case, I first give a lower bound of Q(*5%2) on the private minimax risk, where

ne
s is the underlying sparsity parameter. Then we provide an efficient algorithm to
achieve the upper bound of O(%). Experiments on both synthetic and real
world datasets confirm my theoretical guarantees. Part of this work appeared

in our published work in The 28th International Joint Conference on Artificial

Intelligence (IJCAI 2019) [320] and Theoretical Computer Science [322].

— Next, in Chapter 6.2, I will study the problem of estimating the covariance
matrix under differential privacy, where the underlying covariance matrix is
assumed to be sparse and of high dimensions. Firstly, I propose a new method,

called DP-Thresholding, to achieve a non-trivial /,-norm based error bound
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ie., O(%) where s is the row sparsity of the underlying covariance
matrix, n is the sample size, and p is the dimensionality of the data, and it
is significantly better than the existing ones from adding noise directly to the
empirical covariance matrix. I also extend the ¢5-norm based error bound to
a general /,,-norm based one for any 1 < w < oo, and show that they share
the same upper bound asymptotically. My approach can be easily extended to
local differential privacy. Secondly, I show that the upper bound of the problem
in LDP model is actually tight. My main technique for achieving this lower
bound is a general framework, called General Private Assouad Lemma, which
is a considerable generalization of the previous private Assouad lemma and
can be used as a general method for bounding the private minimax risk of
matrix-related estimation problems. Experiments on the synthetic datasets show
consistent results with our theoretical claims. Part of this work appeared in
our published work in The 53rd Annual Conference on Information Sciences
and Systems (CISS 2019) [312], The 28th International Joint Conference on
Artificial Intelligence (IJICAI 2019) [316] and Theoretical Computer Science

[323].

Finally, in Chapter 6.3 I give the first study of sparse inverse covariance estima-
tion problem under differential privacy. Firstly, we propose an e-differentially
private algorithm via output perturbation, which is based on the sensitivity of
the optimization problem and Wishart mechanism. Based on the idea of that, I
propose a general covariance perturbation method, and then for e-differential
privacy, I analyze Laplacian and Wishart mechanisms, for (¢, d)-differential
privacy I analyze Gaussian and Wishart mechanisms. Moreover, I extend the
covariance perturbation algorithm to distributed setting and local differential
privacy. Experiments on synthetic and benchmark datasets are also support

these theoretical analysis. Part of this work appeared in our published work in
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2018 6th IEEE Global Conference on Signal and Information Processing (2018

GlobalSip) [303].

* In Chapter 7, I will study some other problems of Machine Learning in DP model,
which ranges from clustering, truth discovery, latent variable models and generating

synthetic dataset. Specifically,

— Chapter 7.1 is my unpublished work. In this chapter I focus on studying the
ground truth inference problem under local attribute differential privacy (LADP)
model, which is a relaxation of LDP model, and propose a new algorithm called
private Dawid-Skene method, which is motivated by the classical Dawid-Skene
method. Specifically, I first provide the estimation errors for both ability of users
and the ground truth under some assumptions of the problem if the algorithm
start with some appropriate initial vector. Moreover, I also propose an explicit
instance and show that the estimation error of the ground truth achieved by
the private major voting algorithm is always greater than the error achieved by

previous method.

— Chapter 7.2 is also an unpublished work. I propose in this chapter the first
DP version of (Gradient) EM algorithm with statistical guarantees. Moreover,
I apply the general framework to three canonical models: Gaussian Mixture
Model (GMM), Mixture of Regressions Model (MRM) and Linear Regression
with Missing Covariates (RMC). Specifically, for GMM in the DP model, my
estimation error is near optimal in some cases. For the other two models, I
provide the first finite sample statistical guarantees. My theory is also supported

by thorough numerical experiments.

Furthermore, some other work during my PhD not included in the thesis include four of our

published papers [315, 332, 330, 314] and one submitted manuscript [364].
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1.2 Dissertation Outline

The rest of the chapters go as follows:

* In Chapter 2 I will review some definitions, mechanisms, properties and lemmas of
Differential Privacy (DP) and its local version, Local Differential Privacy (LDP) that

will be used throughout the whole dissertation.

* In Chapter 3 I will study the Empirical Risk Minimization with convex loss functions
in the DP model (DP-ERM). Chapter 3.1 studies how to design faster algorithms for
DP-ERM in the (¢, )-DP model. Chapter 3.2 focuses on the stochastic version of
DP-ERM, i.e., DP-SCO, in (¢, §)-DP model where the data distribution is heavy-tailed.

Chapter 3.3 studies DP-ERM with pairwise loss functions.

* Instead of convex loss functions, Chapter 4 studies DP-ERM with non-convex loss
functions. Chapter 4.1 is about theoretical behaviors of private estimator under the
first order stationary measurement. In Chapter 4.2 I provide some upper bounds of
errors using the excess empirical or population risk. In Chapter 4.3 I show how to

escape saddle points of the Empirical Risk function in DP model.

* Instead of the central model, in Chapter 5 I study ERM in LDP model. I first study
ERM in the non-interactive LDP model in Chapter 5.1. Then I relax the non-interactive
LDP model and study Generalized Linear Models in the non-interactive LDP model
with some public but unlabeled data. Finally, I study the high dimensionality issue of

ERM in LDP model via studying sparse linear regression.

» Chapter 6 focuses on some matrix related estimation problems in (Local) DP model.
In Chapter 6.1 I study Principal Component Analysis in LDP model. In Chapter 6.2 1
study Sparse Covariance Matrix estimation in DP and LDP model. Finally in Chapter

6.3 I study Sparse Inverse Covariance Matrix estimation in DP model.
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* Chapter 7 I study other machine learning problems. In Chapter 7.1 I study ground
truth inference in the Local Attribute Differential Privacy model. Chapter 7.2 focuses

on the statistical guarantees of DP version of Expectation Maximization algorithm.

* In Chapter 8, I will conclude the dissertation and discusses some potential directions

for future research.
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Chapter 2

Differential Privacy Background

In this Chapter, I will introduce some definitions, properties and mechanisms of Differential
Privacy (DP) that will be used throughout the whole dissertation. More details can be found

in [104].

2.1 Central Differential Privacy

Informally speaking, Differential Privacy (DP) ensures that an adversary cannot infer
whether or not a particular individual is participating in the database query, even with
unbounded computational power and access to every entry in the database except for that
particular individual’s data. DP considers a centralized setting that includes a trusted data
curator, who generates the perturbed statistical information (e.g., counts and histograms) by
using some randomized mechanism. It works by injecting random noise into the statistical
results obtained from sensitive data so that the distribution of the perturbed results is
insensitive to any single element (i.e., a data point/item) change in the original dataset.
Formally, it can be defined as follows.

We say that two datasets D and D’ are neighbors to each other if they differ by only one

entry, denoted as D ~ D',
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Definition 2.1.1 (Differential Privacy [107]). Given a data universe X', we say that two
datasets D, D’ C X are neighbors if they differ by only one entry, which is denoted as
D ~ D'. Arandomized algorithm A is (e, 0)-differentially private (DP) if for all neighboring

datasets D, D' and for all events .S in the output space of .4, we have
P(A(D) € S) < ¢P(A(D') € S) + 6.

In practice, € ~ 0.1 and § ~ 1/n“(!) are often good enough choices for (¢, §)-differential
privacy, where n is the number of samples in the dataset.
It is notable that DP enjoys the post-processing and sub-sampling properties, which are

commonly used in machine learning related problems.

Lemma 2.1.1 (Post-processing Property of DP). Let M be an (e, §)-DP mechanism, and
f : Range(M) — R be an arbitrary randomized mapping. Then f o M is also (¢, d)-DP.

Lemma 2.1.2 (Sub-sampling Property of DP [29]). Over a domain of datasets X", if an
algorithm A is (e, §)-DP, then for any n-size dataset D, executing .A on uniformly random

~n entries of D ensures (2ve, §)-DP.

Definition 2.1.2 (Laplacian Mechanism). Given a function ¢ : X" — RP, the Laplacian

Mechanism is defined as: M (D, q,¢€) = q(D) + (Y1, Y, -+ ,Y,), where Y; is i.i.d. drawn

from a Laplacian Distribution Lap(AlT@, where A1(q) is the ¢;-sensitivity of the function g,

i.e., Ai(q) =supp.p ||g(D) — q(D’)||;. For a parameter A, the Laplacian distribution has
the density function:
x

1
Lap(z|A) = 55 exp(=7).

Laplacian Mechanism preserves e-differentially private.

Definition 2.1.3 (Gaussian Mechanism). Given a function ¢ : X" — RP, the Gaussian

Mechanism is defined as: M¢(D, q,€) = q(D)+Y, where Y is drawn from a Gaussian Dis-

tribution NV'(0, 01,) with o > ¥ 21n(12§)/ iy Ay(q) is the ¢5-sensitivity of the function g,
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i.e, Aa(q) = suppp ||g(D)—q(D")||2. Gaussian Mechanism preserves (e, §)-differentially

private.

Definition 2.1.4 (Exponential Mechanism). The Exponential Mechanism allows differen-
tially private computation over arbitrary domains and range R, parametrized by a score
function u(D, r) which maps a pair of input data set D and candidate result » € R to
a real valued score. With the score function u and privacy budget €, the mechanism
yields an output with exponential bias in favor of high scoring outputs. Let M(D, x, R)
denote the exponential mechanism, and A be the sensitivity of u in the range R, A =
max,cg maxp~p |u(D,r) —u(D’,r)|. Thenif M(D, z, R) selects and outputs an element

r € 'R with probability proportional to exp(%), it preserves e-differential privacy.

Lemma 2.1.3 ([104]). For the exponential mechanism M (D, u, R), we have
2Au .
Pr{u(M(D,u,R)) < OPT,(z) — T(ln R|+t)} <e,

where O PT,(x) is the highest score in the range R, i.e. max,cr u(D, 7).

Lemma 2.1.4 (Basic Composition Theorem). Let M, be an (¢;, §;) DP mechanism, then
the composition mechanism M7 = (M, My, - -, Mz) will be (3., &, 32" 6,) DP.
Thus, given target privacy parameters 0 < ¢ < 1 and 0 < § < 1, to ensure (¢, §)-DP

over T' mechanisms, it suffices that each mechanism is (¢’, §’)-DP, where € = % and 0 = %.

In addition to allowing the parameters to degrade more slowly, we would like our

theorem to be able to handle more complicated forms of composition.

Lemma 2.1.5 (Advanced Composition Theorem). Given target privacy parameters 0 <
e<land0 < ¢ < 1, to ensure (¢, 79" + 0)-DP over 7" mechanisms, it suffices that each

. : SV r_ € r_ 9
mechanism is (¢’, §')-DP, where € = SNCTeT) and §' = 7.

The Moments Accountant method proposed in [1] is a technique to accumulate the

privacy cost which has tighter bound for € and 9.
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Lemma 2.1.6 (Moments Accountant). Given target privacy parameters 0 < ¢ < 1 and
0 < § < 1, to ensure (¢, 70" + §)-DP over T mechanisms, it suffices that each mechanism is

(¢/,6")-DP, where ¢ = ————and §' = .

2,/2T In(2/5)
Roughly speaking, when we use the Gaussian Mechanism on the (stochastic) gradient
descent, we can save a factor of y/In(7"/4) in the asymptotic bound of standard deviation of

noise compared with the advanced composition theorem in [105].

Lemma 2.1.7. [1] For any G-Lipschitz loss function, there exist constants c; and ¢, so that
given the sampling probability ¢ = [/n and the number of steps T, for any ¢ < c¢,¢*T', a DP
stochastic gradient algorithm with batch size [ that injects Gaussian Noise with standard

deviation %a to the gradients (Algorithm 1 in [1]) is (¢, 0)-differentially private for any

5>0if0202q—”ﬂ:(1/5).

More details of how to use this lemma could be found in Chapter 3 and 4.

Besides the classical Differential Privacy, additionally, we also use zero Concentrated
Differential Privacy (zCDP) [52] and its composition property to guarantee (¢, §)-DP. Com-
pared to directly using the composition property of DP, it has many advantages (see [192,

309] for more details).
Definition 2.1.5. A randomized mechanism A is p-zCDP if, for all neighboring dataset

D,D"and all & € (1,00),
Da(A(D)|IA(DY) < par,

where D, (+||-) is the a-Rényi Divergence !.

The following three lemmas are some properties of zCDP, which will be used in the

proofs of our theorems.

Lemma 2.1.8 ([52]). Suppose that two mechanisms satisfy p;-zCDP and p,-zCDP, respec-

tively. Then, their composition is (p; + p2)-zCDP.

!For two distributions P and Q on © and « € (1, c0), the a-Rényi Divergence between P,  is defined as
Do(P|Q) = 1y log [, P(2)*Q(z)! ~*da.
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Lemma 2.1.9 ([52]). For a Gaussian mechanism ¢(D)+Y with Y ~ A (0, 0%1,), it satisfies
(229 7CDP.

202

Lemma 2.1.10 ([52]). If a mechanism is p-zCDP, then it is (p + 24/plog %, 9)-DP for any
0> 0.

2.2 Local Differential Privacy

Instead of the trusted curator, in Local Differential Privacy model, each data provider perturb
his/her private data record locally via some differentially private mechanisms before sending
it to the curator.

Since we will consider the sequential interactive and non-interactive local models in this
dissertation, we follow the definitions in [96].

We assume that {Z;}7_; are the private observations transformed from { X;}!" ; through
some privacy mechanisms. We say that the mechanism is sequentially interactive, when it

has the following conditional independence structure:
{Xi7 Zl, ey, Zi—l} — Zi; and ZZ is independent with Xj | {Xz; Zl, ey, Zz’—l}

for all j # i and ¢ € [n]. The full conditional distribution can be specified in terms of
conditionals Q;(Z; | X; = x;, Z1.;-1 = z1.;—1). The full privacy mechanism can be specified
by a collection @ = {Q;}7,.

When Z; is depending only on X, the mechanism is called non-interactive and in this
case we have a simpler form for the conditional distributions Q;(Z; | X; = z;). We now

define local differential privacy by restricting the conditional distribution @);.

Definition 2.2.1 ([96]). For given privacy parameters ¢ > 0, > 0, the random variable Z;

is an (e, d) sequentially locally differentially private view of X if for all 21, 29, -+, z;_1
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and z, ' € X we have the following for all the events S:
Qi(Zi s | Xi=x, Z1:i-1 = Zl:z‘—l) < 66@1‘(2@' €S | X; = $§, i1 = Zl:i—l) + 0.

If 6 = 0, we will omit the term of ¢ (the same for other definitions).
We say that the random variable Z; is an (¢, 0) non-interactively locally differentially

private view of X if

We say that the privacy mechanism @ = {Q;}", is (¢, 0)-sequentially (non-interactively)
locally differentially private (LDP) if each Z; is a sequentially (non-interactively) locally

differentially private view.

Note that the LDP can be regarded as a special case of traditional DP where each dataset
only contains one tuple. Thus, for the same privacy parameter ¢, LDP provides a stronger
guarantee than DP.

Since all of our lower bounds are in the form of private minimax risk, we first introduce
the classical statistical minimax risk before discussing the locally private version.

Let P be a class of distributions over a data universe X. For each distribution p €
P, there is a deterministic function #(p) € O, where © is the parameter space. Let
p: O x 0O = R, be asemi-metric function on the space © and ® : R, — R, be a
non-decreasing function with ®(0) = 0 (in this paper, we assume that p(z,y) = |z — y|
and ®(x) = z? unless specified otherwise). We further assume that {X;}? , are n i.i.d
observations drawn according to some distribution p € P, and 6 : X" — O be some
estimator. Then the minimax risk in metric ® o p is defined by the following saddle point
problem:

M, (B(P), ® o p) := inf sup B, [®(p(A( X7, -, X,,),0(p))],

0 peP
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where the supremum is taken over distributions p € P and the infimum over all estimators 6.

Private Minimax Risk

For a given privacy parameter ¢ > 0, let Q. be the set of conditional distributions that
have the e-LDP property. For a given set of samples { X}, let {Z;}_, be the set of
observations produced by any distribution ) € Q.. Then, our estimator will be based on

{Z:}r_,, thatis, 6(Z,--- , Z,). This yields a modified version of the minimax risk:

Mo (6(P), @ 0 p,Q) = inf sup B, [®(p(0(Z1, - - Z,), 0(p))]

0 peP
From the above definition, it is natural for us to seek the mechanism () € Q, that has
the smallest value for the minimax risk. This allows us to define functions that characterize

the optimal rate of estimation in terms of privacy parameter e.

Definition 2.2.2. Given a family of distributions #(P) and a privacy parameter ¢ > 0, the €

sequential private minimax risk in the metric ® o p is:

M (G(P), P op,e) = dnf Ma(6(P), @0 p. Q).

where Q. is the set of all € sequentially locally differentially private mechanisms. Moreover,

the € non-interactive private minimax risk in the metric ® o p is:
MYMO(P), @0 p,c) = inf M, (6(P), @ p,Q)

where Q. is the set of all e non-interactively locally differentially private mechanisms.
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Chapter 3

Empirical Risk Minimization with
Convex Loss Functions in Differential

Privacy Model

Empirical Risk Minimization (ERM) is one of the most fundamental problems in supervised
learning which encompasses a large family of classical models such as linear regression,
LASSO, ridge regression, SVM, logistic regression, sigmoid regression, and neural networks.
Due to its importance, its differentially private version ( called DP-ERM) has become one
of the core problems in both machine learning and differential privacy communities [66]. In
this chapter, we will revisit the classical setting DP-ERM with convex loss functions and its
stochastic version, i.e., DP Stochastic Convex Optimization (DP-SCO) in the central DP
model. Specifically, in Chapter 3.1, we will study DP-ERM from optimization perspective.
Particularly, we will focus on designing faster algorithm to achieve (near) optimal error under
different settings. In Chapter 3.2, we will study DP-SCO in the setting where the dataset
may follows some heavy-tailed distribution. Finalliy, in Chapter 3.3 we will generalize
DP-ERM with pointwise loss functions to pairwise loss functions. To make each chapter

independent and self-contained, we will review the definition of DP-ERM in each Chapter.
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We also note that the notations of loss function, constraint set and parameter space may be

different across different chapters. We first review some definitions in convex optimization.

Convex Optimization and Convex Geometry

Definition 3.0.1 (Lipschitz Function). A loss function f : C x X — R is G-Lipschitz
(under ¢-norm) over 6, if for any z € X and 6,,0, € C, we have |f(01,2) — f(0s,2)| <

G160, — 0|2

Definition 3.0.2 (L-smooth Function). A loss function f : C x X — R is L-smooth over ¢

with respect to the norm || - || if for any z € X and 6,, 60, € C, we have
IV f (01, 2) = V (02, 2)[[« < L6y = 2],
where || - || is the dual norm of || - ||. If f is differentiable, this yields
L 2
f(QhZ) S f(@Q,Z) + <Vf(62,2)701 - 92) + 5“01 - 92“ .

Definition 3.0.3 (Strongly Convex). The loss function f(z) is u-strongly convex with

respect to norm || - || if for any z, y € dom(f) and z € X, there exists & > 0 such that
F(01.2) = [(02,2) + (0F (02, ),61 = ) + 5161 — 6a] .

where 0f (6, z) is any subgradient on 5 of f(-, z).

Next, we define the gradient complexity of finite sum function (3.1). Before that, we first

let IFO denote incremental first-order oracle, which is widely used in optimization theory

[4].
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3.1 Faster Algorithms of DP-ERM under the Classical Set-
ting

We will start from the most classical setting of DP-ERM. As we mentioned previously, ERM
is the most important model in Supervised Machine Learning, thus, DP-ERM is also one
core problem in the Differentially Private Machine Learning coomunity. It can be formally

defined as follows.

Definition 3.1.1 (DP-ERM). Given a dataset D = {zy,--- , z, } from a data universe X and
a closed convex set C C R?, DP-ERM is to find 2P € C so as to minimize the empirical
risk, i.e.

F'(z,D) = %Zf(x,zi) +r(z), (3.1)
=1

with the guarantee of being differentially private, where f is the loss function and r is some
simple (non-)smooth convex function called regularizer !. When the inputs are drawn i.i.d
from an unknown underlying distribution P on X, we also consider the population risk
E.p[f(x, z)]. If the loss function is convex, the utility of the algorithm is measured by the

expected excess empirical risk, that is

E[F" (2P, D)] — min F"(x, D),

zeC

or the expected excess population risk (generalization error), that is

Esz,A{f(xprivv Z)] - glelél EZNP [f(]?, Z)]?

where the expectation of A is taking over all the randomness of the algorithm.

Due to its importance, DP-ERM has received a great deal of attentions in recent years.

Most of them have been focused on convex loss functions. A number of approaches have

'If there is no regularizer, we will simply denote the ERM as F(z, D).
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been proposed for DP-ERM with convex loss functions, which can be roughly classified into
three categories. The first type of approaches is to perturb the output of a non-DP algorithm.
[66] first proposed the output perturbation approach which is extended by [356]. The second
type of approaches is to perturb the objective function [66]. We referred to it as objective
perturbation approach. The third type of approaches is to perturb gradients in first order
optimization algorithms. [29] proposed the gradient perturbation approach and gave a lower
bound on the utility of both general convex and strongly convex loss functions. Later, [270]
showed that this bound can actually be broken by adding more restrictions on the convex
domain C of the problem. As shown in Tables 3.1, 3.2 and 3.3? , the output perturbation
approach [356] can achieve the optimal bound of utility for strongly convex case, but cannot
be generalized to the case with non-smooth regularizer; also, the gradient complexity of
this approach is often too high, making it impractical. [159] extends the output perturbation
approach in [66]. However, their method is only applicable to the unconstrained case and
is not robust to the case with non-smooth regularizer. The objective perturbation approach
needs to obtain the optimal solution to ensure both differential privacy and utility, which
is often intractable in practice, and cannot achieve the optimal bound [159]. The gradient
perturbation approach can overcome all the issues and thus is preferred in practice. However,
its current results are all based on Gradient Descent (GD) or Stochastic Gradient Descent
(SGD), which could be slow for large datasets. In this section, we will focus on the gradient
perturbation based approach. Specifically, we will focus on how to design faster algorithms
in both theory and practice, while also could achieve (near) optimal (expected) excess
empirical or population risk.

Below is a summary of our results on DP-ERM with convex loss functions.

1. For strongly convex loss functions, we first propose a differentially private version
of SVRG [166], i.e., DP-SVRG, and show that it could achieve a near optimal error

bound with less gradient complexity, meaning that it runs much faster than the previous

2Bound and complexity ignore multiplicative dependence on log(1/§).
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ones to achieve the near optimal bound. Moreover, combining with the Katyusha
momentum [8] and Variance Reduction methods, we introduce an accelerated version
of DP-SVRG, i.e., DP-Katyusha, and show that it can further reduce the gradient

complexity while achieving a near optimal upper bound (see Table 3.1 for details).

2. For general convex loss functions, we also propose a DP version of variance reduction
method, i.e., DP-SVRG++, which is a DP version of SVRG++ [9]. We show that our
method can achieve the optimal error bound with significantly less gradient complexity

compared to previous ones. See Table 3.2 for details.

3. In high dimensions, for smooth and convex loss functions, we propose an algorithm
called DP-AccMD, which is motivated by the Nestrov’s accelerated version of Mirror
Descent. Our algorithm has significantly less gradient complexity than the previous
one to achieve an upper bound of error which depends only on the Gaussian width of

the underlying constraint set. More details are in Table 3.3.

3.1.1 Related Work

There is a long list of works on differentially private ERM in the last decade which attack
the problem from different perspectives, such as [160, 276, 335, 305, 299]. We compare to
those that are most related to ours from the utility and gradient complexity (i.e., the number
(complexity) of times that the first order oracle (f(z, 2;), V f(z, 2;)) is called) points of
view. Table 3.1 is the comparisons for the case that the loss function is strongly convex
and 1-smooth. Our algorithm achieves near optimal bound with less gradient complexity
compared to previous ones. It is also robust against non-smooth regularizers.

Tables 3.2 and 3.3 show that for non-strongly convex loss functions and in high dimen-
sional space, our algorithms outperform other existing methods. Particularly, we improve
the gradient complexity from O(n?) to O(nlogn) while preserving the optimal bound

for non-strongly convex case. For the high dimensional case, the gradient complexity of
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Method Utility Upper Bd | Gradient Complexity | Non smooth Regularizer?

[671[66] Objective Perturbation O(4=) N/A No
[181] Objective Perturbation | O (-4 + %6”2) N/A Yes

[29] Gradient Perturbation O(E 1‘:[%3”)) O(n?) Yes

[356] Output Perturbation O(:£=) O(nklog(™)) No

[159] Output Perturbation O(+4=) N/A No
Algorithm 3.1.1 | Gradient Perturbation O(% 1(;55(:)) O((n+ k) log(l\/%)) Yes
Algorithm 3.1.2 | Gradient Perturbation O(E 13%22")) O((n + v/kn) 1og(%)) Yes

Table 3.1: Comparisons with previous (¢, d)-DP algorithms. We assume that the loss
function f is convex, 1-smooth, differentiable (twice differentiable for objective pertur-
bation), and 1-Lipschitz. r(-) is u-strongly convex. Bound and complexity ignore multi-
plicative dependence on log(1/d). x = ﬁ is the condition number. The lower bound is
Q(min{1, -£5})[29].

our method is reduced from O(n?) to O(n'%). Note that [177] also considered the high
dimensional case via a dimension reduction method. But their method requires the optimal
value in the dimension-reduced space; in addition, they considered the loss functions under

a more stricter condition than the ¢»- norm Lipschitz requirement.

3.1.2 Preliminaries

Definition 3.1.2. Given some = € R? and i € [n], the IFO returns a pair (f(z, z;), V f(z, 2;)).

The gradient complexity of an algorithm is the complexity of IFO in the algorithm.

For convenience, we let F(z) = 1 3" | f(z,z;) and F"(z) = F"(x, D), and denote by

T, = argmingec F7(2).

Assumption 3.1.1. The loss function f(-, z) is assumed to be differentiable, L-smooth over

x with respect to ¢, norm and is G-Lipschitz over x with respect to /5-norm for all z € X.

The following definitions and lemmas will be used in the high dimensional case,
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Method Utility Upper Bd | Gradient Complexity | Non smooth Regularizer?
[181] Objective Perturbation O( %) N/A Yes
[29] Gradient Perturbation O(%ﬁn(")) O(n?) Yes
[356] Output Perturbation O([n—‘/f}é) O(n[’;{]%) No
Algorithm 3.1.3 | Gradient Perturbation (‘n/—f) O(L\/; +nlog(’)) Yes

Table 3.2: Comparisons with previous (e, 0)-DP algorithms, where F” is not necessar-
ily strongly convex. We assume that the loss function f is convex, 1-smooth, differen-
tiable( twice differentiable for objective perturbation), and 1-Lipschitz. Bound and com-
plexity ignore multiplicative dependence on log(1/0). The lower bound in this case is

Q(min{1, ¥2})[29].

Method

Utility Upper Bd

Gradient Complexity

Non-smooth Regularizer

ol \/G§+ch210g<n>)

ne

. . 3.2
[270] Gradient Perturbation — O( @2 ngl\;) o (71)) Yes
[270] Objective Perturbation O(%) N/A No
Z 2
[269] Gradient Perturbation | O %{i(”))) O( ("5?) Yes
ne)3 Gé
/2 :
Algorithm 3.1.4 | Gradient Perturbation O(w) No

o NG i
(Gg+lel)a

Table 3.3: Comparisons with previous (¢, 0)-DP algorithms. We assume that the loss function
f is convex, 1-smooth, differentiable( twice differentiable for objective perturbation), and
1-Lipschitz. The utility bound depends on G, which is the Gaussian width of C. Bound and
complexity ignore multiplicative dependence on log(1/4).
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Definition 3.1.3 (Minkowski Norm). The Minkowski norm (denoted by || - ||¢) with respect
to a centrally symmetric convex set C C RP? is defined as follows. For any vector v € R?,

|| - [lc = min{r € R* : v € rC}. The dual norm of || - ||¢ is denoted as || - |

c+; for any

vector v € R?, ||v]|ex = maxyec [(w, v)].

Definition 3.1.4 (Gaussian Width). Let b ~ A/ (0, I,) be a Gaussian random vector in R?.

The Gaussian width for a set C is defined as G¢ = Ey[sup,,cc (b, w)].

Compared with the dimensionality p, Gaussian Width of a convex set C C R? could be

much smaller. For example, when C is [;-norm unit ball, G¢ = O(+/log p); when C is the
set of all unit s-sparse vectors on R?, G¢ = O(y/slog(p/s)).

3.1.3 Low Dimensional Case

Since the constraint set can be represented as a indication function, in this section we will

consider ERM with (non)-smooth regularizer’, i.e.

n

min F'(x, D) = F(z,D) 4+ r(z) = %Z f(x,z)+r(z). (3.2)

z€RP -
=1

The loss function f is convex for every z. We define the proximal operator as

1 )
prox, (y) = arg min{[lz —y|[; +r(z)}.

Note that for many specified non-smooth regularizer r(-), such as ¢;-norm or elastic net,
there are efficient or closed forms of solution for the operator.

Before showing our algorithm, we first introduce SVGR. SVRG is a general technique
called variance reduction method, which has been studied considerably in recent years
[8, 9, 166, 347]. All these results have showed that SGD converges faster if one makes

a better choice of the gradient estimator v; so that its variance reduces as k increases. In

3 All the algorithms and theorems in this section are applicable to closed convex set C rather than R?.
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SVRG [166], the estimator behaves as follows. It first keeps a snapshot vector z that
is updated every m iterations, and computes the full gradient V F'(Z). Then it sets v; =
Vf(x, z,) — Vf(Z,2,) + VF(z, D) as an unbiased estimator of the gradient VF'(z;, D).
After that, it updates x;, using the gradient descent on v, i.e., 411 = xy — v , Where 7, 1s
the step size.

The basic idea of our algorithms is to inject Gaussian noise to this unbiased estimator
vg; it can be shown that the estimator is still unbiased after injecting noise, which means
that it attains all the advantages (i.e., faster convergence) of the original one except for some

slightly increased variance.

Algorithm 3.1.1 DP-SVRG
Input: f(x, z) is G-Lipschitz and L-smooth. () is u-strongly convex w.r.t /y-norm. % is
the initial point, 7 is the step size, and 7', m are the iteration numbers.

fors=1,2,--- T do

1:

2 Tr = 'i‘s—l

3 v =VF(z)

4: TH=1T

5: fort=1,2,--- ,mdo
6 Pick i € [n]

7 vf = Vf(xi_y,zi) — V(T 23) + 0+ uf, where uj ~ N(0,0°1,)
8 x5 = prox,,, (x5, — 17v;)

9 end for

100 =130 a4

11: end for

12: return I,

Strongly convex case

We first consider the case that F"(z, D) is p-strongly convex. As mentioned earlier, Algo-
rithm 3.1.1 is based on the Prox-SVRG [347], which is much faster than SGD or GD. We
will show that DP-SVRG is also faster than DP-SGD or DP-GD in terms of the gradient

complexity needed to achieve a near optimal excess empirical risk bound.

Theorem 3.1.1. DP-SVRG (Algorithm 3.1.1) is (e, d)-differentially private, where 0 < ¢ <

5+ for some constant ¢; and 0 > 0 is a constant, if the following condition holds for some

Tm
C1 vl
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constant ¢

G*T'mIn(3)
o = CT. (33)

Remark 3.1.1. The constraint on € in Theorems 3.1.1 and 3.1.4 comes from Lemma 2.1.7.
This constraint can be removed if the noise o is amplified by a factor of O(In(7/J)) in
(3.3) and (3.7). But accordingly, there will be a factor of O(log(TTm)) in the utility bound in
(3.4), (3.6) and (3.8). In this case, the differential privacy guarantee is achieved by advanced

composition theorem and privacy amplification via sampling [29].

The following theorem shows that the output in Algorithm 3.1.1 achieves a near optimal

error bound.

Theorem 3.1.2. Under Assumption 3.1.1 and further assuming that r(z) is p-strongly
convex w.r.t {5-norm, the output of DP-SVRG (Algorithm 3.1.1) has the following error

bound after 7' = O (log(ﬂ» iterations

pG2In(1/3)
o . ~ (plog(n)G*log(1/4)
E[F"(i7)] — F'(z,) < O ( — , (3.4)
if o is chosen as in (3.3), nis setasn = O(1) < a7, and m = @(ﬁ) is sufficiently large so

that they satisfy inequality

1 N 8Ln(m + 1)
n(1—8nL)um — m(1—8Ln)

1
< = 3.5
5 (3.5

where some insignificant logarithmic terms are hiding in the O-notation. The total gradient
complexity is O ((n + ﬁ) log \’}—%)

From Table 3.1, we can see that the gradient complexity of DP-SGD is O(n?), which
means that our method is much faster when ﬁ < n. We will verify this in the experimental
section.

With the above theorem, a natural question is whether we can further reduce the gradient

complexity. Recently, [8] proposed the Katyusha technique to accelerate the stochastic vari-
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ance reduced methods and achieved the best-known gradient complexity O((n+ ﬁn) log %)
for strongly convex loss functions. Combining this technique with Algorithm 3.1.1, we
can obtain a differentially private version of Katyusha, DP-Katyusha, and show that it can

indeed improve the gradient complexity in Theorem 3.1.2. See Algorithm 3.1.2 for details.

Algorithm 3.1.2 DP-Katyusha
Input: f(x,z) is G-Lipschitz and L-smooth. r(x) is p-strongly convex w.r.t {o-norm. x is
the initial point, 7 is the step size, and 7', m are the iteration numbers. Parameter 6

1: Let Zp = x§ = zg, w = 1 + np.
2: fors=1,2,---,T do
3: 'l~} - VF(ii’Sfl).

4: fort=1,2,--- ,mdo

5: Pick #f € [n] uniformly.

6: Lety,1 =0x] ; + (1 —0)Ts

7 Uf = Vf(yt_l, sz) — Vf(i‘s_l, sz) + 0.

8: £} = prox,,, (¢3_y — 10;).

9: end for

10: Letd, = 0(X7 ) w/) "L S wind ) 4 (1= 0)7,.
1. gt =a8,

12: end forreturn Zr.

Theorem 3.1.3. Under Assumption 3.1.1 and taking o as in Theorem 3.1.1, Algorithm

3.1.2 is (¢, 0)-DP. Furthermore if r(z) is p-strongly convex w.r.t £3-norm and the parameters

are chosen in the following way: 1) if n < ﬁ, setm = %n, n = 3wlnL , 0= /%% and
T =0( /f—nlog Z£); 2)if n > ,setm = ﬁ,n =2.0=3T= O(log(:}—%)), then the

output of Algorithm 3.1.2 has the following error bound

- pl G?1
B (i) — F7(n,) < (P18 1C" 108

). (3.6)

n2e2y
In other words, the overall gradient complexity of DP-Katyusha is O ((n + ) log \[)

Compared with the gradient complexity in Theorem 3.1.1, we can see that in the ill-
conditioned problem where the condition number ﬁ > n, the gradient complexity in

Theorem 3.1.3 is less.
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Remark 3.1.2. Note that compared with DP-SVRG (Algorithm 3.1.1), DP-Katyusha (Algo-
rithm 3.1.2) has additional variables y;, which are linear combinations of z; and x. Actually,
this corresponds to a special case of Katyusha momentum [8], i.e., the case of 1 — 7 — 75 = 0.
We note that this special case has also been studied in [368]. We can easily see that the

updating of Z, can be written as 7, = (Z;”:_Ol wl)™! Z;”:_Ol Wiy

Non-strongly convex case

In some cases, F"(x) may not be strongly convex. For such cases, [10] has recently showed
that SVRG++ has less gradient complexity than Accelerated Gradient Descent. Following
the idea of DP-SVRG, we present algorithm DP-SVRG++ for the non-strongly convex case.
Unlike the previous one, this algorithm can achieve the optimal utility bound.

Compared with DP-SVRG (Algorithm 3.1.1) and DP-Katyusha (Algorithm 3.1.2), there
are some differences in DP-SVRG++. The first one is that the inner iteration number m is
doubled when the outer loop iteration number s increases, while it is a fixed number in both
DP-SVRG and DP-Katyusha. The second one is that the starting vector 5" in each epoch
is the ending vector of the last epoch ), , which is similar to the one in DP-Katyusha, but

not the average as in DP-SVRG.

Theorem 3.1.4. DP-SVRG++ (Algorithm 3.1.3) is (¢, §)-differentially private, where 0 <

m
n2

2'm for some constant ¢y and 6 > 0 is a constant, if the following condition holds for

e<c
some constant ¢

G?2Tm In(2

o2 = G2 min(g) 3.7)

n2e
Theorem 3.1.5. Under Assumption 3.1.1 and further assuming that F"(z) is convex,

the output of DP-SVRG++ (Algorithm 3.1.3) has the following error bound after 7' =

0] (log(m >> 1terations

MW@M—meso(ﬁﬁgﬁﬁg, (3.8)
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Algorithm 3.1.3 DP-SVRG++
Input: f(z, z) is G-Lipschitz, and L-smooth over = € C. I is the initial point, 7 is the step
size, and T', m are the iteration numbers.

1: QT(I) = Ty

2: fors=1,2,--- T do

3: 0=VF(Zs_1)

4: mg = 2°m

5: fort=1,2,--- ;m,do

6: Pick i} € [n]

7: vi = Vf(xf_1,zi) — Vf(Zee1, 2i5) + 0+ ul, where ul, ~ N(0,0%1,)
8: ] = prox,,. (] _; — 1v})
9: end for

100 To= oo 2l T

1 aytt=al

12: end for

13: return Ty

if o is chosen as in (3.7), n = 1?+L’ and m = O(L) is sufficiently large. The gradient

complexity is O (7\% + nlog(%)).

Note that only near optimal error bound has been achieved for strongly convex loss
functions as shown in (3.4), while optimal bound has been obtained for general convex loss
functions. It is not clear whether our method can achieve optimal error bound for strongly
convex loss functions. Another problem is to determine whether the gradient complexity in
Theorem 3.1.5 can be further improved by using DP-Katyusha. We leave both problems as

future research.

3.1.4 High Dimensional Case

The utility bounds in Section 3.1.3 depend polynomially on the dimensionality p. In high-
dimensional (i.e., p > n) space, such a dependence could be too large and thus not very
desirable. To alleviate this issue, we can usually get rid of the dependence on dimensionality
by reformulating the problem so that the goal is to find the parameter in some closed
centrally symmetric convex set C C RP? (such as /;-norm ball), i.e., mingee F(z, D) =

1 —n o
~> i1 f(x, z), where the loss function is convex.
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Recently, [270] and [269] showed that the /p term in (3.4), (3.6) and (3.8) can be
replaced by the Gaussian Width of C, which is no larger than O(/p) and can be significantly
smaller for many special cases, such as unit /;-norm ball. However, one issue of their
methods is that the gradient complexity to achieve this upper bound is O(n3) which is quite

large. In this section, we propose a faster algorithm to achieve the same upper utility bound.

Algorithm 3.1.4 DP-AccMD
Input: f(x, z) is G-Lipschitz , and L-smooth over x € C . ||C|| is the {5 norm diameter of
the convex set C. w is a function that is 1-strongly convex w.r.t || - ||c. x¢ is the initial point,
and 7’ is the iteration number.

1: Define V(y, z) = w(y) — (Vw(z), y — ) —w(x) as the Bregman divergence associated

with w.

2: Yo, 20 = To

3: fork=0,---,T—1do

4. A1 = % and ry = o1l

5 g =1mrzk + (1= 7)Yk

6y = argmingee (X8 |y — 2|2+ (VE(2001),y — 2001)}

7:

8: 2kr1 = argmin,ee{V (2, 2x) + g1 (VF (41) + bgi1, 2 — 2x) b, Where by g ~
N(0,0%1,)

9: end for

10: return yr

Our algorithm DP-AccMD is based on the Accelerated Mirror Descent method, which
was studied in [9] and [229]. Since there is an additional noise injected to the gradient in this
method, the parameters oy, and 7, are quite different from the original one, which makes the
proof much more challenging. Before showing our result, we first introduce the Bregman

divergence.

Definition 3.1.5. A function w : C — R is said to be a distance generating function with
modulus o > 0 (w.r.t. || - || norm), if w is continuously differentiable and strongly convex
satisfying the following inequality for any z, z € C, (x — 2z, Vw(z) — Vw(z)) > a||z — 2.
The Bregman Divergence associated with w is defined as V(z,z) = w(z) — w(z) —

(Vw(z),z — 2).

35



Theorem 3.1.6. DP-AccMD (Algorithm 3.1.4) is (e, §)-differentially private for constants

€,0 > 0, if the following holds

2
o2 = c% (3.9)

n2e?

for some constant c.

Theorem 3.1.7. Under Assumption 3.1.1 and further assuming that the loss function is

convex, the output of DP-AccMD (Algorithm 3.1.4) has the following error bound

< O(\/G% + ||C||§G\/ln(1/5))

ne

E[F(yr)] — F(x.)

after 7" iterations, where

2
T2—O( L||C||2\/V($*»$O)”€ )7

~Gy/In(1/6)/GE +[ICI3

if o is chosen as in (3.9) and w is function that is 1-strongly convex with respect to || - ||c.
The total gradient complexity is O (%) , where ||C||5 is the /5-norm of the diameter
ctlicliz

of C, ie.,

CHQ = INaXg yec ||:L‘ - yHQ

We note that compared with DP-Mirror Descent in [270], our method can improve a
factor of O(n'®) in the gradient complexity. However, we need to assume that the loss
function is L-smooth while in [270] it is required only to be convex.

A remaining issue in our algorithm is that in Steps 6 and 7 it needs to solve a sub-problem
in each iteration. This could be costly for some general convex set C. We leave it as an open

problem for future research.

3.1.5 Experiments

In this section, we study the practical performance of some of our proposed algorithms on

both synthetic and real-world datasets. As we will see later, all experimental results support
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our theoretical analysis.

We will use logistic regression as an example to study the practical performance of our
algorithms. Particularly, we test DP-SVRG (Algorithm 3.1.1) and DP-Katyusha (Algorithm
3.1.2) for logistic regression with /5-norm regularizer and DP-SVRG++ (Algorithm 3.1.3)
for logistic regression with ¢;-norm regularizer:

- 1 & A
min F"(0, D) = - Zlog(l + exp(—yi(zi,0))) + 5”9”;

OcRp -
=1

- 1 ¢ A
min F"(0, D) = - Zlog(l + exp(—yi(zi, 0))) + 5”9”1’

OcRp -
=1

where{x;}!" , are the feature vectors and {y;}! , are the corresponding labels.

Experimental Settings

For all the experiments, we set A = 10~%. We compare the optimality gap with the gradient
complexity in different settings, where the optimal value is obtained through gradient descent.
For both strongly and general convex cases, we compare our methods with DP-SGD [29] and
DP-GD [356]. The synthetic dataset is generated by Pr(y;|z;) = m for some
0*. That is, we first randomly choose 6*, and then for each random vector x;, we set y; = 1

if ey @y > 3+ The size of the synthetic dataset is (10°, 50). For the real-world
datasets, we use Covertype and IJCNN, which are commonly used in binary classification.
The sizes of the training sets are (5 x 10°,54) and (5 x 10%, 22), respectively. We normalize

all the above datasets as pre-processing so that the loss functions are 1-Lipschitz.

Parameter Settings

For the strongly convex case, the outer and inner iteration numbers are chosen to be 2[log |
and 100, respectively, in DP-SVRG, while they are set to be [logn| and %n, respectively, in
DP-Katyusha. Since the stepsize does not affect the privacy, we use the Barzilai-Borwein

stepsize strategy to determine the stepsize in each iteration [271] for DP-SVRG and DP-
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(a) Optimality gap w.r.t gra- (b) Optimality gap w.r.t gra- (c) Optimality gap w.r.t gra-
dient complexity with fixed dient complexity with fixed dient complexity with fixed
e=1,p=50. n=10%¢€=1. n = 10°, p = 50.

Figure 3.1: Experimental results on synthetic dataset for strongly convex case.
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(a) Optimality gap w.r.t gra- (b) Optimality gap w.r.t gra- (c) Optimality gap w.r.t gra-
dient complexity with fixed dient complexity with fixed dient complexity with fixed
e=1,p=54. n=>5x10%¢e=1. n=25x10% p = 54.

Figure 3.2: Experimental results on Covertype dataset for strongly convex case.
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(a) Optimality gap w.r.t gra- (b) Optimality gap w.r.t gra- (c) Optimality gap w.r.t gra-
dient complexity with fixed dient complexity with fixed dient complexity with fixed
e=1,p=50. e=1,n=10°. p =50, n = 10°.

Figure 3.3: Experimental results on synthetic dataset for convex case.
Katyusha. The initial stepsize is = 0.1. For the privacy parameters, we choose ¢ = 0.2, 1
and a fixed § = 10~*. All experiments are performed on MATLAB.

Results

Figure 3.1 and 3.2 show the results of ¢5-norm regularized logistic regression on synthetic

and Covertype dataset, respectively. Firstly, from the figures we can see that DP-Katyusha
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(a) Optimality gap w.r.t gra- (b) Optimality gap w.r.t gra- (c) Optimality gap w.r.t gra-
dient complexity with fixed dient complexity with fixed dient complexity with fixed
e=1,p=22 e=1,n=>5x10% p=22,n=>5x10%

Figure 3.4: Experimental results on IJCNN dataset for convex case.

and DP-SVRG not only have lower gradient complexities in all cases than other existing
methods, but also achieve the lowest optimality gap. This suggests that our methods are
more practical and effective, which is consistent with our theoretical analysis. Comparing
DP-SVRG and DP-Katyusha, we can see that both of them can achieve almost the same
optimality gap, but DP-Katyusha has considerably lower gradient complexity. Secondly, we
can see that when the sample size becomes smaller, the optimality gap increases, which is
mainly due to the added noise in each iteration. Thirdly, when the dimensionality increases,
the optimality gap also increases. This is due to the fact that the error bound is linearly
depending on the dimensionality. Finally, we know that when the privacy parameter ¢
increases, which means less privacy, the optimality gap decreases.

Figure 3.3 and 3.4 depict the results of logistic regression on synthetic and IJCNN
dataset, respectively. Firstly, we can see that in all the cases, DP-SVRG++ has significantly
lower gradient complexity than other methods, and also achieves a comparable optimality
gap with DP-GD. Secondly, when the sample size decreases, the optimality gap increases.
Thirdly, when the dimensionality increases, the optimality gap also increases. Finally, we

know that with a larger privacy parameter e, the optimality gap decreases.

3.1.6 Omitted Proofs

For simplicity, we omit the superscripts of iterations in the same epoch s, i.e. use z; to

denote z;, unless otherwise specified.
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Useful Lemmas

Lemma 3.1.1. Suppose that each component function f(x,z;) is L-smooth. Let v =
Vf(y-1,2,) — V(Z,2,) + VF(Z) + u, where u;, ~ N(0,021,) is independent of i,.

Then, the following inequality holds

Ei i [VF (ye—1) — v||3 < 2L(F (&) — F(ye—1) — (VF(y1-1), & — yj—1)) + po”,

where the expectation is taking over 7; and u.

Proof. Letv =V f(yi—1,2:,) — Vf(Z,2,) + VEF(Z). Then, E(VF(y;—1) — 0, u;) = 0. For
the term E||VF(y;—1) — v

2, by a tighter upper bound on the gradient estimator variance in

[8], we have
Ei [VF(ye—1) — 03 < 2L(F(Z) — F(yi-1) = (VF (Y1-1,% — yj-1))-

Thus, we get the proof. [

Lemma 3.1.2. Assume that z* is an optimal solution to the following problem
.
min 2z — 2| + 6(x),

where v > 0, and ¢(z) is a convex function (possibly non-differentiable). Then for all

z € RP, there exists a vector G € d¢p(z*) with
(G,2 = 2) = 2llz0 = =" = Sl = 2ol + 2ll= = "
Proof. By the optimality of z*, there exists a vector G € J¢(z*) which satisfies

v(z*—2) +G=0.
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Thus, for all € R?, we have

0=(y(z"—20) +G,2" — 2)
=v(z" — 20,2 — 2) + (G, 2" — 2)

e g v * *
= Sll2" = 20l” = Sllz = zol* + S llz = Z"I° + (G, 2" = 2).

O
Lemma 3.1.3. If two vectors z;, x;_; € RP satisfies z; = Prox,,.(z;_1 —nv) with a constant

vector v and a general convex function 7(z), then for all u € RP, we have

1 1 1
(v, 75 —u) < —%H%‘—l — ;|| + %Hl’j—l —ul|* - %H%‘ — ul]? + r(u) — r(z;).

Moreover, if () is u-strongly convex, the above inequality becomes

1 14+nup

1
(v, 25 —u) < —%H%’—l — x| + %H%—l —ul]* - 2 2 — ul|® + r(u) — r(z;).

Proof. By the definition of the proximal operator Prox(-), we can see that z; = Prox,,.(z;_1—

no) is equivalent to
1 9
oy = angmin{y_[lo — a1+ (0,2) + o)

Applying Lemma 3.1.2 with z = u, 2y = z;_1, 2" = z;,7 = % and ¢(z) = (v, z) + r(x),

then there exists a vector G € Or(x) satisfying
1 2 2 2
(v, u — ) +(G,u— ;) = %H%A — 2" = =l — ull” + ol —

Using the convexity of 7(-), we get g(u) — g(x;) > (G, u — z;). After rearranging, we have

the first inequality.
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If r(x) is p-strongly convex, we have r(u) — r(z;) > (G, u — x;) + &||z; — ul|®.

O
Lemma 3.1.4. Let r be a closed convex function on RP. Then for any z,y € dom(R)
|Iprox, () — prox, (y)|| < [lz —yl|
Lemma 3.1.5. Let w be a distance generating function with modulus o w.r.t. || - || norm,

and z* = argmin,ec{(VF(z) + €,u) + %V(u, x) + h(u)}. Then the following is true
(VE(@),x —a*) 2 ot — ol +r(@®) = r(2) + (2" — ),
Y
Proof. By the optimality of =, we know that there exists a p € 9r(x™) such that

(VF(z) +e+ %[Vw(afr) — Vw(z)]+p,u—2a") >0,Vz €C. (3.10)

Letting u = x in above inequality, we have

(VE(z),r —z%) > =(Vw(z™) — Vw(z),zt —z) + (p+ 6,21 — z).

= |

By the strongly convexity of w and (p, % — x) > r(z+) — r(x), we get the proof. O

Lemma 3.1.6. For any vector v, we have ||v||2 < ||C||2||v||c, where ||C||2 is the ¢o-diameter

and [|C||2 = sup, yec |[& = yll2-

Lemma 3.1.6 implies that any smooth convex function F(6), which is L-smooth with
respect to {5 norm, is L||C||3-smooth with respect to || - ||¢ norm, which is the motivation of

our algorithm.

Proof. 1f v = 0, this is trivially true. Otherwise, we will show that {42 < ||v||c. This is

equivalent to show that v ¢ ”gHzC Taking any y € C, since || ”Zsz’h = ”Z‘E l|yll2, we
know that ||y||> < [[C[o. Thus, |[{&2yl]s < [[0]o. We getv ¢ HiizC. O
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Lemma 3.1.7. [270] For W = (max,ec{w,v))?, where v ~ N(0, I,,), we have E,[W]| =
O(Gz +[IC]13).

3.1.7 Proofs of Differential Privacy

We will show that Algorithm 3.1.1, 3.1.2 and 3.1.3 are (e, §)-DP. The proof of Algorithm
3.1.4 is just based on the Moment in Lemma 2.1.7.

W.lLo.g, we assume G = 1, i.e.,

focus on the proof of Theorem 3.1.1, the Proof of Theorem 3.1.3 and Theorem 3.1.4 are
the same, instead of the iteration number (or number of queries). Let the difference data of

D, D' be the n-th data. Now, consider the i-th query:
s =, 1 - =, s .8 2
Mz' - vf($t—1’ sz) - Vf(xv sz) T E va<l’,22) + Uy, Uy~ N<070 Ip)7
i=1

where if € [n] is a uniform sample. This query can be thought as the composition of two
queries:

My =V f(x;_y,zi) — V(& 2) + N(0,07 1) (3.11)

and

Mo = VF(%, D)+ N(0,031, ZVfa:z, + N(0,021,) (3.12)

for some 0, 05. By Theorem 2.1 1in [1] we have a,(A) < oy, (A) + o, , (A). Now we
bound ay, , (M) and avy, , (N).

For oy

i,1°

we can use Lemma 3 in [1] directly, where ¢ = %, f()=Vf(x ) —

V f(Z,-). For some constant ¢; and any integer A\ < 0% In(n /o), we have

A2 3
aMm()‘) <a ngo_% + O(

2). (3.13)

3

For avyy, ,(A), we use the relationship between moment account and Rényi divergence. By
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Definition 2.1 in [52] we have:

OéMi,Q()\) = >‘D>\+1(P||Q)7 (314)

where P = VF(z, D)+N(0,031,) = N(VF(Z,D),03)and Q = VF(z, D) +N(0,031,) =
N(VF(z,D'),0%). By Lemma 2.5 in [52], we have for some cy:

MM+ DIIVEE, D) = VF(E D) _ 20\ +1) _ aX?

D P = . (3.15
)\+1( HQ) 9252 = 7120'5 = ngo_% ( )
Combining (3.13), (3.14) and (3.15), we have
A2 A2 A3
OCMZ(/\) §61n2—0'3+62n2—0'%+0(n30‘%> (316)
After T iterations, we have for some ¢y, o,
T 2 22
< < —_ 3.17
aM_ZZ:;aMl_Cl 20§+02 77 (3.17)
To be (¢, d)-differentially private, by Theorem 2.2 in [1], it suffices to show that
T)\? N TN\? < A€
c c —
"n262 " Pn2e? T 2
and
—A
exp(—) <6
2
In addition, we need
A <oiln(n/oy). (3.18)
It can be verified that when e < 03% for some constant c3, we have
Tlog(1/6
o) = ¢, YT 108(1/9) (3.19)
ne
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and

09 — C5ﬂz—g€<1/5). (320)

For some constants ¢4, c5, all the conditions can be satisfied. Since the sum of two Gaussian

distributions is still a Gaussian distribution, and M; = M, ; 4+ M, 2, we have 0 = cﬂ%(lm
for some c. Thus, T-fold of the queries
s s, 1 - =, 2
M =V f(aiy, 2) = V(@ 2) + = > V(@ 2) + N (0,0°I,)
i=1

will guarantee (e, §)-differential private when € < ¢35

For Algorithm 3.1.1 and 3.1.3, T' = T'm, while for Algorithm 3.1.2, T' = 27 !m,

Proof of Theorem 3.1.2

Let g, = %(xt,l - proxm(xt,l — nu;)). Then we have z; = x;_1 — ng;. Thus

lze = 2.3 = lwer = nge — 2.3 = |z — 2[5 = 20007, 21 — 2a) + 77| |gel]5-

(3.21)

By Lemma 3 in [347], we have the following inequality

n T T S /'LF
—(gpwa — @)+ Gllaills < FT(w) = F(2)) — o lleea —alz

— ey = 2P = (v = VF (), 2 — 2. (3.22)
Plugging (3.21) into (3.22), we have

e — 2} < Ny — 3 = 200F" (w0) = F ()] = 200 = VF (0,1, — 2.). (3:23)
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Next we bound —2n(v; — VF(x;-1), 2 — 7). Denote Z; = prox, . (v;-1 — nVF(x;_,)).

Then we have

—2n{vy — VF(x41), 1 — x4)
= —2n(v; — VF(x;1), 2y — &) — 20(vy — VF(24_1), T4 — )
< 2n[|lvy — VE(z1)||o||me — 24|l — 200y — VF(241), 3 — 24)

< 2nljvy = VF(2i1)||ol|zi-1 — nve — (201 — VF(21-1)[]2 — 20wy — VF(21-1), Tt — 1.)

(3.24)

< 2n?||vy — VF(2,1)||3 — 2n{v, — VF(24-1), & — ) (3.25)

We can easily get E,, ;,(vy — VF(z;-1)) = 0, since u{ is independent with v{_,. Also

by Lemma 3.1.1, we have
E|lv; — VE(v,1)||3 < 2L[F" (z4-1) — F"(z.) + F"(%) — F"(z,)] + o*p.  (3.26)
Plugging (3.26) into (3.25) and taking the expectation over i, u;, we have

Ellze — 2.3 < w1 — 2.3 — 20[E(F (z0) — F"(x.)]

+ 160°LIF"(24-1) — F"(x,) + F"(%) — F"(z,)] + 4n*0®p.  (3.27)

Summing over t = 1,2, - - - ,m and taking the expectation, we have
Ellem — 2. [15] +20(1 = 8nL) Y _[E(F"(2,) — F"(z.)]
t=1

< || — 2.2+ 16Ln*(m + V)[F" (%) — F"(x.)] + 4mn*op.

Since F" is yu strongly convex, we have ||Z — z,|]? < %(F’”(Zi‘) — F"(z,)). Dividing
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2mn(1 — 8Ln) from both sides, we get

- 1 8Ln(m + 1) - 2n
EF"(z°)|—F"(z,) < EF" (zs_1)|—F" (x4 .
(3.28)
Thus, we can choose 7 = O(1) < 37 and m = O(7) to make
1 L 1 1
e N 8Ln(m + 1) 1
n(l —8nL)um ~ m(l1—8Ln) 2
and 1_2&77 < i By (3.28) and summing over s = 1,2--- [T, we get
E[F"(@")] - F"(x.)
2
< AT[F"(20) = F"(2.)] + =
_ AT T pGQTm ln(1/5>
— ATIF"(z0) = F"(2.)] + O(F=— 2 o)
_ AT T pG2T ln(l/é)
Thus, if we take T such that AT [F"(z¢) — F" ()] = O(’%ﬁ/é)), ie.,
n%etu
T=0|log(——F——=
(e iz
we have
. , pG? In(nep/pG) In(1/9)
]E[F (xT)] —F (l’*> < O( 2 2 )7
n2e2p
where the big-O notation omits the other In term.
Proof of Theorem 3.1.3
We first impose the following constraint on parameters 7, ¢
Lo 1
Lo+ — < —. (3.29)
1-60 " n



By the convexity of F'(-), we have

F(y—1) — F(u) <(VF (Y1), Yo — u)

(VF

—

Yi-1)sYt—1 — 1) + (VF (Y1), ve-1 — w)

)

(VE(yi-1), Ts—1 — x1—1) + (VF(yy—1), 14— —u),  (3.30)

% ‘

where the last equality is by the definition of y;_;.

For the term (VF'(y;-1), z:—1 — u), we expand it as
(VF(yi-1), o1 —u) = (VF(yr—1) — v, p1 —u) + Vg, Teo1 — T¢) + (vp, 7 —w). (3.31)
Since F() is L-smooth, we have

F(ye) — F(ye-1)

L
<AVF(y_1),yt — Y1) + 5”?/1: — g3

Lo? )
= 0<VF(yt—1)a Ty — xt—l) + THl't — l't_1||2
L6? )
= O0(VF (Y1) — v, 0 — x4-1) + (U, & — 24-1)) + —— |2 — 241 ][5 (3.32)

2

Thus, we have

Lo
<Ut,$t—513t—1> < (F(yt—l)—F(yt))+<VF(yt—1)—Ut,xt—ft—1>+7||$t—$t—1||%~ (3.33)

|~

By (3.29), we have

(F(ye—1) = F(ye)) + (VF(Ye-1) — v, T — T41)
Lo
20-9)

| =

<Ut7 Ty — $t71> <

1
+ %Ila:t — x5 - |2y — 23 (3.34)

Combining this with (3.30), (3.31), (3.32), (3.33) and (3.34), as well as by Lemma 3.1.3
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(here r(z) is p-strongly convex), we have

Flyr) = F(u) £ * 5V F (), Bt — )

FVF(er) — vy — ) + S (F(s) — F () — oo — a2
! 0 2(1—0)

L +np

oy 1= ull +r(w) = r(z).

2
+ —I|T—1 — ufj3 —
gl —ull
Taking the expectation w.r.t i;, u;, we have

Fye) — F(u)

1 -0 1
0 ——(VF(yi-1), %51 — Y1) T E(VF(y-1) — v, 20 — u) + §(F<yt—1) —EF(y:))
Lo 1 1+
— s =gyl — el gl =l = 5 Rl -l + ()~ Er(w)
1-0 . 1 s B 2
< T<VF(yt—1)a Ts1— Ye1) + %EHVF(%—D — vl + §E||-’Bt — 1]
1 Lo 1 1+
+ G wen) = BF() = 5l = el + ooy — ullf = =5 B — ul

+r(u) — Er(zy)

Applying Lemma 3.1.1, we have

F(yes) = F(u) < 5 T F(gr), Facs = 1) + 5 (F () = Flyn)

;

2
~ (VF(er). s = o))+ 5+ SE = i +
Lo 1 14+np

_——_— _— 2 — —_— —_—
st gyl — vl gl —ul3

2Py 1)~ EF(y))

Ellze — ull3 +r(u) — Er(a,).
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Let 8 = % > (. By rearranging the above inequality, we obtain the following

1-6 1 § 1 1+
0 =5 F (@) = GBF () + F7(w) = Br(w) + 5y — ullf = = E Bl — ol
(3.35)
1—-0 . . 1. 1 1+nu 1-0
< =5 F(@sm1) = GEF () + F(u) + %Hﬂft—l —ull3 — o Ellz; — ull3 + WPUQ’
(3.36)

where inequality (3.36) is by the definition of y;_; and the convexity of r(+), which leads to

This is equivalent to

1 1—4 - ,
SEF (y) = F(w) < =2 (F"(3,1) = F7 (w)
1 1+nu —0
+ %th_l —ul)3 — o E||z; — ul|3 + 514 po®. (3.37)
Let u = z,. Using w = 1 + 1y to sum (3.37) over t = 1, --- , m with increasing w'~!, and
taking the expectation, we have
1 m—1 -~
g 2 W EF (yi) = () + o -El|wm — 273 <
t=0
1— m—1 m—1
g 2 W F @) = )+ gl — o+ ; w'pot. (3.38)
Using Jensen’s inequality and
m—1 m—1
js = 0( 'LUt)_l Z W Ti41 + (1 — 0)535_1
t=0 t=0
m—1 m—1
= ( wt)il Z wtytﬂ
t=0 t=0
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we have

m—1
1 . . w™
(5 > W) (EF (&) = F'(2.)) + m—Ellzm — 2.3 <
0 — 2n
1— 6)m—l . o ; m—1 2
— D W (F(Fen) = Fr(w) + —on 2.3 "Sa? (3.39)
t=0
Consider the first case with m < %ﬁ Denote by k = ﬁ We set ) = 3umL, 0=2 <3
and m = ©(n). By (3.29), we know that /= < Ve
For the term of (1 — #)w™, we have
(1= 0" = (1= [ 2t )
— " =(1—4/— —)m,
3K 3mk
Let { = /™ € ( ]. We denote
V3 V3¢
(1= Y24 Y25 ym
o0 = 1= Lon+ YL

as a function of (. We can easily get that ¢({) is monotonically decreasing on |0, ‘/75] for

any m > 0, which means that (1 — §)w™ < ¢(0) = 1. Thus, we have % > %ﬂwm-

(5 s wm
<—;— uﬂ@Fwa—F@www%Emm—ams

m—1

- 1—0
(F"( — F'(x,)) + = . ? 4
Z; (Fam) = F () + 5 ||;z:0 g:||2+t2w SrgPo’). (3.40)

Dividing 152 >~ Lwt, we get

0
EF™(3,) — F"(z,) + E||zm — 2.2 <
(@) = Fr(e) + oo s Bl = .l
0 1
W ™(F"(Zs_q) — F" (. + Ellzg — .2 + —po 3.41
(F (@) = F(w) g B0 — 2.l + 57po). - G341
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Summing the above inequality over s = 1,--- T, we have

7

2n(1 —6) o7, wt

EF"(zr) — F'(2,) <w T™(F"(Zo) — F'(2.) +

Ellzo — 2.]13)

T 2
+ o po”. (3.42)

Since F"(-) is p-strongly convex, we have ||zg — z.]|3 < f—L(FT(xO) — F"(x,)). By substi-

G?log %Tm

tuting with our parameters and 0° = O(=——3;3—), we have

1 T?mpG? log *
e~ _r < —Tm r — F" —5
EF" (&) = F'(2.) < (O(1+ 1/ 5—) " O(F" (w0) = F(2:) + — 55

(3.43)

Let Tm = ﬂ%) = O(y/nklog \’}—%) Since m = ©O(n), we have T' =
371»@

O(y/Elog 2 7%). Thus, we get

IOg0(1+

log” nG?log +p

EF" () = F"(2.) < O )-

n2e2p

For the other case with 7 > %, we setn = 3L, f=1 andm = —/<; Since w™ (1—1—%)"‘ >

14+ 57 2’” > 5 3 substituting the parameters into (3.39), we have

m—1
L
W (BF (&) ~ F(2.)) + 2 Bl — .
t=0
m—1 m—1
2 " . 3L po?
< SO W) EF @) = F () + 7 lleo — . + Zwtﬁ) (3.44)
t=0 t=0
2T m—1 . 37 m—1
<3 (Q_w)EF (@) = F(w.)) + —Fllwo — 2.|2) o> w).  (345)
t=0 t=0

Dividing "7 ! w* on both sides, we get

pTG*log 3

EF’”(%)—F’“@:*)§<3>T0(Ff<xo> Fr @) + 0= 52.77). (3.46)
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1
Taking 7' = O(log(25)), we have EF" (&) — F"(z,) < O(%). The total gradint

NG n2e2y

complexity is thus O(T'(m +n)) = O(nT) = O(nlog(2:
plexity (7( )) = O(nT) = O(nlog(5))

Proof of Theorem 3.1.5

Eiz s [F7 (7)) — F'(2.)] = Big g [F(2f) — F() +r(2f) — r(2.)]
< Eifﬂii [F(x; ) +(VF(xj_ ), 2] —x;_,) +

< Eii,ufKVF(xf—l)a ri_y — x|+ (VF (i), 2] — 2i_y) +

S S S S S L S S S
= Eif,ufKUt?xtfl — )] +(VF(x}_)), 2] —x]_) + 5“3’/} — Ty 1H2 + () — r(z.)]
(3.47)
The last equality is due to the fact that E;; s [v;] = VF(x;_,). By [10], we have
s _ 2
(010 = )+ 7(af) = r(22) < (fafy —af) + 2
2n 2n
Plugging (3.48) into (3.47), we have
LHS
s s S s 1_77[/ S S ||x8— _'I‘>“||2_||'Z‘S_'Z‘*||2
< Ei‘z,ufKUt —VF(x; ), ] | —xf) — oy ||z — 33t—1H2 + = oy ! ]
U o, wioy = @l” — B e[l |27 — .]?]
< ]EZS I e e—— S _ VF S_ t27t
D[ (@)~ F () 4 F () = F ()] + ———po”
DR ETTA ' ! el
|25y — o[ = Egp o l|2f — 2]
+ :
2n
Choosing n = ﬁ, summing overt = 1,--- , my, dividing my, and taking the expectation,
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we have

m ms—1
1 - ' S 1 1 - I8 S T (=
B3 Fr(a) = Fr(@)] < SB[ - S0 [F7(af) = (@) + F (1) = F(2.)
S =1 S t=0
2§ =zl P = Efl|z;,, — =] | 1
+ 2, TP

By the definitions of 1:8“ and 7., we have

F () — F(2.) — (F"(a5") — F(x.))

2E[F"(3,) — F"(x.)] < E| +
Mg
lod = 2| = flag™ — 2 1
F'(Ts_1) — F"(xs —o°p, (3.49
(Z5-1) (z.) + 21/3m, ]+4L0p (3.49)
which implies that
. 2™ —all® | Fr(ag™) — F7(x.)
2(E[F"(2s) — F" (x4 <
(BLF(72) = F (o) 4 il g ) <
. |25 — x|? | F(ag) — F7(2.), | o%p
E[F"(Zs-1) — F" (2. . 3.50
F7(@s) () + 4n/3ms_4 2mg_q ) 4L (3-50)
Summing over s = 1,--- T, we get

o F7(7) — F"(x.) |Ifo—$*|l2+i02p.

E[F" (1) — F'(z.)] < T 1 2Tdn/3m | AL

Thus, if we take m = O(L) to make A = 2F"(Zy) — F" () + Hi(;)_/g;‘n”Q independent of

T,n,p,o, L, and plug o into (3.50), we have

G*p2T'm1In2/6
n2e2L
G*p27 In(1/6)

n2e?

A
7+ 0l
A
oT

E[F" (&) - F'(2.) <

)
).

+O(
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LetT = O(log(#\e/m)). We have
p

E[F"(2.)] - F"(x.) < oYU,

ne

The gradient complexity is O(25m + Tn) = O(%ﬁﬁ +nlog(F5))-

Proof of Theorem 3.1.7

We use || - || and || - || instead of || - ||c and || -

c+. Also, w.l.o.g we assume that ||C||2 = 1
(for the general case, just replace L by L||C||3). Since by is independent of x|, we have

for any u

Ekarl [<ak+1VF<xk+l)7 Rk — u>]
= Ey,,, (art1(VE(zpi1) + b)), 2 — u)]

= Ebk+1[<ak+1(VF($k+1) + bk+1)7 Rk — Zk+1>] + Ebk+1[<ak+1<VF($k+1) + bk+1)7 Rk+1 — U>]

(3.51)
Since
2hp1 = arg r?elél{V(z, 2k) + ap 1 (VE (2ps1) + bpr1, 2 — 26) s
which implies that
(VV (241, 2) + 01 (VEF (g + bpgr), 0 — 241) >0

for every u € C. So we can get

Ep, . (ki1 (VF(2ri1) + bria)s 2ke1 — )]

< ]Ebk+1 [<_vv(zk‘+17 zk‘)? Rk+1 — u>]

- Ebk+1 [V(U, Zk) - V(U, Zk—l—l) - V(zk-l-la zk)]? (352)
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where the equality is due to the triangle equality of Bregman divergence. Since w is 1-strong
convex with respect to || - ||, we have =V (211, 2,) < —3]|2k11 — 25]|*. Plugging this into

(3.51), we have

Bor {1 VF (2p11), 21 — )]

< Epp, (1 (VF(g41) + bitr)s 26 — 2a41) — %szﬂ — 2[?]

+ V(u, 2x) — g, [V (1, 2141)]

< By, (i1 VF(Ths1), 20 — 2011) — ;1||2k+1 — 2| *] + g 1 By [l[br42117]

+ V(u, z1) = By, [V (0, 2341)]- (3.53)

The last inequality is due to Cauchy-Shwartz Inequality. Thus, we have (o 1bgi1, 2k —
Zir1) < oy |1brsa |24 3|2k — 2i41| [2. Now, we want to bound Ey, , | [(ap1 VE (Tg41), 25—
zk+1>—}l]|zk+1—zk||2]. Define v = 251+ (1—7r)yx € Csothat xy 1 —v = (2K — 2k41)-

We have

1
<Oék+1VF(iUk+1), Rk — Zk+1> - ZHZ]C+1 - ZkH2

Oy 1
VF ) — —
( " ($k+1), Tr41 U> 47%
2 L 2
= 204 L((F(hs1), Thy1 — v) — §|\xk+1 —|%)

||$k+1 - U||2

L
< 203, L(- 1;16151{§||y — T | + (F(@pt1), ¥ — Tos1) })

L
= 2ai+1L(—{§|]ka - kaHQ + <F(37k+1)7yk+1 - l’k+1>})
<203 L(F (2341) — F(ygi1))- (3.54)
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The last inequality is due to the fact that F' is L||C||3-smooth (note that ||C||] = 1) in || - ||

norm and the definition of v 1. Thus, we get the following

Ebk+1 [<ak+1VF(mk+1)7 Rk — u>]
= Ep,,, {rt1 (VF (Tpg1) + bps1), 20 — )

< 203 1 L(F (1) = Fyren)) + V(s 2) = By [V (s 200)] + a1 By b3
(3.55)

By using the Concentration of Gaussian Width, Lemma 3.1.7 shows that E,, ,  [|b41]|? =

o?O(G2 + ||C|]3), where G¢ is the Gaussian Width of C. From this, we have

Es, ., [0gs1 (F(2pg1) — F(u)]
< By [(Qrs 1t VF (@g41), Tpgn — 1)

= Ebk+1([<ak+1VF($k+1)a Try1 — 2k)| + (1 VF(p41), 2 — u)])
Ozk+1(1 — ’I"k)
—
Tk
Qk+1(1 - rk) (

Tk

< (2004, L — o) (F (i) — Flwiir) + 200 LIF (2141) — F(yes))

VE@k1), Yk — Th1) + By [(0rn VE(@r11), 26 — u)]

< F(ye) = F(@ps1) + By {01 VE(@041), 20 — )]

+ V(ua Zk’) - Ebk+1 [V(u7 Zk-‘rl)] + ai+lEbk+l | |bk’+1||z
Thus, we obtain

20 LE(ypi1) — (2041 L — agei1) F(yr) + E(V (u, 2641) — V(u, 21,))

< ap1 F(u) + ai10°0(GE + |[C)13). (3.56)

By the definition of a1, we have 20{L = 2a; ;L — ay41 + 57. Summing over k =

0---,T — 1and setting u = z., by the definition of a;, we have 3_,_, a? = O(T?). After
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taking the expectation we get

~

-1

LB Flu)] + EV (@, 7)) — V., 20)

205 LE[F (yr)] + 3L
1

B
Il

F(z.) + O(T*a*(GE + ||C|]3)/L?). (3.57)

‘Mq

Plugging oy, = k“ into the above, dividing both sides by a factor of 2a L, and by the fact

that V' > 0, we finally get

8LV (24, x¢)
E[F(yr)] — Flz.] < W

+ O(Ta*(G2 +||C|5)/L). (3.58)
Since 02 = O(%), if choose

) o LA/V (x.,x0)n€
G\/ln (1/6)\/G%+IC||3

), (3.59)

we have the bound

E[F(yr)] — F(z.) < O( vV, xo)\/Gcnt ICT13G/In(1/6)

).

3.2 DP-ERM with Heavy-tailed Data

It is worth noting that all previous results of DP-ERM or DP-SCO need to assume that
either the loss function is O(1)-Lipschitz or each data sample has bounded /5 or /, norm.
This is particularly true for those output perturbation based [67] and objective or gradient
perturbation based [29] DP methods. However, such assumptions may not always hold
when dealing with real-world datasets, especially those from biomedicine and finance,
implying that existing algorithms may fail. The main reason is that in such applications,
the datasets are often unbounded or even heavy-tailed [345, 39, 157]. As pointed out by

Mandelbrot and Fama in their influential finance papers [211, 111], asset prices in the early
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1960s exhibit some power-law behavior. The heavy-tailed data could lead to unbounded
gradient and thus violate the Lipschitz condition. For example, consider the linear squared
loss £(w, x,y) = (w'x — y)%. When z is heavy-tailed, the gradient of /(w, x,y) becomes
unbounded.

With the above understanding, our questions now are: What is the behavior of DP-
SCO on heavy-tailed data and is there any effective method for the problem?

To answer these questions, we will conduct, in this section, a comprehensive study of

the DP-SCO problem. Our contributions can be summarized as follows.

1. We first consider the case where the loss function is strongly convex and smooth.
For this case, we propose an (¢, 0)-DP method based on the sample-and-aggregate
framework by [233] and show that under some assumptions, with high probability,
the excess population risk of the output is 0(%L9(w*)), where n is the sample size,

d is the dimensionality and Lp(w™*) is the minimal value of the population risk.

2. Then, we study the case with the additional assumptions: each coordinate of the
gradient of the loss function is sub-exponential and Lipschitz. For this case, we
introduce an (e, §)-DP algorithm based on the gradient descent method and a recent
algorithm on private 1-dimensional mean estimation [51] (i.e., Algorithm 3.2.7).
We show that the expected excess population risk for this case can be improved to

~ d21 1
()

3. We also consider the general case, where the loss function does not need the above
additional assumptions and can be general convex, instead of strongly convex. For
this case, we present a gradient descent method based on the strategy of trimming the
unbounded gradient (Algorithm 3.2.8). We show that if each coordinate of the gradient
of the loss function has bounded second-order moment, then with high probability, the

log Ld3

~ 2o L ~
output of our algorithm achieves excess population risks of O(%) and O(W)

for strongly convex and general convex loss functions, respectively. It is notable that
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compared with Algorithm 3.2.8, Algorithm 3.2.7 uses stronger assumptions and yields

weaker results.

4. Finally, we test our proposed aglorithms on both synthetic and real-world datasets.
Experimental results are consistent with our theoretical claims and reveal the effec-

tiveness of our algorithms in handling heavy-tailed datasets.

3.2.1 Related Work

As mentioned earlier, there is a long list of works on DP-SCO or DP-ERM. However, none
of them considers the case with heavy-tailed data. Recently, a number of works have studied
the SCO and ERM problems with heavy-tailed data [46, 220, 151, 191]. However, all of
them focus on the non-private version of the problem. It is not clear whether they can be
adapted to private versions. To our best knowledge, the work presented in this paper is the
first one on general DP-SCO with heavy-tailed data.

The works that are most related to ours are perhaps those dealing with unbounded
sensitivity. [103] proposed a general framework called propose-test-release and applied it
to mean estimation. They obtained asymptotic results which are incomparable with ours.
Also, it is not clear whether such a framework can be applied to our problem. In our second
result, we adopt the private mean estimation procedure in [51]. However, their results are
in expectation form, which is not preferred in robust estimation [46]. For this reason, we
propose a new algorithm which yields theoretically guaranteed bounds with high probability.
[176] considered the confidence interval estimation problem for Gaussian distributions
which was later extended to general distributions [114]. However, it was unknown how to
extend them to the DP-SCO problem. [1] proposed a DP-SGD method based on truncating
the gradient, which could deal with the infinity sensitivity issue. However, there is no

theoretical guarantees on the excess population risk.
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3.2.2 Preliminaries

Definition 3.2.1 (DP-SCO). Given a dataset D = {x1,--- ,z,} from a data universe X
where x; are i.i.d. samples from some unknown distribution D, a convex loss function £(-, -),
and a convex constraint set YW C R, Differentially Private Stochastic Convex Optimization
(DP-SCO) is to find wP™ so as to minimize the population risk, i.e., Lp(w) = Eywp[l(w, z)]
with the guarantee of being differentially private. The utility of the algorithm is measured by
the (expected) excess population risk, that is E 4[Lp(wP™)] — minyeyy Lp(w), where the
expectation of A is taken over all the randomness of the algorithm. Besides the population

risk, we can also measure the empirical risk of dataset D: L(w, D) = L3 (w, ).

Definition 3.2.2. A random variable X with mean y is called 7-sub-exponential if

Elexp(M(X — )] < exp(37X7), V| < ©.

Assumption 3.2.1. For the loss function and the population risk, we assume the following.

1. The loss function ¢(w, x) is non-negative, differentiable and convex for all w € W

andr € X.
2. The population risk Lp(w) is S-smooth.

3. The convex constraint set )/ is bounded with diameter A = max,, ,ren ||w — w'||2 <

0.
4. The optimal solution w* = arg min,ecy Lp(w) satisfies VLp(w*) = 0.

Assumption 3.2.2. There exists a number n,, such that when the sample size | D| > n,,, the
empirical risk L(-, D) is a-strongly convex with probability at least 2 over the choice of

1.i.d. samples in D.

We note that Assumptions 3.2.1 and 3.2.2 are commonly used in the studies on the

61



problem of Stochastic Strongly Convex Optimization with heavy-tailed data, such as [151,

148]. Also the probability of % in Assumption 3.2.2 is only for convenience.
Assumption 3.2.3. We assume the following for the loss functions.

1. For any w € W and each coordinate j € [d], we assume that the random variable
V if(w, x) is T-sub-exponential and j3;-Lipschitz (that is ¢, (w, ) is 3;-smooth), where

V; represents the j-th coordinate of the gradient.

2. There are known constants a,b = O(1) such that a < E[V;{(w,z)] < b for all

w E W.

Assumption 3.2.4. For any w € W and each coordinate j € [d], we have E[(V j{(w, z))?] <

v = O(1), where v is some known constant.

We can see that, compared with Assumption 3.2.3, Assumption 3.2.4 needs fewer
assumptions on the loss functions, because we only need to assume the gradient of the loss
function has bounded second-order moment. We also note that Assumption 3.2.4 is more
suitable to the problem of Stochastic Convex Optimization with heavy-tailed data and has

been used in some previous works such as [149, 46].

3.2.3 Sample-aggregation based method

In this section we first summarize the sample-aggregate framework introduced in [233].
Most of the existing privacy-preserving frameworks are based on the notion of global
sensitivity, which is defined as the maximum output perturbation || f(D) — f(D’)||¢, where
the maximum is over all neighboring datasets D, D’ and £ = 1,2. However, in some
problems such as clustering [233, 336] the sensitivity could be very high and thus ruin the
utility of the algorithm.
To circumvent this issue, [233] introduced the sample-aggregate framework based on a

smooth version of local sensitivity. Unlike the global sensitivity, local sensitivity measures
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the maximum perturbation || f(D) — f(D’)||¢ over all databases D’ neighboring the input
database D. The proposed sample-aggregate framework (Algorithm 3.2.5) enjoys local

sensitivity and comes with the following guarantee:

Theorem 3.2.1 (Theorem 4.2 in [233]). Let f : D +— R? be a function where D is the

collection of all databases and d is the dimensionality of the output space. Let d (-, -) be

a semi-metric on the output space of f. Sete > 5—% and m = w(log®n). The sample-

aggregate algorithm A in Algorithm 3.2.5 is an efficient (¢, §)-DP algorithm.* Furthermore,

if f and m are chosen such that the ¢; norm of the output of f is bounded by A and
3
Prpsepldm(f(Ds),c) v = 7 (3.60)

for some ¢ € R? and r > 0, then the standard deviation of Gaussian noise added is upper

bounded by O(% + %e‘Q(GTm)). In addition, when m = w(%), with high probability

each coordinate of A(D) — ¢ is upper bounded by O(%), where ¢ depending on A(D)
satisfies d (¢, ¢) = O(r).

Algorithm 3.2.5 Sample-aggregate Framework [233]

Input: D = {z;}", C R% number of subsets m, privacy parameters €, J; f, d.

1: Initialize: s = /m,vy = m and § = m.

2: Subsampling: Select m random subsets of size /- of D independently and uniformly
at random without replacement. Repeat this step until no single data point appears in
more than y/m of the sets. Mark the subsampled subsets Dg,, Ds,, - , Dg, .

3: Compute S = {s;}",, where s; = f(Dg,).

4: Compute g(S) = s;+, where i* = argmin, r;(to) with t, = ™= 4 1. Here r;(to)
denotes the distance d (-, -) between s; and the ¢,-th nearest neighbor to s; in S.

5: Noise Calibration: Compute S(S) = 2max(p(to + (k + 1)s) - e P*), where p(t) is
the mean of the top [ 3] values in {r((¢), -, 7 (t)}.

6: Return A(D) = ¢(S) + @u, where w is a standard Gaussian random vector.

We have the following Lemma 3.2.1, which shows that the minimum of the empirical

risk satisfies (3.60).

“Here the efficiency means that the time complexity is polynomial in all terms.
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Lemma 3.2.1. Let wp = f(D) = argmingeyy L(w, D) where |D| = n. Then, under

Assumptions 3.2.1 and 3.2.2, if n > n,, the following holds

Prl||wp — w*|l2 < 5] > (3.61)

A~ w

E\\Vﬁ(w*,x)\@)
na? .

where 1 = O(

Combining Lemma 3.2.1 and Theorem 3.2.1, we get the following upper bound for

DP-SCO with heavy-tailed data and strongly convex loss functions.

Theorem 3.2.2. Under Assumptions 3.2.1 and 3.2.2, for any ¢,0 > 0, if n > Q(”g—f),
m > (%), f(D) = arg mingew L(w, D) and da(2, y) = || — y||2, then Algorithm 3.2.5

is (¢, 0)-DP. Moreover, with high probability the output of .A(D) ensures that
Lp(A(D)) = Lp(w") < O((~)*— Lp(w")), (3.62)

where the Big—é, (2 and small-w notations omit the logarithmic terms.

Remark 3.2.1. For DP-SCO with Lipschitz and strongly-convex loss function and bounded

data, [29, 328, 31] showed that the upper bound of the excess population risk is O(){—f),

d

n2e?

and the lower bound is (£ ) °. This suggests that the bound in Theorem 3.2.2 has some

additional factors related to d and % We note that the upper bound in Theorem 3.2.2 has a
multiplicative term of Lp(w*). This means that when Lp(w*) is small, our bound is better.
For example, when Lp(w*) = 0, our algorithm can recover w* exactly and results in an
excess risk of 0. Notice that there is no previous work on DP-ERM or DP-SCO that has a

multiplicative error with respect to Lp(w™).

3[29] only shows the lower bound of the excess empirical risk. We can obtain the lower bound of the excess
population risk by using the reduction from private ERM to private SCO [31].
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3.2.4 Gradient descent based methods

There are several issues in the sample-aggregation based method presented in last section.
Firstly, function f(D) in Theorem 3.2.2 needs to solve the optimization problem exactly,
which could be quite inefficient in practice. Second, previous empirical evidence suggests
that sample-aggregation based methods often suffer from poor utility in practice [265, 336].
Thirdly, Theorem 3.2.2 needs to assume strong convexity for the empirical risk and it is
unclear whether it can be extended to the general convex case. Finally, from Eq.(3.62) we
can see that when Lp(w*) = ©(1), the excess population risk is quite large as compared to
the ones in [29]. Thus, an immediate question is whether we can further lower the upper
bound. To answer this question and resolve the above issues, we propose in this section two
DP algorithms based on the Gradient Descent method under different assumptions.
Recently, [51] studied the problem of estimating the mean of a 1-dimensional heavy-
tailed distribution and proposed algorithms based on the idea of truncating the empirical
mean and the local sensitivity. Motivated by this DP algorithm that has the capability of
handling heavy-tailed data, we plan to develop a new method by borrowing some ideas from
the work [51] and robust gradient descent. Our method is inspired by their theorem that

follows and uses the Arsinh-Normal mechanism (see Algorithm 3.2.6 and Prop. 5 in [51]).

Theorem 3.2.3 (Theorem 7 in [51]). Let 0 < ¢,0 < 1 be two constants and n be some
integer > O(log(M). Then, there exists a 3¢?-zero concentrated Differentially Private
(zCDP) (see Appendix for the definition of zCDP) algorithm (Algorithm 3.2.6) M : R" — R
such that the following holds: Let D be a distribution with mean p € [a, b], where a, b are

given constants and unknown variance o2. Then,

o%logn

Ex-on 2/(M(X) — n)?] < O(Z—22),

ne2

The key idea of our algorithm is that, in each iteration, after getting w'~!, we use the

mechanism in Theorem 3.2.3 on each coordinate of V/(w, z;). See Algorithm 3.2.7 for
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details. By the composition theorem and the relationship between zC' D P and (e, §)-DP

Algorithm 3.2.6 Mechanism M in [51]
Input: D = {z;}"; C R €, a,b.

1: Lett = % and s = <. Sort {z;}!_; in the ascending order as ra) S we) < STy
Calculate the upper bound of the smooth sensitivity for the trimming and truncating
step:

(n) —TA) —m
Sftimen (] (D) = max{m7 e (b —a)},
where m = O(1) < % is a constant.

2: Do the average trlmmmg and truncating step:

T(m+1) + -+ T (n—m)

[Ttim, (D)]jag = | n—2m

][a,b]?

where [2](, 5 =z if a < & < b, equals to a if 2 < a and otherwise equals to b.
3: Output [Trim,,, (D)](q,5 + 1S D) - Z, where Z = sinh(Y e¥ e_y and Y
[a,b] [trimm, ()] [a,5]
is the Standard Gaussian.

[,b

Algorithm 3.2.7 Heavy-tailed DP-SCO with known mean

Input D = {z;}7, C RY, privacy parameters ¢, J; loss function ¢(-, -), initial parameter
w®, a, b which satlsfy Assumption 3.2.3, and the number of iterations 7' (to be specified
later).

I Leté = \/2log: +2¢ = 2log .
2: fort=1,2,--- T do

3: For each j € [d], calculate

Dy1j(w'™h) = {Vl(w ™ @) iy
4: Run Algorithm 3.2.6 for each D;_ ; and denote the output
Vt—1,j(wt’1) = (M(Dt_lyj(wtfl)) \/ﬁ,a ,b). Denote

Vf/(wt_l, D) = (@t_l,l(wt_l) e ,@t_l,d(wt_l)).

5:  Updating w' = Pyy(w'™" — n,_, VL(w'!, D)), where 7,_; is some step size and
‘Pyy 1s the projection operator.
6: end for

[52], we have the DP guarantee.
Theorem 3.2.4. For any 0 < ¢,0 < 1, Algorithm 3.2.7 is (¢, §)-differentially private.

To show the expected excess population risk of Algorithm 3.2.7, we cannot use the upper

bound in Theorem 3.2.3 directly for the following reasons. First, since the upper bound is
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for the expectation w.r.t. X and Z while the expected excess population risk depends only
on the randomness of the algorithm instead of the data. Thus, we need to obtain an upper
bound for E;[(M(X) — u)?] (with high probability w.r.t. X). Secondly, to get an upper
bound, it is sufficient to analyze the term ||V L(w'~", D) — V Lp(w'™") ||, in each iteration.
However, since the parameter w!~! at any step depends on the random draw of the dataset
{z;}I_,, upper bounds on the estimation error need to be uniform in w € W in order to
capture all contingencies. To resolve these two issues, we use the same technique as in [74,

289] (under Assumption 3.2.3) to obtain the following lemma.

Lemma 3.2.2. Under Assumption 3.2.3, with probability at least 1 — (1+2anLA) - the following
holds for all w € W,
. Td+/T logn
Ez||VL(w, D) = VLp(w)||> < O( 20, (3.63)

N

where § = \/B2 + - -- + 32, the expectation is w.r.t. the random variables {Z; }?_, and the

Big-O notation omits other factors.
Next, we show the expected excess population risk for strongly convex loss functions.

Theorem 3.2.5 (Strongly-convex case). Under Assumptions 3.2.1 and 3.2.3, if the pop-
ulation risk is a-strongly convex and 7" and 7 are set to be T = O(g logn) and n = %,
B 2dnlogn

respectively, in Algorithm 3.2.7, then with probability at least 1 — Q(+ (LinBa)d

) the output
satisfies the following for all D ~ D",

A?3272d? log? nlog )

adne?

E[Lp(w")] = Lp(w") < O(

Compared with the bound in Theorem 3.2.2, we can see that the bound in Theorem 3.2.5
improves a factor of O(%) (if we omit other terms). However, there are more assumptions
on the distribution and the loss functions. Specifically, in Assumption 3.2.3 we need to

assume the sub-exponential property, i.e., the moment of V;¢(w, x) exists for every order.
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Also, we need to assume that V;¢(w, =) is Lipschitz and the range of its mean is known.
These assumptions are quite strong, compared to those used in the literature of learning with
heavy-tailed data, such as [149, 46, 151, 220].

To improve the above result, we consider the following. First, we would like to relax
those assumptions in the theorem. Second, in the problem of ERM with heavy-tailed data,
it is expected to have an excess population risk bound that is in the form of with high
probability instead of its expectation [46]. However, it is unclear whether Algorithm 3.2.7
can achieve a high probability bound. This is due to the fact that the noise added in each
iteration is a combination of log-normal distributions, which is non-sub-exponential and thus
is hard to get tail bounds. Third, Algorithm 3.2.7 depends on the local sensitivity and thus
cannot be extended to the distributed settings or local differential privacy model. Finally, the
practical performance of Algorithm 3.2.7 has poor utility and is unstable due to the noise
added in each iteration (see Section 6 for details), which means that Algorithm 3.2.7 is still
impractical. To resolve all these issues and still keeping (approximately) the same upper
bound, we propose a new algorithm that is simply based on the Gaussian mechanism.

In the following we will study the problem under Assumptions 1 and 3.2.4. Note that
compared with Assumption 3.2.3, we only need to assume that the second-order moment of
Vil(w, x) exists for all w € W and j € [d] and its upper bound is known.

Our method is motivated by the robust mean estimator given in [148]. To be self-
contained, we first review their estimator. Now, we consider 1-dimensional random variable
x and assume that x1, xs, - - - , z, are i.i.d. sampled from x. The estimator consists of the

following steps:

Scaling and Truncation For each sample x;, we first re-scale it by dividing s (which will

be specified later). Then, we apply the re-scaled one to some soft truncation function ¢.
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Finally, we put the truncated mean back to the original scale. That is,
23 o(%) ~Ex. (3.64)
n<=os

Here, we use the function given in [62],

8

-2, —V2<z< V2
ba) =922 2> (3.65)

—%5, T < —V/2.
\

Note that a key property for ¢ is that ¢ is bounded, that is, |¢(z)| < %ﬁ
Noise Multiplication Let 7,75, - , 7, be random noise generated from a common dis-

tribution 1 ~ x with En = 0. We multiply each data z; by a factor of 1 + 7;, and then

perform the scaling and truncation step on the term z;(1 + 7;). That is,
By = 3 p(BET (3.66)
n) = n - S . .

Noise Smoothing In this final step, we smooth the multiplicative noise by taking the

expectation w.r.t. the distributions. That is,
R - 5 w— Ty + Mix;
& =Ei(n) E /cb( - )dx(m) (3.67)

Computing the explicit form of each integral in (3.67) depends on the function ¢(-) and the
distribution . Fortunately, [62] showed that when ¢ is in (3.65) and x ~ N (0, %) (where 3

will be specified later), we have for any a, b

2 a3

E,¢(a+ by/Bn) = a(l — %) -5t C(a,b), (3.68)
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where C'(a, b) is a correction form which is easy to implement and its explicit form can be

calculated as the followings: We first define the following notations:

2 — 2
y oo V2oa . V2ta (3.69)
b b
F o =®(-V_), F, :=®(-V,) (3.70)
VQ V2
E_ .= exp(—?),EJr = exp(—%), (3.71)
where ® denotes the CDF of the standard Gaussian distribution. Then we have
C(a, b) :T1 +T2—|——|—T5, (372)
where
24/2
T = T\/_(F —F,) (3.73)
a3
T = —(a— E)(F* + F,) (3.74)
L= 0-CyE, - B (375)
3 \/% 2 + — .
T-—a—bQ(F + F —i—L(VE —i—VE)) (3.76)
4 -— 9 + - \/% +=+ - = :
b3
Ts:=—— (2+VAHE_. -2+ VHE,). 3.77

[148] showed the following estimation error for the mean estimator Z after these three

steps.

Lemma 3.2.3 (Lemma 5 in [148]). Let x1, x5, -- , x, be i.i.d. samples from distribution
x ~ . Assume that there is some known upper bound on the second-order moment, i.e.,

E,2? < v. For a given failure probability &, if set 5 = 2log % and s = | / #, then with
6/
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Algorithm 3.2.8 Heavy-tailed DP-SCO with known variance
Input: D = {z;}", C R, privacy parameters ¢, 8, loss function ¢(-, -), initial parameter

w®, v which satisfies Assumption 3.2.4, the number of iterations 7" (to be specified later),

and failure probability o’.

1: Letée = (\/log% +e— \/log%)Q, s = 21ggi’ﬁ =log 5.
6/
2: fort=1,2,--- T do
3: For each j € [d], calculate the robust gradient by (3.66)-(3.68), that is

g =) <Vj£(wt‘la%)(1

B V?E(wt_l,xi)) B V?ﬁ(wt_l,a:i)
n
S - ng(wtilwri) |vj£(wtilv‘xi)| t—1
+n;c( — L2 (38)

2523 652

=1

sv/B
t—1 2 : 2 _ _ 8udT
where Z;7 ~ N(0,0?%) with 0% = 9log 5yné’
4 Let vector g l(w'h) c R? to denote g '(w') _

(g (), g5 w1, - gy Hw'™).
5: Update w' = Pyy(w'™ —n,_19'71).
6: end for

probability at least 1 — ¢’ the following holds

log &
7 — Ez| < 0(\/%). (3.79)

To obtain an (e, 0)-DP estimator, the key observation is that the bounded function ¢
in (3.65) also makes the integral form of (3.68) bounded by 2—‘35 Thus, we know that the

{5-norm sensitivity is %%ﬁ Hence, the query

s?log 3

AD) =2+ Z,Z ~ N(0,0%),0% = O( ) (3.80)

€2n?
will be (¢, §)-DP, which leads to the following theorem.

Theorem 3.2.6. Under the assumptions in Lemma 3.2.3, with probability at least 1 — ¢’ the

following holds

1 1
A(D) — E()] < 0(| 28518 7 (3.81)

ne2
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Comparing with Theorem 3.2.3, we can see that the upper bound in Theorem 3.2.6 is in
the form of ‘with high probability” (after transferring zCDP to (¢, §)-DP [52]). Moreover,
we improve by a factor of O(logn) in the error bound.

Inspired by Theorem 3.2.6 and Algorithm 3.2.7, we propose a new method (Algorithm
3.2.8), which uses our private mean estimator (3.80) on each coordinate of the gradient
in each iteration. The following theorem shows the error bound when the loss function is

strongly convex.

Theorem 3.2.7. For any 0 < ¢,0 < 1, Algorithm 3.2.8 is (¢, d)-DP. Under Assumptions
3.2.1 and 3.2.4, if the population risk is a-strongly convex and 7, and 7" in Algorithm 3.2.8
are set to be 1, = % and T = O(g logn), respectively, then for any ¢’ > 0, with probability
at least 1 — 20'T the output w’ satisfies

vA%B4d? log® nlog 1 log 5

adne?

Lo(wT) — Lp(w*) < O ).

Comparing with Theorem 3.2.7 and 3.2.5, we can see that if we omit other terms, the
bounds are asymptotically the same and Theorem 3.2.7 needs fewer assumptions.

With the high probability guarantee on the error in Theorem 3.2.6, we can actually get
an upper bound for general convex loss functions. For this general convex case, we need the

following mild technical assumption on the constraint set V.

Assumption 3.2.5. The constraint set YV contains the following ¢»>-ball centered at w*:

{w: flw—wly < 2w’ — w2}

Theorem 3.2.8 (Convex case). Under Assumptions 3.2.1, 3.2.4 and 3.2.5, if we take ) = %
2
A W —w*|l2v/nVEN 3 . . . o
and T = O <f> in Algorithm 3.2.8, then for any given failure probability ¢,

with probability at least 1 — 7'’ the following holds

——) (3.82)




when n > Q(‘j—;), where the Big-O notation omits other logarithmic factors and the term of

v, B.

The problem is far from being closed. First, it is unclear whether the upper bounds of the
excess population risk for strongly convex and general convex loss functions can be further
improved. The second open problem is that we do not know what the lower bound for the
excess population risk for these two cases is. Finally, it is an open problem to determine
whether we can further relax the assumptions in our previous theorems. We leave these open

problems for future research.

3.2.5 Experiments

Baseline Methods As mentioned earlier, sample-aggregation based methods often have
poor practical performance. Thus, we will not conduct experiments on Algorithm 3.2.5.
Moreover, as this is the first paper studying DP-SCO with heavy-tailed data and almost all
previous methods on DP-SCO that have theoretical guarantees fail to provide DP guarantees,
we do not compare our methods with them, and instead focus on comparing the performance
of Algorithm 3.2.7 and Algorithm 3.2.8. To show the effectiveness of our methods, we
use the non-private heavy-tailed SCO method in [148], denoted by (stochastic) RGD in the

following, as our baseline method.

Experimental Settings For synthetic data, we consider the linear and binary logistic
models. Specifically, we generate the synthetic datasets in the following way. Each dataset
has a size of 1 x 10° and each data point (z;, 3;) is generated by the model of y; = (w*, z;)+e;

and y; = sign| = %], respectively, where z; € R'? and y; € R. In the first model,

1
1relw™zi)+e;

the zero mean noise e; is generated as follows. We first generate a noise A; from the (1, o)

_(n ac—,u)Z

log-normal distribution, i.e., P(A; = ) = —4—e~ 22 , and then let e; = A; — E[A].

xo\ 2T

For the second model, we first generate a noise A; from the (u, o) log-logistic distribution,

ie,P(A; =x) = 5, where x > 0 and z = %. Then, we lete; = A; — E[A].

ez
ox(l+e?)
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Accordingly, we implement Algorithm 3.2.7 and Algorithm 3.2.8, together with RGD, on
the ridge and logistic regressions.

For the synthetic data generation, we select the parameters (4 = 1,0 = 1) and (u =
0.2,0 = 0.2) for the Lognormal and Loglogistic noises underlying, respectively. The step
size of Algorithm 3 is set to 0.01 where m = 0.05n. As for algorithm 4, v = 5, failure

probability ¢’ = 0.01 and the step size is set to 0.1. For the stochastic Algorithm 4, the

L
Vit

Corresponding to Fig. 1 and 2, we present the results which also mark the difference between

T t
, where t is the iteration number. Accordingly, w! = Zt:le

step size is selected as
the best and the worst performances as follows.

To measure the impact from dimension on performances, we fix n = 10° and test d
varying from 10 to 50 through stochastic Algorithm 4 and RGD under the same setup as
above. To test the impact from the size of the dataset, we fix d = 20 and test n varying from
2 x 10% to 10°.

For real-world data, we use the Adult dataset from the UCI Repository [94]. We aim
to predict whether the annual income of an individual is above 50,000. We select 30,000
samples, 28,000 amongst which are used as the training set and the rest are used for test.

For the privacy parameters, we will choose ¢ = {0.1,0.5,1} and 6 = O(%). See

Appendix for the selections of other parameters. For Algorithm 3.2.7, the strength of prior

knowledge is modeled by x = b — a.

Experimental Results Figure 3.5 and 3.6 show the results of ridge and logistic regressions
on synthetic and real datasets w.r.t iteration, respectively. Since there is no ground truth in
the real dataset, we use the empirical risk on test data as the measurement. To test scalability
of Algorithm 3.2.8 dealing with large-scaling data, experiments on stochastic versions of
Algorithm 3.2.8 and RGD with minibatch size 1000 are also conducted. We can see that the
performance of Algorithm 3.2.7 bears a larger variation compared to Algorithm 4, since we

have to apply a heavy-tailed noise to fit the smooth sensitivity. Moreover, the performance of
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Algorithm 3.2.7 is sensitive to the parameter . Thus, these results show that Algorithm 3.2.7

has poor performance and the results of Algorithm 3.2.8 are comparable to the non-private

ones. In Figure 3.7 and 3.8 we test the estimation error w.r.t different dimensionality d

and sample size n, respectively. From these results we can see that when 7 increases or

d decreases, the estimation error will decrease. Also, with fixed n and d, we can see that

the estimation error will decrease as € becomes larger. Thus, all these results confirm our

previous theoretical analysis.

3.5
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g 3 —x— Algorithm 4
| —%—RGD
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Figure 3.5: Experiments on synthetic datasets. Figures 3.5a and 3.5b are for ridge regressions
over synthetic data with Lognormal noises. Figures 3.5¢ and 3.5d are for logistic regressions

over synthetic data with Loglogistic noises.
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Figure 3.6: Experiments on UCI Adult dataset. Figures 3.6a and 3.6b are for ridge regres-
sions. Figures 3.6¢ and 3.6d are for logistic regressions.
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Figure 3.7: Experiments for the impact of dimensionality. Figure 3.7a and 3.7b are for ridge
regressions. Figure 3.7c and 3.7d are for logistic regressions.
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Figure 3.8: Experiments for the impact of the size of the dataset. Figure 3.8a and 3.8b are
for ridge regressions. Figure 3.8c and 3.8d are for logistic regressions.
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3.2.6 Omitted Proofs
Proof of 3.2.1
Before the proof, we recall the following two lemmas

Lemma 3.2.4 ([262]). If a non-negative function f : W — R, is #-smooth, then

IV f(w)|3 < 48 f(w) forallw € W.

Lemma 3.2.5 ([171]). Let X, X5, -+, X,, be independent copies of a zero-mean random

vector X, then E[|1 3" | X;||3 < 2E|| X3
Consider w = w*. Then by Assumption 3.2.1, we have VL(w*) = E[V/{(w*, x)] = 0.
Thus, by Lemma 3.2.5 we have

7 * 1 *
E||VL(w*, D)|3 < CE[[[Ve(w ,x)I3]-

By Markov’s inequality, we get

10

Pr(||VL(w", D)|I3 < —E[|Ve(uw", z)|l3] =

Sl

Since n > n,, by the assumption we have with probability at least % that ﬁ(w, D)is «

strongly convex. Thus, we get

A

(6] A ~
§||wD —w*|5 < —(VL(w*, D), wp — w*) + L(wp, D) — L(w*, D)

< |VL(w", D)llzllwp — w|>.

In total, with probability at least 3, we have

lwp — s < \/40E||W<w*7m>||%

na? )
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Proof of Theorem 3.2.2

For each subsample set Dg., by the assumption we have its size % > ng. Thus, Lemma 3.2.1

holds with n = 2. That is, (3.60) holds with r = /22" EIVAw" 2 Hence, by Theorem

3.2.1 we have

dmE|Ve(w*, z)||3

ne2a?

1AD) -l < 0T — oy )

Since Lp(w) is f-smooth and V Lp(w*) = 0, we have Lp(A(D)) — Lp(w*) < §||.A(D) —

w*||%. Also, by Lemma 3.2.1 and the non-negative property we get
Lp(A(D)) — Lp(w*) < O((=)*— Lp(w")).
Taking m = (:)(f—j) we get the proof.

Proof of Theorem 3.2.4

We first give the definition of zCDP in [52].
Definition 3.2.3. A randomized algorithm A : X" — ) is p-zero Concentrated Differen-
tially Private (zCDP) if for all neighboring datasets D ~ D’ and all « € (1, 00),

Da(A(D)[A(D)) < pa,

where D, (P||Q) = 5 log Ex~ p[(%)“*] denotes the Rényi divergence of order a.

We first convert (¢, d)-DP to %€2—ZCDP by using the following lemma

Lemma 3.2.6 ([52]). Let M : X" — Y be a randomized algorithm. If M is %EZ—ZCDP, it is

(3¢ +€-1/2log 3,6)-DP for all § > 0.

Thus, it suffices to show that Algorithm 3.2.7 is %EQ—ZCDP. We note that in each iteration
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and each coordinate, outputting V;_; ; will be % ET -zCDP by Theorem 3.2.3. Thus by the

composition property of CDP, we know that it is 562—ZCDP.

Proof of Lemma 3.2.2

By assumption, we know that )V is closed and bounded, and hence it is compact. By [204]
we know that its covering number with radius ¢ (will be specified later) is bounded from
above as N; < (22)9. Denote the center of this J-net as W = {iiy, g, - - - , 1y, }.

We first fix j € [d] and consider |V;(w) — V;Lp(w)| (we omit the subscript ¢ — 1).

Then, we have

2

Ez,(Vj(w) = V;Lp(w))?
E(|

1
Trim,,, (D;(w))]fa + ;Sftrim()][a,b] (D;(w)) - Z; — V;Lp(w))

IN

O(([Trimy, (Dj(w))]a) — V;iLp(w))* + E(= ~Strim( )y (Di (W) - Z3)°)

< O((Thim, (D, ()] ~ Y, Lp(w)? + E(Styin, (D) - ), G83)
where D;(w) = {V;l(w,z;)}}_, and the last inequality is due to the property that the
truncation operation reduces error.

Lemma 3.2.7. Let a < p < b and X be a random variable. Then

(X0 — 1)? < (2 — p)*.

By the proof of Theorem 51 in [51] and the fact that ¢ = \/d—, we have (m,a,b = O(1))

72dT logn

1
Ez(gSt i (Y (D3 (0)) - Z)? < O( —), (3.84)

[trimm (- ne

where the O-notation omits the log o and log(b — a) factors.

Next, we bound the first term of (3.83). Before showing that, we first give the following
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estimation error on the trimming operation for sub-exponential random variables.

Lemma 3.2.8. Suppose that x; are i.1.d v-sub-exponential with mean p. Then, the following

holds for any ¢ > 0,

1,

1< Lt
P{ﬁ Zzlxz —p >t} <2exp(—n mm{%, 202

and for any s > 0,

2

Plmax{lz; — ul} 2 5] < 2nexp(- min{ -, -

1,

and for any m > 0, under the above two events,

) nt +ms
Trim,, ({z; }1y) — p| < ———.
[Trim, () ) — ] <
Proof of Lemma 3.2.8. Note that the first two inequalities are just the Berstein’s Inequality.
We only prove the last inequality.
Let 7 C [n] denote the set of all trimmed variables and &/ = [n]\7. Then, we know that

. n D ieu T
Trim,, ({z;}j-,) = =<4 Thus, we have

PUCTL I N o D  CRn

n—2m n—2m st p

(> (i )+ 1 Y = ). (3.85)

1€[n] €T

1

n —

<

For the second term of (3.85), we have |, (z; — p)| < mmax{|z; — p|}. Plugging the

inequalities into (3.85) we get the proof. [

Now, fix any w € W, we know that there exists a w which is in the d-net, i.e., |0 —w||y <
0. Then by using the Bernstein inequality and the sub-exponential assumption and taking

the union bound, we can see that with probability at least 1 — 2dN; exp(—n min{, %})
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we have the following for all j € [d] and w € 1%
" AV ’U~], ZT; ~
| Z; % — V;Lp(w)| < t, (3.86)

and with probability at least 1 — 2dnN; exp(— min{5-, %}), we get the following for all
jeldandwe W,

max |V {(w, ;) — V,;Lp(0)| < s. (3.87)

i€[n]

By the (3;-smoothness of ¢;(-, z) we have

- VJ€<U~J,£C,L) - ng('w,l'l) ~
L — T < B — < B, .
S - R < Bl — e < 5 (3.88)
|V;Lp(w) — V;jLp(w)| < Bj0. (3.89)
Thus, we get
" Vil(w, x;

| §'_1: #””) —V,Lp(w)| < t+26,0 (3.90)
max |V il(w,x;) — VijLp(w)| < s+ 25;6. (3.91)

€N

By Lemma 3.2.8 we have for all j € [d] and w € W

<nt+ms m-+n

| Trim,, (D;(w)) = Vi Lp(w)|

2;6.

n—2m n-—2m
Combining this with (3.84) we have the following for all j € [d] with probability at least

.. s s ot t?
1 — 2dnNs exp(— mm{;, 2—7_2}) — 2dNsexp(—n mm{;, 52

)
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and w € W,

3 nt+ms s m+n  7dy/Tlogn
— <

where 3 = VB3 + -+ B2 Thus, let § = nié,m

o),

t = Or max{* log(nia), \ Tog(na))),
n
s = O(rdlog(fnA)).
Then, we get the proof.

Proof of Theorem 3.2.5

In the ¢-th iteration, let

Wt =wtt = gV L(w'™, D).

Then, by the property of Euclidean project we have
lw' = wH o < [l — w™ .
Hence, we have

[ —w*ls < [lw'™" =9V L(w' ™, D) —w*|
< '™t =nVLp(w™h) — w2

+ | VL(w'™, D) = Lp(w'™)]|2.
For the first term, by the co-coercivity of strongly convex functions [47], we have

(w™ —w*, VLp(w'1)) > of

1
t—1 * (12 t—1\(12
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Thus we obtain the following by taking n = %

2 9 ]
(1= g™ =l = gy IV IRl I + 5l V(w3
== 2+a,6)”wt_1 —w'[lz (3.93)

Taking the expectation w.r.t Z; ; and using the inequality of /1 —x <1 — £ and Lemma

4, we have
Elld! — w2 < (1 - ——)E[lw'™" — w||s + O
= o

That is,
d/T logn
El[i” — w|, < (1— —2—)TA 4 o2 T/ logn
"~ < (1= G5 A+ 0T

Thus, taking 7' = O(g log n), we have the following with probability at least 1 —£(

N . Atdlogn
El|d — w2 < oq@—%).
a  ay/neé

).

2dn logn )
(14+nLA)d

Since € = \/2 log % + 2e— \/2 log %, by using the Taylor series of the function /x + 1—+/z,

we have ¢ = O(—~—). Since Lp(w) is B-smooth we have ELp(w”) — Lp(w*) <

1/10g%

SE||lw” — w*||3. Thus we get the proof.

Proof of Theorem 3.2.7

5

The proof of (¢, )-DP is the same as in the proof of Theorem 3. The ¢, sensitivity is

s
n 3 °

Next, we show the upper bound. The key lemma on the uniform converge rate is the
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following. For convenience, we denote by

Gi(w) = =S (Vb(w, 2:) (1 — %)

n

i1
V?é(w, ;) 1 — Vil(w,x;) |Vil(w, ;)|

——7@—”+EZ¥% v Rl

A A

and g;(w) = (G1(w), g2(w), - -, ga(w)).

Lemma 3.2.9 (Lemma 8 in [148]). Under Assumptions 1 and 4, with probability at least

1 — ¢, the following holds for any w € W,

Bdy/vlog(LAn)
15(w) — E[Ve(w, )]s < O(- Y72 (3.95)

vn

Thus, we have the following lemma.

Lemma 3.2.10. Under the assumptions in the previous lemma, the following holds with

probability at least 1 — 24’ for any w € W

Bdy /vT log(+An)
lg; () — EIVE(w, 2)][ls < O(—Y— 57 (3.96)

Ve

The remaining proof is almost the same as the proof of Theorem 3.2.5 by using Lemma

3.2.10. We omit it here for convenience.

Proof of Theorem 3.2.8

Let w' denote the same notation as in the proof of Theorem 3.2.5. Then, we have

[ — w2 < [Jw'™" = ng" (w'™h) — w2

< '™t =V Lp(w'™") = wll2 +nllg™ (W) = Lp(w' ™),
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and

'™t =V Lp(w'™h) — w3 < [ —w[l3
= 2(VLp(w' ™), 0™ —w*) + 7’| VLp (w3
_ . 1 _ _
< '™ —w|l - QHBIIVLD(wt DIE+ 7 IV Lo (w3

< Jlw'™h = w3,

Thus by Lemma 3.2.10 we have with probability at least 1 — 24’

d\/vT log(5 An)
" = w*[l2 < [lw'™ — w2 + O )-

Vnve

(3.97)

v O L n
Hence, when O( Y128l o) V\:;:,“g/é‘;'A)) < [Jw® — w*

with probability at least 1 — 2’T". This means that @' = w' for all t € [T]. Hence, we

2, we have w' € W forall t = {1,--- , T}

v O, L n
proceed to study the algorithm without projection. Let D; = [|w®—w* ||2+O(%2“'A))

fort = {0,1,---,T}. By the smoothness of Lp(-) we have
Lp(w') < Lp(w'™) + (VLp(w'™ ), w" —w'™ 1) + gHwt — w3
= Lp(w'™) +n{VLp(w' ™), =¢" " (w'™") + VLp(w'™!) = VLp(w'™))

+0° S Mg (W) = VIp(w'™) + VIn (w3

Since n = %, by simple calculation we have

Bd*vT log(5 An)

ne

In(u') < In(w'™) = = IV L[+ Of (G

Next we show the following lemma

Lemma 3.2.11. Assume that events (3.96) hold for all ¢ = {1,--- ,T'}. Then there exists at
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leastone t € {1,--- , T} such that

L'D(U}t) — LD(U)*) S 16DOX,

Bd+/vT log(ﬁAn) )

where x = O( T

Proof. We note that D, < 2D forallt =0,--- ,T. Thus we have
Lp(w) — Lp(w”) < [|[VLp(w)]2]lw — w2,

which implies that
Lp(w) — LD(’LU*)
[w = w*[|

IVLp(w)ll2 >

Suppose that there exists t € {1,2,---, T} such that | VLp(w')||2 < v/2x. Then, we have
Lp(w') = Lp(w*) < [[VLp(w')[2[Jw’ — w*||2 < 2v2Dox.
Otherwise suppose that for all {1,2,--- , T}, |V Lp(w') > +/2x. Then, we have the

following forallt < T,

Lp(w') — Lp(w") < Lp(w'™") — Lp(w") — %IIVLD(wt_l)H%

_ . 1
< LD(wt 1) - LD(w ) - 45D2
t—1

(Lp(w'™") — Lp(w")).

Multiplying both side by [(Lp(w') — Lp(w*))(Lp(w'™') — Lp(w*))]~* we get

1 > 1 " 1 LD(wt_l) — LD(UJ*)
Lp(w') — Lp(w*) = Lp(w*') — Lp(w*) = 48D}, Lp(w') — Lp(w*)
1 1

>
= Io(@ ) — Lp(w") | 163D2"

where the last inequality is due to the facts that D; < 2D, and Lp(w'™!) > Lp(w?).
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Hence, we have

1 T 1
> > 3.99
using the fact that 7" = %, that is, 7 = O (W) ® Thus X = G(A(d"jl ). O
ne)3
Next we show that
1
Lp(w”) — Lp(w*) < 16Dox + == x> (3.100)

26

Let t = t, be the first time that Lp(w?) — Lp(w*) < 16Dyx. We show that for any ¢ > t,
Lp(w') — Lp(w*) < 16Dgx + %XQ. If not, let ¢, be the first time that Lp(w') — Lp(w*) >

16Dy + %XQ. Then, we must have Lp(w') > Lp(w' ™). By (3.98) we have

* * 1
Lp(w" ™) — Lp(w*) > Lp(w") — Lp(w*) — %XQ > 16Dp.

Thus, we have
Lp(wh™) — Lp(w*)
Jwh =t —w*[|

2 > 8X.

IVLp(w" )2 >

By (3.98) we have Lp(w') < Lp(w!~1) which is a contradiction.

3.3 DP-ERM with Pairwise Loss Functions

In the previous two chapters we studied DP-ERM with pointwise loss functions. However,
recently, much more attention has been paid to an important family of learning problems
called pairwise learning. The main difference between pairwise learning and traditional
pointwise learing (e.g., classification and regression) is that pairwise learning takes pairs of
samples as the input of its loss function while pointwise learning involves only individual

samples as the input. Thus, pairwise learning has more advantage in modeling the relative
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relationship between pairs of samples. Its importance has been demonstrated in many
real-world applications. For example, in patient similarity learning, the learner (e.g., a
doctor/hospital) can learn a clinically meaningful similarity metric to measure the proximity
between a pair of patients through formulating the learning task as a pairwise learning
problem [153]. Additionally, many other machine learning problems can also be categorized
as pairwise learning, such as metric learning [61, 165], AUC maximization [360, 225],
ranking [272] and multiple kernel learning [186].

Existing pairwise learning algorithms can be roughly divided into two categories: online
and offline. The online pairwise learning algorithms process the input data records in a
sequential manner and iteratively update the model upon the arrival of each sample [360,
175]. In contrast, the offline pairwise learning algorithms require the entire training dataset
ready before the learning process starts and take it as whole to update the model [61, 165].

Despite their tremendous success in many real-world applications, existing pairwise
learning algorithms fail to take into consideration an important issue in their designs, that is,
the protection of sensitive information in the training set. The training datasets for pairwise
learning are often collected from individual users and thus may contain private personal
information. The models learned by such algorithms can implicitly memorize some details
of the sensitive information, which undesirably offers opportunity for malicious parties to
compromise the users’ privacy. Taking the above patient similarity learning task as example,
a hospital may want to train a universal patient similarity learning model from patients
(crossing many hospitals) so as to obtain a better understanding of the diseases and diagnoses.
Due to trust to the hospital, patients may be willing to provide necessary information for
such a learning process. However, without a proper mechanism, the patients’ privacy may
be bleached when the trained model by the hospital is provided to other parties (such as
medical research institutes or drug makers). This is because these parties can infer patients’
private information using various attack techniques, such as model inversion attack [116]

and membership attack [256]. Thus, without a convincing privacy-preserving mechanism,
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the patients may not be willing to participate in such a learning task. Hence, a big challenge
facing pairwise learning is how to learn a model privately such that sensitive information in
the training set cannot be inferred from the learned model.

To the best of our knowledge, no existing work has addressed the above challenge. This
motivates us to design, in this section, methods of DP-ERM with pairwise loss functions
which can not only keep the sensitive information private but also guarantee good gener-
alization performance. Although various DP-ERM methods exist for (online) pointwise
learning, such as objective perturbation [66, 301] or DP-SGD [29, 160, 329, 318, 296, 307],
they cannot be applied to pairwise learning algorithms directly. This is mainly because the
training sample pairs in pairwise learning algorithms are not i.i.d. and the loss function
depends on more than one data records. In the light of the above challenges, in this section,
we propose efficient differentially private algorithms for the aforementioned two types of

pairwise learning problems. The contributions of this section can be summarized as follows:

* Firstly, we consider the pairwise learning problem in online settings, and propose
an (¢, 0)-DP algorithm called online pairwise private GIGA-Strongly convex method
(OnPairStrC). This algorithm can achieve a regret upper bound of O(@) when
the loss functions are strongly convex, where d is the dimensionality of the data and
n is the size of the data sequence. We then extend this algorithm to general convex
loss functions by proposing an algorithm called online pairwise private GIGA-convex

~ 3
method (OnPairC), which has a regret upper bound of O(@).

* Secondly, to deal with the computational/storagewise issue in online learning case,
we then extend our algorithms to the finite-buffer online setting, where the buffer

updates in stream oblivious. Specifically, we show that, with RS-x algorithm as the

f
O( Vin' + "\f‘[) for strongly convex and convex loss function case, respectively, where

buffer updating, our algorithms can achieve a regret bound of O(

s is the capacity of the buffer.
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* Thirdly, we study the pairwise learning problem in offline settings. We show that

Va
Vne

it is possible to achieve generalization errors of O(%) and O(£%) for strongly
and general convex loss functions respectively by adopting the results in the online
settings. We then improve these bounds by proposing an offline pairwise private
GIGA-Strongly convex algorithm (OffPairStrC) and an offline pairwise private
GIGA-convex algorithm (OffPairC) for the two types of loss functions. Particularly,

in the case of general convex loss functions, our improved algorithm can achieve a

generalization error of O(%).

* Finally, we take two pairwise learning tasks (i.e., AUC maximization and metric
learning) as examples and conduct extensive experiments on real-world datasets to
evaluate the performance of the proposed algorithms. The experimental results not
only verify our theoretical analysis but also show the effectiveness of our proposed

algorithms in real-world applications.

3.3.1 Private pairwise learning

Different from the pointwise loss function ¢ : C x D — R, a pairwise loss function is a
function on pairs of data records, i.e., £ : C x D x D — R, where D is the data universe.
Given a dataset D = {z1, 25, -+ , 2z, } € D" and a loss function ¢(-; -, -), its empirical risk

can be defined as:

L(w; D) = mzzjf(w;%,zj). (3.101)

i=1 j#i

When the inputs are drawn 1.i.d from an unknown underlying distribution P on D, the

population risk is

Lp(w) = E,, ., ~p[l(w; 2, 2;)]. (3.102)
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We define private pairwise learning as follows.

Definition 3.3.1 (DP-ERM with pairwise loss functions). Let C C R? be a convex, closed
and bounded constraint set, D be a data universe, and ¢ : C X D x D — R be a pairwise
loss function. Also, let D = {21 = (z1,v1), 22 = (2, y2), "+ , 2n = (Tn,yn)} C D" be a
dataset with data records {x;}, C R? and labels (responses) {y;}", C [—1,1]". Private
pairwise learning is to find a private estimator wp;, € C so that the algorithm is (e, §) or
e differential privacy and the error is minimized, where the error for an estimator w can
be measured by either the optimality gap Errp(w) = L(w; D) — minyec L(w; D) or the

generalization error Errp(w) = Lp(wWyiy) — ming,ee Lp(w).

In this paper, we will focus on a special class of pairwise loss functions ¢ which contains

the loss functions of metric learning, AUC maximization and bipartite ranking.

Assumption 3.3.1. For the loss function, we assume that it has the form of {(w; z, 2') =
o(Y(y,y )h(w;x,2")), and ¢ is a G-Lipschitz and L-smooth convex function over w, where
Y(y,v) =y —1v or Y(y,y') = yy'. In the experimental part, we will let ¢ be the logistic

function, i.e., ¢(x) = log(1 + e~%).

Example 1: Metric Learning [61] The goal here is to learn a Mahalanobios metric
M (z,2") = (z—2')"W (w — 2') using loss function ((W; z, 2') = ¢(yy'(1 — ME, (z,2')),
where y, 1y’ € {—1,+1}. The constraint set C is C = {W : W € S, ||W||r < 1}, where S¢
is the set of d x d positive symmetric matrices.

Example 2: AUC Maximization [360], Bipartite Ranking [76] The goal here is to maxi-
mize the area under the ROC curve for a linear classification problem with the constraint of
|wl||s < 1. Here h(w; z,2') = w’ (x — 2') and l(w; 2, 2') = ¢((y — v/ )h(w; z, 7)), where
v,y € {—1,+1}.

Like in the pointwise loss function case, in the following we will introduce the Rademacher

average for a class of pairwise loss function functions. Specifically, we denote the Rademacher

®We note that all the (e, §)-DP algorithms in this paper can be extended to general pairwise loss functions,
although the upper bounds of the generalization errors may differ.
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averages of the pairwise loss functions class £ o C := {(z, 2') — l(w; z,2’),w € C} by the

following [175]:

n

R.(loC)= E[SuplZeiﬂ(w;z,zi)], (3.103)

wec 4
where {¢;}!" , are the Rademacher variables, i.e., ¢ = 41 with probability %, and the
expectation is over {¢;}7 , z, {z }1 ;.

Note that there are many classes of pairwise loss functions whose Rademacher average is
R.(loC) = O(\/ig), such as Example 1 and Example 2 [175], where d is the dimensionality

of the parameter space.

Online private pairwise learning

Here we follow online pairwise learning [175]. An online learning algorithm A is given se-
quential access to a stream of elements 21, 25, 23, - - , z,. Ateach time stept = 2,3, -+ ,n,
the algorithm selects a parameter w;_; € C upon which the data record z, is revealed, and

the algorithm incurs the following penalty

A 1
Lt(wt—th) = t——l Zg(wt—l; 2ty Zi)v (3.104)

where Dy = {21, 22, - - , 2 }. Thus, the online algorithm .4 maps a data sequence {z1, 22, -+ , 2, }
to a sequence of parameters {w;, ws, -+ ,w,_1}. In the non-private case, the goal is to

select {wy, wa, -+ ,w,_1} so as to minimize the regret, i.e.,

Ra(n,D) =Y Ly(w,_1, D) — gleigZﬁt(w,Dt). (3.105)
t=2 t=2

Moreover, if all the data records are chosen 1.i.d from the distribution P, we also want to

minimize the generalized regret, i.c.,
Rpa(n) = ; Lp(wi—r) = (n— 1) min Lp(w). (3.106)
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Note that if the loss function ¢ is convex, then from (3.106) we have the parameter w =

Wit Wn—1

— satisfies the following generalization error:

_ . Rp A(n)

(3.107)

However, under the differential privacy model, we need to guarantee that the output sequence

{wy, -+ ,w,_1} is DP. Thus, private pairwise learning in the online setting can be defined
as follows:
Definition 3.3.2 (Online private pairwise learning). Let Z = {z;, 25, - , 2,,} be any se-

quence of data records in the data universe D. Let the sequence of outputs by algorithm
Abe A(Z) = {wy,wq, - ,w,_1}. Then, Ais (¢,6) differentially private if given any
other data sequence 2’ which differs in at most one entry with Z, for all events .S, we have
PrlA(Z) € S| < ePr[A(Z’) € S] + 4. The goal of online private pairwise learning is to

select private outputs {w;, ws, - -+ ,w,_1 } that minimizes the (generalized) regret.

From above discussions on (3.106) and (3.107), we know that if the generalized regret is
low, the algorithm will have a good performance on generalization theoretically. From this
view, the online setting is more general. Thus, in the paper, we will first consider the online
private pairwise learning and provide (generalized) regrets for both strongly and general
convex loss functions. After that, in the following sections, we will study the problem in the

finite-buffer online and offline settings.

3.3.2 Online Private pairwise learning

We first consider the case that the loss function is strongly convex. After that, we will use the
regularization perturbation strategy [276, 160] to extend the resulting algorithm to general

convex loss functions.
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Strongly convex case

Our algorithm is inspired by the ideas in the stability of Generalized Infinitesimal Gradient
Ascent (GIGA) [371, 160], which is a well-known online convex algorithm (see Remark
3.3.1 for discussions on the difference of our algorithm with the previous ones). The main

steps of our algorithm are given in Algorithm 3.3.9. We call the above algorithm excluding

Algorithm 3.3.9 Online Pairwise Private GIGA-Strongly Convex (OnPairStrC)

1: Input: Privacy parameters € and §, sequence of data record {z1, 25, - - - , 2,, }, constrained
convex set C C R?, and pairwise loss function £(; -, -).

2: Parameters: ¢ is G-Lipschitz, L-smooth and a-strongly convex over w. Step time
Ty = max{[ 16427 7}.

a2

3: Compute p which satisfies p + 2, /plog(3) = e.

4: fort=1,---,17 do

5: Receive the data record z; (incurs penalty ﬁt(wt_l, D;) when t > 2).
6: Randomly choose a parameter w; € C.

7: end for

g: fort =T +1,--- ;ndo

9: Receive the data record z; (incurs penalty f)t(wt_l, Dy)).
10: Set step size 1, = %%
11: wy = He[wgq — ntVﬁt(wt_l, Dy)], where Tl¢ is the projection onto the set C.
12: Seto? = %. Let w; = wy + ny, where ny ~ N(0,021,).
13: Output w; = arg min,ec ||w — w|3.
14: end for

the portion of random perturbation (i.e., steps 12 and 13) Pairwise GIGA. The following
lemma gives an upper bound on the /5-norm sensitivity of the output in the -th iteration of

Pairwise GIGA, which is the key to ensure (¢, §)-differential privacy.

Lemma 3.3.1. Let A;(D,) denote the output of Pairwise GIGA in the ¢-th iteration. Then,

under the assumption of Algorithm 3.3.9, for any ¢ > 1 and D; ~ D,

8G
| A(Dy) — Ae(D}) ]2 < s

Theorem 3.3.1 shows that Algorithm 3.3.9 is differentially private.
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Theorem 3.3.1. Under Assumption 3.3.1 and the assumption that the loss function ¢ is

a-strongly convex, for any 0 < ¢,6 < 1, Algorithm 3.3.9 is (e, 0)-differentially private.

Note that to guarantee DP, we first transfer (e, §)-DP to p-zCDP by Lemma 2.1.10,
and then use composition theorem to make Algorithm 3.3.9 be p-zCDP (i.e., we make

each iteration 77 +1 < ¢t < n be #—ZCDP). It is easy to see that in this case the

32G?(n—T)
a2t2(y/log(1/8)+e—4/log(1/6))?
case will always holds since in practice we select ¢ = 0.1 ~ 5 and § = %), by Taylor

expansion of v/1 + z, we have (1/log(1/8) + ¢ — 1/log(1/6))? ~ m. Thus in total,

we have o7 ~ 128G2(7;§Z;12210g(1/ 9 We note that this idea has also been used in [192]. The

variance of the noise satisfies 0?2 = When ; (1 < 1 (this

main difference is that in our online setting, the iteration number equals to the size of the
sequence, which is fixed and thus needs us to equally allocate the privacy budget, while in
[192], the iteration number is not fixed, which allows them to allocate the budget in a more
efficient way. This makes the two algorithms significantly different in their analysis and
thus incomparable.

The following theorem shows an upper bound on the (expected) regret of Algorithm
3.3.9, which can be transformed to (expected) generalized error (we will show it in the

following section).

Theorem 3.3.2. Under the assumptions in Theorem 3.3.1 and the additional condition of

outputs
G2\/_log15”\/_,/log6 GL2 2loon
Ra(n, D) < O clls + ——2T (3.108)
e a
with probability at least 1 — ¢, and
G*Vdlog ny/ny/log 3 GL2 2loan
ERA(n) < O( — el + ——22), (3.109)
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where ||C|]2 = maxy, wrec ||w — w'| is the diameter of the set C”.

Remark 3.3.1. We note that [160] also used the differentially private version of GIGA and
IGD [184] in their DP pointwise learning. But their Private GIGA or IGD [160] is quite
different from our method of OnPairStrC (Algorithm 3.3.9). Firstly, [160] needs to assume
that each loss function [:t is independent (see the proofs of Lemma 4 and Lemma 5 in [160]),
which means that it is only applicable to pointwise loss functions. However, in our problem,
the penalty function (3.104) depends on previous data records, which means that it is much
more complicated than the case in [160]. Thus, we need a much finer and more different
analysis on the stability of Pairwise GIGA. Also, the parameters of the step size 7; and time
step 17 are quite different from those in [160] (see Appendix for details). Additionally, in
order to show the power of our method, we also consider the case with additional finite
buffer constraint, which has not been studied in [160]. Thus, our method is more general.

Secondly, the upper bound (3.109) on the expected regret of our algorithm is less than
that in [160] with a factor of log . This is due to the fact that we use the composition
property of zCDP instead of advanced composition theorem of DP [105].

Thirdly, since the definition of regret in our paper is different from that in pointwise
learning [160], the same upper bound (i.e., O(@)) on the regret for strongly convex loss

functions are actually incomparable.

We now use the perturbation strategy [276] to obtain results for general convex pairwise

loss functions.

Algorithm 3.3.10 Online Pairwise Private GIGA-Convex (OnPairC)

1: Input: Privacy parameters € and 0, sequence of datarecord {z1, 29, - - - , 2,, }, constrained
convex set: C, pairwise loss function /(-; -, -), and a parameter « to be defined later.

2: Parameters: ( is G-Lipschitz, L-smooth and convex over w.

3: Randomly select a point wy € C. Let {(w; 2, 2') = l(w; 2, 2') + 2w — woll3-

4: Run Algorithm 3.3.9 with loss function /, which is G = G + «||C||o-Lipschitz, L =
L + a-smooth and a-strongly convex.

"If C = RY, then we can take C = {w : ||wl2 < [Jw*||2}.
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Theorem 3.3.3. Let ¢ be a pairwise loss function satisfying Assumption 3.3.1. Then, for any

0 <e¢,0 <1, Algorithm 3.3.10 is (¢, §)-DP. Moreover, if @ < 1 and take a = O(é/Lﬁ),
5

then with probability at least 1 — (, the following upper bound on regret for the outputs

holds:

L2G2|C|3v/dlog" 2nt flog }
( )

€

Roa(n,D) < O (3.110)

Similar result also holds for the expected regret.

Comparing (3.110) with (3.108), we can see that for strongly convex pairwise loss

functions, the average regret, i.e., RHAT(?), 1s upper bounded by O(%), while for general

convex ones, it is 0(%). This is the same as in the case of pointwise loss functions [276].

Online Private Pairwise Learning with Finite Buffer

In the previous section, we consider the online private pairwise learning and proposed
Private Pairwise GIGA algorithm. However, from Algorithm 3.3.9 and Algorithm 3.3.10 we
can see that in each iteration, this requires one to memorize and store all the previous data
records, which is computationally/storagewise expensive. Thus, for the online pairwise loss
function, it has been studied in additional the finite-buffer setting [360, 175]. Thus in this
section, we study online private pairwise learning with finite buffer.

We assume that the buffer updates in stream oblivious. More specifically, we require the
buffer update rule to decide upon the inclusion of a particular point z; in the buffer based
only on its stream index ¢ € [n]. Such as Reservoir Sampling [290] and FIFO. Stream
oblivious policy allow us to decouple buffer construction randomness from training sample
randomness which makes analysis easier [175]. We also assume that the adversary cannot
get the status of the buffer. Next we give some definitions related to the finite-buffer online
learning.

We consider a buffer B with capacity s, and we denote it is B; in the ¢-th iteration,

which stores a sketch of the stream. Now at each step after receiving the data record z;. The
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penalty becomes

P2 w1, B,) = |B’ > (w2, 2). (3.111)
t

2EDBy

An online learning algorithm .4 will be said to have a finite-buffer regret bound R%(n) if

its presents an ensemble w1, wo, - - -, w,_1 such that
> L (wir, By) —min Y LM (w, By) < RY(n). (3.112)
= t=2

Algorithms and main results

There are several buffer updating, such as RS algorithm in [360], RS-x, RS-z2. In this
paper, we use RS-x as the buffer updating. See Algorithm 3.3.11 for detail. Combing with

Algorithm 3.3.11 and our previous Pairwise Private GIGA, we can get efficient algorithms.

Algorithm 3.3.11 RS-x: Stream Subsampling with Replacement [175]

1: Input: Buffer B, new data record z;, buffer size s, timestep .
2: if | B| < s then

3: TMP=B [ J{z:}

4: else

5: ift = s+ 1 then

6: TMP=B J{z}

7: Repopulate B with s points sampled uniformly with replacement from TMP
8: else

9: Independently, replace each point of B with 2z, with probability %

10: end if
11: end if

We have the following differential privacy guarantee and upper bounds of finite-buffer

regret (3.112).

Theorem 3.3.4. For any 0 < ¢,0 < 1, Algorithm 3.3.12 and 3.3.13 are (¢, §)-DP. Moreover,

for strongly convex loss function under Assumption 3.3.1 and if 57 1 oais K 1, we have the

following finite buffer regret for the outputs {wy, - -+, w,_1}:
R buf G2L2||C|[,V/dlog"® 2\ /log 1/6
baf () <o €1l ; / ) 3.113)
n—1 Vnale
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Algorithm 3.3.12 Finite-buffer Online Pairwise Private GIGA-Strongly Convex (FBOn-
PairStrC)

1:

10:

12:
13:

14:
15:
16:

R N

Input: Privacy parameters € and J, sequence of data record {z1, 2o, - - , 2, }, convex
set C, pairwise loss function ¢(+; -, -). Buffer B with size s.
Parameters: ¢ is G-Lipschitz, L-smooth and «a-strongly convex . Step time 7} =
max{[16L%], 7}.
Randomly sample wy € C
fort=1,2,--- T do
Receive the data record z; and we get the penalty f)?“f(wt_l, B,;) whent > 2.
Update buffer B, by using Algorithm 3.3.11 with (B, 2, s, t).
Randomly choose a parameter w; € C.
end for
fort=T,+1,--- ,ndo
Receive the data record z; and we get the penalty f)?“f(wt_b By)

Set step size 1, = =L 2

wy = He[we—y — an}'g“f(wt,l, By)], where I1¢ is the projection onto the set C.

32G2(n—Ty)
oz?—t?p' Let

Compute p which satisfies p + 2,/plog(3) = €. Then set 07 =
U~)t = W + Ny, where Ny ~ N(O, O'?]Id).

Output w; = arg min,ec ||w — w|3.

Update buffer B, by using Algorithm 3.3.11 with (B, 2, s, t).
end for

Algorithm 3.3.13 Finite-buffer Online Pairwise Private GIGA-Convex (FBOnPairC)

1:

Input: Privacy parameters € and 0, sequence of data record {z, 2o, - , 2z, }, convex
set C, pairwise loss function ¢(-, -, -). Buffer B with size s. « is a parameter will be
specified later.

2: Parameters: ( is G-Lipschitz, L-smooth and convex.
3: Randomly select a point wy € C. Let {(w; z,2") = l(w; 2, 2") + |lw — wol|3.

Run Algorithm 3.3.12 with loss function ¢, which is G = G + a|C||o-Lipschitz,
L = L + a-smooth and a-strongly convex.
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The following upper bound for generalized regret.

Rea(n) _ G|IClsL*Vdlog"® 2/log 1/6
n—1 7 aZey/n

Cy log 2
— —). 114
+ 5 HalClky =) (3.114)

Ra(n, D) < G2’|C|’2L2\/310g1‘5%x/logl/é+C log%)
n—1 = o2e\/n d P

and the following regret bound:

(3.115)

Where C} is the dependence of dimensionality in the Rademacher Average R, (¢ o C) in

(3.103).
2 2 oeld 2 o
For the general convex loss function, we just replace the term of O( el \/le/ﬁ c Vg 1/5)
22 2 oold n ° s
above to O( L ICIEV! VL) when we set a = O(+z) in Algorithm 3.3.13.

From the above Theorem 3.3.4 we can see that, unlike the infinite-buffer case, i.e., Algo-
rithms 3.3.9 and 3.3.10, the buffer capacity s plays an important role on the generalization
performance. Only if s = w(n), then these bounds are asymptotically the same as in the
infinite-buffer case for strongly convex function, while it only needs to be w(+/n) for the

general convex case.

3.3.3 Offline Private Pairwise Learning

In this section, we study differentially private pairwise learning in offline settings. As
shown in Definition 3.3.1, we always assume that each z; is sampled from some unknown

distribution P.

Generalization error induced by generalized regret

We first observe that Algorithm 3.3.9 and 3.3.10 preserve (¢, 0)-DP in the offline settings.

Also, as discussed in (3.106) and (3.107), if we get the generalized regret for the output
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{wy,wsq, -+ ,w,_1}, we can easily obtain a generalization error by (3.107). By a theorem

in [175], we can have the following generalization bounds for w = =t tn=1

1 of Algorithm

3.3.9 and 3.3.10.

w1+t Wn—1

i satisfies the
P

Theorem 3.3.5. Under Assumption 3.3.1, the parameter w =

following generalization error for loss function ¢ with probability at least 1 — 2 if 102 T < 1,
B

where wq, ws, - - -, w,_1 are the outputs of Algorithm 3.3.10 (Algorithm 3.3.9 for strongly

convex loss functions),

Sl Ria(toC) | L*G?|[C|3v/dlog" ¢4 [log §

E ) < . 3.116
rp(w) < Of n—1 ex/n ) ( )
Moreover, if the loss is a-strongly convex, then we have:
272 15 n 1
1 < G2L?||C[2V/dlog" 24 [log §
E ) <O Ri_1(loC ) 3.117
re) < (n_ltz; alfeO)+ a’ey/n ) ( )

Remark 3.3.2. Thus, for Example 1, the generalization error is O(ﬁl\/—ﬁ) for logistic loss
function while it is O(ﬁﬁ) if adding an additional Frobenious regularization to the loss
functions 8. Similar result holds for Example 2, where the generalization error for logistic

loss is O( ‘ﬁ

€/

) while it is O(%) in the case of with additional /,-norm regularization.

3

3.3.4 Improved Upper Bounds for Offline Setting

Inspired by the sensitivity of Pairwise GIGA in Lemma 3.3.1 and Theorem 3.3.5, we propose
an offline DP algorithm which has better upper bounds compared to (3.116) and (3.117).
The basic idea is to use output perturbation. More specifically, we first run Pairwise GIGA
in the offline settings and then add some Gaussian noises to w = % to keep the
algorithm (¢, 0)-DP, since the sensitivity of @ is based on each w;, which can be obtained by

Lemma 3.3.1. For the general convex loss functions, we can still use the perturbation idea,

8Note that for Example 1 since the parameter is a positive matrix, the dimensionality will be O(d?).
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which is the same as in Algorithm 3.3.10. See Algorithm 3.3.14 and 3.3.15 for details.
The reason that we can improve the generalization error is due to the following fact.
From Algorithms 3.3.9 and 3.3.10, we can see that the output sequences {wy, wa, - -+ , w,_1}
satisfy the conditions of (¢, §)-DP in each iteration. However, in the offline setting, we only
need to ensure that the final output is DP. Thus, instead of adding noise in each iteration, we
can add noises only once to the final output, which means that we can add a smaller scale of

noises compared to the online ones.

Algorithm 3.3.14 Offline Pairwise Private GIGA-Strongly Convex (OffPairStrC)

1: Input: Privacy parameters € and §, sequence of data record {z1, 25, - - - , 2,, }, constrained
. . . 2
convex set C, pairwise loss function £(-; -, -), and step number 7} = max{[1%%-],7}.

2: Parameters: ¢ is G-Lipschitz, L-smooth and a-strongly convex over w.

3: Randomly sample wy, - -+ ,wp, € C.

4: fort=Ty+1,--- ,ndo

5. Setstep sizen, = =2,

6: wy = argmingec |[w — (w1 — 9V Li(w_1, Dy))|[3, i.e., projecting w; ; —
'V Li(w;_1, Dy) onto the convext set C.

7: end for

8 Let = wit—tuwn
: oty

9: Letw = w + o, where o ~ N (0,
10: Return w = arg minyec ||[w — w||3.

128G? log? nlog(1.25/9)
2n2e2 ]d) .

Algorithm 3.3.15 Pairwise Private GIGA-Convex (OffPairC)

1: Input: Privacy parameters € and d, sequence of datarecord { zy, 2o, - - - , 2,, }, constrained
convex set C, pairwise loss function /(+; -, -), and a parameter « to be defined later.

2: Parameters: ( is G-Lipschitz, L-smooth and convex over w.

3 Let {(w; z,2") = U(w; 2, 2') + 2|lw — wo |3, wo is any point in C.

4: Run Algorithm 3.3.14 with loss function ¢, which is G = G + «l|C||,-Lipschitz,
L = L + a-smooth and a-strongly convex.

Theorem 3.3.6. For any 0 < ¢,0 < 1, Algorithm 3.3.14 is (€, §)-DP for any «a-strongly

convex loss functions satisfying Assumption 3.3.1. Moreover, if —+ < 1, then with

log%
probability at least 1 — 2¢, the output w satisfies:
VdG?||C||2 log 24 /log n
. ¢ 5 1
E < — l : 3.118
rp (1) < Of — PRI R0 Gy
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Algorithm 3.3.15 is (¢, §)-DP for any convex loss functions satisfying Assumption 3.3.1

if a = O(\/Lﬁ) Moreover, if @ < 1, then with probability at least 1 — 2(, the output w
4

satisfies:

VdAG?||C||31og 24 /log  logn n

¢ 5 1

NG + § Ri((oC)). (3.119)
t=1

EI‘I‘p’(IJ <

From Theorem 3.3.6, we can see that for strongly and general convex loss functions,
the bounds in (3.119) and (3.118) are respectively lower than those in (3.116) and (3.117).
Specifically, for general convex loss functions, we can improve the upper bound from

O(4%) 1o O(X4).

3.3.5 Experiments

In this section, we empirically evaluate the performance of the proposed differentially private
algorithms on real-world datasets. we take two popular pairwise learning tasks, i.e., AUC
maximization and metric learning, as examples. All of the experiments in this paper are
conducted over 20 runs of different random permutations for each adopted dataset, and we

report the averaged results.

Experimental setup

Datasets. We use six real-world datasets that are widely adopted in pairwise learning tasks.
These datasets are the Diabetes dataset, the Diabetic Retinopathy dataset, the Hepatitis
dataset, the Parkinson Speech dataset, the Auto Riskness ° and the Cancer dataset [94].
The statistical information of them is described in Table 3.4.

Performance measures. To evaluate the performance of the proposed algorithms, we use

the following measures:

1. AUC: For AUC maximization task, we report the AUC measurement [360] for each of

‘http://www.gagolewski.com/resources/data/ordinal-regression/
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Table 3.4: The statistics of the adopted datasets.

Dataset Size | Dimension
Diabetes 768 20
Hepatitis 155 19
Cancer 699 10
Diabetic Retinopathy | 1, 151 20
Parkinson Speech 1,040 27
Auto Riskness 160 16

the proposed algorithms over every adopted dataset. A larger AUC value means that

the corresponding AUC maximization algorithm can generate more accurate results.

. Classification Accuracy: For metric learning task, we calculate the classification
accuracy that is defined as the percentage of the correctly classified samples in the test
set. The less the classification accuracy, the worse the performance of the proposed
algorithm. In this paper, the KNN classifier is adopted to assign labels to the test

samples. For the KNN classifier, we set K to be 3.

. Objective function value: For both metric learning task and AUC maximization task,
we also report the objective function value of the proposed differentially private
algorithms. A smaller objective function value means that the original pairwise

learning model is less perturbed.

Baselines. Since there is no existing work that addresses the privacy issue in pairwise

learning, in experiments, we take the original pairwise learning algorithms that do not take

any actions to protect the private information as the baselines. We denote the baseline

methods as NonPrivate, which is the GIGA for pairwise loss functions [175].

Experiments for AUC maximization

We first evaluate the performance of the proposed differentially private pairwise learning

algorithms (i.e., OnPairStrC, OnPairC, OffPairStrC and OffPairC) for AUC maximization

task (see Example 2 for the problem formulation). We add additional ¢, regularization
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2|Jwl|3 with A = 107 to loss function for the strongly convex case.

We study the effect of the training size n and the privacy parameter e on the performance
of the proposed OnPairStrC, OnPairC, OffPairStrC and OffPairC algorithms. Here we fix
0 = % and consider three cases where the value of parameter € is set to be 0.5, 1.5 and
2.5, respectively. For OnPairStrC and OffPairStrC, we vary the training size from 40 to
90 and conduct the experiment on the Hepatitis, Auto Riskness and Cancer datasets. For
OnPairC and OffPairC, the experiment is conducted on the Diabetes, Parkinson Speech and
Diabetic Retinopathy datasets and we vary the training size from 50 to 350. In Figure 3.9
and Figure 3.10, we respectively report the objective values of OnPairStrC and OnPairC.
The experimental results show that the larger the value of the training size n, the smaller
the objective value. Additionally, when n is fixed, the smaller the value of ¢, the larger the
objective value is. The performance of the proposed algorithms are comparable with that
of the baseline, which can be observed from Figure 3.10. The results for OffPairStrC and
OffPairC are shown in Figure 3.11 and Figure 3.12, respectively. Figure 3.11 shows the
objective value of OffPairStrC when the training size varies and Figure 3.12 reports the
AUC measurement of OffPairC. The results in the two figures also show that the larger the
training size is or privacy parameter e is, the higher the AUC measurement value is, which
means that the proposed algorithm is less perturbed and more accurate. These experimental
results verify that the proposed online differential private algorithms can achieve good utility
while guarantee strong privacy protection when they are applied to the AUC maximization

task.

0.93

%
o

=
3
w

Objective value

Objective value
Objective value

0.63 .6.
e=0.5 e=1.5 €=2.5 e=0.5 e=1.5 €=2.5 e=0.5 e=1.5 €=2.5

(a) Hepatitis (b) Cancer (c) Auto Riskness

Figure 3.9: The objective value of OnPairStrC for AUC maximization.
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Figure 3.10: The objective value of OnPairC for AUC maximization.
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Figure 3.11: The objective value of OffPairStrC for AUC maximization.
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Figure 3.12: The AUC measurement of OffPairC.

Experiments for Metric Learning

Next, we evaluate the performance of the proposed differentially private pairwise learning
algorithms for the metric learning task (see Example 1 for the problem formulation). Similar
to the experiments for AUC maximization, we evaluate the effect of the privacy parameter e
and the training size n. In this section, we only report the experimental results for general

convex pairwise learning algorithms, i.e., OnPairC and OffPairC.
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Figure 3.13: The objective value of OnPairC for metric learning task under different training
sizes.
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Figure 3.14: The classification accuracy of OffPairC for metric learning task under different
training sizes.

In these experiments, the value of ¢ is fixed as %, and we consider three cases where the
parameter e is set to be 0.5, 1.5 and 2.5, respectively. We first calculate the objective value
of OnPairC when the training size varies from 50 to 350, and the results on the Diabetes,
Parkinson Speech and Diabetic Retinopathy datasets are shown in Figure 3.13. As for the
offline algorithm OffPairC, we report the classification accuracy in Figure 3.14. As we
can see, the derived experimental results are similar to that for AUC maximization. The

proposed algorithms perform competitively with the baseline when we vary the values of n

and e.
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3.3.6 Omitted Proofs

Proof of Lemma 3.3.1

For the sake of convenience, we call the non-private version of Algorithm 3.3.9 as Pairwise
GIGA and denote by w; = A(D), w;, = A(D’). Also, we let D; = {z1,- -+, z:}.

We will show that the sensitivity of the t-th iteration in Pairwise GIGA is at most %.
We prove it by induction.

We first consider the case 1 < ¢ < 7). Since wy, - - - , wp, are selected randomly, their
values do not depend on the underlying dataset. Thus, we have w; = w; forall 1 < ¢ < T7.

Next, we consider ¢ > T;. There are two cases, i.e., D — D' = {z;,z;} and D — D' =
{z, 2}, where i < t.

For the first case, since D — D' = {z;, 2, }, we have w;_; = w,_,. Thus

[we — will2 < JJweey — 0V Ly(we—y, Dy) — w)_y + 0,V Ly(we_y, D))l

= nt||Vf1t(wt—17 Dt) - Vf)t(wt_l, DQ)H2
t—12G < 4G

“t—2at = at’

where the last inequality is due to the G-Lipschitz assumption on ¢ and the assumption of
t>3.

For the second case, we have the following

lwr = will3 < [(wey = eV Le(wi—y, Dy)) = (w)_y =V Ly(wi_y, D)3 (3.120)
< Nlwimy = w13 + 7 IV Le(wi—y, Dy) = VLy(w;_y, D)3

— 2wy — wi_ )" (VLy(wr 1, Dy) = VLi(wj_y, D})). (3.121)
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For the term ||V Ly (w;_1, D;) — VL, (w,_,, D})||2, we have

||Vﬁt(wt_1, Dy) — Vﬁt(wg_l, DQ)H%
1 /
I [Vl wi_; 2, ;) — VE(w;_y; 21, 2)]

—1
t JF

1 / /
+ :[Vﬁ(wt,l; 2, 2) — Vw21, 2)]|l5

1 /
<2;= D [Vlwis 21, ) = VW, 21, 2)]15
i

1
+ 2”m[v€<wt_l’ 2, Zi) — V@(wé_p 2ty Z;)] ”%

t—2 8G?
< 2L () [lwey — w15 + g (3.122)

where the last inequality is due to the L-smoothness and G-Lipschitz of the loss function /.

For the term (w,_; — w}_,)T(VLy(wi_y, Dy) — VL(w,_,, D})), we have:

(we—1 — wéq)T(Vﬁt(wtﬂy Dy) — Vﬁt(wg,l, D}))

1
= (w1 — wg,l)T[m Z[Vg(wt—l; 2, 25) — VUwi_y; 21, 2)]
J#i
1

R [Vl (wi—1; 2, 2) — VE(wi_1; 2, 7). (3.123)

By the a-strongly convexity of the loss function, we have

1 t—2

(we-1 — wé—l)T[t_—l D [Vlwi; 21, 2) = VW5 2, )] > a;— llwe-r = wi_y|[5-
i

(3.124)

Also due to the G-Lipschitz, we have

1

2G||wi—1 — wy_y |2
t—1 )

t—1

[Vg(wt—ﬁ 2, %) — Vﬁ(wé_l; Zt:Z;)” <

(w1 — wj )"

(3.125)
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Plugging (3.124) and (3.125) into (3.123), we have

(i1 — wi_y)" (VLe(wy 1, De) = VLi(w)_y, D)) (3.120)
t—2 2G||wt_1 —UJ/_ ||2
> ar— i —wiyl; - P R (3.127)
Plugging (3.126) and (3.122) into (3.121), we get
t—2 t—2
lw, —will3 < (1+ 2L2771:2(t_—1)2 - 2ntat——1)”wt_l —w;_y 3
8G?*n;  AnGlwe—y — w,_||2
: 3.128
e -1 (3.128)
Now taking 7, = =22 and [|wi_1 — w)_ |2 < a(i—fl), we have
H 2 < (1+ 8 L2 4) 64G? n 32G? n 64G?
Wy — W — -
bz = Q22 t'a2(t—12  a22(t—2)2 ' a2t(t—1)(t —2)
8L* 4 1 1 64G>
< (14— - = . 3.129
et v R STV A vy b R (3.129)
What we still need to prove is
8L* 4 1 1 64G> 64G>
14— — = . 3.130
Ot e T a2 T G- a2 —1E = o (3.130)
After simplifying both sides we now need to show
8L? t? t?
+ + <2t+1. (3.131)

a?  2(t—2)2 t-2

6L° 7% wehave £ > 887 31> £ gpd1 > £
«@ t—2

By the assumption on ¢ > 77 = max{ 52 Saopl 2 20—2)2

Thus, (3.131) is true, and we have

64G>

a?t?’

[l = wil3 <
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This completes the proof.

Proof of Theorem 3.3.1

By Lemma 3.3.1, we know the /5 norm sensitivity in the t-th iteration is upper bounded by

i—f. Now, by the Gaussian mechanism we can get that each iteration of Algorithm 3.3.9 is

— —pT1 -zCDP for T} < t < n. Then by Lemma composition theorem of zCDP we can see

that Algorithm 3.3.9 is p-zCDP. Thus it is (¢, §)-DP.

Proof of Theorem 3.3.2

For the sake of convenience, we call the non-private version of Algorithm 3.3.9 as Pairwise

GIGA and denote by w; = A(D), w; = A(D’). Also, welet D; = {z1,--- , z:}. As we said

log %Gz (n—T1)

12
9 log :G“n
< 1wecansee 0; = c—2 55— = O(—3

a?e?t?

€
log %

earlier, in the case of ) for ¢ = 128.

We first prove the following lemma:

Lemma 3.3.2. Let R ca(n, D) be the regret of (non-private) Pairwise GIGA on the stream

{z1, 29, , zn}, then the outputs wy, - - - , w,,_ satisfies

n n
Li(wi—1, Dy) — mi Li(w, D
; t(wt 15 t) glelg; t(w7 t)

T
< Rarga(n, D)+ G > |ni1l2 + GT1[Cll2. (3.132)
t=T1+1

Proof of Lemma 3.3.2. We denote the output of Pairwise GIGA as wy, - - - , w,_1. Then, by
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the G-Lipschitz property of ¢ and Ly, we get

n n
Li(wi—1, Dy) — mi Li(w, D
tz:; t(wt 1, t) Iwnelgtz:; t(ZU, t)

< f/t(wt—h Dy) — Z f/t(ﬁ)t—h D¢) + Rarga(n, D)
t=2 t=2
<GY Jwi—1 —wi-1]|2 + Rarga(n, D)

t=2

n
= RG[GA(’H,D) + G Z Hnt_lHQ + GTlHC”Q.
t=T1+1

]

Next we bound the term of ZthTl +1 lInu—1]|2. For a Gaussian distribution z ~ N (0, 0%1),

with probability at least 1 — ¢ we have ||z — o]y < 0v/d\/2log2/(. Thus, by the above

concentration bound and taking the union, we have the following with probability at least

1—¢

T n Vd log%G\/n—TM/logl/&
> el <00 o )
t=T1+1 t=T1
GV dlog'® 2 /ny\/log1/6
<O 8" cynylosl/ ). (3.133)
Qe

Combining this with Lemma 3.3.2 and (3.133), we can get the following with probability at
least 1 — ¢

n

n
Li(w;_1, Dy) — mi Ly(w,D
t(wi—1, Dy) 1516118; ¢(w, Dy)

GVdlogevnylgl)e a2,
2 2)
(0%

t=2

< Rgrga(n) + O( e

Using the regret bound analysis of GIGA in [371, 144] on strongly convex functions

{L,}7_, and by the fact that they are a-strongly convex, we can get

G?*(1 +logn
Reaiga(n, D) < (Tg).
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Thus, in total we have

n n
Li(w;_1, D;) — mi Li(w, D 3.134
tz_; t(wi—1, Dy) glelrcltz:; t(w, Dy) ( )

G*Vdlog"® 2\/n/log1/s  GL? G2(1 + logn)
< O( + o liele + T

).

e

For the expected regret, we only need to get an upper bound on E» 7" . ., [|n;[|o. We can

follow the techniques in [160] and show that

E > il < O(ﬂgﬂbg”— nggl/‘;» (3.135)

t=T1+1

Proof of Theorem 3.3.3

By the perturbation strategy in Algorithm 3.3.10 and Theorem 3.3.1 we can get the following

for the loss function after perturbation ¢ = ¢ + 2w — wolf?

(G + a||Cll2)2Vdlog"? 2 /m\/Tog 1/5
Qe
(G + af[C]l2)2(1 + log )
(6%

,R’Aj(na D) < O(

(G +alCll2)(L + a)?

+ o2

ICll2 + )-

Since Roa(n, D) < R 4;(n, D) + nal|C||3, we have

(G + a|[Cll2)*Vdlog™® 2y/Ry/log 1/
Qe
(G + a|[Cll2)(1 + log )
a

'R,Ag(n, D) S O(
(G + o Cll2)(L + a)?

a2

+ +na||C||§).

ICl2 +

Taking o = O(i‘/%?)’ we get
(L2C7’2|’C|!§\/Elog1‘5 %n% log 1/5)

€

’R,A’g(n, D) S O
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Proof of Theorem 3.3.4

For the (¢, 0)-DP, we can follow the proof of Theorem 3.3.1. What we only need to show is

the bound, we have the following lemma:

Lemma 3.3.3 (Theorem 6 in [175]). Let wy,--- ,w,_1 be an ensemble of parameters
generated by an online algorithm working with a finite buffer of capacity s and a B-bounded
loss function ¢. Moreover, suppose that the algorithm guarantees a finite-buffer regret bound

of R%f(n). Then, for any § > 0, we have the following with probability at least 1 — (:

buf lo
Ra(n) < 72*‘_(1) +0 —+B\/ g<

Lemma 3.3.4 (Lemma 26 in [175]). Suppose we have an online algorithm A that incurs

finite-buffer penalties based on a buffer 5 of size s that is updated using RS-x. Suppose
further that the learning algorithm generates {w, - - - , w,_1}, then with probability at least

1 — 4, we have

lo

. g
Rp.a(n) < R%(n) + O(Cyn <),

Now we denote the regret of the non-private version of Algorithm 3.3.12 as R¥! -, (n).
Thus, by the same proof as in Theorem 3.3.2 we have the following
G*V/dlog"® 2 /n+\/log 1/6 GL2
RA'(n) < Rega(n) + O( - 7 [Cll2)-

e

For the term R, ,(n), since {LP}7_, are all a-strongly convex , then we can use the

GIGA algorithm in [144] with the functions {L?}™_ and get

2G?(1 + logn)
- :

IN

Réiga(n) <

Thus we get the proofs.

For the general convex loss function, we have the same trick as in the proofs of Theorem
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3.3.2 and 3.3.3, that is, replacing G = G + «o|C

9, L = L + a|C|| and take o = O(\LF)

Proof of Theorem 3.3.5
We first rephrase a lemma in [175].

Lemma 3.3.5 (Theorem 3 in [175]). Let wy,--- ,w,_; be an ensemble of parameters
generated by an online learning algorithm working with a B-bounded pairwise loss function
¢ that guarantees a regret bound of R(n). Then for any § > 0, we have the following with

probability at least 1 — 9,

. V- R(n) log %
< - —20 .
<uipbr() + o7 Y Reallo Q)+ ST +65Y 25, G139

where R (¢ o C) is the Rademacher average for the class of functions ¢ o C in (3).

For the strongly convex loss functions, by Lemma 3.3.5, we can get with probability at

least 1 — 2,
G2L2||C||2\/310g1'5 2/log1/6
- ¢
Lp(w) — mig Lp(w) < O( = ZRt 1(loC e )
(3.137)
For the general convex ones, we have with probability at least 1 — 2¢
Lp(w) — min Lp(w)
log2  L2G2|C|12Vdlog"® 2ni+\/log 1/5
< (¢ \ ¢ c
_On—lthl oC) + G[C|2 — 7 1) )
| L2G2|C|3v/d1og" 2 \/log 1/
_O(n_1§7z“(“c>+ — ).
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Proof of Theorem 3.3.6

We first prove Algorithm 3.3.14 is (e, ) differentially private. What we only need to show

is the sensitivity of w is SGlog” . Since by Lemma 3.3.1, we know [Jw; — wj||> < %, thus
8G
8Glogn
@ — @] < Lo o3G0 (3.138)
n na

Thus by Gaussian mechanism we can show it is (e, §)-differentially private.

Next we analyze the generalization error, we have the following with probability 1 — (:

Lp(w) — min Lp(w)

weC

< Lp(w) = Lp(w) + Lp(w) — min Lp(w) (3.139)

L 1 < Raica(n, D) lo g—
gG||w—wu2+m;7zt_l(eOC)+T+6G\|cu2 -
L . 4 R n, D log %
< Gllio — s + Gl — s+ —— > Rei (o) + ZEAL) | g0, [2EE
n—1 — n n

(3.140)

where Raraa(n, D) is the regret of Pairwise GIGA on the strongly convex loss function
{[:t}le. The last inequality is by the G-Lipschitz property and Lemma 3.3.5.
Also, by [144], the regret of Pairwise GIGA on the strongly convex loss function { f}t}?zl

is Ragrga(n, D) < w. For the term |[w0 — ||, by definition of w, we have
[ — ] < [[w — wls.

For the term ||w — w|| = ||o||, we have with probability at least 1 — ¢,

8GV/d\/24/log1/¢log1.25/5log n

ane

lofle <
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Thus in total we have:

Lp(w) — min Lp(w) < O(\/aGQ\/WIOgn

weC

ane
1 G210gn log ¢
— l .

For the convex loss function, as the same as above, we have

ml
min Lp(w )<O(\/_G+O‘HCH og1/(log ogn

weC

1 ¢ (G + al|C||2)?logn log 2 ,
+5;Rt(z06)+ - + (G +alCllCll| | — +allC]3).

When we take o = O(%) we have

Lp(w) —

VAG2||C||2 log 2 +/10 1/dlogn "
Lp(w) — min Lp(w) < O Il g\/(j_e © & —ZRtéoC

weC

(3.141)

119



Chapter 4

Empirical Risk Minimization with
Non-Convex Loss Functions in

Differential Privacy Model

In Chapter 3 we studied different settings of DP-ERM with convex loss functions. However,
several empirical studies have revealed that non-convex loss functions can achieve better
classification accuracy than its convex counterpart [231], and recent developments in Deep
Neural Networks [133] have further suggested that the loss functions are more likely to
be non-convex in real world applications. Thus, there is an urgent need for the research
community to shift its focus from convex to non-convex loss functions. However, due to the
fact that finding the global minimum for non-convex functions is NP-hard, which implies
that measuring the utility by the expected excess empirical risk may not always be a good
choice. Thus, to study the problem, one possible is to change the measurement of error for
our private estimator. So far, only a few papers [356, 324] have considered the utility of
DP-ERM with non-convex loss functions, but all of them measure the utility by /5 norm of
the gradient, instead of the expected excess empirical risk. In the following three sections,

we will study the theoretical behaviors under three different types of measurements, i.e.,
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first order stationary measurement, excess empirical (population) risk and second order
stationary measurement, respectively. To make each chapter independent and self-contained,
we will review the definition of DP-ERM in each Chapter. We also note that the notations of
loss function, constraint set and parameter space may be different across different chapters.
We first review some definitions in convex optimization that will be used throughout the

whole chapter.

Definition 4.0.1 (Lipschitz Function). A loss function f : C x X — R is G-Lipschitz
(under {y-norm) over 6, if for any z € X and 6,6, € C, we have | (01, z) — f(0s,2)| <

G161 — O] [2.

Definition 4.0.2 (L-smooth Function). A loss function f : C x X — R is L-smooth over 6

with respect to the norm || - || if for any z € X and 6y, 6, € C, we have
IV (01, 2) = V[ (02, 2)]]« < LI|6r — 6],
where || - ||, is the dual norm of || - ||. If f is differentiable, this yields
L 2
F(01,2) < f(03,2) + (V (02, 2), 01 — b2) + 5|01 — 6|

Definition 4.0.3 (p-Hessian Lipschitz). A twice-differentiable loss function ¢ : C x X — R

is called p-Hessian Lipschitz if for any z € X and 6,, 0, € C we have

[V20(61, 2) — V2L(6a, 2) |2 < pl|61 — a2

4.1 First Order Stationary View

Before going into details, we first review the definition of DP-ERM with convex loss

functions.
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Definition 4.1.1 (DP-ERM). Given a dataset D = {zy,---,2,} from a data universe
X and a closed convex set C C RP, DP-ERM is to find 2P € C so as to minimize
the empirical risk, i.e. F"(x,D) = 23" | f(x, ) + r(x), with the guarantee of being
differentially private, where f is the loss function and r is some simple (non-)smooth convex
function called regularizer. When the inputs are drawn i.i.d from an unknown underlying
distribution P on X, we also consider the population risk E,p[f(x, z)]. If the loss function
is convex, the utility of the algorithm is measured by the expected excess empirical risk, i.e.
EA[F" (2P, D)] — mingee F7(x, D), or the expected excess population risk (generalization
error), i.e. B, .p 4[f (2™, 2)] — mingec E.op[f(z, 2)], where the expectation of A is taking

over all the randomness of the algorithm.

As we mentioned in previously, to study DP-ERM with non-convex loss functions, one
way is to change the measurement of error. Since we know that for any function, its global
minimum satisfies that its /,-norm of the gradient of the function is zero, thus, we can use
the /5-norm of the gradient of the function as a mearsurement. So far, only a few papers
[356, 324] have considered the utility of DP-ERM with non-convex loss functions. Despite
the aforementioned progress on this problem, there are still quite a few remaining issues.
1) Previous work has obtained the error bounds for the smooth loss functions with smooth
regularizer; it is not clear whether they can be extended to non-smooth regularizer, such
as /1 norm. 2) Even though existing work has considered the error bound measured by
empirical risk, it is not clear what is the generalization property of the problem. Particularly,
it is unknown what is the error bound measured by population risk for non-convex loss
functions and its difference with the convex ones [29]. 3) Existing work mainly focuses on
the low dimensional case, where n > p. It is still unknown what can be done for the high
dimensional case. In this paper, we will address the above issues. Our main results are listed

in Table 4.1. Below is a more detailed description of our contributions.

1. For low dimensional space, we consider the general case for DP-ERM with non-convex

loss function and non-smooth regularizer. For this case (see Algorithm 4.1.16), we
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generalize the approaches in [356, 324], which consider only smooth regularizer and
unconstrained domain, i.e. C = RP). Particularly, we use as the utility the /5 norm of
the projected gradient, while [356, 324] use the ¢ norm of the gradient. Then, we
resolve some practical issues in [356, 324] by using zero Concentrated Differential
Privacy. Finally, we study the generalization property of the private estimator. By
using ¢ norm of the gradient in the empirical risk, we show an upper bound of the
population risk with non-convex loss functions at the point #P"" based on the expected

(5-norm of the gradient, i.e. E4||E..p[V f(2P™, 2)]||2.

2. For high dimensional space (i.e. p > n), we first show that by using the differentially
private version of Frank-Wolfe method, it is possible to measure the utility by Frank-
Wolfe gap (see Algorithm 4.1.17), and the utility upper bound depends only on
the Gaussian Width of the constraint set C (see Definition 4.1.3), instead of the
dimensionality p of the underlying space. Then, we improve the robustness of the
above approach for non-smooth regularizer, while still maintain the same utility upper
bound (see Algorithm 4.1.18) for the case of ||C||2 < 1 by using the {5 norm of the
projected gradient. Finally, we consider a special case where C is a polytope and the
loss function is ¢;-Lipschitz, which has been studied in [269] for the convex case. For
this case (see Algorithm 4.1.19), we present a method which uses Frank-Wolfe gap
to measure the utility and achieves an upper bound depending only on log p, instead

of the Gaussian Width or the dimensionality of the underlying space.

4.1.1 Low Dimension Case

Extending to Non-Smooth Regularizer

In this section, we consider DP-ERM with non-convex loss function and non-smooth convex

regularizer, i.e.,
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Method Assumption Utility Upper Bd | Non-smooth Regularizer Measurement
Yo n® .
[356] Smooth, ¢>-norm Lipschitz O(%) No £, norm of gradient
y n(1 .
[327] Smooth, ¢5-norm Lipschitz O( %‘)) No {5 norm of gradient
Y/pn(: - . .
Algorithm 4.1.16 Smooth, />-norm Lipschitz O( flﬁf")) Yes £ norm of projected gradient
. / ioschi EHE . e o
Algorithm 4.1.17 Smooth, £,-norm Lipschitz, C bounded O(T) No Frank-Wolfe gap
CR+c2) m L . B
Algorithm 4.1.18 Smooth, ¢,-norm Lipschitz, C bounded O( %) Yes {5 norm of projected gradient
3/In(3)4/In(np
Algorithm 4.1.19 | Smooth, ¢;-norm Lipschitz, C is £; norm ball (or polytope) ()(%) No Frank-Wolfe gap

Table 4.1: Comparisons with previous (e, §)-DP algorithms for DP-ERM with non-convex
loss function. We assume that the Lipschitz and smooth parameters are 1, and ||C||» < 1.

min F7 (z, D) = %Zf(:r, %) + (). (4.1)
=1

zeC

For convenience, we let F'(z) = £ 3" | f(x,%) and F"(z) = F"(z, D).

Assumption 4.1.1. F'(z) is assumed to be differentiable and L-smooth over x with respect
to {5 norm. Also, the loss function f(-, z) is assumed to be G-Lipschitz over = with respect

to {5-norm for all z € X.

In order to measure the utility for (4.1), we define the generalized projected gradient

as Pe(r,g,7) = %(x — x7), where

1
zt :argrq?ei(rzl{(g,w —|—ng—uH§+r(u)} 4.2)
Note that this measurement has been widely used in the optimization community for studying
the convergence and non-stationarity, such as [127, 128]. Actually, if C = R? and (z) = 0,
we have Pc(x, VF(z),v) = VF(z) = VF"(x).

Based on the Projected Gradient Descent, we have the following algorithm for DP-ERM

with non-convex loss function and non-smooth convex regularizer.
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Algorithm 4.1.16 DP-PGD(F, z,, T, o, {7 }1_,)

Input: 7 is the maximum number of iterations, z; is the initial point, and {4 }7_, is the
step size. € and ¢ are privacy parameters.
I: fork=1,--- ,Tdo
2: Compute ;1 = argmin,ec{(VF (z) + €x,u) + ﬁ”u — x||3 + r(u)}, where
er ~ N(0,021,), here o can be chosen by Theorem 1 or as the following:

3 Compute p which satisfies p + 24/plog(5) = €. Then set 0 = 352’5
4: end for
5: return zr € {x1, - ,zr} such that R is uniformly sampled from {1,2,--- ,T}.

Theorem 4.1.1. There exist constants ¢, ¢y, such that forany 0 < € < ;7,0 < § < 1,
DP-PGD (Algorithm 4.1.16) is (¢, 0)-differentially private if
, G*T'In(3)

o = CT. (43)

Theorem 4.1.2. Under Assumption 4.1.1, if we take o2 as in (4.3), {y}{_, = 57 and

T=0( \/Zﬁ;—(l)) in Algorithm 4.1.16, the following inequality holds,
o

/pln(3)
Ellge.rlls < O(L—2), (4.4)

ne

where ge r = %k(xR — TR41)-

Remark 4.1.1. Note that if we remove the non-smoothness restriction on the regularizer
and assume that C = RP, the upper bound in Theorem 4.1.2 becomes the same as in [324].
Thus Theorem 4.1.2 can be viewed as a generalization of theirs.

Also it is worth noting that if we use the output in classical non-convex optimization

algorithm directly, such as the one on Page 26 in [230], i.e. ||gc,rll2 = mini<i<r ||gc.kll2,
the algorithm will not be differentially private. Thus, here we use another randomizer on R.

This is a main difference between our algorithm and those optimization algorithms.

It is notable that the variance of noise (4.3) in Theorem 4.1.1, which is based on Moment

Accountant (Lemma 2.1.7), just states the existence of such constant ¢ without specifying it.
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Actually we can follow the way in [1] which is based on grid search for finding this hidden
constant. However, this procedure is costy and complex, here we propose a more practical
approach by transforming zero Concentrated Different Privacy (zCDP) [52] to (¢, §)-DP,
which corresponds to the step 3 in Algorithm 4.1.16".

The idea is that we first make the algorithm to be p-zCDP and then transfer to (e, J)-
DP, i.e. we first compute the number p which satisfies p + 24/ plog(%) = €. Then we
perform Algorithm 1 for 7 iterations. We can easily get in this case the variance satisfies

2L2T

2 _ €
92 = n2(y/log(1/6)+e—/log(1/6))2 When log(1/9)

practice we selecte = 0.1 —0.5and § = %), by expanding Taylor series of v/1 4 x, we have

< 1 (this case will always holds since in

2 8L2T log(1/5
(1/1log(1/68) + e—+/log(1/6))? ~ Tos (73 SO 0% ~ %. We can see that compared
with moment accountant method, our method is much more practical and simpler, compared
with advanced composition theorem, it adds less noise in each iteration (see Experiment

section for details).

Extension to Population Risk

An important problem in machine learning is to use population risk to measure the perfor-
mance of an estimator. It indicates how well the estimator performs on unseen examples
from the same distribution. Based on the idea of measuring the utility of #P" by the /5 norm
of the gradient of the empirical risk, in this section, we show an upper bound of /P on
the population risk based on the ¢ norm of the gradient for non-convex loss functions, i.e.
EA||E.p[V f(xP™, 2)]||2, where A is the randomized algorithm which outputs the private
estimator 2P,

Due to the hardness of the problem even in non-private settings, we need to make some

assumptions. Below, we only consider the non-regularizer case.

Assumption 4.1.2. The gradient of the loss function is 7-sub-Gaussian. That is, for any

A € RP and = € RP, we have E{exp((\, V f(z,z) —E[Vf(z,2)]))} < exp(m),

2

'Recently, [192] also proposed a similar way of reducing the noise in DP-GD based on zCDP. However,
here we do not compare with it since there is no theoretical guarantee in their paper.
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Assumption 4.1.3. The Hessian of the population risk is bounded. That is, there exists an H

such that || V2E,p[f (o, 2)]||2 < H for all x; € RP. Also, the Hessian of the loss function
V2 f(w1,2)=V2f(z2.2)ll2  f

lz1—z2]2

is L-Lipschitz. That is, for every z and 1, x5 € RP, we have
where the {5 norm of the Hessian is the operator norm. Furthermore, we assume that the
constant H, L. cannot be too large with respect to 7 and p. This means that there exists a

constant ¢ such that H < 72p¢ and L < 73p°.

Note that the first assumption is quite standard for analyzing the population risk [74].
The second assumption is very common in many non-convex loss functions, such as robust
regression and binary classification. The examples can be found in [218]. Based on recent

results on non-convex learning, we now have the following theorem.

Theorem 4.1.3. Under Assumption 4.1.1, 4.1.2 and 4.1.3, if n > Q(plog(p)), then for
any 0 < ¢,0, 8 < 1, there is an (¢, 0)-differentially private algorithm A which outputs =

satisfying the following with probability at least 1 — 3,

[

2plog(%) logn \
EAHEZNP[WWR,Z)]HQ30<\/ P ke

plog(Z)logny/log
O(r ’ %), 4.5)

ne

Remark 4.1.2. As we can see from above theorem, compared with the uniform convergence
error, i.e. the first term in the right side of (4.5), the error due to differential privacy, i.e. the
second term in the right side of (4.5), is less when we consider ¢, ¢ as constants. Thus, the
effect of differential privacy on the convergence error is just making the efficient sample
complexity n become ne. This is quite different from the population risk in convex loss
functions under differential privacy, where the error caused by privacy plays a much more
important role, i.e. there is additional factor of ,/p in the population risk under differential
privacy compared with non-private case. For details, please refer to Appendix F in [29].

An open problem is that whether this bound is tight, or whether we can deal with the high
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dimensional case, we left these for future works.

4.1.2 High Dimension Case

Error Bounded by Frank-Wolfe Gap

The utility bound in (4.4) depends on the dimensionality p. In high dimensional (i.e., p > n)
space, such a dependence may no longer be desirable. For convex loss functions, [270]
showed that it is possible to make the utility bound (using the expected excess empirical
risk as the measurement) depend only on the Gaussian Width of the constrained set C,
which could be considerably smaller than O(,/p) when C is a bounded closed centrally
symmetric convex set C C RP (such as [;-norm ball). Thus, a natural question is whether
such an improvement can also be achievable for non-convex loss functions. Below we give
an affirmative answer by showing that this is indeed possible for non-convex loss function
(without considering the non-smoothness constraint on the regularizer, i.e., r(x) = 0).

We start our discussion with some definitions and lemmas which will be used in this and

next section.

Definition 4.1.2 (Minkowski Norm). The Minkowski norm (denoted by || - ||¢) with respect
to a centrally symmetric convex set C C R” is defined as follows. For any vector v € R?,

| - [lc = min{r € R" : v € rC}. The dual norm of || - ||¢ is denoted as || - |

c+; for any
vector v € RP, ||v||ex = maxyec |(w, v)].

Definition 4.1.3 (Gaussian Width). Let b ~ A/ (0, I,) be a Gaussian random vector in R?.

The Gaussian width for a set C is defined as G¢ = Ey[sup,,cc (b, w)].

Compared with the dimensionality p, Gaussian Width of a convex set C C R? could be

much smaller. For example, when C is [;-norm unit ball, G¢ = O(+/log p); when C is the
set of all unit s-sparse vectors on R?, G¢ = O(4/slog(p/s)).

Lemma 4.1.1. [270] For W = (max,ec{w,v))?, where v ~ N(0, I,), we have E,[W] =
O(Gg +1[C1[3)-
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For simplicity, we let || - || denote || - ||c and || - || denote || - ||~ in this section.

Our algorithm is based on the Frank-Wolfe method, where a differentially private
version of Frank-Wolfe has been studied in [269] for LASSO. Frank-Wolfe method can
be viewed as a greedy algorithm which moves towards the optimum solution in the first
order approximation. It reduces the problem to solving a minimization problem of linear
function, which exploits the geometric property of the constrained set C. It also provides a
new measurement of the non-stationarity, called Frank-Wolfe gap, for the utility, which has
already been used in [187, 247]. Formally, the Frank-Wolfe gap at a point x of the function
F is defined as: G(z) = maxyec(v — z, —VF(z)),z € C. Since the gap G(z) = 0 if and
only if x is a stationary point, it could provide of stationarity for a point. Our following
algorithm uses the Frank-Wolfe gap as a measurement for DP-ERM with non-convex smooth

loss functions.

Algorithm 4.1.17 DP-FW-L2(F, 21, T, o, {v: },)
Input: T is the maximum of iterations, z; is the initial point, and {;}_, is the step size.
fork=1,---,Tdo
Compute v; = arg max,ec (v, —(VF(x) + ¢)), where ¢, ~ N(0,021,).
Tyl = Tt + ’}/t(Ut — ZEt).
end for
return zp € {x,--- , 27} such that R is uniformly sampled from {1,--- ,7'}.

Theorem 4.1.4. Let C be a bounded, closed, centrally symmetric convex set. Then, there
exist constants ¢, ¢;, under Assumption 4.1.1 and forany 0 < ¢ < ;7,0 < 6 < 1, DP-FW-
L2 (Algorithm 4.1.17) is (e, 6)-differentially private if o2 is chosen as in (4.3). Moreover, if

: T _ 4\/ (||C||§+G3)ln% _ ne :
taking {v:};_, = O(—chz\/ﬁ Jand T' = O(—(\|C||§+G§)ln§)’ the following holds,

(||C||2y<||cn%+G%>ln%

Gr| <O N ; (4.6)

where G, = max,cc(—VF(x;),v — y).
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4.1.3 Error Bounded by Norm of Gradient

So far we have presented two methods for the general non-convex case and the high
dimension case, respectively. Theorem 4.1.4 enables us to bound the utility using Gaussian
Width, but has some robustness issue with non-smooth regularizer. Contrarily, Theorem
4.1.2 can handle non-smooth regularizer, but its utility depends on the dimensionality of
the space. Below we show in Algorithm 4.1.18 that it is actually possible to combine the

advantages of both methods by using Mirror Descent.

Definition 4.1.4. A function w : C — R is said to be a distance generating function with
modulus @ > 0 (w.r.t. || - || norm), if w is continuously differentiable and strongly convex
satisfying the following inequality for any z, z € C, (x — 2z, Vw(z) — Vw(z)) > |z — z||%.
The Bregman Divergence associated with w is defined as V(z,z) = w(z) — w(z) —

(Vw(z),z — z).

Similar to (4.2), we define the generalized projected gradient as Pe(z, g,7) = %(:zc —at),

where 1 = arg min,ec{(g, u) + %V(u, x) + r(u)}. Note that (4.2) is a special case in

which w(z) = 3||z|]3.

Algorithm 4.1.18 DP-PMD(F, x1, T, o, { v } :_,, w(*))
Input: T is the maximum number of iterations, x; is the initial point, w : C — Risa
distance generating function with modulus 1 (w.r.t. || - || norm) and V'(+, -) is its Bregman
Divergence, {vx}7_, is the step size.

1: fork=1,---,Tdo

2: Compute zj11 = arg minyec{(VF () + ek, u) + -V (u, ) +7r(u)}, where e, ~

N(0,021,).
3: end for
4: return zp € {x,--- ,zr} where R is uniformly sampled from {1,--- ,7'}.

Theorem 4.1.5. Let C be a bounded closed centrally symmetric convex set. Then, under
Assumption 4.1.1 and for any 0 < € < ¢x7',9 > 0, DP-PMD (Algorithm 4.1.18) is (¢, §)-

differentially private if o2 is chosen as in (4.3). Moreover, if taking {y}7_, = m and
2
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— ne|Cll2 .
T = O(\/(||C||§+G(2:)ln(%))’ the following holds

lens /el +GRIG)

Ellge,rll2 < O( NG :

4.7)

where gc . = %k(% — Tpy1).

Remark 4.1.3. If ||C||; < 1, G¢ = o(,/p), from Theorems 4.1.5 and 4.1.2, we can see that
the utility bound of (4.7) is always less than (4.4). One of the main reasons for us to have
Theorem 4.1.5 is the fact that we can exploit the geometric structure of the problem (by
Remark 2 and the Mirror Descent). Moreover, when we ignore the terms related to C, the
upper bounds in Theorem 4.1.5 and 4.1.4 actually achieve the same upper bound, although

the utilities are measured quite differently.

4.1.4 Further Reducing the Utility

Theorem 4.1.5 allows us to bound the utility quite well for the general non-convex case.
However, as shown in [269, 181], the utility can be further reduced for some convex loss
functions to a level depending only on log(p), rather than G¢ or p. This inspires us to ask
whether there is any special case for non-convex loss functions to achieve the same. In this
section, we give an affirmative answer to this by showing (in Algorithm 4.1.19) that there
is indeed a case where the Frank-Wolf gap depends only on log(p). We consider problem

(4.1) without the regularizer term.

Assumption 4.1.4. F'(x) is assumed to be differentiable and L-smooth over x w.r.t {3-norm,
and f(-, z) is assumed to be G-Lipschitz over = with respect to ¢;-norm for all z € X.
C C RP is assumed to be a closed convex set. Furthermore, C is assumed to be the convex

hull of some finite set A, i.e., C = Conv(A) and bounded. (For example, C could be a

polytope.)
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Algorithm 4.1.19 DP-FW-L1(F, z1, T, o, {v: }_,)
Input: 7 is the iteration number and z; is the initial point. {~;}_, is the step size. C C R?
be the convex hull of a compact set A C R?.

1: fort=1,--- T do

2: Use exponential mechanism M(D,u,R), where R = A, u(D,s) =
—(s, VF(x;, D)), to ensure (\/ﬁ’ 0)-differentially private. Denote the output
as Iq.

3: Compute x4 = (1 — v)zy + YTy

4: end for

5: return zr € {x1, -+ ,x7} where R is uniformly sampled from {1,2--- ,T}.

Theorem 4.1.6. Assume A is a finite set. Then, for any ¢, 6 > 0, DP-FW-L1 (Algorithm

In(3) In(|Aln/n)

and {v,}L, = #CH% Then with probability at least 1 — 7, the following holds

IC]l1 ¢/ (3)/In 2

4.1.19) ensures (e, d)-differentially private. Furthermore, if we set 7' = O(%)

where G, = max,ec(—VF(x;),v — y).

Corollary 4.1.1. If C is an /;-norm ball or a simplex in R”, then we can see that A is the set

Y/ In(3)y/In(n
of the vertices of C, in this case, the Frank-Wolf gap in (4.8) is EGr = O(W).

Note that since A in step 2 of Algorithm 4.1.19 is finite and w is a linear function, it could
run in O(|A|p) time; also we can use Report-Noisy-Max in [104] instead of the exponential
mechanism, see [205] for details. The above bound could be the smallest among all the
results presented so far. For example, when C contains the unit Euclidean ball, G¢ = Q(\/ﬁ)

Thus, all the previous results depend on p while (4.8) depends only on log(p).

4.1.5 Experimental Results

In this section, we study the performance of differentially private gradient descent method

with non-convex loss functions. Particularly, we consider the case where the sigmoid
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function is the loss and ¢;-norm is the regularizer, i.e.

n

1 1 A
inF" (0. D) =— —||6
beRr (0, D) n ; 1+ exp(—y: (0, z;)) + 2” I

where{z;}"_, are the feature vectors and {y;}?_; are the corresponding labels.

Experiment Settings

Due to the hardness of computing the Frank-Wolfe gap, we test Algorithm 4.1.19 and
measure the /,-norm of the generalized projected gradient. We set A = 10~%, and evaluate
our algorithms on both synthetic and real world datasets. The synthetic dataset is generated
in the same way as in logistic regression. The size of the synthetic dataset is (5 x 10, 50).
For the real-world datasets, we use the same datasets as in the convex case.

For the differential privacy parameters, we choose € from {0.1,0.5,2,5}, and a fixed
d = 10~*. For the optimization algorithms, the initial vector is selected randomly. Also,
since the step size does not affect differential privacy, we use the the same way as in
http://cvxr.com/tfocs/ to choose the step size, where the initial step size is 0.1. All the

experiments are performed on MATLAB.

Experiments Results

Figure 4.1, 4.2 and 4.3 are the results on synthetic, Covertype, and IJCNN datasets, re-
spectively, with varying parameters. Figure 4.4 shows the results of different differentially
private composition methods on different datasets.

Results in (a) of Figures 4.1, 4.2 and 4.3 show the effect of the iteration number 7" on the
norm of gradient. From these figures, we can see that although different 7" values can cause
the magnitude of the added noise change in each iteration, it has less effect on the norm of
projected gradient than e. This is due to the fact that all the upper bounds in our theoretical

analysis are independent of T', which makes the norm of projected gradient stable after some

133



—Priae DT - ]

— PriateGD T=00 = Private-GD 100000
P GOT:00 [ Pine Qe300
eSO T:40 Pt Dre100)

—Nongrie 1

Norm of projected gradient

Al (1t ! ]
LMNVWL”M 4 WW \JWVMWH.@\W/( M

" " m 0 '} 0 ) ™ ) 0 El [ ) » % k)
Heration Heration

(a) Norm of projected gradient w.r.t iterations  (b) Norm of projected gradient w.r.t sample
with fixed e = 1, n = 5 x 10%, p = 50. size with fixed € = 1, p = 50.

A5 — PrivateGD =100,
i ]
]

N f " M i ‘l‘\ "
\‘uxm ' W’WV !

0 0 10 %0 " %0 0 %0 0
Norsen 0 0 [ ) » ) o

(c) Norm of projected gradient w.r.t privacy -
parameter € with fixed n = 5 x 10% and p =
50.

(d) Norm of projected gradient w.r.t dimen-
sionality with fixed n = 5 x 10 and € = 1.

Figure 4.1: Experimental results on synthetic datasets for nonconvex case.

iterations.

Results in (b) of Figures 4.1, 4.2 and 4.3 depict the effect of sample size n. From these
figures, we can observe that the norm of gradient is reverse proportional to the sample size,
which is consistent with our theoretical analysis.

The effect of the privacy parameter € is plotted in (c) of Figures 4.1, 4.2 and 4.3. These
figures show that a larger €, which means less privacy, leads to a smaller error, 1.e. the norm
of projected gradient is smaller. This is consistent with our theoretical analysis.

The effect of dimensionality is depicted in (d) of Figures 4.1, 4.2 and 4.3. These figures
indicate that there is a positive correlation between the dimensionality and the norm of
gradient, i.e. the higher the dimensionality, the larger the norm of gradient.

Figure 4.4 shows the comparisons of our method with some existing ones. The figure

suggests that on all the datasets our method has less error compared to the advanced
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Figure 4.2: Experimental results on Covertype dataset for nonconvex case.

composition theorem and moment accountant methods. This confirms our previous analysis.

4.1.6 Omitted Proofs

Proof of Theorem 4.1.1

In order to proof Theorem 4.1.1, we have the following lemma.

Lemma 4.1.2. Let 27 = argmingcc{(VF(z) + €,u) + %Hu — z||3 + r(u)}. Then the
following is true.

(VF(z),r —at) > %HSE‘JF — |5+ @) —r(x) + (6,2t — ).

Since Lemma 4.1.2 is a special case of Lemma 4.1.5 (i.e., w = 5||z[|3), we will only

prove Lemma 4.1.5.
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Figure 4.3: Experimental results on [JCNN dataset for nonconvex case.

By the L-smooth property of F'(z) and gc ; = %(xk — Tj41), we have

L 2
Flei) < Flon) = w(VE (), ger) + 5" lgeal

In Lemma 4.1.2, taking ™ = zp41,2 = 2,7 = Y and © — 27 = vy, gc x, we have

' T L
F'(wpy1) < F7(wg) — (7 — 5%%)”9%”3 - 7k<€lmgc,k>

. L, L
< F'(zy) — (e — =77 — 57}3)ch,k

2

> Jlexll3
2 + 2L )

where the last inequality comes from Cauchy Inequality. Summing this over k = 1 --
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Figure 4.4: Experimental results on the norm of projected gradient w.r.t different methods.
The left one is for synthetic dataset, the middle one is for Covertype dataset, and the right
one is for IICNN dataset.

and taking the expectation with {€}}_,, we have

Tpo?

2L

— Lyp)Ellgesllz < F(21) — FT(2") +

Ma

k:l
By the definition of g¢ r, we have

T

1
EHQC,RH% -7 ZEHQC,ng'

k=1
Taking {7 }1_, = 5 and o2 as in Theorem 8, we obtain

AL(F"(x1) — F" (7))

pG*T In(:
Elge rl} < A ront)

n2e?

).
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Setting 7' = O(G&%), and since EZ < vVEZ2, we get the result.
5

Proof of Theorem 4.1.3

The proof is based on the following theorem in [218]:

Lemma 4.1.3 (Theorem 1 in [218]). Under Assumption 2 and 3, there exists a universal
constant Cy, such that if letting C' = Cy max{cy, log(r7/d), 1}, the following holds: The
sample gradient converges uniformly to the population gradient in Euclidean norm, namely,

if n > Cplog p, we have with probability at least 1 — 9,

A 1
sup [|VEL(0) — VEO)|2 < T,/—Cp osn
0eBr(r) n

where F,,(0) = L S0 £(0,2:), F(0) = E,up[f (0, 2)).

Actually, we can extend the theorem from the restriction § € B?(r) to any ball with radius

r, that is 0 € BP(xz¢, ). From Theorem 4.1.1, we have E4||VF(zg, D)||2 < O(—Viﬂﬁn)).

By Lemma 4.1.3, we know that for each z, we have |VF(zg, D) — VE(zg)|, <

n/% Thus, E4||VF(zg, D) — VF(:(;R)HQ < T\/%. Consequently, we have

EA||VEsp[f (xR, 2)]ll2 < O( Vpln( Cplogn)

Proof of Theorem 4.1.4

We first need the following lemma:

Lemma 4.1.4. For any vector v, we have ||v||2 < [|C||2||v]|c, where ||C||2 is the o-diameter

and [[Cl[2 = sup, yec |2 = yll2-

Lemma 4.1.4 implies that any smooth convex function F'(6), which is L-smooth with
respect to £y norm, is L||C||3-smooth with respect to || - ||c norm, which is the motivation of

our algorithm.
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Proof. 1f v = 0, this is trivially true. Otherwise, we will show that “ ”| < ||v||c. This is

C|
equivalent to show that v ¢ 142¢C. Taking any y € C, since HIICII yll2 = i

TaiE [[v]l2 Hg’l\lé llyl|2, we
know that ||y[]2 < ||C|>. Thus, [[1&2yll> < [Ju]l>. We get v ¢ [2C. O
Let L denote L||C||2, and D denote the diameter of C w.r.t. || - || norm. By the L-smooth
property and Lemma 4.1.4, we have
Z’Yf 2
F((L’H_l) < F(xt) + ’Yt<VF(Z‘t)7’Ut — CL’t> + THUt — J]tH . (49)

Let 0, = argmaxyec(v, —VF(x;)). By the optimality of v;, we have

(vy, =V F(x;) — &) > (0, -V F(xy) — &),

This implies
<Ut — 'UAt, VF($t)> S <Ut — 'UAt, _€t>- (410)
From (4.9), we get
7221 2
F(zp41) < F(x) + (VF(x1), v — 0) + 7(VF(2),0, — z) + TH% — x¢])%

Plugging (4.10) into (4.9) and by the fact that (V F'(x;), 9, — x;) = —G; (from the definition

of U;), we obtain

L
NG < Fay) — F(@een) +veloe — 0, —€) + iDQ

20wy — 6|2 el LA?
< Flxy) — Fae) + 2 ”; 4 +”2'g*+ ;t D?
e
2L

+ L2 D?,

< F(xy) — Fwe) +

where the second inequality is due to Cauchy Inequality. By the definition of G, we have

E(Gr] = % >°,_, E[G/|. Since {v}7; = 7, summing the above over ¢ = 1---, T and
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taking the expectation, also from Lemma 4.1.1, we have

Fe) —F@") 5 1 2 2 GQTIH(%)
Egr < LyD* 4+ —-0O((]|C Go)——)-
gR = ’}/T + g + ~ ((H ||2+ C) n2e2 )

. (G B ne . ,
Taking v = O( Jibum Jand T = O(\/(IICH§+G%)G2 ln%>’ by definition of || - ||, and
D < O(1), we obtain the result.

Proof of Theorem 4.1.5
We first proof the following lemma:
Lemma 4.1.5. Let w be a distance generating function with modulus o w.r.t. || - || norm,

and z* = argmin,ec{(VF(z) + €,u) + %V(u, x) + h(u)}. Then the following is true
(VF(z),z —xt) > %H:ﬁ —z|? +r(t) —r(@) + (e, zt — ).

Proof. By the optimality of 2, we know that there exits a p € Or(x™) such that
(VF(z)+ e+ %[Vw(aﬁ) — Vuw(z)] +p,u—2zt) >0,Vz € C. (4.11)

Letting u = x in above inequality, we have

1
(VF(z),z —z%) > —=(Vw(z™) = Vw(x),z" —z) + (p+€,27 — ).
fy
By the strongly convexity of w and (p,xz* — x) > r(z+) — r(x), we get the proof. O
Since F'(6) is L-smooth w.r.t {5 norm, we know that it is L||C||3-smooth w.r.t || - || norm.

Let L = L||C||3. We have

Z~) 2
Flai) < Flon) = w(VE(r), ger) + =3 gl
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In Lemma 4.1.5, taking 2™ = x11,2 = T,y = Yk, T — 7 = Yrgex, We have

L
F"(2pq1) < F'(wg) — (% — 5%3)||9c,k||2 — Y {€k; ge,k)
L L 2, el

- 2__ 2
5 Tk 2'7k)||90,k:|| + 5F

< F'(zr) — (e —

where the last inequality follows from Cauchy Inequality. Summing this over k =1---T

and taking the expectation with {¢}7_, and by Lemma 4.1.1 , we have

T
, L TO(C]} + G3)o?
> o D Bllgcal” < () — (e + T2 GO
k=1
By the definition of /2, we have Elge.x| = TZk L Ellge x| Taking {y}}_, = = and
o2, we get
4E(F7’(l'1) — F(z%)) (HCH + G2 )GQTln(l)
Ellaeal” < T +O(— ngez ).

: B nevV/L ) Vi HCH2+Gc)ln
Setting 7' = O(G\/(“C“ngGé)ln(%)), we have E||gc r|* < O( ) Also by

Lemma 4.1.4, we have the result.

Proof of Theorem 4.1.6

By exponential mechanism and advanced composition theorem, we can see that it is (¢, §)-

differentially private. By the G-Lipschitz (w.r.t £;-norm) property of the loss function, we

know that Au < O(Ih€) et g = O(GIICHl\/@In(#)). By the utility bound of
exponential mechanism, we know that in each iteration, with probability 1 — 7, the following
holds

(0, VE(6,)) < min(v, VF(6;)) + 3. (4.12)

141



Let s; = arg minge 4(u, VF(z;)). By the L-smooth property and (4.12), we have

L
§||$t+1 — )3 > F(zi1) — Fla) — (F(34), o1 — x1)

= F(x141) = F(a) = w(VF(0), T — )

2 F(wp41) = Fa) = w((VF(21), se — x4) + B).

Note that min,ec(u—x, VF(x;)) = minge 4 (u—xy, VF (2,)) = (sy— 24, VF(24)) = —G;.
Thus, we have

L 2
Floe) = F(w) + 16 <18+ - [C]3 (4.13)

Summing overt = 1,--- , T, we get with probability 1 — 7,

Z% Gr < F(r1) — Z’Ytﬁ‘i‘ Z’Vt c]l3-

Taking {v;}2_, = v, we have

* 2 G|IC|li+/T In(3) In |A‘T
Pla) = Fa)  AICIBL | o cl (5)In(57)

<
Gr = T 2 ne

).

Taking T = O nelCll dry =
aring (eiay/mh miam) 2747

ggL, by the relation ||C||, < ||C||; we get

the result.

4.2 Global Minimum View

In the previous section, we study the approach of using first order stationary measurement
to measure the error of private estimation. Despite some obvious advantages with such an
approach, it also endows a few limitations: 1) although [356, 328, 309] showed that the
gradient norm tends to 0 as n goes to infinity, there is no guarantee that such an estimator

will be close to any non-degenerate local minimum [5]; 2) the gradient-norm estimator is
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not always consistent with the excess empirical (population) risk of the loss function, i.e.,
L(wP™) — L(w*), where w* is the optimal solution [29, 67]. Thus, it is difficult to compare
the obtained solution with either the global or local minima. This propels us to the following
interesting question.

Can the excess empirical (population) risk be used to measure the error of non-
convex loss functions under differential privacy?

In the section, we consider the /5-norm regularized DP-ERM with non-convex loss

functions and propose an (¢, §)-DP algorithm, named DP-GLD (Algorithm 4.2.20), and

dlog(1/9)

prove that its excess empirical (or population) risk is upper bounded by O( Tog ne?

) when
logn > O(d), where n is the data size and d is the dimensionality of the space. Our
techinique is based on some recent developments in Bayesian learning and (stochastic)
Gradient Langevin Dynamics [243, 70, 348, 284]. Interestingly, we show that the @ term
in the empirical risk bound can be further improved to ﬁ by a highly non-trivial analysis
on the time-average error of a dynamic system.

Next, we consider upper bounding the excess population risk. Instead of determining the
optimal bound, we show how to improve the bounds for some specific problems. Particularly,
we focus on the generalized linear model with non-convex loss functions and the robust

regressions problem with additional assumptions, and present an (¢, §)-DP algorithm for

them with population risk O(\j—‘g).

Related Work: Previous works on the DP version of SGLD have focused on Bayesian
learning, such as [334, 195], which differ from our work considerably. Firstly, our work
mainly focuses on achieving (¢, d)-DP for ERM with non-convex loss functions, and on
measuring the error of a private estimator with respect to the global or local minima.
Secondly, existing works assume that the temperature-parameter /3 in the gradient Langevin
dynamics is one or some constant, while 5 in our problem is not even a constant, making

the analysis significantly more challenging in our work than in previous ones (see Remark
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4.2.2 for more details).

4.2.1 Preliminaries

Problem Setting Given a dataset D = {21 = (z1,41), 22 = (T2, y2) -+ , 2n = (Tn, Yn)}
from a data universe Z and a closed convex set C C RY, where {z;}"_, are feature vertors
and {y;}"_, are labels or responses. DP-ERM is to find wP™ € C by minimizing the
empirical risk defined as L" (w, D) £ L(w, D) 4 r(w) £ L3 l(w, z) + r(w), with the
guarantee of being differentially private (defined below). Here ¢ is the loss function; and 7(-)
is some simple (non)-smooth convex regularizer. The utility of an algorithm is measured by
the expected excess empirical risk (which we call empirical risk), i.e.,

Err}, (wP™) = E[L" (wP™, D)] — min L (w, D),

weC

where the expectation is taking over the randomness of the algorithm. When the data are
drawn i.i.d. from an unknown underlying distribution P on Z, we also seek to minimize
the population risk, defined as L, (w) = E,ep[l(w, 2)] + r(w). The expected excess

population risk (which we call population risk) becomes 2

Ertly (wP™) = E[L (wP™)] — mi? L (w).
we

Markov semigroups and Infinitestimal Generator

In order to be self-contained, in this section we introduce the background and some pre-
liminaries of Markov diffusion process. We refer the reader to [243, 18, 70] for more

details.

Definition 4.2.1. For two Borel measures j, v on R? with finite second moments, the 2-

Wasserstein distance, Wh(j, v), is defined as: W (i, v) = inf{(E||V — W|2)z : p =

2If there is no regularizer, we will simply denote as Errp.
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L(V),v = L(W)}, where the infinitum is taken over all the random couples (V, W) whose
values are taken in R? x R? with marginals V' ~ pand W ~ v. £(V') means the probability

law of the random vector V.

Let {W, }+>0 be a continuous-time homogeneous Markov process with values in R¢, and

P = {P,}+>o be the corresponding Markov semigroup. That is

P.g(W;) = E[g(Were) Wi

for all s,¢ > 0 and all bounded measurable functions g : R? — R. A Borel probability
measure 7 is called stationary or invariant if fRd P,gdm = fRd gdr for all g and t. Each of
P, can be extended to a bounded linear operator on L?(7), such that P,g > 0 whenever
g > 0 and P,1 = 1 for all ¢. The infinitestimal generator of the semigroup is a linear
operator £ defined on a dense subspace D(L) of L?(r) such that for any g € D(L), we
have 0, P,g = LP,g. Also, L can be defined as

P, —
Lg(W,) = flg% hg(Wt)h Q(Wt)‘

The inifinitestimal generator £ defines the Dirichlet form

E(g) = —/ gLygdr.
Rd

Let P be a Markov semigroup with the unique invariant distribution 7 and the Dirichlet
form £. We say that 7 satisfies a Poincaré inequality with constant c if for all probability

measures ;. < T, we have

dp
Clullr) < g4/ ),
v
where X2 (u||7) == || % — 1|72 is the x* divergence, and ¢ < A with A being the spectral
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gap
. &g
A= inf{—2—: g € C? 0,/ = 0}.
{fRdg2d7r g g# I }

We say that 7 satisfies a Logarithmic Sobolev inequality with constant c if, for all p < 7,

Dlslm) < 2e8(y/ 2.

where D(u||7) = [ dulog 2 is the KL-divergence.
Consider a Markov process {W;}:>o with a unique invariant distribution 7 and the
Dirichlet form £ such that 7 satisfies a Logarithmic Sobolev inequality with constant c.

Then, we have the following [18]:

2t

1. Let p; := L(W;), then we have D(p||7) < D(uol||m)e .

2. IfEg = o [ ||Vgl||*dr for some v > 0, then, for any p < 7, Wa(p, m) < /2caD(ul|r).

Given a data set D € Z" with Langevin Monte Carlo Dynamic:
dW, = =V F(W,, D)dt + v/2dB,. (4.14)

If VF(-, D) is Lipschitz, then the Gibbs measure 7p(dw) o< e #F(iP) is the unique

invariant measure of the underlying Markov semigroup. Its infinitestimal generator is
Lg(Wy) = (=VFWy; D) -V + A2)9(Wt)'
The corresponding Dirichlet from is

£g— / IVg|2dr.
Rd

Under some assumptions about the loss function, [243] shows that the Gibbs measure satisfy

logarithmic Sobolev inequality.
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Lemma 4.2.1. [Proposition 3.2 and Appendix B in [243]] For some 5 > O(1), all of the

Gibbs measures 7 satisfy a logarithmic Sobolev inequality with constant

1 < O(3:(d+ B))

where )\, is the uniform spectral gap

e fRd IVgl*drp ) 1/mpd 2 _
Ay = Dlélzfm mf{fRdQ—QdﬂD g€ CH(RY)N L (mp),g # O,/Rgdm) = 0}.
which satisfies:
1 d+ g
& <O explO(5 + ).

Moreover, exponential dependence of % on [ is unavoidable in the presence of multiple

local minima and saddle points.

The following shows a connection between time average of the diffusion and the corre-
sponding Poisson equation.

The Poisson equation is an elliptic PDE on the basis of the infinitestimal generator
associated with the Langevin dynamics. For the generator £ corresponding to the underlying

Markov semigroup, we define the Poisson equation as

Ly =¢— o,

where ¢ is the test function, and ¢ := [ ¢(z)m(dz).

4.2.2 Excess Risk of DP-ERM with Non-convex Loss Functions

We make the following assumptions in this section unless specified otherwise.

Assumption 4.2.1. 1. The hypothesis space C = R, regularizer is /, norm, e.g., 7(-) =

2| - ||? for some A > 0.
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2. Forany z € Z, {(-, z) is L-Lipschitz, and £(0, z) < A.
3. Foreach z € Z, ((-, z) is twice differentiable and is M -smooth.

These assumptions are quite standard in the DP-ERM literature with convex loss func-
tions [67, 66]. For some non-convex loss functions such as the sigmoid function, it is easy
to see that these assumptions are satisfied. For convenience, we assume that A, A, L, M are
all constants, which will be omitted in the big O notation. Also the big O terms omit the log
terms.

We first review Gradient Langevin Dynamics (GLD), a popular generalization of the
gradient descent algorithm. For ERM, the GLD algorithm executes the following recursion

for w at iteration k:

2Mk—1

Wg = Wg—1 — kalvjf(wkfly D)+ 3

Ek-1, (4.15)

where &, is a standard d-dimensional Gaussian random vector, 7;_; is the step size and
B > 0 is the inverse temperature parameter. Actually, GLD can be viewed as a discrete-
time approximation of a continuous-time Langevin diffusion, described by the following

stochastic differential equation (SDE):
AW, = =V L"(W,, D)dt + \/23-1dB,, (4.16)

where (B;):>¢ is a standard Brownian motion. It has been shown that the distribution of
diffusion process in (4.16) converges to its stationary distribution, i.e. the Gibbs measure
7(dw) o exp(—BL" (w, D)) [75]. Moreover, when 5 — oo, the distribution concentrates
around the minimizer of ff(w, D). By choosing the step size 1 properly, GLD can maintain
differential privacy, as described in Algorithm 4.2.20.

It can be shown that Algorithm 4.2.20 ensures DP under certain conditions, as stated in

Theorem 4.2.1.
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Algorithm 4.2.20 DP-GLD
Input: T is the iteration number. €, ¢ are privacy parameters.

1: Choose an arbitrary point w, from distribution density po(w) or fix the initial point wp.

: Denote n = m;’ﬁ;o;lm, where ¢ = c% is from Lemma 2.1.7.
2
cfork=1,2,--- ., Tdo

2
3
4: Wy = Wp_1 — nVI:(wk,l, D)+ \/%fk,l, where &1 ~ N (0, 1)
5: end for

6

7

: Return wy or randomly sample j € [7] and return w;.

Theorem 4.2.1. There exist constant numbers ¢; and co, such that for any 0 < € < ¢; 7" and

0 < § < 1, Algorithm 4.2.20 is (e, §)-differentially private.

Our idea for proving an upper bound of the excess risk of ERM is based on the analysis
of the convergence rate of GLD as in [83, 84, 243]. Let p be the probability law of wy,
in (4.15), and vy, the law of W}, in (4.16). Our main step is to analyze the 2-Wasserstein
distance W (1, 7), which can be decomposed into W (i, vi,;) and Wh (v, 7). The key
observation of our analysis is that in DP-GLD with & = T, n7T" is a fixed number according
to Algorithm 4.2.20, i.e., nT = @(ﬁ). This means that the term Ws(vp,, ) is
always fixed, no matter how large 7" is. For the W (pur, vryy) term, since wy is a discretized
version of Wy, when 7 approaches 0, Wh(jir, vry) Will also approach 0. Thus, it appears
that the best of what we can do for bounding W,(pr, 7) in DP-GLD is to bound it by
Wa(pr, vry), ie.,

711_{1010 WQ(MT77T) < WQ(VTWW) :

The above distance can be bounded as shown in a recent work by using Logarithmic Sobolev
inequality [243]. For our problem, Theorem 4.2.2 extends the results by adapting recent
non-asymptotic GLD theory [243, 348] and giving an upper bound of the excess risk for

some initial points.

Theorem 4.2.2. Under the conditions of Theorem 4.2.1, if take 7" > @(%) and

8> max{%, d} in Algorithm 4.2.20, and assume that the probability law, 1, of the initial
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hypothesis wy has a bounded and strictly positive density function w.r.t. Lebesgue measure

on R?, and ko = log [, el po(w)dw < oo, then the population risk at wy is bounded by

5

Errp (wy) < O( %Til 2 (1/0) + exp(O(B)) eXp[_Blog(l/(S) exp(O(ﬁ))]
n exp(O(B)) leg( )) 4.17)
p B |

xp(O(EIog(1)3) |, exp(0(3) . dlog(d)

n2e? n

The above bound implies that limy_,o, Errl (wr) < O
by the constraint on 7'.

For the empirical risk, we have

T n2e2 ngﬁg dlog(ﬂ)
Brrp (wr) < O(exp(O@) expl= gy * 5t og /0] 8 )
4.18)

Remark 4.2.1. We can see from Theorem 4.2.2 that the excess risk is only meaningful when
B > O(d). If set B = O(logn), or equivalently logn > O(d), both the excess population
and empirical risks are bounded by O(*£3/2) 4 Ln)) — O(Xelll2d) when T' — oo. These

ne? log( log(n)e?
( A\ /dlog(l/é)) and

bounds are larger than the ones for convex loss functions, which are O

O(dl‘;%—(jg/é)) for population and empirical risks, respectively [29].

Next, we improve the bounds in Theorem 4.2.2 by using a finer analysis of the time-
average error for the SDE (4.16). We show that Algorithm 4.2.20 achieves a lower error
bound in term of 7, i.e., O(—ay) instead of O (- o) for the empirical risk when fixing the

initial point for w.

Theorem 4.2.3. With the same assumption as in Theorem 4.2.2 and a fixed initial point for
w, if we return w; in Algorithm 4.2.20 instead of wr, where j is uniformly sampled from

{1,---,T}, then the empirical risk is bounded, for sufficiently large 7', by:

B%log(1/4) n?e?

Errp (w;) < O(Cl— 33 TB%log(1/9)

]+ %bg(ﬂ)), (4.19)
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where C' = C(d, (3) is a function of d, 5. Moreover, the bound is polynomially depending on
[ (assuming that d is a constant) with degree independent of d. In other words, if [ satisfies

@(C%) = @(% log(5)) in (4.19), then there exists a constant 0 < 7 < 1, such that

lim Err),(wy) < O(M), (4.20)

T—00 nrer
where Cy(d) is a function of d.

Remark 4.2.2. Theorem 4.2.3 is a significant improvement over Theorem 4.2.2, which
is derived based on a novel and non-trivial analysis on the time-average error of SDEs.
Specifically, three points are worth emphasizing: 1) Although the time-average-error analysis
of an SDE has been studied, for example in [291, 70], the non-asymptotic bounds in those
results cannot be applied directly to our problem. This is because (3 in those results is
assumed to be a constant. However, in our problem f is not even a constant, as it can
be seen from (4.17) and (4.18). Furthermore, those results are based on the boundedness
assumption on the solution of a Poisson equation (e.g., Assumption 1 in [70] and Theorem 9
in [291]), which is too strong for our problem. Note that if 5 were a parameter, the hidden
constant C' in the bounds of [291, 70] would depend on /3. Fortunately, through a rather
non-trivial analysis, we are able to show that the constant is at most polynomially depending
on 3. Even though the exact degree of the polynomial is unknown, it is independent of
d. 2) Our result is significant in the sense that it provides new bounds for diffusion-based
Bayesian sampling such as [291, 70], where the dependency on d in their error bounds
can be quantified, a key missing piece in previous results. 3) We reveal in Theorem 4.2.3
that if a random wj, instead of the final wr, is returned, one can improve the term related
to n in the empirical risk bound from 1/logn to n~". It can be seen from (4.19) that the
relationships between 3, d, and the constant C' play an important role in proving the bound
of the empirical risk. Since we are mainly targeting at the rate in terms of n, it suffices to

consider only the relationship between  and C'. We leave as an open problem to determine
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whether it is possible to obtain an even tighter or explicit bound for the empirical risk. The
ideal scenario is that C'is independent of (. In this case, a better and more accurate bound

of O(C4(d)/(ne)3) can be obtained, where ' (d) is a function of d.

From Theorem 4.2.2 and 4.2.3, we can see that the error bound for the excess population
risk in terms of n is @ (see Remark 4.2.1), while for the empirical risk it is n—lf where
ideally 7 < % (see Remark 4.2.2). A natural question is thus to determine whether these
bounds are tight. In the following, we first show that for loss functions satisfying Assumption
1, there is an e-DP algorithm whose error bound of the empirical risk is O(%) (and whose

time complexity is exponential).

Theorem 4.2.4. For any [ < 1, there is an e-differentially private algorithm, whose output

w™ satisfies, with probability at least 1 — 3, L"(wP™, D) — L (w*, D) < O(-L). The time

complexity is O((1 + 2£2<)dp),

Note that since @(%) is the optimal bound for general convex functions [29], our
empirical-risk bound of O(-%) is thus near optimal.

In general, we can use an a-net and the exponential mechanism to obtain a private
estimator, which has an upper bound of O(max{%, a}) for the empirical risk with a time
complexity of O((1 + 2£)%n). Now consider the case that d is a constant. We can see that
for the exponential mechanism, the bound in (4.20) can be obtained if we take é =0(n").
However, in this case, the running time of exponential mechanism is O(n74*1) compared to
O(Poly(n, d)) with Algorithm 4.2.20. Alternatively, the running time for achieving error ~
in Algorithm 4.2.20 is polynomial in % while it is O((%))d with an exponential mechanism
(for sufficient large n). This means that Algorithm 4.2.20 is much more efficient when d is
large.

Next, we consider upper bounding the excess population risk. Instead of determining the

optimal bound, we show how to improve the bounds for some specific problems. Particularly,

we focus on the generalized linear model with non-convex loss functions and the robust
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regressions problem with additional assumptions, and present an (¢, §)-DP algorithm for

v
Ve

in literature related to non-convex learning theory, such as [218, 115, 202, 207]. Here, we

them with population risk O(-%). Note that these problems have been extensively studied

adopt the same assumptions as in [115].

Generalized Linear Model We consider the problem of learning a generalized linear
model (GLM) with squared loss. We assume that X = {z € R?|||z||, < 1},C = {w €
RY[Jw|]y <1} and Y = {0,1}, Z = X x Y. With a link function o, GLM endows a loss

function: ((w, (z,y)) = (¢({w, z)) — y)?. We further make the following assumptions on

the link function, which includes the sigmoid and probit functions 3.

Assumption 4.2.2. Let S = [—1, 1], we assume that
1. Jconstant C, > 1 s.t. max{o’(s).0”(s)} < C,, forVs € S.
2. Jconstant ¢, > 0s.t. o'(s) > ¢,, forVs € S.
3. There exists some ||w*||2 < 1 such that E[y|z] = o((w*, x)).

4. |o(s)| < B for some constant B > 0, for Vs € S.
Robust Regression Let Z and C be the same as in GLM, and Y = [-Y, Y] for some
constant Y. For a non-convex positive loss function v, the loss of robust regression is

defined as ((w, (z,y)) = ¥ ({x, w) — y). We make the following assumptions on ¢, which

includes the biweight loss function # [202].
Assumption 4.2.3. Let S = [—(14+Y), (1 +Y)].

1. 3Cy > 1, s.t. max{¢’(s),¢"(s)} < Cy, forVs € S.

3The probit function is (s) = ®(s), where @ is the Gaussian cumulative distribution function.

2 {1—(1—<z>2>s,|t <ec

“For a fixed parameter ¢ > 0, the biweight loss is defined as 1(s) = = 11t >
|t > e
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2. ¢/'(-) is odd with ¢'(s) > 0, for Vs > 0; and h(s) := E¢[¢'(s + )] satisfies h'(0) >

cy, Where ¢y, > 0.

3. There is w* € C such that y = (w*, x) + £, where £ is symmetric noise with a

Zero-mean given x.

Algorithm 4.2.21 DP-FW-L2
Input: 7 is the number of iterations, w, is the initial point, and {~;}_, is the step size. €
and ¢ are privacy parameters.

1: fort=1,---,7T do

2: Compute v; = arg max,cc (v, —(Vﬁ(wt,D) + €)), where ¢, ~ N(0,021,) for

some 0.
3: Wiy = Wi + (Ve — wy).
4: end for
5:
6: Return wg € {wy, -+ ,wr} such that R is uniformly sampled from {1,--- ,T'}.

Algorithm 4.2.21 solves both problems and is motivated by the fact that the population
risk satisfies the inequality, Lp(w) — Lp(w*) < u(VLp(w), w — w*), for some constant
p > 0and Vw € C. Thus, it suffices to get an upper bound of (VLp(w), w — w*). It turns

out that this can be obtained via a DP version of the Frank-wolfe method.

Theorem 4.2.5. For the general linear model with Assumption 4.2.2, there exist constants

¢ and ¢ > 0 such that forany 0 < € < ¢;T"and 0 < 0 < 1, Algorithm 4.2.21 is (¢, §)-DP

C2(B+1)?Tlog &
n2e2

4/ L
. Moreover, if taking v; = O(%) forallt € [1,---,T]
{din

with T = O(—2%—), we have Errp(wg) < O(%), where the big-O notations omit

\/dn 1

when 02 = ¢,

other terms.

CiT log %

n2e2

For the case of robust regression with Assumption 4.2.3, if we take o2 = ¢y , the
algorithm is (€, §)-DP. Moreover, with the same conditions on 7', {~;}_, as above, it can be

. V/dn 5 . . .
derived that Errp(wg) < O( \/TTZ 2 ), where the big-O notations omit other terms.

Motivated by Algorithm 4.2.21, under the conditions of X = {z € R?|||z|ls < 1} and

C = {w € RY|||w||; < 1}, we can actually derive an upper bound of the population risk
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that depends only logarithmically on d (i.e., log d), indicating that it is suitable for high
dimensional applications. Note that the conditions on X and C have been considered in
linear regression [269]. We adopt them to our problem and extend their DP-Frank-Wolfe

algorithm to Algorithm 4.2.22.

Algorithm 4.2.22 DP-FW-L1

Input: T is the iteration number and w; is the initial point. {v;}Z_, is the step size. A is
the set of vertices of C. € and ¢§ are privacy parameters.

1: fort=1,--- ,T do

2: Use exponential mechanism M(D,u,R), where R = A, u(D,s) =
—(s, VL(wy, D)), to ensure (ST;l(l)’ 0)-differential privacy. Denote the output as ;.
s

3 Compute wy1 = (1 — vy )wy + Yy
4: end for
5.
6

: Return wg € {wy, -+ ,wr}, where R is uniformly sampled from {1,2--- ,T'}.

Theorem 4.2.6. Let X = {z € RY|z||o < 1} and C = {w € RY||w||; < 1}. For
the GLM and robust regression problems, Algorithm 4.2.22 is (¢, )-DP with sensitiv-
ities A = O(@) and A = O(%), respectively. Furthermore, if we set T =
O(——=2——) and {v}, = O(\/;), then with probability at least 1 — 7, we have

V/In(5) In(dn/n)
{/In(L1),/In 2d
Errp(wr) < O(L

e ). Here the big-O notations omit other terms.

4.2.3 Omitted Proofs

Proof of Theorem 4.2.1

Firstly, we can see that if in each iteration

Vi

wy, = wi—1 + (VL (wi1, D) + &) + /B

627

where £ ~ N(0, wld) and & ~ N(0, 1), then by moment account (Lemma 2.1.7

n2e2

), we can see that it is (e, 0)-differentially private for € < ¢;7 and 0 < § < 1. Furthermore, if
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9 L2c2log(1/8)T — 1 or n2e?

3.2 5 T = T225105(1/0)° then it is equivalent to the updating in Algorithm

4.2.20. This completes the proof.

Proof of Theorem 4.2.2

The proof follows the framework of the proof in [243].

Notations For a given dataset D, we denote the corresponding Gibbs measure as 7mp
e LD Also, let yup p = L(wy|D) and vy p = L(W;|D).

Firstly, we show that our assumptions about the loss function and w, meet the assump-
tions in [243]. Actually, our setting implies that f(w,z) = {(w,2) 4+ 3|lw||? in [243].
It is easy to see that A = A, B = L, M = M + X in [243]. Also, when /(-, z) is L-
Lipschitz, we know that f(w, 2) = ((w, z) + 3|lw|*is (m = 5,b = g—i)—dissipative (that is,
(w,Vf(w,z)) > 3w|*— %) , which satisfies assumption A.3 in [243]. For A.4, we can
see that Algorithm 4.2.20 is just the non-stochastic version. Hence, 6 = 0. Thus, most of
the analysis in [243] can also be applied here. For self-completeness, we will rephrase them
so that they fit our differentially private context.

Now, we briefly introduce the proof in [243]. Let w* be the output of the Gibbs algorithm
under which the conditional distribution of w* is equal to mp. Then, we decompose the

population risk into the following
EL} (wr)—Liy(w*) = ELy (wy)—ELy (@) +ELY (0*)—EL" (0¥, D)+EL" (w*, D)—L (w*).
For the second term, by Proposition 3.5 in [243] we have

ELL (i) — Eir (0", D) < o2 Dees

) @O+, _ () @pOE)

n n n

Y

4.21)
where the big O notation hides the parameters of M, b, B (thatis L, M, ) in our setting) by
the assumption of 3 > d.

For the third term, we have the following theorem:
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Lemma 4.2.2 ([243]). Forany § > 2,

EL"(0*, D) — Liy(w*) < O(%log(ﬁ)%

where the big O notation omits the factor of M, m.

In order to estimate the term of EL}, (wy) — EL} (*)), we have to estimate EL7, (wy) —
EL7,(1*)) for each D € Z". The goal is to get an upper bound for Wy (pr.p, mp) <
Wa(pr, vy, p) + Wa(vry,p, mp) for all dataset D.

For the term Wz(mi D, T D), since v is related to the continuous-time Langevin diffusion
(4.14), and T'n is a fixed value, which is independent of 7, we have (see Section 3.4 in

[243]):

Tn

Otexn@)))
4.22)

W (vry,p, mp) < O(y/(d + 5)%56_%) = O(exp(O(B)) exp(—

2.2
Note that T = 5555 757

Our final goal is to estimate Wh(jir,p, vryp). The proof is the same as in [243].

However, we can see that ﬁ = m < 1. This means that in order to use the result in

. n2e2 2
[243], we have to ensure that n < O(5z) = O(m) That is, T > C'35 lggm))x

We can easily get (see Proposition 3.1 in [243]):

Wj (1., vrn.p) < O(By/n(Tn)?). (4.23)

Thus, we have

(ne)? __Tn_
142 <0 V(d Fers ). 4.24
»(fr,p, Tp) < <5% 1og(1/5)T§ + v/ (d + B)erse ) 4.24)
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For all D € Z", we have

(ne)?

B log(1/8)T

[ Lt Dyurpldw) - [ Lr(w, Dymo(dw) < 0

n2e

log(1/8)0(exp(3))

+ exp(O(B)) exp(— (4.25)

where O is independent of 5,7, n, €, J.
Combining this with Lemmas 4.2.2, (4.25) and (4.21), we have the proof.

The result of the limit comes from the fact that exp(—z) <

8] =

Proof of Theorem 4.2.3

For convenience, we let F'(w) denote L (w, D). Then, the updating becomes
2n
Wi = wy — NV EF(wy) + EQ. (4.26)
By scaling ' = 7 and F' = SF', we have
W1 = wp — 10 VE (wi) + /21 (4.27)

Note that the technique of rescaling is commonly used in other papers, e.g., [83, 348].

The continuous Langevin dynamic corresponding to (4.27) is

AW (t) = =V F' (W (t))dt + V2dB(t). (4.28)
Lg=—Vg-VF + A% (4.29)
Also the invariant distribution is 7(dw) oc e=*"("), and the Poisson equation is

L) =¢— &, (4.30)
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where ¢ = [ ¢(w)7(dw) and ¢ is the testing function.

A seemingly straightforward way to prove the result is to use the theorem on finite time
sample average error of SGLD, such as Theorem 2 in [70] or (55) in [291] to our equation
(4.27). However, both papers consider only the case of 5 = 1, and their assumptions are
quite strong compared to ours. This means that the hidden constants in their bounds may
depend on 3 and the dimensionality d. However, as can be seen from above. [ cannot be
assumed as a constant in our problem. Thus we cannot directly apply their results.

Next, we will use some of the ideas in the proof of Theorem 9 in [291] to show that
the the constants depend only polynomially on /3 and the degree of the polynomial is
independent of d. We refer the reader to Section 9 in [291].

For convenience, we assume that the test function ¢ = F'. Now consider the solution ¢
to the Possion equation (4.30) for ¢ (note that the existence will be shown later for a class ¢
of functions). Also, for ¢ (w41 ), we use Taylor expansion at w;; that is (note that since we
now only need to estimate the bias, we just expand it to the third order, which is different

from the one in [291]),

Y(wey1) = (we) + Vb(w) (Wi — wy) + %(wt+1 — wy) TV (wy) (Wi — wy) + Ry
(4.31)
= W(we) + Vi (we) (=1 VE' (wr) + v/20/G) +
%UIQVF/(wt)V/2¢(wt)VF/(wt) - \/Q_WU’VF’(wt)Q} +1/ ¢V (W) G+ Ry,

(4.32)

where R; = % fol 32@/)(3)(5?1% + (1= s)wipr) (Wi — Wy, Weg1 — Wy, Wy — wy)ds and (4.32)

comes from (4.27).
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Taking the expectation on ¢ (w; 1), we have

Ep(wig1) — B (wy) = —n'Vip (w) VF' (wy)

1
+ 1/ A% (wy) + §n’2VF’(wt)V’2¢(wt)VF’(wt) +ER,. (4.33)
By (4.29), we have

NELWY)(wy) = Ep(wyyr) — Ep(wy) — %n’QVF/(wt)V’Qw(wt)VF’(wt) —ER,. (4.34)

Summing over all t fort = 1,--- , T and dividing n'T on both sides, by Poisson equation
(4.30) we get:

T T

_ o(wy) 1 1

B(==5— = 0) = 7Bl (wre) —(w)] - 7B Z Ry
T
_1r > VEF (w) V0 (w) V' (wy). (4.35)
2T

What we need to prove are the following inequalities.

sup E¢p(w;) < Ch, (4.36)
t

supER,; < n*Cy (4.37)
t

sup EV F' (w;) V"¢ (w;) VF' (wy) < Cs, (4.38)
t

where (', Cy, C5 are independent of 7 and at most polynomially depending on /3 with their
degrees independent of d (note that they may depend on d, but we only care about 3). If we
can show these, then we have the proof.

To prove these inequalities, we want to show for the testing function ¢ and its corre-
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sponding v the following
@) < €L, Vi = {0,1,2,3}, (4.39)

where {C} are constants that are at most polynomially depending on (3 (with degrees
independent of d) and f(z) = 1 + ||z||3 is the quadratic function.

Also, we want to show for every m € N,
sup E||w 5" < 031 < 0, (4.40)
t

where {C?2 } are constants that also are at most polynomially depending on 3 (with degrees
independent of d).
It is easy to see that if the above inequalities (i.e., (4.39)(4.40)) can be proven, then for

(4.36) we have sup, E¢)(w;) < O(CLC2); for (4.37), we have
1 2\1,/3 / 3.2 /
sup ER, < O(C3(1 + [lwel )P IV F (we) [P + 0|V F (w)|[])
<O Cs fIBVE (w)||* + |8V E (wy)|[])- (4.41)
Since F is smooth, we have |[VF(w)| < 22(1 + ||w]|) for some M, independent of §3.
Thus, by (4.41), we have sup, ER; < O(n?>C), where C'is at most polynomially depending
on 3. Similarly, we can show for (4.38).

Thus, our goal is now to prove (4.39) and (4.40). For (4.40), we have the following

theorem:

Theorem 4.2.7. For every m, if 8 > d and sufficiently small 7 in (4.26)
sup EJw,||3™ < C2, < oo, (4.42)
t

where w; is in (4.26) and C? is independent of 3.
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Proof of Theorem 4.2.7. For m=1, it has been shown in Lemma 3.2 in [243] that C? =
O(%) = O(1), which satisfies our requirements. Actually, for any m, we can follow the
proof of Lemma 3.2 in [243], to show that there is a sufficiently small  which makes the
Theorem hold.

For example, when m = 2, Ellw||§ = E|w,1 — nVF(w,_1) + +/2n/8G1||* <
O(El|wiy — nVF(w,)[* + 1Y), also for Ellwey — qVF(w )| < Elluw[*(1 —
O(n) + ©(n*) — O(n*) + O(n*)) + O(n). The constants in the big-O and big-O notations
are independent of 5. Thus, if we take a sufficiently small 1, which makes (1 — ©(n) +
O(n?) — ©(n®) + ©(n")) < 1, then we can get an upper bound that is independent of 3 for

B > max{1, d}. The same argument goes for all m € N. Thus we have the proof. [

Proof of (4.40) Now by Theorem 4.2.7, we have for every m, sup, E||w||™ < C,,, where
C,, 1s at most polynomially depending on (actually is independent of ) (3, since by Jensen’s

Inequality we have sup, E||w;||5* < \/E||lw;||>™. This proves (4.40).

Proof of (4.39) For (4.39), the key point is that our testing function is bounded by a
quadratic function, due to the L-smoothness of our assumption. We have the following
theorem due to Theorem 1 and 2 in [241] (corresponding to the case of @« = 1 > 0,
b(x) = F'(x) = BL"(w, D) and 1y = oo in the Has’minski’s assumption) and Theorem 13

in [291].

Theorem 4.2.8 ( Theorem 1 and 2 in [241]). Consider the Poisson equation in R,

Lu(x) = —f(x), (4.43)

where L is the infinitestimal generator of the diffusion process (4.28). We further assume
that [ f(z)m(dx) = 0, where  is the invariant measure of the diffusion process. If
| f(x)]| < Cy + Cyf|z||® for some s > 0 and some constants C, Cy. Then (4.43) defines

2

a continuous function u(z) which belongs to the Sobolev class W7}, for any p > 1, and
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satisfies the following properties,

1. There exists a constant C’ such that

u(z)| < C"(1+ [|l=[1°), (4.44)

where " is determined only by Cy, Cs and C,,, and C,, is determined only by the

constants in equations (4)-(6) in [241] for m > s + 2.

2. Moreover, there is a constant C' such that

Vu(z)|| < €1+ lz]]°), (4.45)

where C' is determined only by C, C5 and C),, and C,, is determined only by the

constants in equations (4)-(6) in [241] for m > s + 2.
Now by the proofs of Theorem 1 and 2 in [241], we have the following theorem:

Theorem 4.2.9. For our test function ¢, if fixing m = 6 in Theorem 4.2.8, then C” in (4.44)

is polynomially depending on C,,,, C}, C5, and the same for C' in (4.45).

Proof. The proof of C’ depending polynomial on C7, Cy, C,, can be easily found in the
proof of Theorem 1 and Theorem 2 in [241]. Since for our test function ¢, s = 2 by the
M-smooth property. Thus, we need m > 5 + 2 and m > 2k + 2 for some £ > 0 (See
Proposition 1 in [241]). This means that choosing m = 6 can satisfy the condition in
Theorem 1 of [241].

For C', we follows the proof of Theorem 1 in [241]. In [241], the proof is by (4.44),
Sobolev embedding theorem and Theorem 9.11 and (9.40) in [129]. From the proof of
Theorem 9.11 in [129], we can see that the hidden constant behind is only polynomially
depending on the upper bounds of the coefficients of the second order PDE, which means

only polynomially depending on /3 in our problem. Also by Sobolev embedding theorem,
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we can see that the polynomial dependence on [ will be unchanged. Thus, we have the

proof for C. ]
Next, we show that C'y, Cs, C,,, are at most polynomially depending on f3.

Theorem 4.2.10. For a fixed number m in (4)-(6) in [241] related to the diffusion process
(4.28), (', Cy and the constants in (4)-(6) in [241] are at most polynomially depending on (3

(which is 7 in assumption A4, in [241]). Thus, C,, is at most polynomially depending on [3.

Proof. For (', (5, since f = gE — ¢, which corresponds to (4.43) in Theorem 4.2.8, where
¢ = L"(-, D), hence we have || f(z)|| < || L"(z, D)|| + ||¢||. For the term of L (x, D), since
itis (M + A)-smooth, thus L"(z, D) < Mo (1 + ||||?) for some M, which is independent
of 3. For the term ¢ = [ L"(w, D)7 (dw), by Proposition 3.4 of [243], we know that if
B>2 =1 theng¢ < O(% log(B + d) + min ¢), which is at most polynomially depending
on (3. Thus, C, C5 are at most polynomially depending on 3 with their degrees independent
of the dimensionality d.

Now, let us consider C),. Actually, by the proof of Theorem 1 in [241], we can see
that C,,, only depends polynomially on the constants of (4)-(6) in proposition 1 in [241].
Thus, it suffices to show that constants of (4)-(6) in proposition 1 in [241] depends only
polynomially on £.

To show this, we can see that 3 % corresponds to  and o = 1 in [241]. The proof of
proposition 1 in [241] comes from Lemma 1-Lemma 8 in [287]. From the proof in [287], we
know that all the constants of (4)-(6) in proposition 1 in [241] are polynomially depending
on 7, i.e. 5 and their degrees are independent of d.

Thus C, Cy, C,, are all at most polynomially depending on § with their degrees inde-

pendent of d.

To summarize, we have the following theorem:
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Theorem 4.2.11. The constant C' and C” in (4.44) , (4.45) are at most polynomially depend-

ing on 3, moreover, the degree of the polynomial is independent on d.

Upto now, we have showed that ||¢)'|| < C}f for i = {0,1}, where f is a quadratic
function and C/} are polynomially depending on 3.

What is still left is for i = {2,3}. To prove this, our idea is to use the trick in [291]
(see A.9-A.11 and Lemma 15 in [291]). That is, we note that the derivatives of 1) can be
expressed as the solution to different Poisson equations. Also, by iterating Theorem 4.2.8,
4.2.9,4.2.10,4.2.11, we can get all the constant C} depending at most polynomially on j3.

Putting all these together, we have showed that

ZtT—l (b(wt) Y 1 /

E(==———<—-¢)<C 4.46
where C' is at most polynomially depending on § whose degree is independent of d (we
omit other terms and consider only (). Taking ' = % and 7 in Algorithm 1, also noting that
EL"(w;, D) = Ew and ¢ = L"(-, D), by Proposition 3.4 in [243], we can get the

proof.

Proof of Theorem 4.2.4

Lemma 4.2.3. [104] For the exponential mechanism M (D, u, R), we have

2Au

Pr{u(M(D,u,R)) < OPT,(z) — (In|R|+t)} <e"

where O PT,(x) is the highest score in the range R, i.e. max,eg u(D, 7).

We first show that the optimal value w* = arg min, cpd I:’"(w, D) contained in the ball

B¢(%£). This is because under our assumption, L"(w, D) is (3, %)-dissipative. That is,
Yw € RY, (w, VL' (w, D)) > 2 w||? - S—i Thus, w* = arg min,,cpaz L"(w, D).

For any o > 0, by a simple volume argument (Lemma 5.2 in [289]) we can see that there
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exits an a-net \V, whose size is at most (1 + 22)¢. Then, by the property that L"(w, D) is
O(L)-Lipschitz, we have the following:

m.}\l}l L"(w, D) — L"(w*, D) < O(La).
wWENq

Now consider the following e-DP algorithm. We set the score function u(D, w) = —(L" (w, D)—
L"(wy, D)), where wy € B¢(%) is an arbitrary point; the range space R = N,. Since
L"(w, D) is O(L)-Lipschitz in B4(L£), the sensitivity is at most O(£). Thus by Lemma

4.2.3 after running exponential mechanism, we have with probability at least 1 — 3,

. , . dln %
L"(wP™, D) — min L"(w, D) < O(—).
wEN, ne
Thus, form the above and taking o = %, we have
d

L (w"™, D) — L"(w*, D) < O(-2).

n

M

Actually, this is the lower bound for ERM under general convex functions with the con-
strained set C = B<(r) under e differential privacy, see Theorem 5.2 in [29]. By this, we
can easily get a lower bound for non-convex loss functions under our assumptions. We thus

have the following theorem:

Theorem 4.2.12. Consider DP-ERM problem with L" (w, D) = LI (w, z) + r(w),

where r(w) = 3|Jwl|% ((w, z) = —(w, z)—3||w||%, C = B(r) for some constant r. Then for
every e-differentially private algorithm, there is a dataset D = {2y, -+, z,} C {—\/ia, \/La}d

such that, with probability at least 1/2, we must have:

. . A d
L"(wP™, D) — min L" (w, D) > Q(min{1, —}).
ne

wel

On the other hand, under our assumptions about C = Bd(r), there is an e-differentially
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private algorithm, whose output w?"" satisfies with probability at least 1 — /3,

L (wP™, D) — L' (w*, D) < O(—).

4
ne

The time complexity is O((1 + 2£2<)dp).

Thus we can get an near optimal bound for general non-convex loss functions under

e-differential privacy.

Proof of Theorem 4.2.5

Before showing the proof, we first give an upper bound on the Frank-Wolfe gap of the output
in Algorithm 4.2.23 for general smooth and Lipschitz loss functions with general convex set

C. We start with the definition of Gaussian Width:

Definition 4.2.2 (Minkowski Norm). The Minkowski norm (denoted by || - ||¢) with respect
to a centrally symmetric convex set C C R? is defined as follows. For any vector v € RY,

|| - |lc = min{r € R* : v € rC}. The dual norm of || - ||¢ is denoted as || - |

c+; for any

vector v € RY, ||v||e+ = maxyec [(w, v)].

Definition 4.2.3 (Gaussian Width). Let b ~ A/(0, I;) be a Gaussian random vector in R

The Gaussian width for a set C is defined as G¢ = Ej[sup,, ¢ (b, w)].

Algorithm 4.2.23 DP-FW-L2
Input: T is the maximum of iterations, w; is the initial point, and {7;}._, is the step size.
¢ and ¢ are privacy parameters.
fort=1,---,T do
Compute v; = arg max,ec{v, —(VL(wy, D) + €)), where ¢, ~ N (0, 0%1).
Wiy = Wy + ’Yt("Ut — wt).
end for

Return wg € {wy, -+ ,wy} such that R is uniformly sampled from {1,--- ,7}.
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Theorem 4.2.13. Let C be a bounded, closed, centrally symmetric convex set. Assume
that L(w, D) is differentiable and M-smooth over w with respect to ¢, norm, and the
loss function ¢(-, z) is L-Lipschitz over = with respect to {s-norm for all z € Z. Then,
there are constants ¢y, co > 0 such that for any 0 < ¢ < 17,0 < § < 1, DP-FW-L2

1
(Algorithm 4.2.23) is (e, §)-differentially private if 02 = c, LQ:QIZ(‘S). Moreover, if take

v YT T B e .
{nto, = O(—\\Cllz\/ﬁ Jand T = O(—(\|C||§+G§)1n§)’ the following holds,

o< 0 ICll2/ (ICI3 + G2)In }
[ R] = \/% )

(4.47)

~

where G; = max,cc(—V L(w, D), v — wy).

Proof. To prove Theorem 4.2.13, we need the following lemmas.

Lemma 4.2.4. For any vector v, we have ||v||2 < ||C||2||v||c, where ||C|]2 is the ¢>-diameter

and [|C||2 = sup, yec |2 = y]l2-

Lemma 4.2.4 implies that any smooth convex function F'(#), which is M-smooth with
respect to £, norm, is M||C||3-smooth with respect to || - ||c norm, which is the motivation

of our algorithm.

Proof. If v = 0, this is trivially true. Otherwise, we will show that 142 < ||v||¢. This is

lCl]2
equivalent to show that v ¢ HEHEC Taking any y € C, since || ”2“29”2 = ”2”2 l|yll2, we
know that |[y||> < [C||o. Thus, ||{2y[[> < ||v]|>. We have v ¢ 2. O
Proof of Theorem 4.2.13. For convenience, we let the norm || - || = || - ||¢c, and F(w) =

L(w, D). Let M denote M||C||2, and D denote the diameter of C w.r.t. || - || norm. By the

M -smoothness property and Lemma 4.2.4, we have

2

M
Flwisr) < F(w,) + 7(VF(w,), v, — w;) + 2% v, — we%. (4.48)
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Let 0, = argmax,ec(v, —VF(w;)). By the optimality of v;, we have
<Ut7 _VF(wt) - €t> Z </l;t7 _VF(wt) - €t>.
This implies that
<Ut — f&t; VF(wt)> S <’Ut — ﬁt, —€t>. (449)

From (4.48), we get

-
. . M
Flwir) < F(we) + 9(VE(we), ve — 0) + % (VF(wy), 0 — wy) + %2 [[or — we]?.

Plugging (4.49) into (4.48) and by the fact that (V F'(w,), Uy —w;) = —G; (from the definition

of U;), we obtain

A M%Z 2
G < F(wy) — F(weyr) + velvy — O, —€1) + D
217 ~ 112 2 T2
ViM|lve — 6|7 | ey | My
< F(w;) — F(wyq) + ; d 2}4 + 5D’

lel? -
< F(wy) — Fwgy) + 25\2 + M~;D?,

where the second inequality is due to Cauchy Inequality. By the definition of G, we have
E(Gr] = %>/, E[Gi]. Since {v}7; = 7, summing the above over ¢ = 1---, T and
taking the expectation, we have

F(wy) — F(w

(w*) - o 1 2 2 LQTIH(%>
+ M~D*+ -0O((||C||5 + G
T y S ((Iclz + Ge)

n2e? )

EGgr <

. VG2(ICl3+62) In 5 ne "
Taking v = O( Jiio ¢ S)and T = O(\/(“c”ngG%)LQ 1 ), and by definition of || - ||
\/ne 6

and the fact that D < O(1), we have the proof. O

We first consider the Generalized Linear Model. The following inequality has been

proved in [115]. We rephrase it here to make the proof self-complete. Denote by Lp(w) =
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E(zp~zl(w;z,y) and ﬁ(w, D) = % Yo l(w; z,y).

Generalized Linear Model

Lemma 4.2.5. For a fixed w, Lp(w) — Lp(w*) < £2(VLp(w),w — w*).

Proof. Let w € C be fixed. Then, we have

(VLp(w),w —w") = 2Bz ylo((w, 7) — y)o’' ((w, 2)){w — w*, )]

= 2E.[(0({w, 7)) — o({w", 7))o’ ((w, z)) {w — w*, )],
By Assumption 4.2.2, we have

Lp(w) — Lp(w") = E(c((w, z)) — o({w", z)))*

Co
< 2 — w*).

O

By Lemma 4.2.5 and Theorem 4.2.13, we only need to bound (VLp(w), w — w*).
Before doing that, we show that the empirical risk is Lipschitz and smooth, which satisfies

the assumption in Theorem 4.2.13. It is due to:
. 1 <& ) -
IVL@w, D)2 = 1= > (o(w,2:) = yi)o" ((w, 2)a" s < Co(B+1),  (4.50)
=1
and

IV2L(w, D)|l> = H% D [0 ((w, @) + o ((w, 23)) (o ((w, @) — )] |

=1

<C2+C,(B+1).
Thus, L(w, D) is (C,(B + 1))-Lipschitz and C2 + C,, (B + 1)-smooth. Also, since C is the
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3

4 1
dlng

unit £, norm, we have G¢ = O(v/d) and ||C||> = 1. Thus, we get E[Gz] < O ) by

Theorem 4.2.13.
By the definition of G, we know that E[Gg] > E(V L(wg, D), wg — w*). Taking the
expectation w.r.t {(z1,vy1), -, (Tn, Yn)}, we then have E[Ggr| > E(V Lp(wg), wg — w*).

Combing it with Lemma 4.2.5, we get

. C, {len%

Robust Regression We now consider robust regression. We begin with showing a similar

result as in Lemma 4.2.5. First, the smoothness of ) implies that for any s, s* € S, we have

Taking s = (w, x) and s* = (w*, x), and then taking expectation w.r.t. {(z1,v1), - , (Tn,Yn)},

we get

Lp(w) — Lp(w") < Eqy [0/ (', 2) — ) — w2 + Bfw — w2

= (VLp(w"),w —w") + %E(w —w*, z)? 4.51)

By Assumption 4.2.3, we have

Thus, we get Lp(w) — Lp(w*) < %E(w — w*, z)?. On the other hand, using gradient we

have

(VLp(w),w — w") = By [Eet)((w — w, 2) — &) (w — w”, z)]

=E,[h({w — w*, z))(w — w*, z))].
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By the assumption on function A(-), we get

h({w — w*, z))
(w — w*, x)

h({w —w*, z))(w — w*, z) = (w — w*, r)? ch(w—w*,@?,

where the inequality is due to the fact that ~(0) = 0 and A/(0) > c¢y.

Taking the expectation, we have
(VLp(w),w — w*) > cyE {w — w*, z)2.

Thus, we have the following lemma.

Lemma 4.2.6.

Lp(w) ~ Lp(w") < & (T Lpfuw), w — ).
Cy

It is easily to get that the loss function ¢(w, (x,y)) = ¥ ({(w, ) — y) is Cy-Lipschitz and
Cy-smooth. Using the same argument as in the proof for the case of Generalized Linear

model, we get the proof. [

4.2.4 Proof of Theorem 4.2.6

We first give an upper bound on the Frank-Wolfe gap of general ¢;-norm Lipschitz and

smooth loss functions.

Definition 4.2.4. The loss function ¢ is L-Lipschitz under ¢;-norm over w, if for any z € Z

and wy, wq € C, |[l(wy, z) — l(we, z)| < L||xy — x2|]1 holds.

Definition 4.2.5. A loss function ¢ : C x Z + R is M-smooth over w with respect to the

|| - || norm if for any z € X and w;, w;y € C, the following holds
IV l(w1, 2) = V{22, 2)[[e0 < M||wy — w1,

If f is differentiable, this yields ((wy, z) < {(ws, 2)+(VE(ws, 2), w1 —ws) + % ||wy —ws||3.
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A

Assumption 4.2.4. L(w, D) is assumed to be differentiable and M -smooth over z w.r.t
¢1-norm, and £(-, z) is assumed to be L-Lipschitz over x with respect to ¢;-norm for all
2z € X.C C R%is assumed to be a closed convex set. Furthermore, C is assumed to be the

convex hull of some finite set A, i.e., C = Conv(A) and bounded. (For example, C could be

a polytope.)

Algorithm 4.2.24 DP-FW-L1

Input: T is the iteration number and z; is the initial point. {~y;}’_, is the step size. C C R?
is the convex hull of a compact set A C RY. € and § are privacy parameters.

1: fort=1,---,7T do

2: Use exponential mechanism M(D,u,R), where R = A, u(D,s) =
—(s, VL(wy, D)), to ensure (ST;l(l)’ 0)-differential privacy. Denote the output as ;.
s

3 Compute wy 1 = (1 — vy )wy + Yy
4: end for
5
6

: Return wg € {wy, -+ ,wr}, where R is uniformly sampled from {1,2--- ,T'}.

Theorem 4.2.14. Under Assumption 4.2.4 and assuming that A is a finite set, then for any

€,6 > 0, DP-FW-L1 (Algorithm 4.2.24) ensures (¢, 0)-differentially private. Furthermore,

. o ne T o 2 . oy .
ifsetT = O(—\/@ln(wn/n)) and {1 };_; =, | 377 » then with probability at least 1 — 7,

the following holds
€l {/In(2)y/In 24

~

where G; = max,cc(—V L(wy, D), v — wy).

~

Proof of Theorem 4.2.14. For convenience, we let F(w) = L(w, D). By exponential
mechanism and advanced composition theorem, we can see that it is (e, 0)-differentially

private. By the L-Lipschitz (w.r.t £;-norm) property of the loss function, we know that

(%) In( AT
Au < O(LLLy pep g = oAV G,y

. By the utility bound of exponential
mechanism (Lemma 4.2.3), we know that in each iteration, with probability 1 — 2, the
following holds

(g, VF(wy)) < %leilgl(i), VF(w)) + f. (4.53)
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Let s; = arg minge 4(u, VF(w;)). By the M-smooth property and (4.53), we have

M
7||wt+1 —wi||]] > F(wg1) — F(wy) — (F(we), w1 — wy)

= F(wer1) = Fw) = % (VF(wy), 0 — wy)

> F(wer) = F(w) = %((VE(wy), sp — wi) + ).

Note that min,ec(u — wy, VF (w)) = mingea(u — wy, VF(wy)) = (s¢ — wy, VF(wy)) =

—@G,. Thus, we have

M’Ytz 2
F(wyr) — Fwg) +7G < v+ 5 ICII7- (4.54)

Summing overt = 1,--- , T, we get with probability 1 — 7,

Z% Gr < F(wy) — Z%ﬁ‘f‘—z% ).

Taking {7, }/_; =, we have

Flu) — Fw) | oliely o HIChy TG (5 7)

<
Gr = T 2 ne

).

€ _ 2
Taking T' = O(—1 o )ln(|A|n)) and v = Flezar We et the result. O

Generalized Linear Model We first show the Lipschitz and Smooth properties w.r.t
(1-norm. Since V{(w,z,y) = o((w,z) — y)o'((w,z))z”, by the Lipschitzness and the

assumption, we have

1o ({w, 2)) = y)o’ ((w, z))2" ||l < Co(B +1).
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Let wq, wy € C, we have

[(o((w, 2)) = y)o'((w, z))a" = (o ((wa, ) — y)o' (w2, 2))a" ||

< |(e({wr, 2)) — y)o'((w1, 2)) — (0 ((w2, 2)) — y)o' ((w2, )]

< lo((wr, z))o’((wi, ) — o({wa, )0’ (w2, )| + |0 ({w1, z)) — o’ ((w2, )]
< (G + (B+1)Cy)|{wy — ws, )|

< (C2+ (B+1)C,)|Jwy — wyl];.

4in(D) /T
Thus, by Theorem 4.2.14, we know E[Gg] < O(%) The remaining part of the

proof is by Lemma 4.2.5 and is the same as in the proof of Theorem 4.2.5.

Robust Regression For the case of linear regression, it is almost the same as in the case

of generalized linear model, we omit it here.

4.3 Local Minimum/Second Order Stationary View

In Chapter 4.1 we study using first order stationary measurement to measure the error of
private estimation, despite some obvious advantages with such an approach (such as the
sample complexity is relatively low), it also endows an oblivious limitation: although [356,
328, 309] showed that the gradient norm tends to 0 as n goes to infinity, there is no guarantee
that such an estimator will be close to any non-degenerate local minimum [5]. To solve this
issue, in Chapter 4.2 we study the using the global error measurement (i.e., the empirical
(population) risk) to measure the private estimator. However, we showed that the sample
complexity may be exponential to the dimensionality. Thus, our question, is there any other
measurement which could guarantee that our private estimator close to some local minimum
while also keep the sample complexity to be small? In this section, we will provide an affirm
answer.

Recent research on deep neural network training [124, 179] and many other machine
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learning problems [126, 125, 123] has shifted their attentions to obtaining local minima.
It has been shown that fast convergence to a local minimum is actually sufficient for such
tasks, but convergence to critical points (i.e., points with vanished gradients) is often not
acceptable. This motivates us to investigate efficient techniques for finding local minima.
However, as shown in [14], computing a local minimum could be quite challenging as it
is actually NP-hard for non-convex functions. Fortunately, many non-convex functions in
machine learning are known to be strict saddle [126], meaning that a second-order stationary
point (or approximate local minimum) is sufficient to obtain a close enough point to some
local minimum.

To find (approximate) local minima, [126] have recently proposed an elegant approach
using a noisy version of gradient descent. Their method adds some scaled Gaussian noise
in each iteration to the gradient before updating, rather than directly using SGD. Such a
way of finding local minima resembles the idea used by the DP community for achieving
differential privacy for SGD [29, 328, 309]. In DP-SGD, some Gaussian noise is also added
to the gradient in each iteration to make it (¢, 0)-DP. Although these two algorithms focus
on different perspectives (one for escaping saddle points while the other for making the
algorithm DP), they both inject random Gaussian noise to the gradients in each iteration.
This naturally leads us to another question:

Can we find some approximate local minimum which escapes saddle points, while
keeping the algorithm (e, §)-differentially private?

In this section, We first show that when the data size n is large enough, there exist
polynomial-time > (¢, §)-DP algorithms that can find an a-approximate local minimum
of the empirical risk in both constrained and non-constrained settings. To the best of our
knowledge, this is the first result that reveals a connection between differential privacy and
saddle-point escaping.

However, this method has several issues, which hamper its applications in big data.

SFor the constrained case, polynomial-time solutions are only for some specified sets, see Remark 4.3.1 for
details.
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Firstly, the sample complexity (or equivalently error bound) is relatively high. It is not
clear whether it can be improved. Secondly, this method needs to calculate the gradient
and Hessian matrix of the whole objective function in each iteration, which is prohibitive in
large scale datasets.

To address the aforementioned theoretical and practical issues, we then propose a new
method called Differentially Private Trust Region (DP-TR) which is capable of escaping
saddle points privately. Particularly, we first show that our algorithm can output an a-SOSP
with high probability and less sample complexity. To make our method scalable, we then
present a stochastic version of DP-TR called Differentially Private Stochastic Trust Region
(DP-STR) with the same functionality. We show that DP-STR is much faster and has
asymptotically the same sample complexity as DP-TR. Finally, we provide comprehensive
experimental studies on the practical performance of our methods in escaping saddle point
under differential privacy model. We first impose the following assumption on the loss

function considered in this section.

Assumption 4.3.1. The loss function is L-Lipschitz, M-smooth and p-Hessian Lispchtiz.
We further assume that the empirical risk L(w, D) is bounded by a constant B °. If C is

closed, we denote the diameter of C as D = max, yec ||© — 2'||2.

4.3.1 Finding Approximate Local Minimum Privately Using DP-GD

Unconstrained Case

Definition 4.3.1. w is called a second-order stationary point (SOSP) of a twice differentiable
function F'if

[VE(w)]]2 = 0 and A\pin (V2F(w)) >0,

where \,,;, denotes its smallest eigenvalue.

®Note that if the empirical risk is not bounded, we can still use the same proof after replacing the constant
by the term L(wy, D) — L(w*, D). We make such an assumption for convenience.
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Since it is extremely challenging to find an exact SOSP [126], we turn to its approxima-
tion. The following defintion of a-approximate SOSP relaxes the first- and second-order

optimality conditions.

Definition 4.3.2 ([5]). w is an a-second-order stationary point (a-SOSP) or a-approximate

local minimum of a twice differentiable function F, if ’
IVE(w)||2 < aand Ay (V2F(w)) > —/pa. (4.55)

Definition 4.3.3 (DP-SOSP). Given o, ¢, > 0, DP-SOSP is to identify the smallest sample
complexity n(a, p, €, d) such that when n > n(«, p, €, §), for any dataset D of size n, there
is an (¢, 6)-DP algorithm which outputs an a-SOSP of the empirical risk function L(w, D)

with high probability.

To find an a-SOSP privately, we present Algorithm 4.3.25. Comparing with the first-
order noisy gradient descent methods, such as those in [126, 163, 349, 164], the main
difference is that the noises added should be in the scale of O(‘{L—?), which depends on the
iteration number 7'. This dependency makes Algorithm 4.3.25 more complex than previous

related algorithms.

Algorithm 4.3.25 DP-GD

Input: 7T is the iteration number and w; is the initial point. {~y;}_, is the step size. ¢ and &
are privacy parameters.

1: fort=1,---,T do

2 Compute w;; 1 = wy — 0 (VL(wy, D) + €;), where ¢, ~ N(0,021,;) for some o.
3: end for

4.

5: Return {wq,- -+, wpyq}.

To prove that Algorithm 4.3.25 has the ability of escaping saddle points, we first show

that the iteration number satisfies 7' = O(%) when the magnitude of the noise is small

"This is a special version of (e, ~)-SOSP [126]. Our results can be easily extended to the general definition.
The same applies to the constrained case.

178



enough (i.e., when n is large enough). Based on this fact, we then prove that Algorithm
4.3.25 can find an «-SOSP with high probability. Our results are summarized in the

following theorem.

Theorem 4.3.1. Under Assumption 4.3.1, there exist constants ¢y, co, such that for any

1
0 < e < 1T, Algorithm 4.3.25 is (¢,0)-DP if 02 = ¢, LQ:LdefT. Moreover, if the data size n

is large enough such that

_ VMB,/log %dlog %L
n > )

2 Y

(4.56)

€Q

and choose T' = ON(%), {m}i=, = 4. then with probability 1 — ¢, one of the outputs is an

a-SOSP of the empirical risk L(-, D). Here the O and ) terms omit other log factors.

Recently, [309, 328] show that there are (e, §)-DP algorithms satisfying ||V L(wP™, D)o <

y/dlog % . . . . .
O(%). Thus, to achieve an e-first-order stationary point, the size n should satisfy the
ne

condition of n > Q(~ e s ). Comparing to the sample complexity in (4.56) for e-SOSP,

ea?

we can see that they are actually asymptotically almost the same (up to some log factors).

Theorem 4.3.1 ensures the existence of an approximate SOSP among {wy, - - - , wry1}.
To find such a SOSP with high probability, we propose Algorithm 4.3.26, which incurs an
additional O(v/d) factor in the sample size 7 in (4.56).

log %TL2
n2e?

Theorem 4.3.2. There exist constants c;, ¢, such that when 0?2 = ¢ and 03 =

log + M2dT . . . .. T
———, Algorithm 4.3.26 is (€, 0)-DP. Furthermore, with probability at least 1 — § — -~

Co— 22 .

for some sufficiently large C' > 0, the output is an a-SOSP when the sample size satisfies

Mdv/MB log%log %L
).

n 2 O pea?
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Algorithm 4.3.26 Selecting SOSP

1: Run Algorithm 4.3.25 to ensure (3, 5)
probability at least 1 — % Let the output be {wy, - - ,wryq}.

2: fort=1,---, T+ 1do

3: Let g; = VL(wy, D) + €, where ¢, ~ N'(0,031,). H, = V2L(wy, D) + Hy, where
H; a symmetric matrix with its upper triangle (including the diagonal) being i.i.d
samples from N (0, 03) and each lower triangle entry is copied from its upper triangle

-differential privacy on finding an $-SOSP with

counterpart.
4 if ||gil2 < o and Ain(H;) > —/pa then
5: Return wy.
6: end if
7: end for

Constrained Case

In this section we consider a constrained-version of SOSP studied in last section (see

Definition 4.3.4).

Definition 4.3.4 ([222]). For a twice differentiable function F' and a closed convex set
C, w* is an a-second-order stationary point in the constraint set C if: 1) VF(w*)T (w —
w*) > —a, forVw € C, and 2) (w — w*)"V2F(w*)(w — w*) > —/pa, forVw €
C, st. VF(w*)T(w — w*) = 0.

Recently, [222] proposed an algorithm for escaping the saddle points in the above
constrained case. Motivated by their algorithm and the ideas in the proof of Theorem 4.3.1,
we propose Algorithm 4.3.27 as a DP-version of the problem with a theoretical guarantee

presented in Theorem 4.3.3.

Theorem 4.3.3. There exist constants ¢y, ¢o, c3 and sufficiently large C' such that for any

. log 1 L2T log +dM>2T .
0<e<al,0<d<l,ifol =35 and 03 = c3—2,5—, Algorithm 4.3.27
1/2 6 1/2 6
is (e, 8)-DP. Moreover, taking 7' = O(max{2-ME o)) = O(BM ), 0 = 2o

0<® < {nl, = ﬁandr = %‘I’D%,wehavethatforanyo < ¢ < 1, with

probability at least 1 — & — L, Algorithm 4.3.27 outputs w,, which is an a-SOSP of the
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Algorithm 4.3.27 DP-GD-SO

Input: T is the iteration number and x; is the initial point. {~;}7_, is the step size. ¢ and §
are privacy parameters. 0, oy, o9 are parameters to be specified later.
1: fort=1,---,T do
2: Compute g; = VL(w;, D) + €;,where ¢, ~ N (0,021,) for some 0.
Compute v; = arg max,ecc{—g. v}.
if g7 (v, — wy) < —% then
Compute w1 = (1 — n)wy + nypvy.
else
Let ﬁt = VQL(wt, D) + H,;, where H; is a symmetric matrix with its upper
triangle (including the diagonal) being i.i.d samples from N(0, 03) and each lower
triangle entry is copied from its upper triangle counterpart.
8: Find u;, a ®-approximate solution of

AN

muin q(u) = (u — wt)T]Z[t(u — wy)

st.u€Cogl(u—w)<r

9: if g(u;) < %’ﬁ then

10: Compute w1 = (1 — 0)w, + Quy.
11: else

12: Return wy.

13: end if

14: end if

15: end for

16:

empirical risk L(-, D), if the sample size n satisfies:

- LDH/dMBlog%log %pl/‘l \/log %dBMLD‘llog %pl/‘l
n > Q( max{

bl
ea? ea?

dy/BM?3log %D5 log% )
}

’ pl/AaB 2

Here the Q-notation omits ® and other log terms.

Remark 4.3.1. Firstly, we note that when omitting other terms in the bound in Theo-

rem 4.3.3 such as L, B, ®, D, GG, p, the sample complexity for escaping saddle points in

the constrained case is Q(m%) Compared with the unconstrained case in Theorem 4.3.2,

they are asymptotically the same. Secondly, a quadratic programming problem needs to be
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solved in step 8 of Algorithm 4.3.27. For a general constraint set C, solving the quadratic
problem is NP-hard. However, for some specified sets such as intersection of ellipsoids
or balls, an approximate solution can be obtained in polynomial time. See [222] for more

details.

4.3.2 Improved Sample Complexity via DP-TR Method

Our ideas are derived from the trust region method proposed in [78], we now briefly
introduce the trust region method. In each step of the trust region method for a function

F(+), it solves a Quadratic Constraint Quadratic Program (QCQP):

¥ =arg min (VF(w"),h) + %(vQF(w’f)h, h), (4.57)

heR4,||h|l2<r

where 1 is called the trust-region radius. Then, it updates in the following way
Wt = wh 4 AP

Since the function F'(w) is non-convex, this indicates that the sub-problem (4.57) is non-

convex. However, its global minimum can be characterized by the following lemma.

Lemma 4.3.1 (Corollary 7.2.2 in [78]). Any global minimum of the problem (4.57) should
satisfy

(V2E(w®) + AX)h* = —VF(w"), (4.58)

where the dual variable A > 0 should satisfies the conditions of V2F(z*) + A\l = 0 and

A([R*]lz = r) = 0.

It is worth noting that in practice sub-problem (4.57) can be solved by the Lanczos
method efficiently (see [134] for details). For the dual variable A in Lemma 4.3.1, it can be

solved by almost any QCQP solver such as CVX [135].
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Differentially Private Trust Region Method

The key idea of our DP-TR is the following. In each iteration, instead of using the gradient
and Hessian of the empirical risk directly to the sub-problem (4.57), we use their perturbed
versions to ensure DP. That is, we use VL(w*, D) = VL(w*, D) + ¢, and V2L(w*, D) =
V2L(w*, D)+ Hy, where ¢, is a Gaussian vector and H, is a randomized symmetric Gaussian
matrix (since a Hessian matrix is symmetric, we need to add a symmetric random matrix).
The main steps of DP-TR are given in Algorithm 4.3.28.

For the stopping criteria, we use the dual variable A\* and see whether the value is greater
or less than some threshold. This criteria enable the last-term convergence analysis in
Theorem 4.3.5.

The following theorem shows that Algorithm 4.3.28 is (¢, §)-DP.

Theorem 4.3.4. For any ¢, > 0, Algorithm 4.3.28 is (e, §)-differentially private under

Assumption 4.3.1.

Algorithm 4.3.28 DP-TR
Input: Privacy parameters ¢, ¢, trust-region radius 7, iteration number 7' (to be specified
later), initial vector w® and error term o

1: Let ¢ = (\/e+ln§ — \/In§)2.

2. fork=0,---,T—1do

3. Denote VL(w", D) = VL(w*, D) + ¢, where ¢, ~ N'(0, 02I,;) with 0> = 45225.

4 Denote V2L(w*, D) = V?L(w*, D)+ Hy, where H, is a symmetric matrix with its
upper triangle (including the diagonal) being i.i.d samples from N'(0, 03), 03 = ip g;T
and each lower triangle entry is copied from its upper triangle counterpart.

5 Solve the following QCQP and get h* and dual variable \*,

k : s k L eor i &
h" = argheREﬁ\lffh2gr<VL(w ,D),h) + 2<V L(w”, D)h, h),
6: Let wk*! = w* 4 h*.
7: if \F < \/ap then
8: Output w, = wk*!,
9: end if
10: end for
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The following theorem shows that when the data size n is large enough, then with high

probability the output of Algorithm 4.3.28 will be an a-SOSP.

Theorem 4.3.5. Under Assumption 4.3.1, for any given «, if we take r = \/E T = %,
then with probability at least 1 — ¢ — = for some universal constant ¢ > 0 and ¢ > 0, the

algorithm outputs a point which is an O(a)—SOSP if n satisfies

pln \/> (4.59)

T alTe
where the Big-() notation omits the terms of GG, M, p, A, In é

Remark 4.3.2. We note that in Theorem 4.3.2 to output an O(«)-SOSP with high probability,

the data size n needs to satisfy n > Q(p—vailg), while the dependency on « in (4.59) is

—=. Thus, we improve the sample size by a factor of O(—55). Equivalently, if we fix

n, Theorem 4.3.5 ensures that Algorithm 4.3.28 outputs a point which is O (( pﬂ—t”)#)) -

In

ne

ih

SOSP, while Theorem 4.3.2 outputs a point which is O ((p )§)> -SOSP. We can see
that our algorithm yields better approximate SOSP than the previous one. We leave as open
problems to determine whether the sample complexity in (4.59) can be further improved
and what is the optimal bound of the sample complexity.

Also, in Theorem 4.3.2 the number of iterations is 7" = O(%), while Algorithm 4.3.28
needs only O(—: —12) iterations. This means that the running time of Algorithm 4.3.28 is
O(%) while it is O("P () in Theorem 4.3.2. Thus, our algorithm has an improved

time complexity for the term of X — compared with the previous one. Moreover, as we will

see in the experiment section, our algorithms is indeed faster than the previous one.

Theorem 4.3.5 shows the explicit step size control of the DP-TR method: Since the dual

variable satisfies \* > , /ap for all but the last iteration. Thus we can always find a solution

to the trust-region sub-problem (4.57) in the boundary, i.e., |2 = 7, according to Lemma

4.3.1.
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Differentially Private Stochastic Trust Region Method

In the previous section we show that our method DP-TR needs less samples and is faster than
DP-GD (Algorithm 4.3.25). However, as mentioned in Remark 4.3.2, the time complexities
of both algorithms are linearly dependent on the sample size n, which is prohibitive in large
scale datasets. Thus, a natural question is to determine whether it is possible to design an
algorithm that shares the advantages of DP-TR and meanwhile is scalable. In this section
we give an affirmative answer to this question by providing a stochastic version of DP-TR
called Differentially Private Stochastic Trust Region method (DP-STR).

The key idea of DP-STR is that, instead of evaluating the gradient and Hessian matrix
of the whole function L(w, D) in each iteration, we will uniformly sub-sample two sets of
indices S, 7 C [n] and calculate the gradients and Hessian matrix of the loss function with

the samples corresponding to the set S and 7T, respectively. That is

VL(w*,S) Zw W, x;), (4.60)
|S| €S

V2L(w*, T Zv% w, ;). (4.61)
|T| €T

Then, similar to DP-TR, we add some Gaussian noise and random Gaussian matrix to
VL(w* 8) and V2L(w*, T), respectively, to ensure (¢, )-DP. See Algorithm 4.3.29 for
details. Note that since zCDP can not be guaranteed by sub-sampling, we use the traditional
advanced composition theorem Lemma 2.1.5 and sub-sampling property Lemma 2.1.2 to

guarantee (¢, )-DP.
Theorem 4.3.6. For any 0 < ¢, < 1, Algorithm 4.3.29 is (e, 0)-differentially private.

Theorem 4.3.7. Under Assumption 4.3.1, for a given «, if we take r = \/E T = Sve2

ald

Lln

S| > Q(—z*) and |T| > Q( ) in Algorithm 4.3.29, then with probability at least
1—-3¢— F for some universal constant ¢ > 0 and ¢ > 0, the algorithm outputs a point that

is an O(«)-SOSP if n satisfies (4.59), which is the same as in Theorem 4.3.5.
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Algorithm 4.3.29 DP-STR
Input: Privacy parameters €, 9, trust-region radius 7, iteration number 7°, sub-sampling size
|S|, | T (to be specified later), initial vector w® and error term a.
1: fork=0,---,7T—1do
2: Uniformly sub-sample two independent indices sets S, 7 C [n] with size |S| and
|7, respectively.
3 Denote VL(w*,S) = VL(w* S) + €, where ¢, ~ N(0,0%l;) with 0% =

256G2In 5L In 2

——= and VL(w*,S) is given in (4.60)
4 Denote V2L(w*,T) = V2L(w",T) + Hy, where H, is a symmetric matrix

with its upper triangle (including the diagonal) being i.i.d samples from N(0, 03),

9 _ 256pM>3TIn21In 2L . . . . .
05 = 52 , and each lower triangle entry is copied from its upper triangle

counterpart. V2L(w", T) is given in (4.61).
5: Solve the following QCQP and get h* and dual variable \*,

h* =arg min (VLW S),h) +

heRd, [hfla<r

(VEL(w", T)h, h),

N | —

6: Let w**t! = w* + h*.
7. if \F < \/ap then
8: Output w, = w
0: end if
10: end for

k+1

Comparing with Theorem 4.3.5, we can see that the sample complexity of Theorem 4.3.7
is the same while the time complexity of Algorithm 4.3.29 is O (T'(|S| + |T|)Poly(p)) =

O(P(;lg‘(f ) ), which is independent of the sample size 7. This means that DP-STR is faster and

scalable to large scale datasets.

Remark 4.3.3. We note that it is unknown whether the DP-GD (Algorithm 4.3.25) can
be extended to a stochastic version whose time complexity is independent of the size n.
Algorithm 4.3.25 consists of two routines, one is the Differentially Private Gradient Descent
method and the other one is the procedure of selecting an a-SOSP. The first one can be easily
extend to a stochastic version, which is similar as the one in [356]. However, for the second
one, it needs to calculate the whole Hessian matrix and verify some conditions as stopping
criteria, but it is unknown whether we can extend it to a stochastic version. Compared
with Algorithm 4.3.25, in Algorithm 4.3.28 we use the Hessian matrix for Trust-Region

sub-problem and use the dual variable \* as our stopping criteria. Thus, this is why we can
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extend Algorithm 4.3.28 to a stochastic version.

Note that in Algorithm 4.3.29 we use the basic subsampling technique for DP-STR
to improve the time complexity. In [328], the authors proposed the Stochastic Variance
Reduction Gradient method to improve the gradient complexity for DP-ERM with convex
less functions and show it is superior to the DP-SGD method. Thus, it is unknown whether
we can use the same idea to our problem to further improve the time complexity or gradient
complexity. Moreover, in both of Algorithm 4.3.28 and 4.3.29, we assume that we can
exactly solve the Trust-Region sub-problem (4.57). However, in most cases, exactly solving
the problem is quite hard and costy. Thus whether we can relax this assumption is still an

open problem. We leave these as further research.

4.3.3 Experiments

In this section, we present numerical experiments for different non-convex Empirical Risk
Minimization problems on different datasets to demonstrate the our DP-GD, DP-TR and

DP-STR algorithms in finding SOSP under differential privacy.

Experimental Settings

Baselines We will use our methods (DP-GD, DP-TR and DP-STR) after carefully tuning
the algorithms for a fair comparison. For the QCQP sub-problem in Algorithm 4.3.28 and

4.3.29, we use the CVX package [135] to solve it.

Datasets We evaluate the algorithms on real-world datasets with n > p. Specifically, we
use the datasets, Covertype and IJCNN, which are commonly used in the study of DP-ERM
such as [328, 319, 311]. More information about these datasets is listed in Table 4.2. We

normalize each row of the datasets as preprocessing.
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Table 4.2: Summary of Datasets used in the experiments.

Dataset Sample size n dimension p
Covertype 581,012 54
IJCNN 35,000 22

Evaluated Problems For the loss functions we will follow the studies in [182, 367, 309].

The first non-convex problem that will be investigated is logistic regression with a non-

)\wiz
=1 1+w% :

convex regularizer r(w) = Specifically, suppose that we are given training data
{(z4s,yi)}1,, where z; € RP and y € {—1, 1} are, respectively, the feature vector and label

of the i-th data record. The corresponding ERM is

min 1 Z log(1 + exp(—y;{x;, w))) + r(w).

weRP N

In the experiment, we set A = 1073,

The second problem that will be considered is the sigmoid regression with ¢ norm
regularizer. Given training dataset {(z;,v;)}!~, where z; € R’ and y € {—1,1} are,
respectively, the feature vector and label of the i-th data record. Then, minimization problem

is
n

! 1 )
weRP Zl 1+ exp(—gi(an, ) g lwll>

In the experiment, we set A = 1073,

Measurements We first study how the optimaliy gap, i.e., L(w,, D) — min,ege L(w, D),
changes w.r.t the privacy level € or time (second). For the optimal solution of the problem
min,cre L(w, D), we obtain it through multiple runs of the classical trust region method

and taking the best one. Besides the expected excess empirical risk, we also use the gradient

norm, i.e., ||V L(w,, D)||2, to measure the utility. For logistic regression, we also consider
its classification accuracy w.r.t privacy level, where the non-private case is obtained by

running the trust region method and taking the best. For each experiment, we run 10 times
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and take the average as the final output. In all experiments, we set § = % and o = 1071,

Experimental Results

Figure 4.5 shows the classification accuracy of the private classifier given by the sigmoid
regression on the Covertype and IJCNN datasets w.r.t different privacy levels. We can see
that the accuracy increases when € becomes larger, which means that the algorithm will
be non-private. From Remark 4.3.2 we can see that this is due to the fact that when € is
larger, we can outpout an SOSP which is closer to the local minimum. Also, the accuracy of
the non-private case is 86% and 95% for Covertype and IJCNN dataset, respectively. This
indicates that the accuracy is comparable to the non-private case when € > 1.5.

The first and second subfigures of Figure 4.6, 4.7, 4.8 and 4.9 depict the optimality gap
and the gradient norm w.r.t different privacy level € of the two non-convex problems on
Covertype and IJCNN datasets. For Covertype, we set the batchsize as 50000, while for
IJCNN we set it as 5000. From the figures, we can see that compared with DP-GD, our DP-
TR method has better performance on both the optimality gap and the gradient norm. This is
due to the fact that DP-TR has improved the bound of SOSP (see Remark 4.3.2). However,
the results of DP-STR are worse than that of DP-GD and DP-TR. We attribute this to the
fact that the noise level of DP-STR added in each iteration (steps 2 and 3) is higher than that
of DP-TR and DP-GD. For example, in Step 2 of Algorithm 4.3.29 we add a Gaussian noise

256L%1In 5L In 2

with variance 0% = 2 to each coordinate, while in step 3 of Algorithm 4.3.28 we

n2e?
. . . . 2 64L%T log &
only need to add a Gaussian noise with variance 0% = 4752¢T N s 83

. Equivalently, the
sub-optimality of DP-STR is due to the higher level of noise that needs to be added, which
is required by the Advanced Composition Theorem to ensure (e, §)-DP. We leave it as an
open problem to determine how to improve the practical performance of DP-STR.

The third subfigures of Figure 4.6, 4.7, 4.8 and 4.9 show the results on the optimality
gap w.r.t time of the two non-convex problems on the datasets of Covertype and IJCNN.

Here we fix € to be 1 in all the experiments. We can see that although the gap of DP-STR is
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worse than that of DP-GD and DP-TR, its running time is the least one. This is due to the
fact that DP-STR needs only to evaluate a subset of the gradient and Hessian matrix, instead

of the full ones as in DP-TR and DP-GD.

W
08 ] W< ] 08 il 2]

[Tloest

0 = = = — 0

(a) Covertype (b) IICNN

Figure 4.5: Accuracy w.r.t privacy level on Covertype and IJCNN datasets
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(a) Optimality gap w.r.t privacy (b) Gradient norm w.r.t privacy (c) Optimality gap w.r.t time
level € level € (seconds)

Figure 4.6: Results of logistic regression with non-convex regularizer on Covertype dataset

4.3.4 Omitted Proofs

Proof of Theorem 4.3.1

The guarantee of (¢, d)- DP comes from the Moment Accountant in Lemma 2.1.7. Below

we show that one of {wy, ws, - -+ ,wr} is «-SOSP with high probability.
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Figure 4.7: Results of logistic regression with non-convex regularizer on IJCNN dataset
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(a) Optimality gap w.r.t privacy (b) Gradient norm w.r.t privacy (c) Optimality gap w.r.t time
level € level € (seconds)

Figure 4.8: Results of sigmoid regression with ¢, norm regularizer on Covertype dataset
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Figure 4.9: Results of sigmoid regression with /5 norm regularizer on IJCNN dataset
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For convenience, we use the following notations F(w) = L(w, D), {n:} = n = 7,

_ 83.-3.~5 . _ _.—3.6 _ _Xxc _ dM B
¢ = \/oXTe = ax et T o= N and x = max{1,C1log <7=} for some
constant C; and enough large constant c.

By the concentration inequality of Gaussian distribution, we have the following lemma.

Lemma 4.3.2. With probability at least 1 — %, forall i € [T7,

/ 1 AT
el < 2colog sTd L log ¢ S

ax “c
ne

Below we assume that the event in Lemma 4.3.2 happens. Next, we show the following.

Lemma 4.3.3. If | F'(w;)||2 > «, then we have

&2

F(wiy1) — F(w) < U

Proof of Lemma 4.3.3. By the M-smoothness and taking n = =, we have

L
M’

M
F(wi1) < Fwg) + (VE(we), wee — wy) + 7”wt+l — wy|3
< F(wy) = nl|VF (w3 + nl|VF (we) 2] e]2
2
n*M
+ T[HVF(U%)H% + 2[[VE (we) 2]l €ll2 + [|eell3]

1 n
= F(w;) — nIIVF(wt)I|z[§IIVF(wt)HQ — 2l|ec|2] + §||6t||§

where the last inequality is due to the following: by the assumption on n, we have ||¢| <

af 3¢ % < & for sufficiently large ¢ and ||V F(w;)||2 > o N
Next, we prove the following key lemma:

Lemma 4.34. If |VF(w,;)|| < a and A (V2F (w;)) < —,/pa, then in Algorithm 4, with
probability 1 — &, we have F'(wyr) — F(w) < —®.
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Proof of Lemma 4.3.4. To prove this lemma, we need the following lemmas.

Lemma 4.3.5.

F(wen) = Fwe) < =2 [VE (w3 + 5nlled)3.

>3

Proof of Lemma 4.3.5. By the M-smoothness, we have

M
Fwerr) < Fwy) + (VF(we), wen — we) + 7Hwt+1 — w3
2

< F(wn) = n(F(w), F(wy) + ) + - QM(HVF(wt)H% + 2| VE(w)llecll2 + llel3)

U n
< F(wy) = ZIVE(wo)l3 + 2l VE (w)lloledll + 5 lledllz

U
< F(w) = L IVE ()l + 5nllecls

Lemma 4.3.6. Forallt + 1 < T, we have

T
lwerr — w3 < 89T (F(wi) = F(wrir)) +50°T Y [ledll3:

t=1

Proof of Lemma 4.3.6. For any t < T — 1, by Lemma 4.3.5, we have

lweer = wills < PIVE(wp) +elly < 20°([VF (wp)]l3 + 20°[lel3

< 8n(F(wr) = F(wes)) + 5007 €3

Thus we have

T T
D lweer = wil3 < 8n(F(w1) = F(wrs) +500° Y Jledll3:
t=1

t=1
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In total, we get

t t T
lwipr — will3 < O Nwisy —will2)® <Y wisas —will3 ST [lweer — wyll3.
=1 =1 t=1

]

Let DPGDY () be our algorithm that updates ¢-times with perturbations {e,--- ,}

fixed and begins with z. Define the stuck region as:
X<(0) = {w|w € Bg(nr), and Pr(F(DPGDY) (w)) — F() > —®) > \/€}. (4.62)

Intuitively, the later perturbations of the coupling sequence are the same while the very first

perturbation is used to escape the saddle points.

Lemma 4.3.7. There exists a large enough constant ¢ such that if [|[VF ()| < « and

Amin(V2F (@0)) < —,/pe, then the width of X*(w) along the minimum eigenvector of w is

2
at most Enry /.

Proof of Lemma 4.3.7. To prove this lemma, we let e,,;;, be the minimum eigenvector of
V2F(w). It suffice to show that for any w;,w] € Bg(nr) satisfying the condition of
wy — W) = Aemin, Wwhere |A| > 5771“\/%, wy ¢ X(0) or wy ¢ X(w).

Let wry1 = DPGD&F)(wl) and wp,, = DPGDgF)(w’l), where the two sequences are
independent. To show that w; ¢ X¢(w) or w] ¢ X*(w), it is sufficient to demonstrate that
with probability at least 1 — &

min{ F(wry1) — F(@), F(wh,,) — F(d)} < —. (4.63)

That is due to the fact that if w;,w] € X°(w), we have, with probability at least &, that

F(wpy) — F(w) > —® and F(wp,,) — F(w) > —®. This will mean that with probability
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atmost 1 — &,

min{ F(wr4) — F(0), F(wp,) — F(0)} < —@, (4.64)

which contradicts (4.63).

To prove that (4.63) holds with probability at least 1 — &, we need to show that
1. max{F(w;) — F(0), F(w)) — F(0)} < P,
2. with probability at least 1 — d, min{ F(wpy1) — F(w), F(wp,) — F(w))} < —20.

For (1), we have, by the definition of w; € Bg(nt) and the M-smoothness, that

for sufficiently large c. Similarly, we have the same for F'(w}) — F/(w).

To prove (2), we first assume that it is not true, i.e.,

min{F(wr1) = F(wr), Fwpy,) = Fw))} = —29.

Then, by Lemmas 4.3.2 and 4.3.6, we have V¢ € [I" + 1] that for sufficiently large ¢ > 0,

max{|[w; — ]2, lw; — wll2}

< max{[lwy — willa + [wy — @lly, max{[Jw; — will + wy —wll2}}

< \/16n0'® + 50m2T2r2 4 nr

< V/1600® + 50m2T 202y 412 4 nay 3¢ 6

<a(/ 2 = R
P

where the last inequality is due to the fact that M > ,/pa. This means that both sequences

w i and {w/ 1! do not leave the ball with radius R around @. Let H = V2F (&) and
t=1 tJt=1
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Ty = wy — w,. We have

T = @ — N[V E(wy) = VF(w)] = (I — nH)a; - A,

t
<(I—nH)'zy —nY (I —nH)""(Ax,)),
T=1
where A; = fol [VF(w, + 0(w; — w,)) — H]df. By Hessian Lipshitz, we have A; <

pmax{||w; — 0|2, ||w; — |2} < pR. We now show the following by induction:

t
1
In> (I —nH)" (A, < I = nH) 1], (4.65)

T=1

For the base case of ¢ = 1, we can easily verify it using the fact that npR < % for sufficiently
large c. Suppose that it holds for all ¢’ < t. This gives us |2y |2 < 2||(I — nH)" 2, ||». Let

Y = Amin(V?F(0)). For the case of t + 1 < T + 1, we have

t t
In Y (I =nH)"7 (&) | < mpRI Y (1= nH)' ||zl |2 < npRE(L+ )| |2

T=1 T=1

1
< 4_1”([ —nH)'xy|2,

where the third inequality uses the fact that z( is along the direction of the minimum
eigenvector of H, and the last one is due to the fact that np R’ = 4¢™! < % for large enough

constant c.
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Thus, in total we have

r
lvaill = I =nH) alls = lln Y (T = nH)" (A,

T=1

1
—H(I nH) x| = (1—777) 21|

5(1 +1y/pe) [|z1]l2

1 2
Sy

> (14 ny/pa)t fo‘X—c

> gny/par faxPc
2M

> 8\/§X_lc_2 = 2R,
P

where the last inequality is due to the fact that ' =

| \/

| \/

v

and y = max{1, log Y42} From

WfH sm
the above, we can see that when c is sufficiently large, the above inequalities hold. Thus, we
have ||zry1]|2 > 2R. This contradicts the fact that max{||w; — |2, ||w; — |2} < R. This

completes the proof. 0

We now return to the proof of Lemma 4.3.4. Let rqg = &r 27“. By Lemma 4.3.7, we
know that X'“(w;) has width at most 7y in the direction of the minimum eigenvector of

V2F (w;). Thus, we have
Vol(X(wy)) < Vol(By' " (5r)) - nro, (4.66)

which gives us

—_

Vol(BS' ™ (nr)) - g
Vol(IB%gjt (nt)

Vol (X< (w))
Vol(BZ, (nt)

ro L'(%+
ry/m (4 +

) To d+1

TSR

) < ) = <2

wl& wl&.

Hence, with probability at least 1 — 2¢, the perturbation lands in BY, (¢)\X“(w;). That is,
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with probability at least 1 — +/&, the following holds
F(DPGDY) (w,)) — F(w,) < —.

Thus, we have the above inequality with probability at least (1 — &)(1 — 2£)(1 — /€) >
1 — 3y/€. Reparametrizing £’ = 3+/€ only affects the factors in . O

Now, we prove Theorem 4.3.1.

Proof of Theorem 4.3.1. By Lemmas 4.3.3 and 4.3.4, we have, with probability at least

1—- %5 , that the algorithm will find an a-SOSP in the following number of iterations

B BT B!
a2 T3 = 0G0

What we need is that

\/2¢c3 log %TpL log %
<r=

ne

ozx_3c_6

Y

. ~ V/MBE>c0+/2cs log L pL
which means n > Q( 265

ea?

). Taking & = %f only affects the log term.

This completes the proof. ]

Proof of Theorem 4.3.2

By a similar argument given in the proof of Theorem 4.3.1, we known that there exist ¢y, ¢5
that make step 2 to step 6 (£, 2)-DP. Thus, the whole algorithm is (e, §)-DP.

By Lemma 4.3.8, we know that with probability at least 1 — ¢ — L

p
\/colog %TdL log%
[ecll2 < = Erry

ne

VLl < C@/c;glog%TMd
tll2 =

ne

= Errs.
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Now, we assume that the above event happens. By Theorem 4.3.1, we know that with

probability at least 1 — , there exists |[VF(w;)|l2 < 2 and Ay (V2F(w;)) > — /2.

Thus, for this ¢, we have

a
|| ge]|2 §E7’7’1+§ <«

)\min(ﬁt) > Amin(V2F (wy)) — Erry > —/pa.

These inequalities hold when Err; < % and Erry < (1 — \/g)\ /pa. Thus, the size n

should satisfy

~ ,/BMlog(ldelog£ ,/log(lgBMMdlogg
n > Q(max{

pea?
Combining this with Theorem 4.3.1, we get the theorem.
Proof of Theorem 4.3.3
. o 16czlog 2L2T
First, we show the guarantee of (¢, §)-DP. By Lemma 2.1.7, we know that 0{ = ——4——,

where c; is the constant in Lemma 2.1.7. Hence, it is (5, 5)-DP. Due to the L-smoothness,
we have that for any pair of neighboring datasets D, D', | V*L(w, D) — V2L(w, D')||2 <
2L, which means that ||V2L(w, D) — V?L(w, D')||p < 2v/dL. This implies that if we
view the Hessian matrix as a vector, the /5-sensitivity is 2v/dL. Also, due to symmetric
structure, adding symmetric Gaussian matrix with each entry sampled from N (0, 03), where
o3 = %, will ensure (£, 2)-DP. Thus, the algorithm is (e, §)-DP.

Then, we show the ability of escaping saddle points. For simplicity, we let F'(-) =

L(-D), Jpa =77 =30 = andr = 21
We first show the following lemma by using the concentration of Gaussian distribution

and the spectrum of symmetric Gaussian noise [275].

Lemma 4.3.8. For any 0 < ¢ < 1, there exists a constant C', ¢3, co > 0 such that with
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probability at least 1 — & — p%, for any ¢ € [T},

\/calog %TdL log %
= Erry 4.67)

leell2 <
ne
C@/c3log%TMd
||Ht||2 S = ETTQ. (468)

ne

In the remaining analysis, we assume that the events in Lemma 4.3.8 happen, and the

data size n is large enough such that

2,12 Oé/

Erry < min{—18pD4, 1D

} (4.69)

/

Erry < (4.70)

~ 9D%

Thus, n should be

18,/0210g(1§TdL10g pD4 ,/CQIOgclsTdLlogSTD 9@/03log(15TD2Md

D272 Bry'e

n > max{
4.71)

We now show the iteration complexity of Algorithm 5. First, we consider the case of

g (v —wy) < —d.
Lemma 4.3.9. For wy, if g! (v; — wy) < —/, then we have

2

Flwpsr) < Fluwy) — —

- — 4.72
< 1D (4.72)

Proof of Lemma 4.3.9. By the M-smoothness of F(-), we have

M
Fweer) < Fwy) + (VF(wy), wepr — wy) + 7”“’H1 — w3
7721\41)2

< F(wt) + 77<9ta Vg — wt) + 77<€t, Wy — Ut) + 5

QMDQ

< F(w) —na’ +nDErr, + 1
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. o OZ’ .
Taking = 5357, since Erry < {5, we have

0/2

F(wt+1) S F(wt) — m

O
Lemma 4.3.10. For a given wy, if ¢;(v; — w;) > —a’ and g(u;) < —®~/, then we have
@37/3
F(wi) < Fwy) — 6p2D5 (4.73)
Proof of Lemma 4.3.10.
F(th)
1
< F(w) + (VE(wy), Wi — wy) + §(wt+1 —w;) VP F(w;) (wen — wi) + g”thrl — wy”
62 s «93ng
S F(wt) + 9<VF(U)t), Uy — U)t> + E(Ut — wt) V F(wt)(ut — U)t) + 6
62 ~
< F(U)t) + 9<gt7 Uy — 'LUt> + 9<€, Wy — Ut) + E(Ut — wt)THt(ut — wt)
62 03 pD3
- E(ut — wy)" Hy(uy — wy) + %
0’°d~  6°D*E 03 pD?
< F(wy) +60r +0DErr; — i + 1 + P
2 2 6
Taking 6 = %; and by the inequalities Frr; < 182D4 , Brryg < D2, andr = 18 DS, we get
the lemma. L]

By Lemmas 4.3.9 and 4.3.10, we know that under the events of Lemma 4.3.8, the

2 D6 . .
algorithm terminates in 7" = O(maX{D MB %% ) iterations.

Next, we will show that under the events of Lemma 4.3.8, the output w; is an («, y)-SOSP.
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From the theorem, we know that w; satisfies the following conditions:

gl (v —wy) > —a/,Vv €C,

(u — wt)TI:It(u —wy) >~y Vu € C, gl (u—w) <.
We will first show that w;, satisfies the first order condition, that is

mag(VF(wt),u —wy) > mig((gt, uw—w;) — DErry) > —a’ — DErr; > —a.
IS ue

We then show that w; satisfies the second-order property.
Let A = {w|(VF(w;),w —w;) = 0} and B = {w]g}(w — w;) < r}. We can show that

A C B. This is due to the following. For any w € A, (VF(w;), w — w;) = 0. Thus,
gilw —wy) = VE(w)" (w — wy) + €] (w —w) < D - Erry <.

Finally, for any w € C, we have

(w — w) 'V (wy) (w — wy) = (w — wy) " Hy(w — wy) — (w — we) " Hy(w — wy)
> —®y — D*Erry
10 _ v 5
> ——P— > ——Py > —~.
=9 279 =77
Thus, for all w € C satisfying the condition of (VF(w;),w — w;) = 0, we have (w —
w) TV2F (wy) (w — wy) > —7.

Thus, n should satisfy

LD"/dMBlog } log %p1/4 \/1og $dBM LD"log %p1/4

6(1)7/2a2 ’ 6a2q)3/2

d\/BM?log s D° log% )
}

) p1/AD5/203/2¢

n > Q(max{
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Proof of Theorem 4.3.4

By the relation between zCDP and (¢,d)-DP, we can see that it suffices to show that
Algorithm 4.3.28 is ¢-zCDP.

To do this, we will show that each iteration is %—ZCDP. Then, by the composition theorem
we know that the whole algorithm is ¢-zCDP.

We first show that Step 3 is %—ZCDP. This is due to the Lipschitz condition in Assump-
tion 4.3.1 the fact that the /5-norm sensitivity of L(w, D) is bounded by % and Gaussian
mechanism.

Next, we show that Step 4 is also %—ZCDP. Since the symmetric matrix can be viewed

p(p+1)

as a = — dimensional vector, by the M/-smooth property in Assumption Assumption 4.3.1

we know that the /5-sensitivity of V2L(w*, D) is bounded by

HVZL(wk7D) - VQL(wkv D/)HF <

, 2M .\ /p
VPIVEL(w*, D) — V2L(w*, D) |5 < n\/_.

Thus by Gaussian mechanism, we know that adding noise [}, ensures that it is %—ZCDP.
Thus, by the composition theorem of zCDP we know that each iteration is %—ZCDP.
Proof of Theorem 4.3.5

Before giving the proof, we first introduce the following lemmas which show the concentra-

tion bounds of Gaussian distribution and Gaussian random matrices.

Lemma 4.3.11 ([275]). For x ~ N(0,0%1,), with probability at least 1 — ¢ for any 1 >
¢ >0,
1
[z]]2 < \/2polog -

Let Z be a symmetric matrix whose upper triangle entries, including the diagonal, are i.i.d

samples from N(0, 02). Then, we have, with probability at least 1 — #, that || Z||, < C\/po,
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where ¢, C' are universal constants.

By Lemma 4.3.11 and the assumption on n we know that with probability at least

1_§—§wehavef0rallk€{0,1,“' , T —1},

T 2GVT
ez < \/2plogz n\>/7¢_ < % (4.74)
2pMVT _ \Jap
[ Hello < C pn\/:_;_ < ;p. (4.75)

In the following, we will assume that the above events (4.74) and (4.75) occur. From

Assumption 4.3.1 we have

1
L(**, D) < L(w*, D)+ (VL(w*, D), h*), 5 (V2L(w", D)h*, 1) + guhkug. (4.76)
Plugging VL(w*, D) and V2L(w*, D) into (4.76) and by Cauchy-Schwartz inequality, we

obtain

L(w**!, D) < L(w*, D) + (VL(w*, D), h*) + [|ex||a|| 1"l

- 1
+ 5 (V2L(w*, D)RF, ) + EIHS + S o 13 .77)

DN | —

By (4.74), (4.75) and the fact that || h*[|; < r = \/%, we have

1 1.5
lexl2llB™lz + 1 Hilla [R5 < 53— (4.78)

By Lemma 4.3.1, we know that the optimality of h* indicates that there exists dual variable
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AF > 0 so that

VL(w*, D) + V2L(w*, D)h* + \*hF = 0 (4.79)
V2L(w*, D) + X1, = 0 (4.80)
Ne(|RE |l =) = 0. (4.81)

Thus by (4.79) we obtain
(VL(w*, D) + V2L(w", D)h* + \Fh* m%) = 0. (4.82)
Also, by (4.80) we have
(VEL(w*, D)R* + NFRE BFY > 0. (4.83)
Thus, from (4.82) and (4.83) we get
(VL(w*, D), h¥) < 0. (4.84)
Moreover, (4.81) indicates that ||h*|| = r = \/% since we have \* > /aip > 0.

Combining (4.84), (4.80), (4.78) with (4.77), we have

MNea 1ald
Lw* ' D)< L(wk, D) - ===+ = —. 4.85

Thus, if \¥ >, /ap then we have

1
L(w*™, D) < L(w*, D) — ——a!?.
( ) < L(wh D)~ 5=

. 6,/pA . )
Hence, we can see that \¥ < , /ap in no more than 7' = o‘t/fg) iterations.

We now show that when \* < /ap, wFt! is an O(«)-SOSP. The reason is the following.
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From (4.79), we have
|VL(w*, D) + V2L(w*, D)h¥ |, = /\k\/§ <a. (4.86)
p
Thus, by events (4.74) and (4.75) we have

IVL(w", D) + V2L(w*, D)R*|| < llexlla + | Hih*|l2 + [V L(w", D) + V2L(w", D)R|

§%+§+a:1.5a.

On the other side, by using the property of p-Hessian Lipschitz we have

IVL(H*, D) - VL(u¥, D) VAL(wk, D)2 < 217 = 2.

Thus, combining the above two inequalities we get VL(w* ™, D) < 2a.

Moreover, by using the Hessian Lipschitz property and (4.80) we have

V2L(w*™, D) = V2L(w*, D) — p||h¥ |21,
= —H,, — \'I, — \Japl,

7
- —5\/a_p]p,

which means that w**! is 9a-SOSP.

Thus, to satisfy (4.74) and (4.75), n only needs to satisfy

\/ﬁﬁGln% pMﬁ
a/é T Vape

ok

n > Q(max{

Using Taylor series, we have /¢ = \/e +Ing — \/In% = O(—=)[311]. Also since

1
lng

Q‘

T = O(T@)’ we get the proof.
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Proof of Theorem 4.3.6

By the Advanced Composition Theorem (Lemma 2.1.5), it is sufficient to show that each

. 1 1 S i
iteration 1s( 2T1n(2/5) o)

. roen € 5 . .
We first show that Step 3 is (¢, ') = (—\/m 77 )-DP. To show this, we consider
the mechanism A(w, D) = > 1" V{l(w,x;) + €1, where ¢; ~ N(0, SL:;,Q) By the

definition of Gaussian mechanism we can see that A(w, D) is ¢’,0")-DP. Thus, by

(2\SI
the Sub-sampling Property (Lemma 2.1.2), we know that the sub-sampling version of
A e, Aw,S) = Y, cs Vlw, x;) + €, is (2% . ﬁe’,d’)—DR Also, we note that
VL(uw*,S) = l—}ﬂA(w’“,S). Using the values of ¢ and ¢’, we can see that Step 2 is
€ RN

(4,/2T1n(2/5)’ 4T) DP.

Following the above argument and the ideas in the proof of Theorem 1, we can also
show that Step 4 of Algorithm 4.3.29 is (¢, ') = (; 2)-DP. Thus, in total, we

2T n(2/5)’

know that Algorithm 4.3.29 is (¢, 6)-DP.

Proof of Theorem 4.3.7

Before giving the proof, we first recall the following lemma which shows the error bound of

(6) and (7) w.r.t the full gradient and Hessian matrix, respectively.

Lemma 4.3.12 (Theorem 7 and 8 in [182]). With probability at least 1 — (,

In(%)
With probability at least 1 — ¢,
p
IV2L(w", T) = VZL(w", D)|l» < O(M ﬁ)-

The proof is almost the same as that of Theorem 4.3.5. By Lemmas 4.3.11 and 4.3.12

and the assumptions of n, |S|, |7 |, we have, with probability at least 1 — 3¢ — Z%, that for
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allk € {0,1,--- ,T — 1},

_ LpThn L In(2L
IVL(w",S) — VL(u*, D), < O3 1 @ e >) <2 (4.87)
ne |S| 6
_ MVThnZ In 2L
IV2L(w*, T) — V2L(w*, D) < O(pVH_—n‘S M) < R @ss)

In the following, we will assume that the events of (4.87) and (4.88) occur for all k. Let
s, = VL(w* S) — VL(w*, D) and t;, = V2L(w*, T) — V2L(w*, D).

From Assumption 4.3.1 we have

L(w™™ D) < L(w*, D) + (VL(w", D), h*)

1
(V2L (wt, D)W ) + L. (4.89)

Plugging VL(w*, D) and V2L(w*, D) into (4.89) and by Cauchy-Schwartz inequality, we

obtain

L(w**, D) < L(w*, D) + (VL(w*,S), h*) + || se 2| A

1 - 1
S (V2L (b, TR ) + SRS + 5 el (4.90)

By (4.87), (4.88) and |[1* ||, < r = \/§ we have

1al?

1
s ll2llR*]l2 + gHtkHthkH% < 35 (4.91)

By Lemma 4.3.1 we know that the optimality of h* indicates that there exists dual variable
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AF > 0 so that

VL(w*, 8) + V2L(w*, T)h* + Nenk =0
V2L(w*, T) + M1, = 0

N(IRE[lz =) = 0.

Thus, by (4.92) we obtain

(VL(w*,8) + VAL(w*, T)hF + Nehk hky = 0.

Also, by (4.93) we have

(VEL(w*, TYhE + NERE BEY > 0.

Hence, we get

(VL(w*,8),h*) <o0.

Moreover, (4.81) indicates that ||h*|| = r = \/%, since \¥ >, /ap > 0.

Combining (4.97), (4.93), (4.91) with (4.90), we have

)\k a 1 041'5

L(w**', D) < L(w*, D) — === + - —.

2p 3.p

Thus, if \* >, /ap, we have

1
L(w*™ D) < L(w*, D) — ——a'?.
6y/p

. . 6,/pA . .
This means that that \* <, /ap in no more than T’ = C‘Y/fs iterations.

(4.92)
(4.93)

(4.94)

(4.95)

(4.96)

(4.97)

(4.98)

We now show that when \¥ < /app, w**! is an O(a)-SOSP. This is due to the following
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reasons. From (4.92), we have
|VL(w*, 8) + VEL(w*, T)h*||, = A’“\/% < a. (4.99)
Thus, by events (4.87) and (4.88) we have

IVL(w*, D) + V2L(w*, D)R*|| < |[sell2 + |[tsh" |2
+ [|[VL(w*, 8) + V2L(w*, T)h¥|
[0} 0]
< — 4 = = 1.5¢.
=% + 3 + o 15%6"

On the other side, by using the property of p-Hessian Lipschitz we have

|VL(w*™, D) — VL(w"*, D) — V2L(w", D)h¥ ||,

Pk ¢

Combining the above two inequalities, we have VL(w**1, D) < 2a.

Moreover, by using the Hessian Lipschitz condition and (4.93) we have

VAL(w"™, D) = V2L(w*, D) — p||h¥ |21,
-t — )\klp —apl,

7
b —g\/ap[p,

which means that w**! is 9a-SOSP.

210



Chapter 5

Empirical Risk Minimization in Local

Differential Privacy Model

In Chapter 3 and 4 we studied Empirical Risk Minimization (ERM) in the central differential
privacy model. In the central model, data are managed by a trusted centralized entity that is
responsible for collecting them and for deciding which differentially private data analysis is
going to be performed and to be released (a classical use case for this model is the one of
census data [140]). In the local model instead, each individual manages his/her proper data
and discloses them to a server through some differentially private mechanisms. The server
collects the (now private) data of each individual and combines them into a resulting data
analysis. A classical use case for this model is the one aiming at collecting statistics from
user devices like in the case of Google’s Chrome browser [110], and Apple’s i0S-10 [273].

As we mentioned in Chapter 2 In the local model, there are two basic kinds of protocols:
interactive and non-interactive. [27] have recently investigated the power of non-interactive
differentially private protocols. Because of its simplicity and its efficiency in term of network
latency, this type of protocols seems to be more appealing for real world applications. Both
Google and Apple use the non-interactive model in their projects [273, 110].

Despite being used in industry, the interactive local model has been much less studied
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than the central one. Part of the reason for this is that there are intrinsic limitations in what
one can do in the local model. As a consequence, many basic questions, that are well studied
in the central model, have not been completely understood in the local model, yet.

In this chapter, we study Empirical Risk Minimization in the Local Differential Privacy
model. In Section 5.1 we study ERM in the non-interactive model and show some negative
results. To alleviate the exponential sample complexity issue, we then relax the classical
non-interactive model where we allow the server has additional public but unlabeled data.
We study the theoretical behaviors of Generalized Linear Models and Non-linear Regression
in this relaxed model. Finally, we transfer our attention to the high dimensional ERM in LDP
model. Specifically, we investigate the sparse linear regression problem in the interactive

model.

5.1 ERM in Non-interactive LDP model

In this section, we first study Differentially Private Empirical Risk Minimization in the
non-interactive local model. Before presenting our contributions and showing comparisons
with previous works, for convenience and to be self-contained we first review definition of

ERM problem, then we will discuss our motivations.

Problem setting [257, 178] Given a convex, closed and bounded constraint set C C RP?,
a data universe D, and a loss function ¢ : C x D — R, and an n-size dataset D =
{(x1,11), (x2,92), -, (Xn,yn)} € D" with data records {x;}! , C RP and labels (re-
sponses) {y;}7-; C R defines an empirical risk function: L(w; D) = L3  ((w;x;,y;)
(note that in some settings, such as mean estimation, there may not be separate labels).
When the inputs are drawn i.i.d from an unknown underlying distribution P on D, we can
also define the population risk function: Lp(w) = Eppa[l(w; D)].

Thus, we have the following two types of excess risk measured at a particular output
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Wpriv: The empirical risk,

Errp (Wpriv) = L(Wpriv; D) — min L(w; D) ,

weC

and the population risk,

Errp(wpriv) = L'p(wpriv) — mlg Lp(’w)
we

The problem considered in this section is to design non-interactive LDP protocols that
find a private estimator wyy, to minimize the empirical and/or population excess risks.
Alternatively, we can express our goal on this problem in terms of sample complexity: find
the smallest n for which we can design protocols that achieve error at most « (in the worst
case over data sets, or over generating distributions, depending on how we measure risk).

[96] first considered the worst-case error bounds for LDP convex optimization. For
1-Lipchitz convex loss functions over a bounded constraint set, they gave a highly interactive
SGD-based protocol with sample complexity n = O(p/e*a?); moreover, they showed that
no LDP protocol which interacts with each player only once can achieve asymptotically
better sample complexity, even for linear losses.

[257] considered the round complexity of LDP protocols for convex optimization. They
observed that known methods perform poorly when constrained to be run non-interactively.
They gave new protocols that improved on the state-of-the-art but nevertheless required

sample complexity exponential in p. Specifically, they showed:

Theorem 5.1.1 ([257]). Under some assumptions on the loss functions, there is a non-
interactive e-LDP algorithm such that for all distribution P on D, with probability 1 — 3, its

population risk is upper bounded by

e2n
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A similar result holds for empirical risk Err D(wpriv). Equivalently, to ensure an error no
more than «, the sample complexity needs to be n = O(\/Iocpeﬂa—(p“))’ where c is some

constant (approximately 2).

Furthermore, lower bounds on the parallel query complexity of stochastic optimization
(e.g., [228, 344]) mean that, for natural classes of LDP optimization protocols (based on
the measure of noisy gradients), the exponential dependence of the sample size on the
dimensionality p (in the terms of a~ @) and cP) is, in general, unavoidable [257].

This situation is somehow undesirable: when the dimensionality p is high and the target
error is low, the dependency on o~ "+ could make the sample size quite large. However,
several results have already shown that for some specific loss functions, the exponential
dependency on the dimensionality can be avoided. For example, [257] show that, in the
case of linear regression, there is a non-interactive (¢, d)-LDP algorithm whose sample
complexity for achieving error at most « in the empirical risk is n = O(plog(1/§)e 2a~2).!
This indicates that there is a gap between the general case and some specific loss functions.

This motivates us to consider the following basic question:

Are there natural conditions on the loss function which allow for non-interactive
e-LDP algorithms with sample complexity sub-exponentially (ideally, it should
be polynomially or even linearly) depending on the dimensionality p in the

terms of o« or c?

To answer this question, we make two attempts to approach the problem from different
perspectives. In the first attempt, we show that the exponential dependency on p in the term
of o~ P*1) can be avoided if the loss function is sufficiently smooth. In the second attempt,
we show that there exists a family of loss functions whose sample complexities is depending

on p. Below is a summary of our main contributions.

"Note that these two results are for non-interactive (¢, §)-LDP, and we mainly focus on non-interactive
¢-LDP algorithms. Thus, we omit terms related to log(1/¢) in this section.
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Our Contributions:

1. In our first attempt, we investigate the conditions on the loss function guaranteeing
a sample complexity which depends polynomially on p in the term of o. We first
show that by using Bernstein polynomial approximation, it is possible to achieve a
non-interactive e-LDP algorithm in constant or low dimensions with the following
properties. If the loss function is (8,7")-smooth (see Definition 5.1.4), then with
a sample complexity of n = O((copi)pa*@*g)e”), the excess empirical risk is
ensured to be Errp < «. If the loss function is (oo, T')-smooth, the sample complexity
can be further improved to n = O(4P(P+1)D§pe_2a_4), where D,, depends only on p.
Note that in the first case, the sample complexity is lower than the one in [257] when
a < O(%), and in the second case, the sample complexity depends only polynomially
on a1, instead of the exponential dependence as in [257]. Furthermore, our algorithm

does not assume convexity for the loss function and thus can be applied to non-convex

loss functions.

2. Then, we address the efficiency issue, which has only been partially studied in previous
works [257]. Following an approach similar to [27], we propose an algorithm for
our loss functions which has only 1-bit communication cost and O(1) computation
cost for each client, and achieves asymptotically the same error bound as the original
one. Additionally, we present a novel analysis for the server showing that if the loss
function is convex and Lipschitz and the convex set satisfies some natural conditions,
then there is an algorithm which achieves the error bound of O(p«) and runs in
polynomial time in é (instead of exponential time as in [257]) if the loss function is

(00, T')-smooth.

3. In our second attempt, we study the conditions on the loss function guaranteeing
a sample complexity which depends polynomially on p (in both terms of « and

c). We show that for any 1-Lipschitz generalized linear convex loss function, i.e.,
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lw;x,y) = f(yi{w,x;)) for some 1-Lipschitz convex function f, there is a non-
interactive (¢, §)-LDP algorithm, whose sample complexity for achieving error « in
empirical risk depends only linearly, instead of exponentially, on the dimensionality
p. Our idea is based on results from Approximation Theory. We first consider the
case of hinge loss functions. For this class of functions, we use Bernstein polynomials
to approximate their derivative functions after smoothing, and then we apply the
Stochastic Inexact Gradient Descent algorithm [102]. Next we extend the result to all
convex general linear functions. The key idea is to show that any 1-Lipschitz convex
function in R can be expressed as a linear combination of some linear functions and
hinge loss functions, i.e., plus functions of inner product [(w, s)]; = max{0, (w, s)}.
Based on this, we propose a general method which is called the polynomial of inner

product approximation.

. Finally, we show the generality of our technique by applying polynomial approx-
imation to other problems. Specifically, we give a non-interactive LDP algorithm
for answering the class of k-way marginals queries, by using Chebyshev polynomial
approximation, and a non-interactive LDP algorithm for answering the class of smooth

queries, by using trigonometric polynomial approximation.

Table 5.1 shows the detailed comparisons between our results and the results in [257,

5.1.1 Related Work

[178] initiated the study of learning under local differential privacy. Specifically, they

showed a general equivalence between learning in the local model and learning in the

statistical query model. [32] gave the first lower bounds for the accuracy of LDP protocols,

for the special case of counting queries (equivalently, binomial parameter estimation).

The general problem of LDP convex risk minimization was first studied by [96], which
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Methods Sample Complexity Assumption on the Loss Function

[257, Claim 4] O(4ra~Pr2)e=2) 1-Lipschitz
[257, Theorem 10] O(2Pa~PHDe=2) 1-Lipschitz and Convex

[257] O(pe2?a™?) Linear Regression
[362] O (p(2)*loglos(®/e) (1)2clog(8/a)F2( 1)) Smooth Generalized Linear

This Paper O((copi)Pa+9e2) (8, T)-smooth

This Paper o4t D2e=2a 1) (00, T')-smooth

This Paper p- (%)O(l/ad) /€08 Hinge Loss

This Paper p- (%)0(1/ o) /€08 1-Lipschitz Convex Generalized Linear

Table 5.1: Comparisons on the sample complexities for achieving error « in the empirical
risk, where c is a constant. We assume that ||x;||2, [|i]] < 1 for every ¢ € [n] and the
constraint set ||C||s < 1. Asymptotic statements assume ¢€,d,«« € (0,1/2) and ignore
dependencies on log(1/9).

provided tight upper and lower bounds for a range of settings. Subsequent work considered
a range of statistical problems in the LDP setting, providing upper and lower bounds—we
omit a complete list here.

[257] initiated the study of the round complexity of LDP convex optimization, connecting
it to the parallel complexity of (non-private) stochastic optimization.

Convex risk minimization in the non-interactive LDP model received considerable
recent attentions [362, 257, 299] (see Table 5.1 for details). [257] first studied the problem
with general convex loss functions and showed that the exponential dependence on the
dimensionality is unavoidable for a class of non-interactive algorithms. In this paper, we
investigate the conditions on the loss function that allow us to avoid the issue of exponential
dependence on p in the sample complexity. [82] showed that an exponential lower bound
on either the term of i or the dimension p on the number of samples necessary to solve the
standard task of learning a large-margin linear separator in the non-interactive LDP model.

The work most related to ours (i.e., the second attempt) is that of [362], which also

considered some specific loss functions in high dimensions, such as sparse linear regression
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and kernel ridge regression. The major differences with our results are the following. Firstly,
although they studied a similar class of loss functions (i.e., Smooth Generalized Linear Loss
functions) and used the polynomial approximation approach, their approach needs quite
a few assumptions on the loss function in addition to the smoothness condition, such as
Lipschitz smoothness and boundedness on the higher order derivative functions, which are
clearly not satisfied by the hinge loss functions. Contrarily, our results only assume the
1-Lipschitz convex condition on the loss function. Secondly, even though the idea in our
algorithm for the hinge loss functions is similar to theirs, we also consider generalized linear
loss function by using techniques from approximation theory.

[185, 359] recently studied the problem of releasing k-way marginal queries in LDP.
They compared different LDP methods to release marginal statistics, but did not consider

methods based on polynomial approximation.

5.1.2 Preliminaries

Algorithm 5.1.30 1-dim LDP-AVG

1: Input: Player ¢ € [n] holding data v; € [0, b], privacy parameter e.
2: for Each Player ¢ do
3 Send z = v; + Lap(?)

4: end for

5: for The Server do

6: Outputa =+ 377" | z.
7: end for

Since we only consider non-interactive LDP through the section, we will use LDP as
non-interactive LDP below.
As an example that will be useful throughout the paper, the next lemma shows a property

of an e-LDP algorithm for computing 1-dimensional average.

Lemma 5.1.1. For any € > 0, Algorithm 5.1.30 is e-LDP. Moreover, if player i € [n] holds

value v; € [0,b] and n > log% with 0 < 8 < 1, then, with probability at least 1 — 3, the
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output a € R satisfies:

Bernstein polynomials and approximation We give here some basic definitions that

will be used in the sequel; more details can be found in [7, 203, 219].

Definition 5.1.1. Let & be a positive integer. The Bernstein basis polynomials of degree k

are defined as b, ;,(7) = (fj)x“(l — ) forv =0, k.

Definition 5.1.2. Let f : [0,1] — R and k be a positive integer. Then, the Bernstein
polynomial of f of degree k is defined as By(f;x) = 2520 f(v/k)b, x(x). We denote by
By, the Bernstein operator By (f)(x) = Bi(f, x).

Bernstein polynomials can be used to approximate some smooth functions over [0, 1].

Definition 5.1.3 ([219]). Let & be a positive integer. The iterated Bernstein operator of order
h is defined as the sequence of linear operators By = I —(I—By)" = 3" | (*)(~1)""'Bj,

where I = BY denotes the identity operator and B}, is defined as B}, = By o By *. The iter-

ated Bernstein polynomial of order i can be computed as B,ih) (f;z) = Zfzo f (%)bf}h,z(x),

where b")(z) = S0 (") (—1)" "By by ).
Iterated Bernstein operator can well-approximate multivariate (h, T')-smooth functions.

Definition 5.1.4 ([219]). Let h be a positive integer and 7" > 0 be a constant. A function
f:10,1]P = Ris (h, T)-smooth if it is in class C"([0, 1]?) and its partial derivatives up
to order h are all bounded by 7. We say it is (oo, T)-smooth, if for every h € N it is

(h, T)-smooth.?

Note that (h, T")-smoothness is incomparable with the Lipschitz smoothness. In (h, T')-
smoothness, we assume it is smooth up to the h-th order while Lipschitz smooth is only for

the first order, from this view, (h, T")-smoothness is stronger than the Lipschitz smoothness.

2C"(]0,1]?) means the class of functions that is h-th order smooth in the interval [0, 1].
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However, in Lipschitz smoothness we assume the gradient norm of the function will be
bounded by some constant while (%, T")-smoothness assumes that each partial derivative (or
each coordinate of the gradient) is bounded by some constant, so from this view Lipschitz

smoothness is stronger than (h, T")-smoothness.

Lemma 5.1.2 ([219]). If f : [0, 1] — R is a (2h, T')-smooth function, then for all positive
integers k and y € [0, 1], we have | f(y) — B,gh)(f; y)| < TDyk™", where Dy, is a constant

independent of &, f and y.

The above lemma is for univariate functions, which has been extended to multivariate

functions in [7].

Definition 5.1.5. Assume f : [0,1]? — R and let k1, - - - , k,, h be positive integers. The

multivariate iterated Bernstein polynomial of order h at y = (y1, ..., ¥,) is defined as:
() L& U T
Bkl ..... kp(f7 y) = Z Z f(k_7 ceey k_p) bviyki (yl) (5_2)
j=lwv;=0 1 P =1
We denote B,gh) = B,i’f?wkp(f; y)ifk=Fk ==k,

Lemma 5.1.3 ([7]). If f : [0,1]” — R is a (2h,T")-smooth function, then for all positive

integers k£ and y € [0, 1], we have

) = B (f;9)] < O@TDuk™).
Where Dy, is a universal constant only related to h.

In the following, we will rephrase some basic definitions and lemmas on Chebyshev

polynomial approximation.

Definition 5.1.6. The Chebyshev polynomials {7 (), },>0 are recursively defined as fol-
lows

To(z) =1, Ti(x) = xand T,y1(x) = 22T, (z) — To1().
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It satisfies that for any n > 0

(

cos(narccos(x)), if |z| <1

Tn(z) = q cosh(narccosh(z)), if 2 > 1

(—1)"™ cosh(narccosh(—x)), if z < —1

\

Definition 5.1.7. For every p > 0, let I', be the ellipse I" of foci &1 with major radius 1 + p.

Definition 5.1.8. For a function f with a domain containing in [—1, 1], its degree-n

Chebyshev truncated series is denoted by P,(z) = >_;_, axTi(x), where the coefficient

_ 2-1[k=0] f11 f(””)\/l(:)dx
T — 11—z ’

Lemma 5.1.4 (Cheybeshev Approximation Theorem [280]). Let f(z) be a function that is
analytic on I', and has |f(2)| < M onI',. Let P,,(x) be the degree-n Chebyshev truncated

series of f(x) on [—1, 1]. Then, we have

2M
max )= P, (2)| < —————(1+p+ 20+ p?)",
e, F00) = Plo)| < L1 0+ B )

lag] < M, and |ay| < 2M (1 + p++/2p + p?) 7.

The following theorem shows the convergence rate of the Stochastic Inexact Gradient
Method [102], which will be used in our algorithm. We first give the definition of inexact

oracle (see Section 5.1.8 for the algorithm and general theory of SIGM).

Definition 5.1.9. For an objective function f, a (7, 3, o) stochastic oracle returns a tuple
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. s.(w; &), G pq(w; (¢ means the randomness in the algorithm) such that
7,8 ¥,8, g

E¢[Fy o (w; )] = fr.p0(w),
Ee[G, 8,0 (w; )] = gy,8.0(w),
]EEWG%BJ(w? §) — g%ﬁ,a(w)ng] < 027

0 F(0) = Fyo () = {9250 (), 0 ) < o —wl* 47, Y0, 0 € .

Lemma 5.1.5 ([102]). Assume that f(w) is endowed with a (v, /3, o) stochastic oracle with
f > O(1). Then, the sequence wy generated by SIGM algorithm satisfies the following
inequality

ELf (wk)] — glei?f(w) < @(50\%“2

+ 7).

5.1.3 LDP-ERM with Smooth Loss Functions

In this section, we will mainly focus on reducing the sample complexity of é We first show
that if the loss function is co-smooth (with some additional assumptions), then its sample
complexity can be reduced to only polynomial in é instead of exponential dependency in
the previous paper. Then we talk about how to reduce the communication and computation
cost for each user and also provide an algorithm which can let the server solve the problem
more efficient.

In this section, we impose the following assumptions on the loss function.
Assumption 1: We let x denote (z, y) for simplicity unless specified otherwise. We assume
that there is a constraint set C C [0, 1]” and for every € D and w € C, {(-;z) is well
defined on [0, 1]? and ¢(w; ) € [0, 1]. These closed intervals can be extended to arbitrarily
bounded closed intervals.

Note that our assumptions are similar to the ‘Typical Settings’ in [257], where C C [0, 1]*
appears in their Theorem 10, and ¢(w; z) € [0, 1] from their 1-Lipschitz requirement and

IC|l2 < 1. We note that the above assumptions on x;, y; and C are quite common for the
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studies of LDP-ERM [257, 362].

Basic Idea

Definition 5.1.5 and Lemma 5.1.3 tell us that if the value of the empirical risk function, i.e.
the average of the sum of loss functions, is known at each of the grid points (%%, 2 - - - %’),
where (vq,---,v,) € T ={0,1,--- , k}? for some large k, then the function can be well
approximated. Our main observation is that this can be done in the local model by estimating
the average of the sum of loss functions at each of the grid points using Algorithm 5.1.30.

This is the idea of Algorithm 5.1.31.

Algorithm 5.1.31 Local Bernstein Mechanism

1: Input: Player i € [n] holds a data record z; € D, public loss function ¢ : [0, 1]? X D
[0, 1], privacy parameter € > 0, and parameter k.

2: Construct the grid 7 = {%*, ..., % }y,,.0,}> Where {vg, ..., v,} € {0,1,--- K},

3: for Each grid point v = (%,...,%2) € T do

4: for Each Player i € [n] do

5: Calculate ¢(v; z;).

6: end for

7: Run Algorithm 5.1.30 with € = =557 and b = 1 and denote the output as L(v; D).
8: end for

9:

for The Server do

Construct Bernstein polynomial, as in (5.2), based on the perturbed empirical loss
function values {L(v; D) },e7. Denote L(-; D) the corresponding function.

Compute Wy = arg min,ec E(w; D).
: end for

H
e

—_ =
N =

Theorem 5.1.2. Forany ¢ > 0 and 0 < 3 < 1, Algorithm 5.1.31 is e-LDP.?> Assume that the

loss function £(-; z) is (2h, T')-smooth for all = € D, some positive integer h and constant

og L4p(ht1)
T = O(1). If the sample complexity n satisfies the condition of n = O (hgf;—;» then
h
. o Dh ‘pne 1 . g .
by setting k = O (( W@) Rtp ) , with probability at least 1 — [ we have:
h - p h
_ log T (&) D pactim o+
Errp (i) < O i , (5:3)
n 2(h+p) ¢ htp

3Note that we can use Advanced Composition Theorem in [104] to reduce the noise. For simplicity, we
omit it here; the following algorithms are also the same.
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where O hides the log and 7T terms.

From (5.3) we can see that in order to achieve error «, the sample complexity needs to
be

~ 1 22 p
n = O(log Bth pﬁ4(h+1)p6_2a_(2+27)). (5.4)
This implies the following special cases.

Corollary 5.1.1. If the loss function ¢(-; z) is (8, T)-smooth for all z € D and some constant
T, and n, €, 3, k satisfy the condition in Theorem 5.1.2 with i = 4, then with probability at

least 1 — 3, the sample complexity to achieve « error is
n=0(a" e 2(45y Dypi ).

Note that the sample complexity for general convex loss functions in [257] is n =
0, (a*(p“)e*22p) , which is considerably worse than ours when av < O(%), that is either in
the low dimensional case or with high accuracy.
Corollary 5.1.2. If the loss function ¢(-; ) is (00, T")-smooth for all x € D and some

constant 7', and n, €, 3, k satisfy the condition in Theorem 5.1.2 with h = p, then with

probability at least 1 — 3, the output wy, of Algorithm 5.1.31 satisfies:

%Dépi \/i(erl)p)

where O hides the log and 7" terms. Thus, to achieve error «, with probability at least 1 — 3,
the sample complexity needs to be

log 14+ })

~ 1
n= O(max{élp(pH) log(=)Dape *a ™, Y
D

5.5
3 (3.5)

It is worth noticing that from (5.4) we can see that when the term % grows, the term «

decreases. Thus, for loss functions that are (0o, T')-smooth, we can get a smaller dependency
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than the term o~ in (5.5). For example, if we take i = 2p, then the sample complexity

2
2 log Lop

o 1 —2 -3

isn = O(max{cj log 5Dsp\/pe*a™>, 5253

D

}) for some constants ¢, co. When h — oo,

the dependency on the error becomes a2

, which is the optimal bound, even for convex
functions.

Our analysis on the empirical excess risk does not use the convexity assumption. While
this gives a bound which is not optimal, even for p = 1, it also says that our result holds for
non-convex loss functions and constrained domain set, as long as they are smooth enough.

From (5.5), we can see that our sample complexity is lower than the one in [257] when
a < O(#). It is notable that this bound is less reasonable since in practice could be very
large. However, there are still many cases where the condition still holds. For example, in
low dimensional space to achieve the best performance for ERM, quite often the error is set
to be extremely small, e.g., « = 1070 ~ 10714[166].

Using the convexity assumption of the loss function, we can also give a bound on the

population excess risk. Here we will show only the case of (0o, T'), as the general case is

basically the same.

Theorem 5.1.3. Under the conditions in Corollary 5.1.2, if we further assume that the loss
function ¢(-; z) is convex and 1-Lipschitz for all x € D, then with probability at least 1 — 23,

we have:

L

151 (p+1)
~ 7(+/log 1 i DAps /2"
Errp(wpriv)§0<< 0g /6ﬁ)n pp \/_ )
12¢e

1
4
That is, if we have sample complexity

log %4p(p+1)

272
er

,(\/log 1/B)* Dipzgretle3a 125712

n= O(max{

then Errp (wpy) < a.

Corollary 5.1.2 provides a partial answer to our motivational questions. That is, for
loss functions which are (oo, T')-smooth, there is an e-LDP algorithm for the empirical and

population excess risks achieving error o with sample complexity which is independent
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of the dimensionality p in the term of «. This result does not contradict the results in
[257]. Indeed, the example used to show the unavoidable dependency between the sample

complexity and a~UP) to achieve an « error, is actually non-smooth.

More Efficient Algorithms

Algorithm 5.1.31 has computational time and communication complexity for each player
which are exponential in the dimensionality. This is clearly problematic for every realistic
practical application. For this reason, in this section, we investigate more efficient algorithms.
For convenience, in this section we focus only on the case of (oo, T")-smooth loss functions,
but our results can easily be extended to more general cases.

We first consider the computational issue on the users side. The following lemma, shows
an e-LDP algorithm (which is different from Algorithm 5.1.30) for efficiently computing

p-dimensional average (notice the extra conditions on n and p compared with Lemma 5.1.1).

Lemma 5.1.6 ([234]). Consider player i € [n] holding data v; € RP with coordinate between
0 and b. Then for 0 < 3 < 1, 0 < € such that n > 8p10g(%) and \/n > %\/@, there
is an e-LDP algorithm, LDP-AVG, with probability at least 1 — /3, the output a € RP
satisfying*:

max |a; — 1 i[v,]ﬂ < O(b—p log B).

j€ld] n ‘= ne 5

Moreover, the computational cost for each user is O(1).

By using Lemma 5.1.6 and by discretizing the grid with some interval steps, we can de-
sign an algorithm which requires O(1) computation time and O(log n)-bits communication
per player (see [234] for details; in Section 5.1.7 we have an algorithm with O(log log n)-bits
communication per player). However, we would like to do even better and obtain constant

communication complexity.

“Note that here we use an weak version of their result, one can get a finer analysis. For simplicity, we will
omit it in the paper.

226



Instead of discretizing the grid, we apply a technique, proposed first by [27], which
permits us to transform any ‘sampling resilient’ e-LDP protocol into a protocol with 1-bit
communication complexity (at the expense of increasing the shared randomness in the
protocol). Roughly speaking, a protocol is sampling resilient if its output on any dataset .S
can be approximated well by its output on a random subset of half of the players.

Since our algorithm only uses the LDP-AVG protocol, we can show that it is indeed
sampling resilient. Inspired by this result and the algorithm behind Lemma 5.1.6, we propose
Algorithm 5.1.32 and obtain the following theorem.

Theorem 5.1.4. Forany 0 < e <In2and 0 < 8 < 1, Algorithm 5.1.32 is e-LDP. If the

~ og Lapr(p+1)
loss function ¢(-; z) is (oo, T)-smooth for all z € D and n = O(max{lgL,p(k: +

772
er

1 1 : _ Dpypne _ \ o :
1)?log(k + 1), z log 3}), then by setting &k = O((W@)2 ), the results in Corollary

5.1.2 hold with probability at least 1 — 4/3. Moreover, for each player the time complexity is

O(1), and the communication complexity is 1-bit.

Now we study the algorithm from the server’s computational complexity perspective.
The polynomial construction time complexity is O(n), where the most inefficient part is
finding wyyy = argmin,ec i(w; D). In fact, this function may be non-convex; but unlike
general non-convex functions, it can be a-uniformly approximated by the empirical loss
function L(-; D) if the loss function is convex (by the proof of Theorem 5.1.2), although
we do not have access to the empirical risk function. Thus, we can see this problem as an
instance of Approximately-Convex Optimization, which has been studied recently by [249].

Before doing that, we first give the definition of the condition on the constraint set.

Definition 5.1.10 ([249]). We say that a convex set C is u-well conditioned for p > 1,
if there exists a function F' : R +— R such that C = {z|F(z) < 0} and for every

IVF@)
v €K N, < M

Lemma 5.1.7 (Theorem 3.2 in [249]). Let ¢, A be two real numbers such that A <

€2 € 1
,u\/f)’p} X 16348 °

max{ Then, there exists an algorithm A such that for any given A-
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Algorithm 5.1.32 Player-Efficient Local Bernstein Mechanism with 1-bit communication
per player

1:

AN AN

.

10:
11:
12:
13:
14:
15:
16:
17:

18:

19:
20:

21:
22:

Input: Player i € [n] holds a data record z; € D, public loss function ¢ : [0, 1]? x D
[0, 1], privacy parameter € < In 2, and parameter k.
Preprocessing:
Generate n independent public strings
yi =Lap(y), -, yn = Lap(3).
Construct the grid 7 = {%*, ..., 2} {u,,..0,}> Where {v1, ..., v} € {0,1,--- [ E}P.
Partition randomly [n] into d = (k + 1)” subsets Iy, I, - - - , 14, and associate each I; to
a grid point 7 (j) € T.
for Each Player i € [n] do
Find I, such that i € I;. Calculate v; = ¢(T7 (1); x;).
1 Prfvi+Lap(£)=yi]
2 " PrlLap( D)=y
Sample a bit b; from Bernoulli(p;) and send it to the server.
end for

for The Server do

Compute p; =

fori=1---ndo
Check if b; = 1, set z; = y;, otherwise z; = 0.
end for
for each [ € [d] do
Compute vy = 177 > ey, %
Denote the corresponding grid point (%,...,<2) € T of I;, then denote
L((3e ) D) = u.
end for R
Construct Bernstein polynomial for the perturbed empirical loss {L(v; D) }ye7 as

in Algorithm 5.1.31. Denote L(-; D) the corresponding function.

Compute Wy = arg ming,ec L(w; D).
end for
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approximate convex function f over a p-well-conditioned convex set C C R of diam-
eter 1 (that is, there exists a 1-Lipschitz convex function f : C — R such that for every
zeC,|f(z)— f(z)| < A), Areturns a point Z € C with probability at least 1 — § in time

Poly(p, 1,1og ;) and with the following guarantee: f(#) < mingee f(z) + e

Based on Lemma 5.1.7 (for L(w; D)) and Corollary 5.1.2, and taking € = O(pa), we

have the following.

Theorem 5.1.5. Under the conditions in Corollary 5.1.2, and assuming that n satisfies
n = 047+ log(1/8) D2pe~2a~*), that the loss function £(-; x) is 1-Lipschitz and convex
for every € D, that the constraint set C is convex and ||C||2 < 1, and satisfies u-well-
condition property (see Definition 5.1.10), if the error « satisfies o < Cﬁﬁ for some
universal constant C, then there is an algorithm A which runs in Poly(n, £, log %) time

for the server,” and with probability 1 — 23 the output Wy, of A satisfies E(u?priv; D) <

min,ec L(w; D) + O(pa), which means that Errp (pry) < O(pa).

Combining Theorem 5.1.5 with Corollary 5.1.2, and taking o = %, we have our final

result:

Theorem 5.1.6. Under the conditions of Corollary 5.1.2, Theorem 5.1.4 and 5.1.5, for any

CL > o > 0, if we further set
VP
n = 04" Vlog(1/8)D2p°e 2a™),

then there is an e-LDP algorithm, with O(1) running time and 1-bit communication per
player, and Poly(é, log %) running time for the server. Furthermore, with probability at least

1 — 50, the output Wy satisfies Errp (w0piy) < O(a).

Note that comparing with the sample complexity in Theorem 5.1.6 and Corollary 5.1.2,

we have an additional factor of O(p4); however, the « terms are the same.

Note that since here we assume 7 is at least exponential in p, thus the algorithm is not fully polynomial.
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5.1.4 LDP-ERM with Convex Generalized Linear Loss Functions

In Section 5.1.3, we have seen that under the condition of (0o, T")-smoothness for the
loss function, the sample complexity can actually have polynomial dependence on p and
a. However, as shown in (5.5), there is still another exponential term & in the sample
complexity that needs to be removed.

In this section, we show that if the loss function is generalized linear, the sample

complexity for achieving error « is only linear in the dimensionality p. We first give the
assumptions that will be used throughout this section.
Assumption 2: We assume that ||2;]|2 < 1 and |y;| < 1 for each i € [n] and the constraint
set ||C||2 < 1. Unless specified otherwise, the loss function is assumed to be generalized
linear, that is, the loss function ¢(w;x;,y;) = f(yi{x;,w)) for some 1-Lipschitz convex
function f.

The generalized linear assumption holds for a large class of functions such as Generalized
Linear Model and SVM. We also note that there is another definition for general linear
functions, {(w; z,y) = f({w,x),y), which is more general than our definition. This class
of functions has been studied in [177]; we leave as future research to extend our work to this

class of loss functions.

Sample Complexity for Hinge Loss Function

We first consider LDP-ERM with hinge loss function and then extend the obtained result to
general convex linear functions.

The hinge loss function is defined as (w; z;,y;) = f(yi(zi, w)) = [3 — yilw, ;)]
where the plus function [z], = max{0,z}, i.e., f(z) = max{0, 3 — 2} forz € [-1,1].°
Note that to avoid the scenario that 1 — y;(w, x;) is always greater than or equal to 0, we use

%, instead of 1 as in the classical setting.

Before showing our idea, we first smooth the function f(x). The following lemma shows

®The reader should think about about particular function f, not just a general f.
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one of the smooth functions that is close to f in the domain of [—1, 1] (note that there are

other ways to smooth f; see [71] for details).

l—CC l—x‘ . .
Lemma 5.1.8. Let f3(z) = 2 oy (22 P47 be a function with parameter 3 > 0. Then,

we have
L |fs(z) — f(2)|o < 8, V2 € R
2. fs(x)is 1-Lipschitz, that is, f'(x) is bounded by 1 for z € R.

3. fais %—smooth and convex.

4. fy(x)is (2, O(ﬁ—g))—smooth if g <1.

The above lemma indicates that fg(x) is a smooth and convex function which well
approximates f(z). This suggests that we can focus on fz(y;(w, z;)), instead of f. Our idea
is to construct a locally private (v, 3, o) stochastic oracle for some v, 3, o to approximate
f5(yi(w, x;)) in each iteration, and then run the SIGM step of [102]. By Lemma 5.1.8, we
know that f is (2, O(ﬁl—z))-smooth; thus, we can use Lemma 5.1.2 to approximate f3(r) via
Bernstein polynomials.

Let Py(z) = 30 ci(?)a?(1 — x)% be the d-th order Bernstein polynomial (¢; =
f5(%) . where max,e—1,1) |Pa(z) — fh(z)] < § (e, d = cﬁ%a for some constant ¢ >
0). Then, we have V,l(w;z,y) = f(y{w,z))yx’, which can be approximated by
24 e (D) (y(w, ) (1 — y(w, x)) % yaT. The idea is that if (y(w, z))7, (1 — y(w, z))*
and yz” can be approximated locally differentially privately by directly adding d+1 numbers
of independent Gaussian noises, which means it is possible to form an unbiased estimator
of the term [3°7_ ¢; (%) (y(w, 2))'(1 — y(w, z))*]yxT. The error of this procedure can be

estimated by Lemma 5.1.5. Details of the algorithm are given in Algorithm 5.1.33.

Theorem 5.1.7. For each i € [n], the term G(wy, i) generated by Algorithm 5.1.33 will

be an (%, %, O(dsjsf‘ig/p + o+ 1)) stochastic oracle (see Definition 5.1.9) for function
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Algorithm 5.1.33 Hinge Loss-LDP

1: Input: Player ¢ € [n] holds data (x;,y;) € D, where ||z;|l2 < 1, ||y;]|a < 1; privacy
parameters €, 0; Py(z) = Z?:o ¢ (j) 29 (1—x)% be the d-th order Bernstein polynomial

for the function of f}, where ¢; = f4(4) and f(x) is the function in Lemma 5.1.8.
2: for Each Player i € [n] do

3: Calculate x; o = x; + 0,0 and y; 0 = y; + 2,0, where 0,9 ~ N (0, w[p) and
Zio ~ N( 3210g€1 25/6))

4: forj=1,--- ,d(d+1)do

5: T;; = x; + 055, where o;; ~ N (0, 810g(1'25/£)d2(d+1)21p)

6: Yij = Yi —+ Zijgs where Zig ™~ N(07 810g(1‘25/€t;)d2(d+1)2>

7: end for

8: Send {z;, J} @+ and {yi }?SOH) to the server.

9: end for

10: for the Server side do
11: fort=1,2,--- ,ndo

12: Randomly sample ¢ € [n] uniformly.

13: Set tno =1

14: forj =0,---,ddo

15: = Hfgd ]dﬂyzk(wt,xi,k) and t;o =1

16: Sij = H{gdtzﬂﬂ(l — Yix(we, i p)) and s;4 = 1
17: end for

18: Denote G’(wt, Z) = (Z?:O Cj (;l) ti,jsi,j)yi,gxgo.

19: Update SIGM in [102] by G (wy, 7)

20: end for

21: end for

22: return w,,

La(w; D) = £ 37" | fa(yi(x;, w)), where fg is the function in Lemma 5.1.8, where Cy is

some constant.

From Lemmas 5.1.8, 5.1.5 and Theorem 5.1.7, we have the following sample complexity

bound for the hinge loss function under the non-interactive local model.

Theorem 5.1.8. For any ¢ > 0 and 0 < § < 1, Algorithm 5.1.33 is (¢, ) non-interactively

locally differentially private.” Furthermore, for the target error a, if we take 3 = 1 and

. . ~ dcd .
d = g5, = O(;5). Then with the sample size n = O(%), the output w,, satisfies the

"Note that in the non-interactive local model, (e, §)-LDP is equivalent to e-LDP by using the protocol given
in [49]; this allows us to omit the term of 4.
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following inequality

EL(wy, D) — min L(w, D) < a,

weCl

where C is some constant.

Remark 5.1.1. Note that the sample complexity bound in Theorem 5.1.8 is quite loose
for parameters other than p. This is mainly due to the fact that we use only the basic
composition theorem to ensure local differential privacy.® It is possible to obtain a tighter
bound by using Advanced Composition Theorem [105] (this is the same for other algorithms
in this section). Details of the improvement are omitted from this version. We can also

extend to the population risk by the same algorithm, the main difference is that now G(w, 1)

a 1 O(deCff\/ﬁ 2

isa (%, 3 S¥E + o + 1)) stochastic oracle, where 02 = E(, ) p|/l(w;z,y) —

E(y4)~pf(w; x,y)||3. For simplicity of presentation, we omitt the details here.

Extension to Generalized Linear Convex Loss Functions

In this section, we extend our results for the hinge loss function to generalized linear convex
loss functions L(w, D) = £ 3" | f(y;(x;, w)) for any 1-Lipschitz convex function f.

One possible way (for the extension) is to follow the same approach used in previous
section. That is, we first smooth the function f by some function f3. Then, we use Bernstein
polynomials to approximate the derivative function f3, and apply an algorithm similar to
Algorithm 5.1.33. One of the main issues of this approach is that we do not know whether
Bernstein polynomials can be directly used for every smooth convex function. Instead,
we will use some ideas in approximation theory, which says that every 1-Lipschitz convex
function can be expressed by a linear combination of the absolute value functions and linear
functions.

To implement this approach, we first note that for the plus function f(z) = max{0, x},

by using Algorithm 5.1.33 we can get the same result as in Theorem 5.1.8. Since the

8There could be some improvement on the term of é if we use advanced composition theorem. However,
since the dependency of é is already exponential, and it will be still exponential after the improvement. So
here the improvement will be very incremental.
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absolute value function || = 2max{0,z} — x, Theorem 5.1.8 clearly also holds for the
absolute function. The following key lemma shows that every 1-dimensional 1-Lipschitz
convex function f : [—1, 1] — [—1, 1] is contained in the convex hull of the set of absolute
value and identity functions. We need to point out that [257] gave a similar lemma. Their

proof is, however, somewhat incomplete and thus we give a complete one in this paper.

Lemma 5.1.9. Let f : [—1,1] — [—1, 1] be a 1-Lipschitz convex function. If we define the

distribution Q which is supported on [—1, 1] as the output of the following algorithm:
1. first sample v € [f'(—1), f’(1)] uniformly,
2. then output s such that u € 0f(s) (note that such an s always exists due to the fact

that f is convex and thus f” is non-decreasing); if multiple number of such as s exist,

return the maximal one,

then, there exists a constant ¢ such that

voe 1.1, f0) = LD =L Vg o4 0+

S+ /(=1
2

Using Lemma 5.1.9 and the ideas discussed in the previous section, we can now show
that the sample complexity in Theorem 5.1.8 also holds for any general linear convex

function. See Algorithm 5.1.34 for the details.

Theorem 5.1.9. Under Assumption 2, where the loss function ¢ is /(w; z,y) = f(y{w, x))
for any 1-Lipschitz convex function f, for any ¢,6 € (0, 1], Algorithm 5.1.34 is (e, J)
non-interactively differentialy private. Moreover, given the target error o, if we take § =
and d = 7 = O(;5). Then with the sample size n = O(%), the output w,, satisfies
the following inequality

EL(w,, D) — min L(w, D) < a,

weC

where C' is some universal constant independent of f.
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Algorithm 5.1.34 General Linear-LDP

1:

(O8]

10:
11:
12:

13:

14:
15:
16:
17:
18:
19:
20:
21:
22:
23:

D A A

Input: Player i € [n] holds raw data record (z;,y;) € D, where ||x;||2 < 1 and ||y;||2 <
1; privacy parameters ¢, 9; hg(z) = H— VI and Py(z) = E;j 0 G (d) (1 — ) is
the d-th order Bernstein polynomial appr0x1mat10n of i/ ( ). Loss function ¢ can be
represented by {(w; x,y) = f(y{w, z)).
for Each Player i € [n] do

Calculate x; o = x; + 0,0 and y; 0 = y; + 2,0, where ;9 ~ N (0,
Zig ~ N( 32log(1. 25/6))

forj=1,---,d(d+1)do

x;; = T; + 0, , where o;

-~ N(O, 8log(1.25/6¢;)d2(d+1)21p)
o . 2 2
(0’ 8log(1 25/62)51 (d+1) )

Yij = Yi + 2ij, where z; j ~ N
end for
Send {z;, J} (@) and {yi }?SOJF Y to the server.
end for
for the Server side do
fort=1,2,--- ,ndo
Randomly sample ¢ € [n] uniformly.
Randomly sample d(d + 1) numbers of i.i.d s = {sk}k @+ € [—1, 1] based on
the distribution Q in Lemma 5.1.9.
Set ti,O =1
for j =0,---,ddo
_ H‘;dtzl+1(yi,k<wt7;i,k>*sk) and t;o = 1

' jd+d Vi k(Wi k) — Sk
iy =15 - jd+z+1(1 S E—

end for
— D) & (Dtgrig)uonly + /(=1).

Jandr; g =1

Denote G(wy, i, s) = (f'(1)
Update SIGM in [102] by G(wy, i, S)
end for
end for
return w,,

Remark 5.1.2. The above theorem suggests that the sample complexity for any generalized

linear loss function depends only linearly on p. However, there are still some not so desirable

issues. Firstly, the dependence on « is exponential, while we have already shown in the

Section 5.1.3 that it is only polynomial (i.e., a~*) for sufficiently smooth loss functions.

1
Secondly, the term of € is not optimal in the sample complexity, since it is ¢ U35 while

the optimal one is €2 [257]. We leave it as an open problem to remove the exponential

dependency. Thirdly, the assumption on the loss function is that ¢(w; z,y) = f(y(w, x)),
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which includes the generalized linear models and SVM. However, as mentioned earlier,
there is another slightly more general function class ¢(w; z,y) = f({w, z),y) which does
not always satisfy our assumption, e.g., linear regression and ¢; regression. For linear
regression, we have already known its optimal bound © (pa—2¢~2); for ¢, regression, we can
use a method similar to Algorithm 5.1.33 to achieve a sample complexity which is linear in
p. Thus, a natural question is whether the sample complexity is still linear in p for all loss

functions /(w; x, y) that can be written as f({(w, x),y).

We can see from Algorithm 5.1.33 and 5.1.34 that, both of the computation and commu-
nication cost of each user will be O(d*) = O(=5). So, our question is, can we reduce these
costs just as in the Section 5.1.3? We will leave it as future research.

There are still many open problems left. Firstly, as we showed in this paper, the o term
can be polynomial in the sample complexity when the loss function is smooth enough while
the p term can be polynomial when the loss function is generalized linear. Thus, a natural
question is to determine whether it is possible to get an algorithm whose sample complexity
is fully polynomial in all the terms when the loss function is generalized linear and smooth
enough, such as logistic regression. Secondly, although we have shown the advantages of
these two methods, we do not know the practical performance of these methods.

Additional to the aforementioned improvements, another advantage of our method is
that it can be extended to other LDP problems. Below we show how it can be used to answer

the class of k-way marginals and smooth queries under LDP.

5.1.5 LDP Algorithms for Learning k-way Marginals Queries and Smooth
Queries

In this section, we show further applications of our idea by giving LDP algorithms for
answering sets of queries. All the queries considered in this section are linear, that is, of the

form q¢(D) = ‘%‘ > zep f(x) for some function f. It will be convenient to have a notion of
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accuracy for the algorithm to be presented with respect to a set of queries. This is defined as

follow:

Definition 5.1.11. Let Q denote a set of queries. An algorithm A is said to have («, §)-
accuracy for size n databases with respect to Q, if for every n-size dataset D, the following

holds: Pr[3¢ € Q,|A(D,q) — q(D)| > o] <.

k-way Marginals Queries

Now we consider a database D = ({0, 1}*)", where each row corresponds to an individuals
record. A marginal query is specified by a set S C [p] and a pattern ¢ € {0, 1}/°l. Each such
query asks: “What fraction of the individuals in D has each of the attributes set to ¢;?". We
will consider here k-way marginals which are the subset of marginal queries specified by a
set S C [p] with |S| < k. K-way marginals could represent several statistics over datasets,
including contingency tables, and the problem is to release them under differential privacy
has been studied extensively in the literature [143, 138, 278, 119]. All these previous works
have considered the central model of differential privacy, and only the recent work [185]
studies this problem in the local model, while their methods are based on Fourier Transform.
We now use the LDP version of Chebyshev polynomial approximation to give an efficient
way of constructing a sanitizer for releasing k-way marginals.

Since learning the class of k-way marginals is equivalent to learning the class of mono-
tone k-way disjunctions [143], we will only focus on the latter. The reason of why we can

locally privately learning them is that they form a Q-Function Family.

Definition 5.1.12 (Q-Function Family). Let Q = {q,}yev,cfo,13» be a set of counting
queries on a data universe D, where each query is indexed by an m-bit string. We define
the index set of Q to be the set Yo = {y € {0,1}™|q, € Q}. We define a Q-Function
Family Fo = {fo. : {0,1}™ — {0,1}}.ep as follows: for every data record x € D, the
function fo, : {0,1}™ +— {0, 1} is defined as fo ,(y) = g,(x). Given a database D € D",
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we define fo p(y) = 230 foui(y) = 237, qy(z') = qy(D), where 2 is the i-th row
of D.

This definition guarantees that Q-function queries can be computed from their values
on the individual’s data z'. We can now formally define the class of monotone k-way

disjunctions.

Definition 5.1.13. Let D = {0, 1}?. The query set Qg;sjr = {qy}yev,c{o,1}» of monotone
k-way disjunctions over {0, 1} contains a query g, for every y € Y;, = {y € {0,1}?||y| <
k}. Each query is defined as q,(z) = Vi_,y;x;. The Qg -function family Fo, , =

» Fzefo.1ve contains a function f,(y1, 4o, -+ ,y,) = VE_,y;x; for each x € {0, 1}*.
{0,1} p j=145j

Definition 5.1.13 guarantees that if we can uniformly approximate the function fg , by
polynomials p,, then we can also have an approximation of fg p, i.e., we can approximate
¢y(D) for every y or all the queries in the class Q. Thus, if we can locally privately estimate
the sum of coefficients of the monomials for the m-multivariate functions {p, }.cp, then
we can uniformly approximate fo p. Clearly, this can be done by Lemma 5.1.6, if the
coefficients of the approximated polynomial are bounded.

In order to uniformly approximate the Qg;s; ,-function, we use Chebyshev polynomials.

Definition 5.1.14 (Chebyshev Polynomials). For every £ € N and v > 0, there exists a
univariate real polynomial py(x) = ?“: , ciw' of degree t), such that t, = O(V/k log(%));
for every i € [ti], ;] < 2°0VF8C)): and p(0) = 0, |px(z) — 1| < 7, Yz € [K].

Lemma 5.1.10 ([278]). For every k,p € N, such that £ < p, and every v > 0, there
is a family of p-multivariate polynomials of degree t = O(vk log(%))with coefficients
bounded by 7" = po(ﬁlog(%)), which uniformly approximate the family Fg,,, over the set
Y (Definition 5.1.13) with error bound . That is, there is a family of polynomials P such

that for every f, € Fg,,,. there is p, € P which satisfies sup, ey, |p.(y) — fo(y)| < 7.

By combining the ideas discussed above and Lemma 5.1.10, we have Algorithm 5.1.35

and the following theorem.
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Algorithm 5.1.35 Local Chebyshev Mechanism for Qi x

1: Input: Player i € [n] holds a data record x; € {0, 1}, privacy parameter ¢ > 0, error
bound «, and k& € N.

2: for Each Player i € [n] do

3: Consider the p-multivariate polynomial g, (y1, - - -, ¥,) = px(D_7_, yj[zil;), where
pr. 18 defined as in Lemma 5.1.10 with v = 2.

. - Pt .
4: Denote the coefficients of ¢, as a vector ¢; € R( tk )(smce there are (p;r:’“) coef-

ficients in a p-variate polynomial with degree t;), note that each ¢; can bee seen as a
p-multivariate polynomial ¢, (y).
5: end for
6: for The Server do )
Run LDP-AVG from Lemma 5.1.1 on {¢;}I", € R«Ték) with parameter €, b =

1 p+t
po(\/ﬂog(?)), denote the output as gp € ]R( tkk), note that ¢p also corresponds to a

p-multivariate polynomial.

8: For each query y in Qg (seen as a d dimension vector), compute the p-multivariate
polynomial Gp (Y1, - - -, Yp)-
9: end for

Theorem 5.1.10. For ¢ > 0 Algorithm 5.1.35 is e-LDP. Also, for 0 < § < 1, there are

constants C', C such that for every k,p,n € N with & < p, if

pCVRIE ;oo L 1og L
B B
e2o2 Toe2

1
n = Ofmax{ POV log 2,

this algorithm is («, 3)-accurate with respect to Qg x. The running time for each player
is Poly (po(‘/mog é)), and the running time for the server is at most O(n) and the time for
answering a query is O(pC”/Elog i) for some constant C5. Moreover, as in Section 5.1.3,

the communication complexity can be improved to 1-bit per player.

Smooth Queries

We now consider the case where each player i € [n] holds a data record in the continuous
interval z; € [—1, 1]? and we want to estimate the kernel density for a given point zy € RP.
A natural question is: If we want to estimate Gaussian kernel density of a given point x( with
many different bandwidths, can we do it simultaneously under € local differential privacy?

We can view this kind of queries as a subclass of the smooth queries. So, like in the case
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Algorithm 5.1.36 Local Trigonometry Mechanism for QC%

1: Input: Player i € [n] holds a data record z; € [—1, 1]P, privacy parameter ¢ > 0, error
bound o, andt € N. 7/ = {0,1,--- ,t—1}?. Foravector x = (z1,...,x,) € [—1, 17,
denote operators 6;(z) = arccos(z;),i € [p].

for The Server do
Run LDP-AVG from Lemma 5.1.1 on {p; }?; € R" with parameter ¢, b = 1, denote

the output as pp.

10: For each query ¢y € Qcn. Let g¢(0) = f(cos(61), cos(ba), - - -, cos(6y)).

11: Compute the trigonometric polynomial approximation p; () of g(6), where p;(6) =
ZT:(H7T2_‘,rp),||ruoo§t_1 ¢, cos(r16y) - - - cos(rpb,) as in (5.6). Denote the vector of the
coefficients ¢ € RY,

12: Compute pp - c.

13: end for

2: for Each Player i € [n] do

3: for Each v = (v1,v2,- -+ ,v,) € T/ do

4: Compute p;,, = cos(v161(x;)) - - - cos(vpd,(;))
5: end for

6:  Letp; = (piw)verr-

7: end for

8:

9:

of k-way marginals queries, we will give an e-LDP sanitizer for smooth queries. Now we
consider the data universe D = [—1, 1]?, and dataset D € D". For a positive integer h and
constant 7" > 0, we denote the set of all p-dimensional (h, T")-smooth function (Definition
5.1.4) as CI, and Qe = {gr(D) = L5 wen f(D), f € Ch} the corresponding set of
queries. The idea of the algorithm is similar to the one used for the k-way marginals; but
instead of using Chebyshev polynomials, we will use trigonometric polynomials. We now

assume that the dimensionality p, h and 7" are constants so all the result in big O notation

will be omitted. The idea of Algorithm 5.1.36 is based on the following Lemma.

Lemma 5.1.11 ([340]). Assume v > 0. For every f € C&, defined on [—1,1]?, let
gr(01,...,0,) = f(cos(6y),...,cos(6),)), for 6; € [—m,«|. Then there is an even trigono-

metric polynomial p whose degree for each variable is t(v) = (%)%:

p(ela oo 79p) = Z Crl ..... Tp H COS(TZ'Q’L')7 (56)
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such that 1) p y-uniformly approximates gy, i.. SUP,¢(_ »» [P(2) — g5 (2)[ < 7, 2) the coef-
ficients are uniformly bounded by a constant A/ which only depends on A, 7" and p, 3) more-
over, the entire set of the coefficients can be computed in time O ((%)¥+%§ polylog ).
By (5.6), we can see that all the p(z) which corresponds to gf(x), representing functions
f € CI, have the same basis [[}_; cos(r;6;). So we can use Lemma 5.1.1 and 5.1.6 to
estimate the average of the basis. Then, for each query f the server can only compute the

corresponding coefficients {c;, ... », }. This idea is implemented in Algorithm 5.1.36 for

which we have the following result.

Theorem 5.1.11. For any € > 0, Algorithm 5.1.36 is e-LDP. Also fora > 0,0 < 5 < 1, if

spreh 1 o spy2h 1 1
n = O(max{log 2" (5)5 famH 76—210g(6)}>

72 . . .
and ¢ = O((y/ne)®+%), then Algorithm 5.1.36 is (a, 3)-accurate with respect to Qcn.
~ 4p+4 4p .
Moreover, the time for answering each query is O((y/ne)®+% 5h+22 ) where O omits
h,T, p and some log terms. For each player, the computation and communication cost could

be improved to O(1) and 1 bit, respectively, as in Section 5.1.3.

5.1.6 Omitted Proofs

In this section, we provide the details of the omitted proofs for the theorems, lemmas, and

corollaries stated in previous sections.

Proof of Lemma 5.1.1

We first provide the following lemma:

Lemma 5.1.12 ([234]). Suppose that x4, - - - , x,, are i.i.d sampled from Lap(%). Then for

every 0 <t < 2?”, we have

- €212
Pr(| Yl = 1) < 2exp(—— ).

i=1
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Consider Algorithm 5.1.30. We have [a — = 37" | v;| = \#], where z; ~ Lap(%).

2y/n, /log 2
Taking ¢ = %

? and applying Lemma 5.1.12, we prove the lemma.

Proof of Theorem 5.1.2

The proof of the e-LDP comes from Lemma 5.1.1 and the basic composition theorem of
differential privacy. Without loss of generality, we assume that T=1.

To prove the theorem, it is sufficient to estimate sup,, .. | L(w; D) — L(w; D)| < o for
some «. Since if it is true, denoting w* = argmin,ec L(w; D), we have L(wyiy; D) —
L(w*; D) < L(Wyriv; D) — L(wpiv; D) + L(wpeiv; D) — L(w*; D)+ L(w*; D) — L(w*; D) <
L(wyiiv; D) — L(wpriv; D) + L(w*; D) — L(w*; D) < 2a.

Since we have

sup | L(w; D) — L(w; D)| < sup |L(w; D) — B,ih)(f/, w)| + sup |B,(€h)(f/,w) — L(w; D)|.

weC weCl wel

The second term is bounded by O(thﬁ) by Lemma 5.1.3.

For the first term, by (5.2) and Algorithm 5.1.31, we have

k p

p
T (o (h) (7 7 (e P o (h)
sup |L(w; D)—B, " (L,w)| < max |L(v; D)—L(v; D)|sup b, . (w;)]. (5.7)
D | L( ) =B ( )| e | L( )—L( )| s ;21 30: | J:ll k( )|

By Proposition 4 in [7], we have

The following lemma bounds the term of max,c7 | L(v; D) — L(v; D)|, which is obtained

by Lemma 5.1.1.

Lemma 5.1.13. If 0 < § < 1, k and n satisfy the condition of n > plog(2/5) log(k + 1),
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then with probability at least 1 — 3, for each v € T, the following holds

log %\/ﬁ\/log(k)(k + 1)
V/ne

|L(v; D) — L(v; D)| < O(

Proof of Lemma 5.1.13. By Lemma 5.1.1, for a fixed v € T, if n > log %, we have, with

. ~ 2,/log % . .
probability 1 — 3, |L(v; D) — L(v; D)| < 7nc—- Taking the union of all v € 7 and then

taking 8 = 75 +1 (since there are (k + 1)? elements in 7) and ¢ = 555, we get the
proof. ]
By the fact that (k + 1) < 2k, we have in total
L(w; D) — L(w; D)| < O(22 Py los S VPIos IAY 5.8
. — . < . .
sup | L(w: D) ~ Liw: D)| < O(F + = L 6B
ne D S » .
Now, we take k = O(ﬁ@)hﬂo. Since n = 0(462(;—;;), we have log k > 1. Plugging

it into (5.8), we get

_P_ P h
~  ogatn (3 Dbyt
sup | L(w; D) — L(w; D)| < O( a— )
weC vV h + pn 2(htp) ehtp
. logﬁ(%)Dﬁpmz(fﬁl)P
= O( h h )

n 2(h+p) € h+p

log 2(h}1p) (

4p(h+1)

Also, we can see that n > plog(2/f3) log(k + 1) is true for n = O(<5,5z-). Thus, the
h

theorem follows.

Proof of Corollaries 5.1.1 and 5.1.2

Since the loss function is (0o, T")-smooth, it is (2p, T")-smooth for all p. Thus, taking h = p

in Theorem 5.1.2, we get the proof.
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Proof of Theorem 5.1.3

Lemma 5.1.14. [[252]] If the loss function /¢ is L-Lipschitz and p-strongly convex, then
with probability at least 1 — /3 over the randomness of sampling the data set D, the following
18 true,

2
Errp(6) < " Errp(60) + —.

For the general convex loss function ¢, we let {(6;x) = ((6;x) + £110])* for some
1 > 0. Note that in this case the new empirical risk becomes L(8; D) = L(6; D) + 2110112
Since £||6]|> does not depend on the dataset, we can still use the Bernstein polynomial
approximation for the original empirical risk ﬁ(&; D) as in Algorithm 5.1.31, and the error
bound for L(#; D) is the same. Thus, we can get the population excess risk of the loss

function /, Err,, /(Opriv) by Corollary 5.1.2 and have the following relation,

EHP7£(9priv) S Errpj(epriv) +

STh=

By Lemma 5.1.14 for Errp, ;(0priv), where 0(0; ) is 1 + ||C||2 = O(1)-Lipschitz, we have

the following,

1 L1 =(p+)p
. [2logs 1Djipsv/2 4
Errp o (Ope) < 0(\/; p? b+ g).

Taking p = O( 1%1/5), we get

. logé
ErrP,é(epriv> S O(

Thus, we have the theorem.
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Proof of Theorem 5.1.4

By [27] it is e-LDP. The time complexity and communication complexity is obvious. As in
[27], it is sufficient to show that the LDP-AVG is sampling resilient.
The STAT in [27] corresponds to the average in our problem, and ¢(x, y) corresponds to

max; e |[#]; — [y];]. By Lemma 5.1.6, we can see that with probability at least 1 — /3,

olave(on,on. -+ v.)ia) = O( flog D)

Now let S be the set obtained by sampling each point v;, i € [n] independently with probabil-
ity 3. Note that by Lemma 5.1.6, we have the subset S. If S| > Q(max{plog(}), 5 log 5})

with probability 1 — 3,

#(Avg(S); LDP-AVG(S)) = O b\|f| - flos %).

Now by Hoeffdings inequality, we can get [n/2 — |S|| < , /nlog% with probability 1 — (.
Also since n = Q(log %), we know that [S| = O(n) > Q(plog(§)) is true. Thus, with

bp P
ik /log £).

Actually, we can also get ¢(Avg(S); Avg(vy, v, -+ ,0,)) < O(b—p log £). We now

probability at least 1 — 23, ¢(Avg(S); LDP-AVG(S)) = O(

— vzt 4vnTy 1
assume that v; € R. Note that Avg(S) = #I——=a% where each z; ~ Bernoulli(y).
Denote M = x; + x5 + - - - + z,. By Hoeffdings Inequality, we have with probability at
least 1 — g, M — 3| < nlog%. We further denote N = vy + - -+ + v,x,. Also, by
Hoeffdings inequality, with probability at least 1 — 3, we get |N — 25| < b, /nlog %

Thus, with probability at least 1 — 3, we have:

N v+ 4uv,  [N=3T" v/2 - 1
R < i= /2 — — =
3 n < M HZ_ vil2ll3;
IN=>"" uw/2] nb 1 2
< i= Z=_Z .
< + 2|M | (5.9)
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2| _ In/2-M]
nl = M3

M| < y/nlog3. Also since n = Q(log 3), we get M > O(n). Thus, |; — 2| <

O( \ /log% b, /log%

~7n)- The upper bound of the second term is O(——~-), and the same for the first

For the second term of (5.9), |&; — . We know from the above |n/2 —

term. For p dimensions, we just choose = % and take the union. Thus in total we have
O(Avg(S); Avg(vr, v, -+ o)) < O( s [log ) < O(E, [log §).

In summary, we have shown that

®(AVG-LDP(S); Avg(vy, vg, -+ ,vp)) < O(ﬁ log =)

with probability at least 1 — 44.

Proof of Theorem 5.1.5

Let 0* = argmingec L(0; D), Opiy = arg mingec E(O ; D). Under the assumptions of
a, n, k, €, B, we know from the proof of Theorem 5.1.2 and Corollary 5.1.2 that supy.. | L(8; D)—

L(6; D)| < a. Also by setting e = 16348pa and v < @ﬁ’ we can see that the condition

in Lemma 5.1.7 holds for A = «. So there is an algorithm whose output épriv satisfies

L(Bpiv; D) < min L(0; D) + O(pav).
€
Thus, we have

L(epriv; D) - L(9*7 D) S L(Qpriv;D> - f/(epriv§ D) + L(epriv; D) - L(e*a D)7

where
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Also L(Opiv; D) — L(6*; D) < L(6*; D) — L(0*; D) < «. Thus, the theorem follows. The
running time is determined by n. This is because when we use the algorithm in Lemma
5.1.7, we have to use the first order optimization. That is, we have to evaluate some points
at L(0; D), which will cost at most O(Poly(n, 1)) time (note that L is a polynomial with

(k + 1)? < n coefficients).

Proof of Lemma 5.1.8

1
r—3

—1+ 1\2. 52
\(z—3)2+8

Itis easy to see thatitems 1 is true. Item 2 is due to the following | f3()| = | 5

1. Item 3 is b f the following 0 < /() = — 5 _ < 1 Foritem 4 we h
em 3 is because of the following _fﬁ(x) ((:v—%)Q—&-BQ)% 3 or item 4 we have
(3) 38%x 3

’fﬂ (x)’ - ( 2+ﬁ2)% S ﬁ2'

Proof of Theorem 5.1.7

For simplicity, we omit the term of §, which will not affect the linear dependency. Let
d
T o () [ e e
j=

where ¢; = fé(%l) and

zlr—‘

Zéwz (w).

For the term of G(w, i), the randomness comes from sampling the index i and the Gaussian

noises added for preserving local privacy.
d(d+1) d(d+1)

Note that in total E, . ;G(w,7) = G(w), where o = {oij};=5 andz = {2 ;},_3

It is easy to see that E, .G (w, i) = E[(Z?ZO ¢ (f) tijsig)YioTio | 1] = G(w, ), which

is due to the fact that Et; ; = (yi(w,z;))?, Es;; = (1 — y;(w,z;))7 and each ¢, ;, s; ; is

independent. We now calculate the variance for this term with fixed 7. Firstly, we have
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Var(y; 0x1) = O(%). For each ¢; ;, we get

~ 1
Var(t; ;) < HJd_J;iHlVar(yLk)(Var(< wi, i >) + (E(w]z:4))%) < O((C’l— 2

and similarly we have

dld+1).,

Var(si,j) S é((CQ B ) 2(d— J))

€

Thus we have

d(d+1)

Var(tl-7jsl-7j) < O((Cg 5 )Qd).

€

Since function fé is bounded by 1 and (j) < d? for each j. In total, we have

d(d+1)

€2

D - d%Cp
)2d c) = O( cAd+4 )

el

Var(G(wy,1)]i) < O(d - d? - (Cs

Next we consider Var(G (w, 7)). Since

d
G (w, i) = fo(ia] w)yiw! |5 = | ZC;( ) yi(w, 3)) (1=ys(w, 2:)) 7 = f5 (w)]ysa] |13
7=0

Var(G(w, ) < O(E[|G(w, 1) — filysa] w)ys] [13] + E[G(w) = VLs(w; D)3]

+E[||fo(yizi w)ysx — VLg(w; D)|3]) < O((a +1)7).

In total, we have E[|G(w,i) — G(w)||2] < E[|G(w,i) — G(w,i)||3] + E[|G(w,i) —
)°)

Gw)|E] < O((LSh2 + o+ 1)
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Also, we know that

Lg(v; D) — Ly(w; D) — (Gl(w), v — w) =

Lg(v; D) = Lg(w; D) = (VLg(w; D), v —w) + (VLg(w; D) = G(w),v — w)

since Ly is 3-smooth and [(V Ls(w) — G(w),v —w)| < §.

Thus, G(w, i) is an (£, %, O(dsjﬁﬁ + a + 1)) stochastic oracle of Lg.

Proof of Theorem 5.1.8

The guarantee of differential privacy is by Gaussian mechanism and composition theorem.

By Theorem 5.1.7, Lemma 5.1.8 and 5.1.5, we have

3d d
62d+2/8\/ﬁ 2 !

ELg(wy,, D) — {IuleigL’B(w’D) < O( NG + 52d)

By Lemma 5.1.8, we know that

PCL S a
., < —_— =
EL(w,, D) glel?L(w’ D)< OB+ 225,/ + 2).

6d ~d
Thus, if we take 3 = §, d = 62% =O(%)andn = Q(%), we have

EL(w,, D) — min L(w, D) < a.

weC
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Proof of Lemma 5.1.9

Let g(#) = Eswg|s — 0|. Then, we have the following for every 6, where f’(0) is well

defined,
g/(e) - ESNQ[lsSG] - ESNQ[15>9]
_ ) = =D = 1A) - f10)]
() = f(=1)
_27(0) — (f(1) + S(~1)
()= (-1 '
Thus, we get

Next, we show that if F7(0) = f'(0) for every 6 € [0, 1], where f’(6) is well defined, there

is a constant ¢ which satisfies the condition of F'(0) = f(6) + ¢ forall § € [0, 1].

Lemma 5.1.15. If f is convex and 1-Lipschitz, then f is differentiable at all but countably

many points. That is, f’ has only countable many discontinuous points.

Proof of Lemma 5.1.15. Since f is convex, we have the following for 0 < s < u < v <

t<1
f(u) = f(s) < f@t) = fv)

uU— S t—wv

Y

This is due to the property of 3-point convexity, where

[ = 1) _ SO = f() _ [ = I0)

uU—Ss t—u t—v

Thus, we can obtain the following inequality of one-sided derivation, that is,



for every x < y. For each point where [’ (z) < f’ (x), we pick a rational number ¢(z)
which satisfies the condition of f’ (z) < ¢(x) < f’ (x). From the above discussion, we can
see that all these ¢(x) are different. Thus, there are at most countable many points where f

is non-differentiable. L]

From the above lemma, we can see that the Lebesgue measure of these dis-continuous
points is 0. Thus, f’ is Riemann Integrable on [—1, 1]. By Newton-Leibniz formula, we

have the following for any 6 € [0, 1],

0 7]
/ Fa)ds = £(6) = §(-1) = / F'(z)dz = F(z) — F(~1).

-1

Therefore, we get F'(0) = f(6) + c and complete the proof.

Proof of Theorem 5.1.9

Let hg denote the function hg(x) = w By Lemma 5.1.9 we have

s=6] S+ 5D

0 .
5 5 +c

fO) = (1) = f/(=1)Esno

Now, we consider function Fj3(#), which is

0—s. 0—s, f(1)+ f'(-1)

Fy(0) = (/'(1) = J'(~1)Eqmol2hs(—2) =

From this, we have

0—s. f()+f(=1) f)—f(-1)

VE(0) = (f'(1) = (1)) Esno[Vhs(

Note that since |z| = 2max{z,0} —z, we can get 1) |F5(0) — f(6)] < O(5) forany 0 € R,
2) F(x) is O(%)—smooth and convex since hg(f — s) is %—smooth and convex, and 3) F(0)

is O(1)-Lipschitz. Now, we optimize the following problem in the non-interactive local
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model:
1 n
Fg(w; D) = - > Fa(yifai, w)).
i=1

For each fixed 7 and s, we let

d

Glw.ivs) = (1) — D e (f) bl + F(—1).

J=1

Then, we have E,, .G (w, i, s) = G(w, i, s). By using a similar argument given in the proof
of Theorem 5.1.7, we get
R ' - B dﬁdcdp
Var(G(w, i, 5)|i, s) < O(W)

Thus, for each fixed ¢ we have

Egﬁ@m@s)::G@mi):(f%D——f%—1”@%wgzz>%(j)(%@“§0“Sy

u—%ﬂ%?ifﬁﬂwﬁ+f%4»

Next, we bound the term of Var(G(w, 1, s)|i) < O(d?**2).

Lett;; = Hid;;fi +1(W) Then, we have

Var(ti;) < THEG 1yl *Var((wy, i) — si) < O(1).

And similarly for Var(r; ;). Thus, we get

Var(@(w, i,s)]i) < O(Z c? (;l) Var(t; ;7)) = O(d24+2),

Jj=1

Since E;G(w,i) = G = 1 3" | G(w, i), we have Var(G(w, i)) < O((a +1)?) by a similar
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argument given in the proof of Theorem 5.1.7. Thus, in total we have

. _ g6dd
E|G(w,i,s) — GJ2 < O(CPy

edd+4

The other part of the proof is the same as that of Theorem 5.1.7.

Proof of Theorem 5.1.10

It is sufficient to prove that

pttg
1) rog U

sup |q —q,(D)| < v+ )
sup [ap(y) — ¢y(D)] < v e
+t
where T' = pO(‘/Elog(%)). Now we denote pp € ]R<pfkk) as the average of ¢;. That is, it is the

unperturbed version of pp. By Lemma 5.1.10, we have sup, ¢y, [pp(y) — q,(D)| < . Thus

it is sufficient to prove that

Pty
7)o )

sup |gp(y) —pp(y)| <
sup 80(4) ~ pols) g

Since both g and pp can be viewed as ("} "*)-dimensional vectors, we then have

sup |pp(y) — o) < ||pp — poll1-
yeEY)

Also, since each coordinate of pp(y) is bounded by 7" by Lemma 5.1.10, we can see that if
n = Q(max{% log %, (pjkt’“) log (”j:’“) log 1/5}), then by Lemma 5.1.1, with probability at

least 1 — 3, the following is true

10 = poll <
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Thus, if taking v = 5 and by the fact that (p Zf’“) = pOU) | we get the proof.

Proof of Theorem 5.1.11

1

Lett = (%)i It is sufficient to prove that SUPg Q. |pp - ¢f — qr(D)] < . Let pp

denote the average of {p;}",, i.e. the unperturbed version of pp. Then by Lemma

5.1.11, we have SUPyco, lpp - ¢ — qf(D)| < 7. Also since ||cf|loc < M, we have
T

SUPys e, o - ¢ — pp - ¢f| < O(||[pp — ppll1). By Lemma 5.1.1, we know that if

5p
2 /log(%)

n = Q(max{e%log%’ﬁp log%}), then [|pp — ppl < O(—%—) \;vith probability at
i (27 flog(3) .
least 1 — /3. Thus, we have SUPgseQ. Pp - ¢y — qp(D)] < O(y + %Tﬁ) Taking

_2h - _2h__
v = O((l/\/ﬁe) 5p+2h), we get SuprfEQch |pD‘Cf —Qf(D)| < O( 10g(%)(\/lﬁ€>5p+2h) < a.
T

The computational cost for answering a query follows from Lemma 5.1.11 and b - ¢ = O(t?).

5.1.7 Omitted Details in Section 5.1.3

Recently, [49] proposed a generic transformation, GenProt, which could transform any (e, J)
(so as for €) non-interactive LDP protocol to an O(¢€)-LDP protocol with the communication
complexity for each player being O(loglogn) (at the expense of increasing the shared
randomness in the protocol), which removes the condition of ’sample resilient’ in [27]. The
detail is in Algorithm 5.1.37. The transformation uses O(n log %) independent public string.
The reader is referred to [49] for details. Actually, by Algorithm 5.1.37, we can easily get

an O(¢€)-LDP algorithm with the same error bound.

Theorem 5.1.12. For any given € < %, under the condition of Corollary 5.1.2, Algorithm
5.1.37 is 10e-LDP. If T' = O(log %), then with probability at least 1 — 23, Corollary 5.1.2
holds. Moreover, the communication complexity of each layer is O(log logn) bits, and the

computational complexity for each player is O(log %)
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Algorithm 5.1.37 Player-Efficient Local Bernstein Mechanism with O(log log n) bits com-
munication complexity.

1:

Input: Each user i € [n] has data x; € D, privacy parameter ¢, public loss function
¢:10,1]” x D+ [0, 1], and parameter k, T'.

2: Preprocessing:

© 2 2

10:
11:
12:
13:
14:
15:
16:
17:

18:

19:
20:

21:
22:

For every (i, ") € [n| x [T'], generate independent public string y; , = Lap(_L).

Construct the grid 7 = {%,%,--- %}, 0, Where {vi,v0,---,0,} =
(0,1, k}".
Randomly partition [n] in to d = (k + 1)? subsets [y, I5, - - - , I, with each subset I;

corresponding to an grid in 7 denoted as 7 (7).
for Each Player i € [n] do

Find the subset I, such that i € I,. Calculate v; = ¢(T (1); ;).

+ Lap(L)=y;
For each t € [T'], compute p; ; = %Prgfﬁ[;i(ﬁg;)yﬁ’t]

Forevery t € [T],if p;; & [%, %] then set p;; = 3.
For every t € [T'], sample a bit b; ; from Bernoulli(p; ;).
Denote H; = {t € [T] : bjy = 1}
If H; =), set H; = [T
Sample g; € H; uniformly, and send g; to the server.
end for
for The Server do
for Each [ € [d] do
Compute vy, = ﬁ Zieh ;.
Denote the corresponding grid point (%,%,--.,22) € T as {; then let
L((%v %2’ T 7%);D> = V.
end for
Construct perturbed Bernstein polynomial of the empirical loss L as in Algorithm 2.
Denote the function as L(-, D).
Compute wyiy = arg miny,,ec f/(w; D).
end for

5.1.8 Detailed Algorithm of SIGM in Lemma 5.1.5

Leta > 1,b > 0,p > 1 be some parameters. Let us assume that we know a number R such

that ||w*||2 < R. We choose

N p—1
o a( . ) (5.10)
bo . 2p—1
B¢=/3+E(z+p+1) 2 (5.11)
Bi—aa? = L Py (5.12)
a’ p



We also define A, = > ja; and 7, = gi and ap = Ay = By

Lemma 5.1.16 (Theorem 3.4 in [102]). Assume that f(w) is endowed with a (v, 3, 0)

stochastic oracle (£, g ,(w; &), G, p.o(w;€)) with 5 > O(1). By choosing the parameters

above with a = 2" and b = 277" p%, then the sequence y; generated by Algorithm

5.1.38
. BRZ oR
— < _ P .

Taking p = 1, this is just Lemma 5.1.5.

Algorithm 5.1.38 Stochastic Intermediate Gradient Method

1: Input: The sequences {;}i>0, {5 }iz0, { Bi }i>0. functions d(z) = 3| z||*, Bregman

distance V' (z, 2) = d(X) — d(Z) — (Vd(z),z — z).

2: Compute xy = arg mingec{d(z)}.
3: Let &, be a realization of the random variable &.
4: Computer G-, g, (z0;&p).
5: Compute

Yo = arg Tileiél{ﬁod(m) + ap(G, p.0(T0;&0), T — To).- (5.13)
6: fork=0,---,T —1do
7: Compute

k
2k = arg glelél Brd(z) + ; @i(Gy 8o (T35 &), v — 24) (5.14)

8: Let 511 = ne2r + (1 — nk)yk-
: Let &1 be a realization of the random variable &.
10: Compute G g 5 (Tg+1; Ek+1)
11: Compute

Ty = arg glelg BV (z, z1) + apr1(Gy .o (Thr1: Ekt1), T — 2k)- (5.15)

12: Let wgy1 = NTgpy1 + (1 — nk>yk-

13: Let Y41 = Akjlzjkﬂyk + i:iwkﬂ-
14: end for

15: return yr.
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5.2 ERM in a Relaxed Non-interactive LDP model

From the previous chapter, we can see that, although we have already improved the sample
complexity given by [257], here our improved sample complexity for achieving an error of
a still need to be exponential in v [307, 363] or exponential in the dimensionality p. Due to
these negative results, there is no study on the practical performance of these algorithms.

To address high sample complexity and practical issues of NLDP, a possible way is to
make use of some recent developments on the central DP model. Quite a few results [26,
139, 239, 238, 30] have suggested that by allowing the server to access some public but
unlabeled data in addition to the private data, it is possible to reduce the sample complexity
in the central DP model, under the assumption that these public data have the same marginal
distribution as the private ones. It has also shown that such a relaxed setting is likely to
enable better practical performance for problems like Empirical Risk Minimization (ERM)
[139, 239]. Thus, it would be interesting to know whether the relaxed setting can also help
reduce sample complexity in the NLDP model.

In this section, we will focus on a subclass of ERM, Generalized Linear Model (GLM),
in a relaxed version of the NLDP model. GLM is one of the most fundamental models in
statistics and machine learning. It generalizes ordinary linear regression by allowing the
linear model to be related to the response variable via a link function and by allowing the
magnitude of the variance of each measurement to be a function of its predicted value. GLM
was introduced as a way of unifying various statistical models, including linear, logistic and
Poisson regressions. It has a wide range of applications in various domains, such as social
sciences [341], genomics research [268], finance [217] and medical research [199]. The

model can be formulated as follows.

GLM: Lety € [0, 1] be the response variable that belongs to an exponential family with

natural parameter 1. That is, its probability density function can be written as p(y|n) =
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exp(ny — ®(n))h(y), where @ is the cumulative generating function. Given observations
Y1, -+, Yn such that y; ~ p(y;|n;) for n = (m1, - -+ , M), the maximum likelihood estimator
(MLE) can be written as p(y1, ya, -+ |n) = exp(>_i; vimi — ®(0:)) 17, A(y;). In GLM,
we assume that 7 is modeled by linear relations, i.e., 1; = {x;, w*) for some w* € R? and
feature vector z;. Thus, maximizing MLE is equivalent to minimizing + >~" | [®((x;, w)) —
yi(x;, w)]. The goal is to find w*, which is equivalent to minimizing its population version

w* = arg min B¢, ) [®((z,w)) — y{z,w)]. (5.16)

weRP

Thus, in this chapter, our main questions now become the follows. Can we further
reduce the sample complexity of GLM in the NLDP model if the server has additional
public but unlabeled data? Moreover, is there any efficient algorithm for this problem
in the relaxed setting?

In this paper, we provide positive answers to the above two questions. Our contributions

can be summarized as follows:

1. We first show that when the feature vector 2 of GLM is sub-Gaussian with bounded
(1-norm, there is an (¢, §)-NLDP algorithm for GLM (under some mild assumptions)
whose sample complexities of the private and public data, for achieving an error of «
(in £4,-norm), are O(p*e~2a~2) and O(p*a~2) (with other terms omitted), respectively,
if o 1s not too small (i.e., v > Q(\/iﬁ)). We note that this is the first result that achieves
a fully polynomial sample complexity for a general class of loss functions in the
NLDP model with public unlabeled data. Another nice feature of this algorithm is that,
instead of just answering one GLM query, it can answer, with constant probability,
multiple (at most exp(O(p)) ) GLM queries and achieve an error of o > Q(-=) with

VP

the same sample complexities as in the single query case.

2. We then extend our idea to the non-linear regression problem. By using the zero-bias

transformation [130], we show that when x is sub-Gaussian with bounded ¢;-norm, it
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exhibits the same phenomenon as GLM.

3. Finally, we provide an experimental study of our algorithms on both synthetic and real
world datasets. The experimental results suggest that our methods are efficient and
effective, which is consistent with our theoretical analysis. To our best knowledge,
these are the first effective algorithms in the NLDP model with public unlabeled data
for both the GLM and non-linear regression problems. Moreover, these experimental
results also provide a clear message as to which aspects need further theoretical

investigation.

5.2.1 Related Work

Private learning with public unlabeled data has been studied previously in [139, 239, 238,
30]. These results differ from ours in quite a few ways. Firstly, all of them consider either
the multiparty setting or the centralized model. Consequently, none of them can be used
to solve our problems. Specifically, [139] considered the multiparty setting where each
party possesses several data records, while each party in our NLDP model has only one data
record. [239, 238] investigated the DP model, used sub-sample and aggregate to train some
deep learning models, but provided no provable sample complexity. [30] also studied the DP
model by combining the distance to instability and the sparse vector techniques, and showed
some theoretical guarantees. However, both the sub-sample/aggregate and the sparse vector
methods cannot be used in the NLDP model. Moreover, public data in their methods are
also used quite differently from ours. Secondly, all of the above results use the private data
to label the public data and conduct the learning process on the public data, while we use
the public data to approximate some crucial constants. Finally, all of the previous methods
rely on the known model or loss functions, while in our algorithms the loss functions could
be unknown to the users; also the server could use multiple loss functions with the same

sample complexity.
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5.2.2 Our Model

Our Model: Different from the classical NLDP model where only one private dataset
{(x4,y:) }7-, exists, the NLDP model in our setting allows the server to have an additional
public but unlabeled dataset D' = {z;}7%" | C X", where each z; is sampled from P,,

which is the marginal distribution of P (i.e., they have the same distribution as {x;}! ;).

5.2.3 Privately Learning Generalized Linear Models

In this section, we study GLM in our model and privately estimate w* in (5.16) by using

both the private data {(z;,;)};~, and the public unlabeled data {z;}7X, . Our goal is to
achieve a fully polynomial sample complexity for n and m, i.e., n, m = Poly(p, %, %, log %),
such that there is an (€, §)-NLDP algorithm with estimation error less than « (with high
probability). Before presenting our ideas, we first consider the following lemma for z ~

N(0,3), which is from Stein’s lemma [45].

Algorithm 5.2.39 Non-interactive LDP for smooth GLM with public data

Input: Private data {(x;,y;)}7, C (RP x {0,1})", where ||z;||; < r and |y;| < 1, public
unlabeled data {z; ?Lﬁl, loss function ® : R — R, privacy parameters ¢, d, and initial
value ¢ € R.

1: for Each user i € [n] do

2: Release z;27 = z;a] + E, ;, where E;; € RP*? is a symmetric matrix and each
. .. 4log 23
entry of the upper triangle matrix is sampled from A/ (0, %)
— . 2log 5
3: Release z;y; = z;y; + E»;, where Es; € RP is sampled from N (0, %Ip).
4: end for
5: for The server do - - o
6:  LetXTX =" xaland XTy = >"" | Z;y;. Calculate 0% = (XTX) 1 XTy.
7: Calculate y; = x]Tuvols foreach j = n+1,--- ,n + m. Find the root ¢¢ such that
1= % Z;ﬁ:jrl ®@(¢47,) by using Newton’s root-finding method (or other methods):
8: fort =1,2, ... until convergence do
9: _ Cor St 2P (egy)—1
' €= €7 TEmmT a0 () g0 (i)}
10: end for
11: end for

12: Return 9™ = ¢ - WO,
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Lemma 5.2.1 ([45]). If x ~ N(0, ), then w* in (5.16) can be written as

w* = cp X W,
where cg is the fixed point of z — (E[®®) ({z, w*)2)])~" (if we assume taht E[®?) ((z, w*)2)] #

0) and w** = ¥ ~'E[xy] is the Ordinary Least Squares (OLS) vector.

From Lemma 5.2.1, we can see that to obtain w*, it is sufficient to estimate w°* and the

underlying constant cg. Specifically, to estimate w° in a non-interactive local differentially

T

private manner, a direct way is to let each player perturb her sufficient statistics, i.e., x;x;
and y;z;. After receiving the private OLS estimator 1, the server can then estimate the
constant ¢ by using the public unlabeled data and 1°. From the definition, it is easy to see
that cg 1s independent of the label y. Thus, c4 can be estimated by using the empirical version
of E[®®((z,w"*)z)]. That is, find the root of the function 1 — £ 37" | &@)(¢(z;, wo)).
Several methods are available for finding roots, such as the Newton’s method which has a
quadratic convergence rate.

One problem with the above approach is that Lemma 5.2.1 needs = to be Gaussian,
which implies that the sensitivity of the term x;2] could be unbounded. We also note that

Lemma 5.2.1 is only for Gaussian distribution. The following lemma extends Lemma 5.2.1

to bounded sub-Gaussian with an additional additive error of O(%).

Lemma 5.2.2 ([108]). Let x4, - - - , x,, € R? be i.i.d realizations of a random vector x that
is sub-Gaussian with zero mean, whose covariance matrix X has its corresponding 3 being
diagonally dominant °, and whose distribution is supported on a {,-norm ball of radius r.
Let v = £~ 2z be the whitened random vector of 2 with sub-Gaussian norm |[v||y, = . If
each v; has constant first and second conditional moments (i.e., Vj € [p| and w = E%w*,

Elvij| > 4z; Wvi] and E[v7] 3, wviy] are deterministic) and the function &) is Lipschitz

%A square matrix is said to be diagonally dominant if, for every row of the matrix, the magnitude of the
diagonal entry in a row is larger than or equal to the sum of the magnitudes of all the other (non-diagonal)
entries in that row.
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continuous with constant G, then for cy = m (assuming E[®®?) ({z;, w*))] # 0),

the following holds for GLM in (5.16)

1 * ols 3 Hw*Hgo
= w* = w”[loc < 16GTKL\/p2p00

co VP

(5.17)

where p, for ¢ = {2, 0o} is the conditional number of 3. in £, norm and w** = (E[zzT])'E[zy]

is the OLS vector.

Lemma 5.2.2 indicates that we can use the same idea as above to estimate w*. Note that

the forms of ¢ in Lemmas 5.2.1 and 5.2.2 are different. However, due to the closeness of

1
(@) ((zi,w0!)Cp))

w* and w®* in (5.17), we can still use E to approximate cg, where ¢4 is the

root of cE[®®) ({x;, w"*)c) — 1. Combining these ideas, we have Algorithm 5.2.39.
Theorem 5.2.1. For any 0 < ¢,6 < 1, Algorithm 5.2.39 is (¢, 0) non-interactive LDP.
The following theorem shows the sample complexity of the bounded sub-Gaussian case.

Theorem 5.2.2. Under the assumptions of Lemma 5.2.2, if further assume that the distri-

®@)(.)| < L, and for some

bution of z is supported on the ¢;-norm ball with radius r,
constant ¢ and 7 > 0, the function f(c) = cE[®® ({x, w’*)c)] satisfies the condition of
f(¢) > 1+ 7, and the derivative of f in the interval [0, max{¢, ce }] does not change the
sign (i.e., its absolute value is lower bounded by some constant A/ > 0), then for sufficiently

large m, n such that

* * ]-
m 2 Q|| |2 ]|w* (|5 max{1, [w* ||} p2piep® max{1, 5}2) (5.18)

203 |2 13p% [ w* |13, max{1, [|w*|%,} log j log ¢

> Q( A min (3) Wi { Appin (%), 1}

Lo
max{l,g} ), (5.19)
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with probability at least 1 — exp(—Q(p)) — &, the output 19"™ in Algorithm 5.2.39 satisfies

1
2 *|2 *|2 2
m 1 b 1
nglm w*H < O(ﬂQPoon |5 max{1, [[w*[|5 }H| H2p ax{c(b,1}2

N

1
ool 2 max{L, " |2, HIZ )3y fiog T log B .
+ x max{—, 1}
o

1 1
Afnin () min{A;, (5), 1}/n
w13, max{1, [|w*|loc }

VP

1 1
+ p20% 122 [l xmax{l, =}), (520

where G, L, 7, M, ¢, r, k, are assumed to be O(1) and thus omitted in the Big-O notations.

Theorem 5.2.2 suggests that if we omit all the other terms and assume that ||w*||,, =

L

VP
complexity of private (n) and public unlabeled (m) data, to achieve an estimation error of

O(1), then for any given error o > Q(—=), there is an (¢, 0)-LDP algorithm whose sample
a (in {o-norm), is O(p?e 2a~?) and O(p*a—?), respectively. We note that m < n, which
means that the sample complexity of the public data is less than that of the private data.
We also note that the sample complexity of the public data is independent of the privacy
parameters ¢, 9. All these are quite reasonable in practice. We will also see that in practice
we do not need large amount of public data (see Experiments section for details).

There are also some previous work on LDP linear regression. [257] proposed an
algorithm with a sample complexity of O(pofze_?) and [363] achieved a sample complexity
of O(log pa~*e?). It seems that our sample complexity for the more general GLM is
worse than theirs. However, these results are not really comparable due to their different
settings. Firstly, [257, 363] considered the optimization error and [318] measured the
ly-norm statistical error, while we estimate the /,,-norm statistical error. Secondly, w* is
assumed to be bounded in £5-norm in [257], £;-norm in [363], and ¢.,-norm in ours. There is
also a result on NLDP linear regression [318]. It relies on assumptions that ||z||; = O(,/p)
and w* is 1-sparse, which are not needed in ours.

Also note that in Theorem 5.2.2, ®®) is assumed to be bounded. This is a quite common

assumption in related works such as [301, 297]. Actually, this condition can be relaxed by
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only assuming that ®®)((z, w)) is sub-Gaussian in some range of w.

Theorem 5.2.3. Under the assumptions of Lemma 5.2.2, if further assume that the distribu-
tion of x is supported on the £;-norm ball with radius r, SUD, 5 ets < 2@ ((z, w))]]y, <
kg, the function f(c) = cE[®®) ((z,w"*)c)] satisfies the inequality of f(¢) > 1 + 7 for
some constant ¢ and 7 > 0, and the derivative of f in the interval of [0, max{c, ce }| does
not change the sign (i.e., its absolute value is lower bounded by some constant A/ > 0), then

for sufficiently large m, n such that

-1
Q([T n), (5.21)
2
P papl||w* |2, max{1, [|w*||Z,} log § log & 1
> 2 g 2
n > Q|13 i (5) M0 Domin (3,1} max{l,c(b}), (5.22)

the following holds with probability at least 1 — exp(—£2(p)) — &,

pllw*[loo max{1, [w* (|3, }4/log

[@9™ — w* oo < O(p2p2lIZ? 2 7 o max{l
VI <>mm{Amm<z>
2 1 2
4 pope N Bommax{l B} 1
VP Co
N . 1 2logm 1
+ y/papso 1| ma{ 1, 1w oo} = | Eo 2 ma{1, — 1), (5.23)
K m Co

Efllz]l2]
\/ﬁ s

omitted in the Big-O notations.

where i = the terms of r, K, Ky, G, M, T, € are assumed to be constants, and thus

From the above theorem, we can see that with more relaxed assumptions, the sample
complexity in Theorem 5.2.3 increases by a factor of O(logm) to achieve an upper bound
on the statistical error ( in {,.-norm) that is asymptotically the same as the one in Theorem
5.2.2.

Algorithm 5.2.39 has several advantages over existing techniques. Firstly, different
from the approach of using Gradient Descent methods to solve DP-ERM (e.g., [328]), our
algorithm is parameter-free. That is, we do not need to choose a specific step size, an

iteration number or initial vectors. Secondly, comparing with some previous work such
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as [363, 257, 307], all of our above results do not need to assume that the loss function is
convex. Thirdly, since the private data contributes only to obtaining the OLS estimator, and
only the constant ¢ depends on the loss function @, this means that with probability at least
1 — Texp(—Q(p)) — &, our algorithm can simultaneously use 7 different loss functions to
achieve the same errors and with the same sample complexity. This implies that we can
answer at most O (exp(O(p)) number of GLM queries with constant probability to achieve
error « for each query with the same sample complexity as in Theorem 5.2.2. To our best
knowledge, this is the first result which can answer multiple non-linear queries in the NLDP
model with polynomial sample complexity. Previous results are either for linear queries [40,
25], or in the central DP model [285].

A not so desirable issue of Theorems 5.2.2 and 5.2.3 is that they need quite a few
assumptions/conditions. Although almost all of them commonly appear in some related
work, the assumptions on function f seem to be a little weird. They are introduced to ensure
that the function f — 1 has a root and ¢y is close to cg for large enough m. Fortunately, this
is a not big issue in practice. As shown in [108], these conditions actually hold for many
loss functions, such as logistic and boosting loss. Also, as we will see later, our experiments
show that the algorithm actually performs quite well for many loss functions that may not
satisfy these assumptions. Also, we note that the error bounds in Theorems 5.2.2 and 5.2.3
are dependent on the ¢;-norm of the upper bound of x;, while such a dependency is on the
{5-norm in previous work such as [257, 363]. We leave the problem of relaxing/lifting these

assumptions to future research.

5.2.4 Privately Learning Non-linear Regressions

In this section, we extend our ideas in the previous section to the problem of estimating

non-linear regression in the NLDP model with public unlabeled data. We assume that there
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is an underlying vector w* € R? with ||w*||2 < 1 such that
y = f({z,w")) +o0, (5.24)

where z is the feature vector sampled from some distribution (for simplicity, we assume
that the mean is zero) and y is the response. o is the zero-mean noise which is independent
of z and bounded by some constant C' = O(1) (i.e., 0 € [-C,C]). f is some known
differentiable link function with f(0) # oo '°. We note that these assumptions are quite
common in related work such as [318, 98]. In our model, the goal is to obtain some
estimator wP™ of w*, based on the private dataset {(z;,;)}", and the public unlabeled
dataset {z;}"*"*! via some NLDP algorithms.

To solve this problem, we first use the zero-bias transformation [130] and the techniques

in [108] to get a lemma similar to Lemma 5.2.2.

Definition 5.2.1 (Zero-bias Transformation). Let z be a random variable with mean 0 and
variance 0. Then, there exists a random variable 2* that satisfies E[z f(2)] = o2E[f'(2*)]

for all differentiable functions f. The distribution of z* is called the z-zero-bias distribution.

Normal distribution is a unique distribution whose zero-bias transformation is itself.

This is the basic Stein’s lemma.

Theorem 5.2.4. Let x1,--- ,x, € R? be n i.i.d realizations of a random vector z which
is sub-Gaussian with zero mean, whose covariance matrix ¥ has its X being diagonally
dominant, and whose distribution is supported on an ¢»-norm ball of radius r. Let v = I
be the whitened random vector of x with sub-Gaussian norm ||v||y, = k.. If each v; has
constant first and second conditional moments and function f’ is Lipschitz continuous with

constant G, then for ¢; = W the following holds

zi,w*))]°

[Jw* |12,
VP

10This assumption can be relaxed to “there is a point = such that f(x) # 0.

1 *
IIE w* = ™o < O(Gregy/p2pe );
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where w°'* is the OLS vector.

Algorithm 5.2.40 Non-interactive LDP for smooth Non-linear Regression with public data

Input: Private data {(x;,y;)}, C R? x {0,1} with ||z;||; < r, public unlabeled data
{x;}757 . Link function f : R +— R, privacy parameters ¢, 4, and initial value ¢ € R.

1:
2:

10:
11:

for Each user i € [n] do

Release x;2] = xi:cl-T%—El,i, where £} ; € RP*P is a symmetric matrix and each entry

7‘4 O 25 —
of the upper triangle matrix is sampled from A/ (0, 326*) Release 7;y; = x;y;+Es ;,

2.5
32r2(Lr+|f(0)|4+C)? log %>

where the vector E,; € R? is sampled from N (0, = L,).
end for
for The server do _ -

Denote X7X = " @l and XTy = > " Z;y;.. Calculate v =
(XTX) 1 XTy.

Calculate y; = x;rﬁﬂls foreach j = n+1,--- ,n 4+ m. Find the root ¢¢ such that
1=Ce Z;L:::H J'(¢oy;) using Newton’s root finding method:

fort=1,2,--- until convergence do

1 +m+1 =
el St (egy)—1

cC=C— n+m ~ ~ ~ .
A f (c)ed P (edy)}

end for
end for
Return ™" = ég - wo%.

From Theorem 5.2.4, we can see that it shares the same phenomenon as Lemma 5.2.2

(i.e., the OLS vector with some constant could approximate w* well). Thus, a similar idea

to Algorithm 5.2.39 can be used to solve this problem for the bounded sub-Gaussian case,

which gives us Algorithm 5.2.40 and the following theorem.

Theorem 5.2.5. Under the assumptions of Theorem 5.2.4, if further assume that the as-

sumptions in Theorem 5.2.2 hold for function f’(-) instead of ®2)(-), then for sufficiently

large m, n such that

* * 1
m > Q(||Z|2]lw* 1% max{1, [lw||3} 250" max{l,a}Q) (5.25)

p20% |1 SI3p% | w* (|3, max{1, |lw*[|3.} log 3 log ¢

> €2 Amin (2) min{ A\pin (2), 1}

Lo
max{1, a} ) (5.26)
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Figure 5.1: GLM with logistic loss under i.i.d Bernoulli design. The left plot shows the
squared relative error under different levels of privacy. The right one shows relative error
under different dimensionality.

with probability at least 1 — exp(—Q(p)) — &, the output of Algorithm 5.2.40 satisfies

1
2 * |2 1 *|2 »2 1
Hwnlr_w*noo SO(prOO”w Hoomax{ 7||w Hoo}H HmeaX{f,l}Q
Cc

Jm
1
p2p3s|[w* (|5 max{L, [[w* (I3 }IZ]I3 py/log 5 log & 1,
+ . . max{—, 1}
A2 (Z)min{A2. (%),1}/n °f

w13, max{1, [|w*[loo }

VP

1 1
+p2pgo||22||00 X maX{laa})a (5.27)

where the terms of G, L, 7, M, ¢, r, k., C are assumed to be O(1) and thus omitted in the

Big-O notations.

5.2.5 Experiments

Evaluation on synthetic data

Experimental Setting For GLM, we consider the problem of binary logistic loss i.e.,

O((z,w)) = In (1 + exp ({(x,w))) in (5.16) while for non-linear regression we set f(x) =

PR
%x?’ in (5.24). For each problem we first compare the squared relative error %

with respect to different privacy parameters € € {10,5,3,2} with § = % In these ex-
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periments, we estimate the squared relative error with the fixed dimensionality p = 10
and the population parameter w* = (1,1,...,1)/,/p. The sample size n is chosen from
the set 10* - {1,3,5,...,29}. We assume that the same amount of public unlabeled data
is available. The features are generated independently from a Bernoulli distribution
Pr <:c” = j:%) = 0.5 and the label is generated according to the logistic model or the
model (5.24). In non-linear regression model, o is bounded by C' = 0.001. The results
are shown in Figure 5.1a and 5.2a. For each problem we then evaluate the impact of the
dimensionality. In these experiments, we fix the privacy parameters '' ¢ = 10, § = %, and
tune the dimensionality p € {5, 10,12, 15}. w*s are the same as above. The sample size
takes values from n € 10*-{10, 12,14, ..., 48} and the same amount of public unlabeled data
is assumed. The responses are generated as the same as above. We measure the performance
directly by the relative error. For each experiments above, we run 1000 times and take the
average of the errors. The results are shown in Figure 5.1b and 5.2b.

From Figure 5.1a and 5.2a, we can see that the square of relative error is inversely
proportional to the number of samples n. In other words, in order to achieve relative error «,
we only need the number of private samples n ~ % if we omit the dependency on the other
parameters. Besides, we also observe that the square of relative error is proportional to E%
which matches our theoretical result.

From Figure 5.1b and 5.2b, we can see that the relative error increases as the dimension-
ality increases. It may seem a little weird that it is not linear in the dimensionality. We note
that as the dimensionality p changes, some other parameters, for example, the /5 norm of the

covariance matrix and w_ also change, which bring other effects to the relative error.

Evaluation on real data

We first conduct experiment for GLM with logistic loss on the Covertype dataset [94].

Before running our algorithm, we first normalize the data and remove some co-related

Note that in the studies on LDP ERM, e is always chosen as a large value such as [37].
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Figure 5.2: Cubic regression with i.i.d Bernoulli design. The left plot shows the squared
relative error under different level of privacy. The right one shows relative error under
different dimensionality.

0.775
0.754
0.750
0.70 0.7254
> > 1
0 0 0.700
E 0.65 1 E
S 5 0.675
o o
£ 0601 & 06501
—— Non-private 0.625 9 —— Non-private
0.55 4 — eps=20 | —— eps =20
— eps =10 0.600 — eps =10
— eps=5 0.575 1 — eps=5
6 5‘0 160 15;0 260 250 300 350 400 0 50 100 150 200 250 300
Number of samples(x103) Number of samples(x103)
(a) (b)

Figure 5.3: GLM with logistic loss on real dataset. The dataset we use is Covertype (left)
and SUSY (right).
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Figure 5.4: The effect of the number of public unlabeled samples. The left plot shows the
relative error of GLM with logistic loss. The right one shows the relative error of cubic
regression.

features. After the pre-processing, the dataset contains 581012 samples and 44 features.
There are seven possible values for the label. Since multinomial logistic regression can not
be regarded as a Generalized Linear Model, we consider a weaker test, which is to classify
whether the label is Lodgepole Pine (type 2) or not. The chosen algorithm is still binary
logistic regression. We divide the data into training and testing, where nyining = 406708
and neging = 174304 and randomly choose the sample size n € 10*-{1,2,3, ..., 39} from
the training data and use the same amount of public data. Regarding the privacy parameter,
we take 0 = % and let € take value from {20, 10, 5}. We measure the performance by the
prediction accuracy. For each combination of € and n, the experiment is repeated 1000 times.
Through Figure 5.3a we observe that when e takes a reasonable value, the performance is
approaching to the non-private case, provided that the size of private dataset is large enough.
Thus, our algorithm is practical and is comparable to the non-private one.

We also conduct experiment for GLM with logistic loss on the SUSY dataset [22]. The
task is to classify whether the class label is signal or background. After the pre-processing
and sampling, the dataset contains 500000 samples and 18 features. Then we divide the
data into training and testing, where 7qining = 350000 and nyeging = 150000 and randomly

choose the sample size n € 10% - {1,3,--- ,33} from the training data and use the same

271



amount of public data. Regarding the privacy parameter, we take § = % and let € take
value from {20, 10, 5}. We measure the performance by the prediction accuracy. For each
combination of € and n, the experiment is repeated 1000 times. As shown in Figure 5.3b,

we have almost the same conclusion as in the Covertype case.

The effect of public unlabeled data

We use similar setting as our synthetic experiments in Section 5.2.5. For GLM we consider

3

the problem of binary logistic loss while for non-linear regression we will set f(x) = zx

1

3

[ —w*|| o
l[w*loo

in (5.24). We compare relative error with respect to different privacy parameters
e € {10,5,3} with 6 = % In these experiments, we fix dimensionality p = 10 and the
population parameter w* = (1,1, ..., 1)/,/p. We also fix the private sample size n = 200000
and the public data size is chosen from the set 10% - {2, 4, ..., 16}. We assume that the same
amount of public unlabeled data is available. The features are generated independently
from a Bernoulli distribution Pr (a:” = :l:l—lj) = 0.5 and the label is generated according

to the logistic model or the model (5.24). In non-linear regression model, o is bounded by

C = 0.001. The results are shown in Figure 5.4a and 5.4b.

Further theoretical investigation motivated by experiments

Through the previous experimental results, we can also get some further theoretical investi-

gation:

* Firstly, in all the previous experiments, we use the logistic loss for GLM and cubic
function for non-linear regression. Actually, here these loss functions may not satisfy
all the assumptions in Theorem 5.2.2 and 5.2.4. This indicate that theoretically we
may relax these assumptions to get the same estimation error. Second, since our
algorithm has good performance for real data, as shown in Figure 3. However, these
real data may do not satisfy the assumptions in Theorem 5.2.2 and 5.2.4. Thus, we

conjecture that it is possible to further relax the assumptions on the distribution of
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samples.

* Theoretically, in Theorem 5.2.2, 5.2.3 and 5.2.4 we show that to achieve good per-
formance we need sufficient large number of public unlabeled data, and this can be
supported via Figure 5.4b. However, as shown in Figure 5.4a, sometimes there is no
need to use as large amount of public data. Thus, this motivate us to further improve

the sample complexity of public unlabeled data as future research.

5.2.6 Omitted Proofs

Background and Auxiliary Lemmas

Notations For a positive semi-definite matrix M € RP*P, we define the M -norm for

a vector w as ||w|3;, = wf Mw. Apn(A) is the minimal singular value of the matrix

A. For a semi positive definite matrix M € RP*P_ let its SVD composition be > =

UTSU, where & = diag(\y,---,\,), then M2 is defined as M2 = UTS2U, where
%7 = diag(v/Ar, -+, /)

Definition 5.2.2 (Sub-Gaussian). For a given constant x, a random variable x € R is said
to be sub-Gaussian if it satisfies sup,,, \/%E[|x|m]% < k. The smallest such « is the
sub-Gaussian norm of z and it is denoted by ||z||,,. A random vector x € RP is called
a sub-Gaussian vector if there exists a constant x such that for any unit vector v, we have

Iz, ) [ly, < .

Lemma 5.2.3 (Weyl’s Inequality [264]). Let X,Y € RP*? be two symmetric matrices, and
E =X —Y.Then, forallz=1,---,p, we have

|0:(X) — o (YV)] < [ E]]2-

Lemma 5.24. Let w € R? be a fixed vector and E be a symmetric Gaussian random

matrix where the upper triangle entries are i.i.d Gaussian distribution A/(0, o%). Then, with
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probability at least 1 — &, the following holds for a fixed positive semi-definite matrix

M € RP*P
2 2 2 2p*
[ Ew|[3 < 0" Tr(M)||wl|”log E
Proof of Lemma 5.2.4. Let M = UTXU denote the eigenvalue decomposition of M. Then,
we have
p p
|Bw|}, = w" ETU'SUBw = > " 07> [UEw}.
=1 j=1
Note that [UE]; ; = Z:l Ui E; 1 where E; ; is Gaussian. Since U is orthogonal, we know

that [UE]; ; ~ N(0, c?). Using the Gaussian tail bound for all ¢, j € [d]?, we have

2p?
P( max |[UE); ; > {/o2log —) < €.
(o (0B > o2 1og 20) < &

]

Lemma 5.2.5 (Theorem 4.7.1 in [288] ). Let x be a random vector in R? that is sub-Gaussian
with covariance matrix 3 and ||Z_%x||¢2 < K. Then, with probability at least 1 — exp(—p),

the empirical covariance matrix 1 X7 X = L 5™ 7,27 satisfies
n n 1= (2

1
|%X?¥—mbgo@¢5mm.
n n

Lemma 5.2.6 (Corollary 2.3.6 in [274]). Let M € RP*P be a symmetric matrix whose
entries m;; are independent for j > ¢, have mean zero, and are uniformly bounded in
magnitude by 1. Then, there exists absolute constants C, ¢; > 0 such that with probability

at least 1 — exp(—Cyc,1p), the following inequality holds ||[M ||y < C'/p.
Below we introduce some concentration lemmas given in [108].

Lemma 5.2.7. Let B°(w) denote the ball centered at w and with radius 6 (i.e., B’ () = {w :

|lw— |2 < d}). Fori=1,2---,n,letz; € RP be i.i.d isotropic sub-Gaussian random
vectors with ||z; ||y, < ks, and i = E[%‘Q]. For any given function g : R — R that is
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Lipschitz continuous with G and satisfies sup,,eps g |9((x, w))y, < kg, with probability

at least 1 — 2 exp(—p), the following holds for np > 51 max{x, x?}

sup =3 gl{we,w)) — Elg((z, w))] < el + ) ,

weBd (@) M = (0 m

Wg+££2

W ¢ 1s some absolute constant.

where y =

Lemma 5.2.8. Let B°(10) be the ball centered at @ and with radius § (i.e., B’(w) = {w :
|lw—wl|ls < d}). Fori =1,2--- n,let x; € RP be i.i.d sub-Gaussian random vectors with
covariance matrix X. For any given function g : R — R that is uniformly bounded by L and

Lipschitz continuous with G, the following holds with probability at least 1 — exp(—p)

3 oflo) = Eltlo )l < 2Gla + Dl + 21y

weBS (W

~ols

The following lemma shows that the private estimator w** is close to the unperturbed

one.
Lemma 5.2.9. Let X = [z7: 21 ... ;2T] € R"*? be a matrix such that X7 X is invertible,
and zq,--- ,x, are realizations of a sub-Gaussian random variable  which satisfies the

condition of ||~ 2z||y, < k; = O(1) and & = E[zz7] is the the population covariance

matrix. Let 0 = (X7 X)X Ty denote the empirical linear regression estimator. Then,

rzl|Z3pr log §
2)\2 ( )

min

for sufficiently large n > Q(~

1 — exp(=Q(p)) = &,

), the following holds with probability at least

e+ R o o
e2nA2. (X)) ’

min

[0 — 5|3 = O( (5.28)

where r = r if z; is sampled from some bounded distribution.

Proof of Lemma 5.2.9. 1t is obvious that XTX = XTX + FE4, where E; is a symmetric

—_

n'r'4 og <
Gaussian matrix with each entry sampled from A(0,0%) and 0} = O(%). XTy =
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XTy + E,, where F5 is a Gaussian vector sampled from N (0, 031,,) and o3 = O(Wtﬁ)

We first show that ﬁ is invertible with high probability under our assumption.

It is sufficient to show that X7 X + F; >~ XTTX, Le, ||Ei]l2 < %XTX) By Lemma

5.2.6, we can see that with probability 1 — exp(—(p)),
r2\/pnlog %
1EA]l2 < O(————).

Also, by Lemma 5.2.5 and Lemma 5.2.3 we know that with probability at least 1 —

exp(—£2(p)),
Aunin (X7 X) > 1dinin (2) — O(kz [ S]|2/p1).

. . 2||S|l2r2y/pnlog § D
Thus, it is sufficient to show that n Ay, () > O(Hz” lor”/pmlog 5 ), which is true under the

€

K3 || S]3prt log &

assumption of n > €)( EPING)

). Thus, with probability at least 1 — exp(—Q(p)), it is
invertible. In the following we will always assume that this event holds.

By direct calculation we have
|0 — 0%y = —(XTX + Ey) LB + (XTX + By E,.
Thus, by Cauchy-Schwartz inequality we get
lo™* — 0|5 = O (| Bvio™ [Exr x4 )= + I Bellfxrxmyy—2)-

Since we already assume that X7X + E; - XTTX by Lemma 5.2.4 we can obtain the

following with probability at least 1 — &

— ols nrilogs . - 4p?
B s < OB ™ [BTH(( 7)) g 22

nr?log 1
—g(sTr

2
B2l rx iy < O(—

€

Ty oy 4D
(X))
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Thus, we have

~ols 2
r2(1+r?|[@?(|3) log § log %

| — @ |)3 < Cin - Tr(XTX)™2).

€2

For the term of Tr(( X7 X)™2), we get

Tr((X7X)7%) < (Tr((XTX)™1)? < pll(XTX) 2|5 = 2 (Z;(T)() = O(n2)\2p. (E))’

min

where the last inequality is due to the fact that Ay (X7 X) > nAnin(X)—O(52|| 2|2 /20) >

21 Amin(2) (by the assumption on n). This completes the proof. O

Let w? = (E[zz])"'E[zy] denote the population linear regression estimator. The

following lemma bounds the estimation error between w°** and w°?. The proof could be

found in [108] or [91].
Lemma 5.2.10 (Prop. 7 in [108]). Assume that E[z;] = 0, E[z;2]] = &, and Y~ 3g; and s
are sub-Gaussian with norms x, and ~, respectively. If n > (x,7vp), the following holds

||u~}ols _ ,wols||2 S O('}//{$

with probability at least 1 — 3 exp(—p).

Proofs of LDP

The LDP proof of Algorithm 5.2.39 follows from Gaussian mechanism and the composition
property of DP.

For Algorithm 5.2.40, it is (€, §)-LDP due to the ¢;-norm bound on ||x;y;||2 = ||z |2 f ({x, w*))+
gille < ||@ill2(Ll|z]|2 + [ f(0)] + C), where the last inequality is due to the fact that f’ is

L-bounded and ||w*||s < 1. That is,

f((z,w")) = f(0)] < Lz, w*) = 0] < L|z[2][w*l2.
5.2.2.
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Proof of Theorem 5.2.3

Since Theorem 5.2.3 is the most complicated one, we will first prove it and then Theorem
Since » = O(1) (by assumption), combining this with Lemmas 5.2.9 and 5.2.10, we
have that with probability at least 1 — exp(—£2(p)) — £ and under the assumption on n, there

is a constant C3 > 0 such that

Fay/Pr2 |w||24/log % log %2
ey/mAY2 (D) min{ A2 (%), 1}

min min

HUA}ols o wolsH2 S C3

(5.29)

Lemma 5.2.11. Let &) be a function that is Lipschitz continuous with constant G, and
f : RxRRP i R be another function such that f(c, w) = cE[®® ({z, w)c)] and its empirical

one is

f@@:%i}ww%mq

Let B®(w%) = {w : ||w — w”*||; < 6}, where @ = Xzw°*. Under the assumptions in

Lemma 5.2.9 and Eq. (5.29), if further assume that |2 ||, < k,, and SUD s (ots) || PP (2, w)) |y, <

kg4, and there exist ¢ > 0 and 7 > 0 such that f(¢, w®*) > 1 + 7, then there is ¢3 € (0, )

such that 1 = f(cs, w®*). Also, for sufficiently large n and m such that

K 1 e’n
m > Q((ky + —)* max{plogmr 2 —— 5 b,  (5.30)
(5 G [ f og § o £ )
4 ols||2 1 p?
prfJw*?||51og 5 log =
> QKGR ¢ 5.31
n 2 QG| ||27'262/\mm(§])min{/\mm(E),1})7 (5-31)

with probability at least 1 — 2 exp(—p), there exists a éo € |0, ¢ such that f(ég, W) = 1.

Furthermore, if the derivative of ¢ — f(c, w°?) is bounded below in the absolute value (i.e.,
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does not change sign) by M > 0 in the interval ¢ € [0, ¢], then the following holds

2
12w o1 flog L log 2

V/IA(D) min{ A\ (5), 137
(5.32)

plogm

Cp—Ca| < O(M_lc(/-{ng%) +MIGR2A|D|2

Proof of Lemma 5.2.11. We divide the proof into three parts.

Part 1: Existence of ¢;:  From the definition, we know that (0, w*) = 0 and f(c, w*) >

1. Since f is continuous, we known that there exists a constant ¢ € (0, ¢) which satisfying

f(Eg,w) = 0.

Part 2: Existence of ¢3:  For simplicity, we use the following notations.

21],,,0ls 1 p? 1
Ra/Pr[[w”[|24 /1og § log % y_ 15039

6 = 03 ) - ) (533)
evmmin{\(3), 1} A (2)
where Cj is the one in (5.29). Thus, ||S2@°% — 2w, < &',
Now consider the term of | f(c, @) — f(c,%°*)| for ¢ € [0, c]. We have
sup |f(c, @) — f(c, ") < sup  sup |f(c,w) — flc,w)l, (5.34)

CE[O,E] ce [075] wG]E‘SE’ ('LUOZS)

where BY (w”) = {w : |[S2w — S2ws||, < §'}.
Note that for any z, we have (z, w) = (v, S2w), where v = S~ 2z follows an isotropic

sub-Gaussian distribution. Also, by definition we know that w € BZ (w”*) is equivalent to
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Szw € BY (w°¢). Thus, we have

sup  sup |f(c, @) — fle, )]

ce [O,E} WEB%/ (wols)

1
<eswp  sup |38 ((u, Brw)e) - (v, Z2w)e)|

c€0,2] weBg (wols) j=1

1
= C sup sup |— Z o3 ((v;, E%w>c) —E®® ((v, E%w>c)\
06[076] E%UJEB‘S/ (,[I]ols) m ]:1

m

—eoswp =S eO((u, ) — ESO ({0, u)). (5.35)

wleBéél(wols) m j=1

By Lemma 5.2.7, we know that when mp > 51 max{x, x '}, where

(kg + %)2 ((’fg + %)2 EnAmin (Z) min{ Ay (2), 1}
X = o m~g — =
c0”? G2 [i? G?[i>  pré|lwets|2log 1 log %ZHZHQ

),

the following holds with probability at least 1 — 2 exp(—p)

sup 37 @O (w ) — BB (v, w)) so<<ng+%>\/pk;§m>. (5.36)

By the Lipschitz property of ®(), we have that for any w,; and ws,

sup |f(c,w) — fle,ws)| < GPE[(v, 2% (w; — w,))]

c€[0,c]
< K, GE2||S2 (wy — ws)]|o. (5.37)
Taking w; = @°* and wy; = w°*, we have
~ols ols —2 % 5
sup |f(c, ™) — f(e,w™)| < O(/ich 123 — )
w0 An(S)
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Combining this with (5.35), (5.36), (5.37), and taking ¢ as in (5.33), we get

2 ols lo llo p_2
ols ols B Ky plogm 1 x\/_T ”w H 85108 %
sup |f(c, %)~ f(e,w’™)| < O(e(ry+ =) | 2 a5 TERINT? )
c€(0,d] 1 m /N A min{ A (), 1}

(5.38)
Let B denote the RHS of (5.38). If ¢ = ¢, we have f(c, w"ls) >1+4+7— B.Thus,if B< T,
there must exist a ég € [0, & such that f(ég, W) = 1.

To ensure that B < 7 holds, it is sufficient to have

plogm

_ Ry T
Oe(ry + = o™ <

and
S ayDr oy log jlog B
0G| )< I,
Y ey/mA2 (2) min{AY2(2), 1} 2

This means that

m > Q(EQ(/{g + @)Qp log mT_Q),
[

ols

2
15 1og 5 log 7= )
i (D) TN { Ain(2), 1}

pri||w

n > Q(k 4(}’24\]2\]2 )
which are assumed in the lemma.

Part 3: Estimation Error: So far, we know that f(ég, W) = f(ée, w®) = 1 with high

probability. By (5.34), (5.35) and (5.36), we have

1= e 0] = 60, 07) ~ e, )] < Ofclr + 2

By the same argument for (5.38), we have

J

1
‘f(éfbawds) — f(Ca, Ols)’ < G“x_QHEH22 T

mll’l(

)
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Thus, using Taylor expansion on f(c, w*) around cg and by the assumption of the bounded

derivative of f, we have

M|ée — Co| < |f(Co, w) — f(Co,w™)]
S |f(é@7w013) - f(écbvw()ls)‘ + ‘f(é¢7w018> - ]'|
2 ols 1 p?
_ /plogm 1 VP [lwE 2 logglog?
< O(c(/@g—i—f) + GK2 QHZHQ /2 57 1/2 (5 )
z m ev/nA i (2) min{A 5 (2), 1}

min min

O]
Next, we prove our main theorem.
Proof of Theorem 5.2.3. By definition, we have
[0 — w*|loo < [|Ea™ — Eow*[|oc + [[Eaw™ — W[l
< (et — Epw?||oo + [|Esw — cow||o + |[cow®™ — w* ||
(5.39)

We first bound the term of |Gp—cg|. Since CoE[®?) ((z, w”*)¢g)] = 1 and co B[P ((2, w*))] =

1 (by definition), we get

(e w®) = flew,w?®)] = [xE@ (2, w)] — f(ca, ™)
< ey B[0P ((,w*)) — 8 ({2, w*)co)]
< coGIE[(x, (" — cou™))]
< coGll(w* = cow™) |y

< cchrHccprZS — W |00,

where the last inequality is due to the assumption that ||z|; < 7.

Thus, by the assumption of the bounded deviation of f(c, w”*) on [0, max{¢, cg }|, we
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have

M|eq — ca| < |f(Cp, w™) = flca, w™)] < caGrllcpw® — w]|.

By Lemma 5.2.2 in the context, we have

w2

5.40
7p (5.40)

|Co — co| < 16M e G*r2 k3 \/papsc

Thus, the second term of (5.39) is bounded by

H HooH ols

N4

[ [l
( + 16GTK2\/Papo
VP VP

3
= O(M'r*R3G py ngHw S maj{_l (G, max{1, ce}), (5.41)
p

[

|Caw®® — cow™ || < 16 M ceG*r2k3\/papsc

w13

)

<16M e G*r?K2\/pape

where the last inequality is due to Lemma 5.2.2 in the context.

w

By Lemma 5.2.2 in the context, the third term of (5.39) is bounded by 160¢Gm$ VP2P00 2 lw™lis i

For the first term of (5.39), by (5.29) and Lemma 5.2.11 we have

ols ols

lea™ — Eow™ [l < |Cal - |0 — w™ oo + |Co — Cal - [|w"*]|oc

_mx\/ﬁr2Hw"l5\|2 log%log%2
¢ 172 \1/2
6\/ﬁ)\min(X:) mln{)\min(z)ﬂ 1}

2 ols 1 P’

. [l o e ayflog §log

0 o (M ey + 2 B 4 M G S
i m ey/nA i (3) min{ A0 (), 1}

(5.42)
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For the first term of (5.42), we have

/fx\/_7"2HwOlsH2 log%log%2 - /ixpTQHwOZsHOO /log%logpg
C IS min A2 (D)1} /A2 (D) min{ AL (2), 1)
2 * 1 p2

Kopr?||w*||ocy /log log = ||

<c (— + 16GTK3\/Dapos——2)
ev/IALE (2) min{ A2 (2),1} co Ve

pmxfpooaﬁnw loe max{1L, w*[lsc }1/log L log 2

e/ (%) min{A /2 (%), 1}

1
max{1, g}). (5.43)

For the second term of (5.42), we have

1 plogm

ols — T
oM —
o oo e(ry 4 5 P22

_ plogm 1 [w* ]l
< cllw|ao (kg + — + 16GTE2\/papes
oy 520 2B Vi)

logm 1
O(Gr/iz\/_poocHw | oo max{1, [|[w||oc} (kg + — p )”p 75 ax{l,;}). (5.44)

For the third term of (5.42), we have

2 ols
s ey los ke £

eI (2) min{ALE (), }
2 *||2
.opriflw ||oo\/10g—1og— 1
< MG 3 (- 4 166l g ey

ols

oo

[

eV/nAY e (2) min{ A2 (D), 1} o ' VP
4 2
priflw* || max{1, lw*|%}1/log } log 2 1
< O(M7'GH RS pap |54 ey 5 max{1, —}%).
\/_/\m1n< ) ln{/\min< ) ) } Co

(5.45)
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Thus, the first term of (5.39) is bounded by (since m > Q(n))

Pi /PG |2, max{L, "l }/log } log 2
ev/nAm (%) min{ A2 (%), 1}
logm 1
+ Grid /el oo max{L, [[w|uc } (g + )y /P2 max{L, —}+
2 m Cop
prt|lw |2 max{1, |2} /log L log 2 -
12 (5 12 (s max{1l, —}
eV () min{ A2 (%), 1} o

K ; 1
= O(M ™ (kg + ﬁ)GSHigMPgoHZ? 2

||éq>12)0l8 o E‘I)wOlSHOO < O(

1
max{l, —}
Co

M GRS o, |52

pr oo mas{L, "} flog m log  log 2 L,
: 7 e AL max{1, —}?).
6\/_)\111111( ) min{)\min<2)7 1} Cop

Putting all the bounds together, we have

[0 — w*[lae < O(MIG3RE pap2. | 222

pri|lw*|| s max{1, [|w*||3,} 10g%10g§ 1
1,—}?
1/2 . 1/2 maX{ ;
VA i (2) min{ A5 (3), 1} Co

- ][5 max{1, [|w*[5}
+ M 13 k8 eGP pap?, N

logm 1
Gri3/papoct]| ]| oo max{1, [|w*||oo } (i, + ﬁ)\/p ﬂf max{l,—}).  (546)

X

1
max{1, C—}+
®

Next, we bound the probability. We assume that Lemma 5.2.9, 5.2.10 and 5.2.11 hold with

probability at least 1 — exp(—£2(p)) — p. They hold when

2
5 1 en

m > Q((ky + @)2 max{plogmr~~,
fi

- > 1), (5.47)
7 pri i Elog g 2 )

2
prifw™|3log log B k|| 53|3pr log }

mln(z) min{/\min(Z), 1}7 €2)2. (Z) }) . (548)

min

n > Q(max{r:G*c||3||2 22\
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Since [|w*]; < \/]_9||w*||oo(i + 16G7TK3 \/p2pso Hw\;;‘m), it suffices for n

2
o1l paplo w15, max{1, [|w*|[3,} log 5 log &

722 A min (2) min{ Apin (), 1}

1
n > QG123 max{l,c—}Q).
®
(5.49)

]

Proof of Theorem 5.2.2

Lemma 5.2.12. Let g, ¢, 7, f, f be defined the same as in Lemma 5.2.11. If further assume
that |®)(-)| < L for some constant L > 0 and is Lipschitz continuous with constant G, then,
under the assumptions in Lemma 5.2.9 and (5.29), with probability at least 1 — 4 exp(—p)
there exists a constant ¢ € [0, ¢] such that f(ég, @°*) = 1. Furthermore, if the derivative
of ¢ = f(c,w) is bounded below in absolute value (i.e., does not change the sign) by

M > 0 in the interval ¢ € [0, ¢, then with probability at least 1 — 4 exp(—p), the following

holds
1
M7'GLERr? (|23 v/pllw” |24 /log 5 log & . n
[ée—Cal < O( ) ) +M LGS w2/ )
E)\fnin(z) min{)‘?nin(E% 1}\/5 m
(5.50)
for sufficiently large m, n such that
LG?*7726| 3|2k prt ||w?!*||32 1og % log B
e 135112 | [[w]3 1og 5 £) (5.51)
€2 Amin (2) min{ \pin (2), 1}
m > Q(G*L?|| 2|2 ||w” ||5pT72). (5.52)

Proof of Lemma 5.2.12 . The main idea of this proof is almost the same as the one for

Lemma 5.2.11. The only difference is that instead of using Lemma 5.2.7 to get (5.36), we
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use here Lemma 5.2.8 to obtain the following with probability at least 1 — exp(—p)

sup |—Z<I>2> v, w')) — E@P ((v,w'))]

wle]EEts’ (u—)ols

—ols — p
< O((G([@*"||l2 + )| I]l2 + L)y -

O((GII=lI3 (lw™ [l + e—

min

IEANESE (5.53)

m

Thus, by (5.35), (5.37) and (5.53), we have

sup |fle, %) — f(e, ™)) < O(GIIZI3 desuz\f

c€[0,¢]
GraC| 2|3 ||w"ls|| r \/10g log 2=
’ Ve ’ ﬁ/ +L,/ (5.54)

A2 (3) min{ A2

min

mll’l

Let D denote the RHS of (5.54), we have
f(éu") >1+71—D.

It is sufficient to show that 7 > D, which holds when

2 ols 1 p2
oGz} Mfﬂ”w byloss o) 7
\/_)\mln( ) in{)‘min(2>7 1} 2

and

(szcHZH;LHwOlSHQ\/_r ,/logalog g -
\/ =3

Ao (2) min{ A\ ()

That is,

— ols 2
(GQT‘QC“HZHwim‘*Hw |13 log § log %)
€2 Amin (2) min{ A (X), 1}

m > Q(G*L?||Z|o||w” ||5p772). (5.56)

(5.55)
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Then, there exists ¢ € [0, 7] such that f(ée,@w%*) = 1. We can easily get

M|ég — o] < |f(Co,w™) — f(Cp,w™™)|
G k2?53 /pllw]|2 log%logé%
EAﬁnn( )mm{/\mm( ), 1}v/n

GnmcHEHQHwOZSH VP m / —|—LG||ZH [ ‘/ ) (5.57)
2 2 )

A2 (D (%) mln{)\l/2

min

GLEK2 7~2||2||§\f||w018||2 log Llog &

& 3 ols

O( + LGS ]2y [2).  (5.58)
A (D) min{A%,,(5), 1}y m

mll’l

O

Proof of Theorem 5.2.2 . The proof is almost the same as the one for Theorem 5.2.3. By

definition, we have

||wglm w Hoo < ||Cq> ~ols ECPwOZSHOO + HawalS . w*”oo
S ||éq>w0ls . awalsHoo + ||E<I>w0ls o C¢w0l5||oo + ||Cq>wOls o w*”oo
(5.59)
The second term of (5.59) is bounded by
o [l 13 max{1, [Jw*|oc } 1

[Cow™ — cow™||oe < O(M™'1?Klca G pap?,

b max{l,;}).

(5.60)

By Lemma 5.2.2 in the context, the third term of (5.59) is bounded by 16¢4 G K3 \/p2po0 Hw\;}!""
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The first term is bounded by

ols

[ep™® — Cow™®|| s <
1
MG L2 pag?, |2 mas{L, [ |2} [Z ) py flog 2 1og & 1
O( T I x max{—, 1}?
6)\§11n(2) min{)‘rﬁﬁn(E% 1}\/5 Ce

1
M7 GO LE Rgr papso||w” |5 max{ L, [[w [l X3P

vm

1

—,1}%). (5.61
ax{——.1}2). (56D
Thus, in total we have

1
M GPLE K51 papd |lw* |13 max {1, lw* |23 p
Jm
1
G LK1 papZ ||l w* |3 max {1, [lw* 2 }HIZ[3p/log 5 log & 1,
T T max{—, 1}
E)\Iiin(g) min{)‘;in(g)v 1}\/5 ce

[l max{1, [lw*l}

VP

[0 —w*[| o < O

1
xmax{—, 1}
Co

+

+ MR eGP pap?s |27 | oo

1
max{1, g}) . (5.62)

The probability of success is at least 1 — exp(—£(p)) — £. The sample complexity should

satisfy

1
m > Q(G?L?|| S| ||w*||2, max{1, [|w*|| 2 }G*r* kS popZ p*t? max{1, C—}Q) (5.63)
®

_, % 3
P22 G2t | B3k, p? | lw*|5r® max{1, [Jw*|3} log § log -

n > Q( A min () Min{ A (3), 1}

1
max{1, 5}2).

(5.64)

]

Proof of Theorem 5.2.4

The idea of the proof follows the one in [108].
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By assumption, we have

Elzy] = E[zf((z, w*))] = Z2E[vf({v, ©"))],

where 1* = Y 2w*. Now, consider each coordinate j € [p] for the term E[v f((v, @*))]. Let
v} denote the zero-bias transformation of v; conditioned on Vj = (v, w*) — v;wj. Then, we

have

Thus, we have w°* = E_%DE%w*, where D is a diagonal matrix whose i-th entry is
E[f'((v; = vj)w] + (v, @"))].

By the Lipschitz condition, we have
[ELf"((v] = vj)dj + (v, *))] = E[f'((v, 0"))]| < Gl [E[(v] — v;)].
By the same argument given in [108], we have
E| (v} — v))| < 15E[Jv;[°].
Using the bound of the third moment induced by the sub-Gaussian norm, we have

LI Bl (v — ;)] < 8Grj max ] < 8Gr[S30 oo
Jje
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Thus, we get

max |Dj; — —| < 8G/£3H22w l|o-
j€ld]

This means that

ols 1 * 1 1 1,
[w = —w* |l = [|572(D = —1)X2w*|l
Cr Cr
1 1 1 X
< max |Dj; — —[[|E72|o 22 || [ [l
J€[p] Cf

< BLA oo L1 5% ool .
Due to the diagonal dominance property we have

P 1 1
122 oo = max 3 [55] < 2max 25 < 233

J=1

Since we have ||z||2 < 7, we write

pHEHQ

r? > E[|lz]3] = Trace(X) > pl|S >
P2

Thus we have |22 o < 2r, /2.

Proof of Theorem 5.2.5
4o L
By the same argument in the proof of Lemma 5.2.9, we can show that whenn > Q(%),
with probability at least 1 — exp(—Q(p)) — &, the following holds
ds _ zols o pC?r2(L2r? 4 C* + r?||w°'*||3) log 5 log %2 565
||w - ||2 - ( ezn)\?mn(z) ) o. )
Thus, by Lemma 5.2.10 we have
C Lkig /D720 |21 /log L log &
~OlLS olLs * &
[ — wl < O ). (5.66)

eV/IAYE (S) min{ A2 (D), 1}
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In the following, we will always assume that (5.66) holds. By the same argument given in
Lemma 5.2.12, we have the following Lemma, which can be proved in the same way as

Lemma 5.2.12.

Lemma 5.2.13. Let f’ be a function that is Lipschitz continuous with constant G and
|f'(-)] < L,and g : R x R? — R be another function such that g(c, w) = cE[f'({z, w)c)]

and its empirical one is

Let B (@) = {w : |w—w)y < 8}, where w”* = S2w°*. Then, under the assumptions
in Lemma 5.2.9 and Eq. (5.66), with probability at least 1 —4 exp(—p), there exists a constant
¢p € [0,c] such that §(ég,w**) = 1. Furthermore, if the derivative of ¢ — g(c, w’?) is
bounded below in absolute value (i.e., does not change the sign) by M > 0 in the interval of

¢ € [0, ], then with probability at least 1 — 4 exp(—p), the following holds

1
M~ CGLEP|| 53 /w2 log L log & !
éo — el < O ; ; T MG [y /L)
€)‘r2nin(2) min{)‘fnin(z)7 1}\/5 m

(5.67)
for sufficiently large m, n such that
LG277284|3 || o k2 pre||wets 2log Llog 2
— 1312 ! [[w*|3 1og 5 ) (5.68)
€2 Amin (X)) min{ A\ in (2), 1}
m > Q(G*L?|| 2| ||w”* ||5p772). (5.69)

where r = maxX;ep) || 2|2

5.3 Sparse Linear Regression in LDP model

In the previous two sections, we studied ERM in the NLDP model. in this section, we

will study ERM in the general LDP model. Specifically, we wish to understand the high
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dimensional (sparse) ERM in LDP model. To advance our understanding on the local model,
we study, in this paper, the LDP version of the most simplest problem in ERM, i.e, the sparse
linear regression problem. Linear regression is a fundamental and classical tool for data
analysis, and finds numerous applications in social sciences [212], genomics research [55]
and signal recovery [48]. One frequently encountered challenge for such a technique is how
to deal with the high dimensionality of the dataset, such as those in genomics, educational
and psychological research. A commonly adopted strategy for dealing with such an issue is
to assume that the unknown regression vector is sparse.

There are two commonly used ways for measuring the performance of this problem,
which correspond to two different settings, the statistical learning and the statistical esti-
mation settings. For the first setting, the measurement is based on the optimization error,
ie. F(0P™) — mingec F'(A), where F(0) = E()~p((x,0) — y)?, and P is an unknown
distribution. For the second setting, y is assumed to be y = (z, 6*) + o, where x ~ D, D is
a known distribution, ¢ is a random noise, and 8* € RP is the to-be-estimated vector that
satisfies the condition of ||0*||o < s. The estimation error for this setting is represented by

the loss of the squared £, norm, i.e., ||#”" — 6*||3. In this paper, we will focus on the latter

setting, and assume that = ~ Uniform{+1, —1}?.

Our contributions can be summarized as follows:

* We first present a negative result which suggests that the ¢ non-interactive private
minimax risk of ||#P"Y — §*||2 is lower bounded by Q(’%) if the privacy of the whole
dataset {(z;,y;)}", needs to be preserved. This indicates that it is impossible to
obtain any non-trivial error bound in high dimensional space (i.e. p > n). The private
minimax risk is still lower bounded by €2(-%;), even in the sequentially interactive
local model. Our proofs are based on a locally differentially private version of the Fano
and Le Cam method [96, 97, 95]. We further reveal that this polynomial dependency
on p cannot be avoided even if the measurement of the loss function or definitions of

differential privacy is relaxed.
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* With the understanding of this limitation, we then propose an e-sequential interactive
LDP algorithm for the low dimensional sparse case, called Locally Differentially
Private Iterative Hard Thresholding (LDP-IHT), which achieves a near optimal upper
bound. Furthermore, we show that the idea of DP-IHT is actually rather general and
can be used to achieve differential privacy for quite a few other problems. Specifically,
it can be applied to the (Locally) Differentially Private Empirical Risk Minimization
(DP-ERM) problem with sparsity constraints, and achieves an upper bound that
depends only logarithmically on p (i.e., logp) and the sparsity parameter of the
optimal estimator, making it suitable for applications in high dimensions. To our best
knowledge, this is the first paper studying DP-ERM with non-convex constraint set.
Another application of LDP-IHT is the sparse regression problem with non-linear

measurements [357, 350].

* We also give a positive result for high dimensions. Particularly, we consider the
restricted case where only the responses (labels) are required to be private, i.e., the
dataset {x;}!" , is assumed to be public and {y; }", is private (note that this is a valid

assumption as shown in [65, 33]). For this case, we propose a general algorithm

which achieves an upper bound of O( iﬁ%p ) for the estimation error. We show that

this bound is actually optimal, as the € non-interactive private minimax risk can also

be lower bounded by Q(%).

* Finally, we perform our algorithms on both synthetic and real world datasets. Experi-

mental results also support our theoretical analysis.

5.3.1 Related Work

There is a vast number of existing results studying the differentially private linear regression
problem (or more generally, DP-ERM) from different perspectives, such as [73, 24, 337,

253, 181, 257, 277]. Below, we focus only on those with theoretical guarantees on the error.
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For the central model, [337] recently conducted a comprehensive study, from both
theoretical and practical points of views, on the differentially private linear regression
problem. The author gave upper bounds of the optimization error in the statistical learning
setting and the estimation error in the statistical estimation setting, as well as a general
lower bound of the optimization error. There are also other works on this problem (we refer
the reader to the Related Work section in [337] for more details). But all these results are
only for the low dimensional case (i.e. the dimensionality p is a small constant number).
Contrarily, we study mainly, in this paper, the high dimensional sparse case under the
statistical estimation setting and provide both upper and lower bounds of the estimation error
for the non-interactive and sequentially interactive models. A couple of results also exist for
the high dimensional sparse linear regression problem in the central model [181, 269]; but
all of them consider only the optimization error. [34] studied the problem of Bayesian linear
regression, which is incomparable to our problem. [253] focused the confidence interval of
Ordinary Linear Regression while we mainly focus on the estimation error. It is notable that
recently [59] studied the optimal rates of the estimation error of linear regression in both low
dimension and high dimensional sparse settings. Specifically, for (¢, §)-DP, they showed that

w/logl/é)

in the low dimension setting, the near optimal rate of estimation error is O(\/g 42 —

while in the high dimensional setting it is O(y/ %2 + slosp ;{W), here O-term omits
log n factor. We will show more details in Remark 5.3.2 for the comparison between sparse
linear regression in the central model and the local model.

Unlike the central model where tremendous progresses have been made, linear regression
in the local model is still not well understood. The only known results are [257, 363, 97, 96].
[96] studied the low dimensional, non-interactive private minimax risk of the estimation
error for the restricted case of keeping the responses private, while we consider the high
dimensional case of the problem in the interactive local model. [257] gave the optimal lower

bound of the optimization error, O, /%), for the low dimensional case which was later

improved to O((%)%) by [363, 299] in the case where the constraint set is a unit /; norm
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ball. However, their settings are different from ours since they all assume that the norm of
x; is bounded by 1, i.e. ||z;]|2 < 1, while in our statistical setting, ||z;||2 = |/p. Thus, our
results are incomparable with theirs.

DP-ERM has been studied in [154, 305, 310, 325, 299, 96, 161] under different settings.
However, none of these considered the non-convex constraint case.

To proof the low bounds in this paper, we mainly use private version of the Fano and
Le Cam method, which are initially given by [96, 97, 95]. Based on different settings or
problems, there are different versions of private Fano and Le Cam method. For example,
[316] proposed a generalized private Assouad method to deal with the lower bounds of some
matrix estimation problems in the local differential privacy model. [3] proposed private
Fano, Le Cam and Assouad method under central differential privacy. [2] proved lower
bounds for various testing and estimation problems under local differential privacy using a

notion of chi-squared contractions based on Le Cam’s method and Fano’s inequality.

5.3.2 Problem Set-up

The focus of this paper is the sparse linear regression problem. In this problem, we have n
pair of observations {(xz;, y;)}_,, where each (z;,y;) € R? x R. Moreover, there is some

unknown parameter vector 6* € RP that links each pair (z;, y;) by the standard linear model

yi = (z;,0%) + oy,

where |o;| < C'is observation noise and C' > 0 is some constant. Here 6* satisfies the
sparsity constraint, meaning that 8* has no more than s < p non-zero entries. The goal is to
estimate the unknown vector * based on these n observations while also under the local
differential privacy constraint. Specifically, we want to find an estimator "% via some
locally differentially private algorithm to make its estimation error |67 — 6*||3 be as small

as possible. Specifically, in this paper we will focus on the following collection of samples
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(x,y) € {+1, -1}’ x R:

Pspc = {Poo | x ~ Uniform{+1, —1}*,y = (0, x)+0, where o is the random noise s.t

E[o|z] = 0, |o] < C for some constant C' > 0, ||0]|2 < 1, [|0]|o < s}. (5.70)

In the above definition, ¢ is sampled from a bounded stochastic noise domain such as
uniform distribution and could depend on z.
It is notable that in the non-private setting, [244] showed the following optimal minimax

rate Mo (0(Papc), |- ) = O(2%5)

It is worth noting that there is some difference between our model (5.70) and the sub-
Gaussian linear model, which is a classic model in statistics [244]. That is, here x is assumed
to follow a uniform distribution (which is an often adopted assumption in estimating lower
bounds in differential privacy [53]) in our model, while it is often sampled from general

sub-Gaussian distribution in a sub-Gaussian model. Even though the uniform distribution

can be viewed as a sub-Gaussian distribution, the way of using it in our paper is different.

5.3.3 Keeping the Whole Dataset Private

Lower Bounds of Private Minimax Risk

In this section, we investigate the private minimax risk in the case where the whole dataset
{(z4,y;)}!, needs to be locally private, and show that even if the parameter vector 6*
is 1-sparse, the polynomial dependence on the dimensionality p in the estimation error
cannot be avoided. This implies that achieving e-LDP for the high dimensional sparse linear
regression problem is unlikely.

To show the limitations of the problem with respect to the private minimax risk, we
first give some intuition. Consider a raw data record (x;, y;) which is sampled from some
Py, € Pip.c, where Py, ¢ has the form as in (5.70). Suppose that we want to use a Gaussian

or Laplacian mechanism on (x;, ;) in order to make the algorithm locally differentially
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private. Then, due to sensitivity, the ¢; or /5 norm of (z;, y;) is a polynomial of p. The scale
of the added random noise will also be a polynomial of p, which makes the final estimation
error large.

The following theorem indicates that for some fixed privacy parameter ¢ € (0, 1), the opti-

mal rate of the € non-interactive private minimax risk is lower bounded by 2(min{1, %}).

Theorem 5.3.1. For a given fixed privacy parameter € € (0, %], the € non-interactive private
minimax risk (measured by the || - || metric) of the 1-sparse high dimensional sparse linear

regression problem P, , » needs to satisfy the following inequality,
. ) lo
MY™(O(Pypa). |- [3,€) > Qmin{1, =58, (5.71)

With the above theorems, our question now is to determine whether there are other
factors in the local model that might allow us to avoid the polynomial dependency on p in
the estimation error.

We first consider the necessity of interaction in the model, since for some problems, such
as convex Empirical Risk Minimization (ERM), there exists a large gap in the estimation
error between the interactive and non-interactive local models [257]. The following theorem
suggests that even if sequential interaction is allowed in the local model, the polynomial
dependence on p is still unavoidable. Note that sequential interaction is a commonly used

model in LDP [96, 257].

1

Theorem 5.3.2. For a given fixed privacy parameter ¢ € (0, 5], the € sequential private

minimax risk (measured by the || - |3 metric) of the 1-sparse high dimensional sparse linear

regression problem P , 5 needs to satisfy the following inequality,
MEOPLy2) |- 13 €) = Qmin{1, L5}). (5:72)
Remark 5.3.1. Since the lower bound of the non-private minimax risk is O(k’%) [244], we
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conjecture that the lower bound in Theorem 5.3.2 is not tight and the tightest bound should

be O(p:l‘l%p ), which is the same as Theorem 5.3.1. Later, we will propose a near optimal

algorithm (compared with (5.72)) in Section 5.3.3 and leave the problem of finding a tighter

lower bound as future research.

Corollary 5.3.1. Recently, [170] proposed a general framework which could transfer any
k-compositional fully interactive LDP algorithm to sequentially interactive LDP algorithm
with an O(k) blowup in the same complexity. Combining with Theorem 5.3.2, we can claim
that even in the O(p)-compositional fully interactive LDP model, the dependence on the

polynomial of the dimensionality p still cannot be avoided.

Remark 5.3.2. Recently [59] studied the lower bound of linear regression with statistical
error in both low and high dimensional case under central (¢, §)-DP model. Specifically, they
show that for s-sparse high dimensional case, the private minimax risk under the ¢, norm

slogpy/logl/é
+ ne )

case it is lower bounded by Q(\/g + p—vlog‘l/é), all of these bounds are optimal up to factors

measurement is lower bound by §)( / £1%&2 while for the low dimensional

n

ne

of Poly(log n). From Theorem 5.3.1 and 5.3.2, we can see that for sparse linear regression

problem, LDP and DP are quite different.

Then, we investigate whether the loss function in the estimation error is too strong. For
example, if let 6* = e; and the private estimator P = ¢; for some i # j, then by the
squared £ norm loss, we have ||P™ —6*||2 = 2. Since it is possible to get |(1, P —6*)| = 0,
this seems to suggest that relaxing the loss function could possibly lower the dependency on

p. However, our next theorem gives a negative answer.

Theorem 5.3.3. Consider the loss function L : © x © + R, where L(0,0') = |17 (0 —¢')|.
Then, for any fixed € € (0, %}, the € sequential private minimax risk of the loss function L in

the 1-sparse high dimensional sparse linear regression problem P ,, » needs to satisfy the
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following inequality,
M O(PLy2), L) > Qminl, [}, (5.73)

Finally, we consider the possibility of lowering the dependence of p by relaxing the
definition of € local differential privacy. This is motivated by the following fact in the central
model, where there is a big difference between € and (¢, §)-differential privacy for a number
of problems, such as the Empirical Risk Minimization [28] and the 1-way marginal [53].
However, as shown in a recent study [50], any non-interactive (¢, d)-LDP protocol can be
transformed to an e-LDP protocol. This implies that relaxing to (¢, §) LDP cannot avoid the
polynomial dependence.

To further investigate the problem, we consider other types of relaxation for LDP,
such as Local Rényi Differential Privacy (LRDP) [221] and Local Zero-Concentrated
Differential Privacy (LzCDP) [52]. The following theorem shows that the lower bounds on
the minimax risk of the (2,1log(1 + €?)) sequential LRDP and (%, p) sequential LzCDP still
have polynomial dependence on p.

We first recall the definitions of Rényi Differential Privacy and Zero-Concentrated
Differential Privacy and then extend them to the sequentially interactive model. For any

«a > 1, we denote the Rényi divergence of distribution P and () as

1 dP
DuPIQ) = - log ()70

For o = 1, it is just the KL-divergence.

Definition 5.3.1. Similar to the Definition of local differential privacy, a random variable
Z; is a (k, p) locally zero-concentrated differentially private view of X if for all « > 1,

21,20, ,zicirand x, ' € X,

Do (Qi(Z; € S| x4, 21.-1)||Qi(Z; € S| 5527: 21:i-1)) < K+ pa
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holds for all events S. Similar to the locally differentially private case, we have (x, p) local
zero-concentrated differential privacy (LzCDP) and (k, p) sequential zero-concentrated

differential private minimax risk (sequential zCDP minimax risk).

Definition 5.3.2. Similarly, we have («, €) local Rényi differential privacy and (o, €) (se-
quential) Renyi differential private minimax risk (called sequential RDP minimax risk)
if

Do(Qi(Z; € S| @iy 215-1)|Qi(Zi € S | 27, 21:-1)) S €

Theorem 5.3.4. For given fixed privacy parameters 0 < € < 1, k, p > 0, the (k, p) sequen-
tial ZCDP minimax risk (under the || - ||2 metric) of the 1-sparse high dimensional sparse
linear regression problem P ,, » needs to satisfy the following inequality,

MEO(PLp2), |- 3. (1, ) = Qmin{1, ——3).

(59 = 1)

The (2,log(1 + €?)) sequential RDP minimax risk (under the || - ||3 metric) of the 1-sparse

high dimensional sparse linear regression problem P; ,, » needs to satisfy :
M O(Pyp2), |- 3, (2, og(1 + €)) > Qminf1, =73).

Near Optimal Upper Bound for Sequential Interactive Local Model

With the understanding of the limitation in high dimensions, we focus, in this section, on
the low dimensional sparse case (i.e., n > (%)) and propose an ¢ sequential interactive
LDP algorithm that achieves a near optimal upper bound on the estimation error (compared
with (5.72)). Instead of considering the 1-sparse case as in Theorem 5.3.2, we study here
the general case, thatis, {(z;, y;) }}_; ~ Py« -, Where Py« , € Py, ¢, and assume that some
upper bound of s* is already known.

Our method is called Locally Differentially Private Iterative Hard Thresholding (LDP-

IHT), which is a locally differentially private version of the traditional Iterative Hard
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Thresholding method [43]. We consider the following more general optimization problem,

with the intention to extend it to other problems (see Section 5.3.5),

n

min L(0; D) = % Z((I“@) — i)’

st |0l < 1,100 < s. (5.74)

The key ideas for solving (5.74) in our Algorithm 5.3.41 are the follows. First, we
partition the users into 7" groups {S;}/_, (where the value of T will be specified later). Then,
in the ¢-th iteration, each user receives the current estimator 6;_,, and all users in group S;
conduct the e-LDP randomizer procedure [97] on their current gradients 7 ((x;,0;_1) — v;)
(see below for the definition of the Randomizer). After receiving the noisy version of
the gradient from each user, the server runs the iterative hard thresholding algorithm and
produces a new estimator. That is, it executes first a gradient descent step, and then a
truncation step 6, ;, = Trunc(étH, s), where the truncation function simply keeps the
largest s entries of 0~t+1 (in terms of the magnitude) and converts the rest of the entries to
zero. This can be done by first sorting {|9~t+17j|}§:1, where 6, ; is the j-th coordinate of
the vector, then keeping the s-largest ones, and making the entries of all other coordinates 0.

Finally, the algorithm projects ¢;_ ; onto the unit ¢, norm ball IB;.

Randomizer R!(-) [97] Oninput = € R?, where ||z||2 < r, the randomizer R.(z) does

the following. It first sets & = be’”—ﬁ; where b € {—1,+1} a Bernoulli random variable

Ber(3 + %) We then sample 7" ~ Ber(ef_;l) and outputs O(r,/p)R.(x), where

Uni(u € SP71: (u,z) > 0)if T =1
Re(x) = (5.75)

Uni(u € SP71: (u,2) <0)if T =0

Using the same proof as in [257] we can show that each coordinate of the the randomizer

RI(z) is sub-Gaussian.
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Lemma 5.3.1 ([257]). Given any vector x € R?, where ||x||2 < r, each coordinate of the

2

randomizer R/ (x) defined above is a sub-Gaussian random vector with variance 0% = O(%;)

and E[R (z)] = x.

Algorithm 5.3.41 LDP-IHT
Input: Private data records {(x;, y;)}?_ ~ P+, where Py« , € P+, ¢, iteration number
T, privacy parameter ¢, step size 1. Set fy = 0. s = 8s™.
1: Fort =1,--- T, define the index set S, = {(t —1) | Z|,--- ,t| | —1};if t = T, then
Sy = StU{tL%J, <o n}.
2: fort=1,2,--- ,T do
3: The server sends 6;_; to all the users. Every use i, ¢ € S;, conducts the following
operation: let V; = z1 ({0, 1,x;) — v;), compute z; = R’(V;), where R’ is the
randomizer defined above with » = O(C',/p) and send back to the server.

4: The server compute V;_; = \Tld Zie s, Zi-

5: Perform the gradient descent updating 9} =01 — nﬁt_l.
6: 0, = Trunc(ét_l, s).

7 0 = argyep, [0 — 015

8: end for

9: Return 07

Before giving the theoretical analysis of Algorithm 5.3.41, we first show the assumption

of the partitioned datasets { X, } ;.

Assumption 5.3.1. { X, }7_ satisfies the Restricted Isometry Property (RIP) with parameter
25+ s*, where s = 8s*. That is, for any v € R? with ||v||p < 2s + s*, there exists a constant

A which satisfies (1 — A)|[v||* < \s_lf,|||XStU||§ < (1 + A)l|v||3 for any ¢ € [T).

Note that for an m x p matrix X = (21, -+, 22)T ~ Uniform{+1, —1}™*?, it satisfies
the RIP condition (with parameter s*) with probability at least 1 — € if m > cA~2(s* log p +
In(1/¢)) for some universal constant ¢ (see Theorem 2.12 in [245]). Thus, with probability at
least 1 — &, { X, }, satisfies Assumption 5.3.1if n > Q(A~2(T's* log plog %)) Later, we
will see that 7" = O(log n). Thus, in order to ensure that Assumption 5.3.1 and n > Q(%)

hold, we need to assume that -~ > €)( ILQO‘“’).
ogn €

Theorem 5.3.5. For any ¢ > 0, Algorithm 5.3.41 is € sequentially interactive LDP. Moreover,

under Assumption 5.3.1 with A = O(1) and 2= > Q(E282) if {(2,y,)}y ~ Ppe o

logn
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where Py , € P, ¢, then by taking s = 8s* and 7 = O(1), the output & of the algorithm

satisfies
Cv/plogpVTV/s*
\/ne

1
I6r — 8°]12 < (5)767]l2 + O ) (5.76)
with probability at least 1 — i—f for some constant ¢ > 0.

Note that Theorem 5.3.5 shows that if s* = 1, T = O(log -2<-), then ||6; — 6*||2 =

plogp

O( 7%). Compared with the lower bound in Theorem 5.3.2, it is an optimal upper
bound up to a factor of y/log p.
We notice that recently [122] also used IHT to distributed DP-sparse PCA. However,

compared with theirs, our method is e-sequentially LDP while theirs is (¢, d)-fully interactive

LDP. Thus, the algorithms are quite different.

5.3.4 Keeping the Responses Private

In this section, we consider a restricted case where only the responses or labels (i.e., {y;}7;

are required to be locally differentially private and all the observations {z;}"_, are assumed
to be public. Preserving the privacy of the labels has been studied in [65, 33] for private
PAC learning. We also note that keeping the responses private is related to some issues of
physical sensory data and the sparse recovery problem, which has been studied in [216]. In
this case, we can actually assume that {z;}?_; ~ Uniform({+1, —1}?)" are public, and the

collection of probability P; ,, ¢ in (5.70) is now reduced to the following model:

/

epC = 1Poo (Y1, s yn) | i = (07, 4)+0;, where [|0]|o < s,|0]|2 < 1 and the random noise |o;| < O]
(5.77)
The following theorem shows that, for every set of data {(z;, y;)}i,, if only {y;}/,
needs to be private, then there is an (¢, §) non-interactively locally differentially private
algorithm DP-IHT, which yields a non-trivial upper bound on the squared /5 norm of the

estimation error (see Algorithm 5.3.42). More specifically, the algorithm first perturbs each
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y; by Gaussian noise to ensure that it is (¢,d)-LDP. Then, it performs the classical IHT
procedure on the server side. Note that we can combine our algorithm with the protocol in

[50] to obtain an € non-interactive LDP algorithm.

Algorithm 5.3.42 Label-LDP-IHT

n n

Input: Public dataset {w;};,, private {y;}i_, € Py o, where Pp-, € Pl o, €,0 are

privacy parameters, 7" is the number of iteration, 7 is the step size, and s = 8s*. Set y = 0.
1: for Each: € [n] do

2 32C%1In(1.25/6)
= == =il
€

2 Denote §; = y; + z;, where z; ~ N(0,72%), T
3: end for

4 fort =0,1,---, T —1do
S Orer = 0p — (5 200, (T — (i, 00)x]).
6: 0,,, = Trunc(fy 11, ).
7 Ori1 = argyep, [0 — 04 13-
8: end for
9: Return 6.

Assumption 5.3.2. X = (27, ... 2)T € {—1,+1}™*? satisfies the Restricted Isometry
Property (RIP) with parameter 2s + s*, where s = 8s*. That is, for any v € RP with ||v]|p <

25 + s*, there exists a constant A which satisfies (1 — A)||v]|* < L[| Xv[|3 < (14 A)v][3.

Theorem 5.3.6. For any 0 < ¢ < 1l and 0 < § < 1, Algorithm 5.3.42 is (¢,0) (non-

interactively) locally differentially private for {y;} ;. Moreover, if X satisfies Assumption

5.3.2 with 0 < A < 2, then by setting s = 8s* in Algorithm 5.3.42, there is an 7 = n(A)

which ensures that the output 6 satisfies the following inequality with probability at least
2

1 —exp(—n)— =

pe

C'log(1/6)y/s* logp
Vne

1
167 = 671> < (5)" 116712 + O ) (5.78)

Note that if 7' = O(log C(T/"l%gp) in (5.78), we have |07 — 0*||2 < O(C?2%2). Com-
pared with the bounds in Theorem 5.3.1 and 5.3.2, the dependency on p is reduced from
polynomial to logarithmic, which makes it suitable for handling high dimensional data. We

note that the term O(%) also appears in the optimal minimax rate of the high dimensional

sparse sub-Gaussian linear model [244].
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Also note that after obtaining {(z;, 7;) }!_,, we can get another private estimator, which

has the same upper bound of O(£1%2), by performing Lasso 0P € arggep, {2 > i, (i —
(0, 2:))>+ \||0]]1}, for some \ = O(\/% ) [227]. However, we would like to point out that
our algorithm is more practical and can be extended to the case of non-linear measurements.

With the above theorem, a natural question is to determine whether the upper bound
in Theorem 5.3.6 can be further improved. The following theorem (adopted from [244])
suggests that it is actually tight as the € non-interactive local private minimax risk (under the

| - ||* metric) is lower bounded by Q(%).

Theorem 5.3.7. Under Assumption 5.3.2 and for a given fixed privacy parameter ¢ € (0, %],
the € non-interactive local private minimax risk (under the || - ||* metric) satisfies the following

inequality if only {y; }!, needs to be kept locally private

C?slogt

Nint / 12 > i =5 1)
M OPL): - 15, €) = Q(mindl, —5m=255Y)

5.3.5 Extension to Other Problems

As mentioned earlier, the (Local) DP-IHT method is actually quite general for achieving
differential privacy. In this section, we extend it to other problems. Specifically, we use it to
the DP-ERM problem '? under some sparsity constraint and the sparse regression problem

with non-linear monotone measurements.

ERM with sparsity constraint

In this section, we consider the sparsity-constrained (¢, §) DP-ERM problem. That is, the
constraint set C in ERM problem is defined as C = {z : ||z||o < k}, where ||z||, denotes
the number of non-zero entries in vector z. We note that such a formulation encapsulates

several important problems such as the /y-constrained linear/logistic regression [17].

121t is easy to extend to LDP model
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We first introduce some assumptions to the loss function, which are commonly used in

the research of ERM under the sparsity-constrained optimization.

Definition 5.3.3 (Restricted Strong Convexity, RSC). A differentiable function f(x) is
restricted ps-strongly convex with parameter s if there exists a constant p; > 0 such that for

any x, 2’ with ||x — 2/||o < s, we have

f@) = @) = (Vf)o —a') = Blla — 2|

Definition 5.3.4 (Restricted Strong Smoothness, RSS). A differentiable function f(z) is
restricted /,-strong smooth with parameter s if there exists a constant {5 > 0 such that for

any x, 2z’ with ||z — 2'[|¢ < s, we have

Fl@) — F) ~ (V)2 — ) < Do — o[

Assumption 5.3.3. Denote x* = arg min,e¢ L(x; D) and ||z*||o = k£*. We assume that the
objective function L(z; D) is ps-RSC and ¢(z, z) is ¢s-RSS for all z € X with parameter

s = 2k + k*. We also assume that ¢(x, z) is G-Lipshitz w.r.t {2 norm for all z € X'.

For the sparsity-constrained DP-ERM problem, we follow the idea in Algorithm 5.3.41
to solve the optimization problem (5.74). That is, we first execute a DP-Gradient Descent

step and then perform a hard thresholding operation (see Algorithm 5.3.43 for details).

Theorem 5.3.8. Under Assumption 5.3.3, for any 1 > €, > 0, there exists a constant ¢ > (
which makes Algorithm 5.3.43 (e, §)-DP. Moreover, if the sparsity level & > (1 + 64k2)k*,
where kg, = %, then by setting = % and T' = O(kslog %), we have

log n log pk* log %
2

EL(x: D) — L(a; D) < O ) (5.79)

n2e?

where the big O-notation omits the terms of GG, p; and /.
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Algorithm 5.3.43 DP-IHT
Input: Initial point x(, learning rate 7, empirical risk L(z; D), privacy parameters 1 >
€,6 > 0, and iteration number 7.

1: fort=0,1,--- ;T —1do

2. Let @411 = 2y — n(VL(xy; D) + 2), where 2, ~ N(0,0%1,), 0% =
some constant c.

Let 2411 = Trun(Zy. 1, k).

end for
5: Return x7p.

cT ' log %GQ
n2e2

for

Rl

Remark 5.3.3. We note that the upper bound in (5.79) depends only logarithmically on p
(i.e., logp), rather than polynomially (i.e., Poly(p)) as in general DP-ERM with (strongly)
convex loss functions [325, 29]. This means that we have obtained a non-trivial upper
bound for the high dimensional case (p > n) of the problem. Recently, [269, 270] also
studied the case of high dimensional DP-ERM with specified constraint set. However, there
are considerable differences. Firstly, the [269] paper considers only linear regression and
¢1-norm Lipshitz with the constraint set restricted to an ¢;-norm ball. Secondly, the [270]
paper shows that its upper bound depends only on the Gaussian width of the underlying
constraint set, instead of p. 13 However, their algorithm is based on the mirror descent
method, which needs the constraint set to be convex. But it is non-convex in our problem.

Thus, these previous results are not comparable with ours.

It would be interesting to find a general condition on the constraint set such that the
upper bound of the problem can be independent of Poly(p). Also, we note that to achieve
the bound in (5.79), the gradient complexity of Algorithm 5.3.43 needs to be O(nms), which

is quite large. We leave it as an open problem to make it more practical.

Non-linear Regression

We now study a model with non-linear non-convex measurement: y; = f({6*,x;)) + o,

where f is some known function and 6* is sparse. This model has recently been studied in

3For a constraint set C C RY, its Gaussian width can depend on p in general.
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[357, 350]. Note that when f is the identity function, it reduces to the sparse linear regression

model. In this paper, we focus on a special class of functions called (a, b) monotone:

Definition 5.3.5. A function f : R — R is (a,b) monotone for some 0 < a < bif f is

differentiable and f’(z) € [a, b] for all z € R.

Like in the linear model, we also consider the cases of keeping the whole dataset and

only the responses {y;}! ; locally differentially private.

Keeping the Whole Dataset Private

Same as in the linear model case, we consider the following distribution collection of

samples (z,y) € {+1,—1}? x R:

Pspofap ={FPoo | © ~ Uniform{+1, -1}’ y = f((0, x))+o, where o is the random noise

lo| < C,C > 01is some constant ||0]|s < 1, ||0||o < s, f is (a,b) monotone }. (5.80)

We note that when f(z) = z, it reduces to (1).
To obtain an upper bound of the empirical risk, we can easily extend Algorithm 5.3.42

to the non-linear measurement case (see Algorithm 5.3.44) to solve the following problem

n

1

min L(0; D) = - > (f(ai,0)) — i)
=1
st 100 < 1,16llo < 5. (5.81)

Theorem 5.3.9. For any € > 0, Algorithm 5.3.44 is € sequential interactive LDP. Moreover,

if { X, } satisfies Assumption 1 with 0 < ¢’ < @ in Section 4.2 and ;. > Q(’%),

77777
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Algorithm 5.3.44 LDP-IHT

77777

Iteration number, € is the privacy parameter and 7 1s the step size. Setfy = 0. sisa
parameter to be specified later.
1: Fort =1,--- T, define the index set S, = {(t — 1) %|,--- ,t| %] — 1}, if t = T, then
S, = StU{tL |, n}.
2: fort=1,2,--- ,Tdo
3: The server sends 6;_; to all the users. Every use ¢ which i € .S; does the following
operation: let V; = x7 f'({0; 1, ;) (f ({0s_1, 7)) — v;), compute z; = R (V;), where
R is the randomizer defined in the previous section with » = O(bC',/p) and send back
to the server.

4. The server compute @t 1= 75 S I Zze s, Zi-

5: Do the gradient descent updating Gt =0,_1— 'r;Vt 1.
6: 0, = Trunc(f,, s).

7 6 = arge, |10 — O

8: end for

9: Return O

s = 8s* and ) = n(a, b), the output O satisfies

. 1 . plog pV'T
67— 8"l < (5)7 0" + O(VEERVTVE, 5:82)
Ve
with probability at least 1 — QP—f for some constant ¢ > 0.
Keeping the Labels Private
For a fixed X = (z7,--- ,2I)T € {+1, —1}"*P, we consider the following collection of

distributions:

;JLC,f,a,b = {PQ,U({yi}?:l) | Yi = f(<0*7171>) + ai,where HQHO < s, HQHQ <1,

the random noise |o;| < C' for some constant C' > 0, and f is (a, b) monotone}.

The following theorem shows the lower bound of the private minimax risk (under the
| - || metric) with respect to the above collection of distributions, which is similar to the

one in Theorem 5.3.6.
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Theorem 5.3.10. Under Assumption 5.3.2 and for a given fixed privacy parameter ¢ € (0, %] ,

the € non-interactive local private minimax risk (under the || - ||* metric) in the case of keeping

{yi}1-, locally private satisfies the following inequality

slog?

Nin / 2 ' 2
Mn t(e( s,p,C,f,a,b)’ || . ”276) > Q(mln{l, C m})

Comparing to the lower bound in Theorem 5.3.6 in the previous section, we can see that
there is an additional factor of b in Theorem 5.3.10, which is due to the fact that the model
is more complicated.

For the upper bound, we adopt a similar approach as in DP-IHT for linear regression.

n

Particularly, we let L(#) = 5~ >7" | (4; — (z;,6))* and then apply the ideas of IHT.

Algorithm 5.3.45 General DP-Iterative Hard Thresholding
Input: Public dataset {x;}},, private {y;}? | € Py« ,, where Py« , € Ps« , ¢ f.aps €,0 are

privacy parameters, 7" is the number of iteration, 7 is the step size, and s is a parameter to
be specified. Set 6y = 0.

. for Eachi € [n] do

—_

2: Denote §; = y; + 2;, where z; ~ N(0,72), 72 = 3202 12(21.25/5)'
3: end for

4 fort=0,1,---, T —1do

5: Ori1 =6, — 7]V~L(9t).

6: 0,1 = Trunc(6,41, s).

7 O = argyes, [0 — 04[5

8: end for

9: Return 6.

Theorem 5.3.11. Forany 0 < ¢ < land 0 < 6 < 1, Algorithm 5.3.45 is (€, ) (non-

interactively) locally differentially private for {y;} ;. Moreover, if {y;}!" | € Py, (Where

s~y Uy

then by setting s = 8s* in Algorithm 5.3.45, there is an 7 = n(A) which ensures that the

output A satisfies the following inequality

bC'log(1/0)+/s*logp
V/ne

* 1 *
167 — 671l < (5)"116"[l2 + O ),
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with probability at least 1 — T exp(—n) — Z—T

5.3.6 Experiments

Experiments on Sparse Linear Regression

Data Generation Our data generation process is similar to the one in [161]. We first fix
a parameter vector 6* by randomly choosing s* coordinates, with each of them sampled
independently from a uniform distribution in interval [0, 1], and setting the remaining
coordinates/entries to zero. Then, we generate the data samples using equation y; =
(x;,0%) + 0;, where x; € Uniform{—1,+1}” and o; € Uniform[—C,C]. We assume

C = 0.05 in our experiment.

167 —0 ||

Experiment Results We compare the relative error, i.e. B

, with the sample size
n in three different settings, i.e., under varying dimensionality, sparsity and privacy level,
respectively. We run algorithms Label-LDP-IHT with n = 0.2 orn = 0.1, s = s¥,
T = [log %L § = 1073 and a random normal Gaussian vector as the initial point to obtain
fr. For each experiment, we run the algorithm 10 times and take the one with the lowst
relative error as the final value.

Figure 5.5 and 5.6 depict the results of Algorithm 5.3.41 and 5.3.42, respectively. From
Figure 5.5, we can see that when the dimensionality and the sparsity level increase or the
privacy parameter e decreases, the relative error increases, especially when the sample size
n is small. When the sample size increases, the relative error will decreases. From Figure
5.6, we can learn that when the dimensionality p increases, unlike Figure 5.5, it does not
cause the relative error to change significantly. This can be explained by the fact that the

error bound is only logarithmically depending on p. Moreover, when the privacy parameter

increases, the relative error decreases. These results confirm our theoretical claims.
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Experiments on Sparsity-constrained DP-ERM

In this section, we test Algorithm 5.3.43 on real world datasets Covertype and rcvl [64].

Particularly, we study the sparsity-constrained logistic regression problem with {(w, z) =

2, where y; is the label of x;. As pre-processing, the data

log(1 + exp(—yi(w, z;))) + 3 [lw
is first normalized. Since there is no ground truth on real data, we run the algorithm in [161]
sufficiently long until ||w; — wyy1||2/]Jwe|l2 < 107* and then use the output L(w;; D) as the
approximate optimal value. With this, we can calculate the optimality gap of our estimator.
In the experiments, we set A\ = 1073, » = 0.1 and § = 1072, and use zCDP [52] to achieve
the (¢, 6)-DP.

From Figure 5.7 and 5.8, we can see that when the dimensionality p increases, the
optimality gap does not change too much, which is due to the fact that the error bound is
only logarithmically depending on p. Also, when the sparsity level increases or € decreases,
the optimality gap increases. Clearly, all these experimental results are consistent with

Theorem 5.3.8.

Tests on Synthetic Datasets For Linear Regression with Non-linear Measurements

Our data generation process is similar to the one in [161]. We first fix a parameter vector
0* by randomly choosing s* coordinates, with each of them sampled independently from
a uniform distribution in interval [0, 1], and setting the remaining coordinates/entries to
zero. For the case of non-linear measurements, we assume that y; = f((x;, 0*)) + o;, where
f(z) := 8z + cosx where z; € Uniform{—1,+1}? and o; € Uniform[—C, C] so that it
satisfies the assumptions in Theorem 5.3.9 . The results are shown in Figure 5.10 and 5.9.

We can see that these results are almost the same as in Figure 5.5 and 5.6, respectively.
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(a) Relative error w.r.t dimen- (b) Relative error w.r.t sparsity  (c) Relative error w.r.t privacy
sionality level level

Figure 5.5: Experimental results on sparse linear regression under LDP while keeping the
whole dataset private (Algorithm 5.3.41).
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(a) Relative error w.r.t dimen- (b) Relative error w.r.t sparsity  (c) Relative error w.r.t privacy
sionality level level

Figure 5.6: Experimental results on sparse linear regression under LDP while keeping the
labels private (Algorithm 5.3.42).
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(a) Optimality gap w.r.t dimen- (b) Optimality gap w.r.t spar- (c¢) Optimality gap w.r.t pri-
sionality with fixed s = 10 sity level with fixed p = 54 vacy level with fixed p = 54
and e = 2. and e = 2 and s = 10

Figure 5.7: Experimental results on Covertype dataset [90] for {y-constrained logistic
regression under (¢, §)-DP (Algorithm 5.3.43).
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(a) Optimality gap vs dimen- (b) Optimality gap vs sparsity  (c) Optimality gap vs privacy
sionality with fixed s = 10 level with fixed p = 200 and level with fixed p = 200 and
and € = 2. e=2 s =10

Figure 5.8: Experimental results on rcv1 dataset [64] for {y-constrained logistic regression
under (¢, §)-DP (Algorithm 5.3.43).
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(a) Relative error vs dimen- (b) Relative error vs sparsity  (c) Relative error vs privacy
sionality. level. level.

Figure 5.9: Experimental results for sparse regression with non-linear measurement under
LDP when keeping the whole dataset private (Algorithm 5.3.44).
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(a) Relative error vs dimen- (b) Relative error vs sparsity  (c) Relative error vs privacy
sionality. level. level.

Figure 5.10: Experimental results for sparse regression with non-linear measurement under
LDP when keeping the label private (Algorithm 5.3.45).
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5.3.7 Omitted Proofs

Technical Lemmas

For the estimation error, we first give some definitions and lemmas.

Definition 5.3.6. A random variable X is said to be sub-Gaussian with o2 if E(X) = 0 and

0252

Elexp(sX)] < exp(T),Vs eR.

For the case that X is a d-dimensional random vector, it is sub-Gaussian with ¢ if for any

unit vector u € S 1, 4T X is sub-Gaussian with 2.

It is well known that if X, X5, --- , X,, are all sub-Gaussian with o2, then a; X; + - - - +

a, X, is sub-Gaussian with (>, a?)o?.

i=1"

We can easily see that if  ~ Uniform{+1, —1}%, z is sub-Gaussian with o2 = 1.

Lemma 5.3.2 ([289]). Let X, Xo,---,X,, be n random variables such that each X is

sub-Gaussian with o2. Then the following holds

2

Primax X; > t] < ne” 22,
€EN
2

Pr[max | X;| > ¢] < 2ne 2.2,

1EN

Lemma 5.3.3 ([161]). For any § € R* and an integer s < k, if 6, = Trunc(f, s) then for

any 6* € R¥ with [|6*|o < s, we have [|6; — 6|, < ==

0* — 0|3

Lemma 5.3.4. Let K be a convex body in R”, and v € RP. Then for every u € I, we have

[Prc(v) = ull2 < flv—ull,

where Py is the operator of projection onto /.
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The following theorem says that when X € Uniform{+1, —1}"*?, with high probability

it satisfies the Restricted Isometry Property if n is sufficiently large.

Lemma 5.3.5 (Theorem 2.12 in [245]). Let X € {+1, —1}"*? be a Bernoulli Random

Matrix and £, A € (0,1). Assume that
n > CA™*(slog(p/s) + log(1/¢)).

Then with probability at least 1 — &, X satisfies the Restricted Isometry Property (RIP) with

sparsity level s and parameter A, that is, for every ||v||o < s,
o 1 2 2
(L= A)l” < ~lIXvllz < (1 + Ao

Note that if X satisfies the Restricted Isometry Property (RIP) with sparsity level s and
parameter A, it means that

1
A= max [[(=XTX — L,)z2.

[zll2=1,llzllo<s = T

Lemma 5.3.6 ([189]). If 2 ~ 2, where x?2 is the Chi-square distribution with parameter n,
then

Pr[z — n > 2y/nx + 2x] < exp(—1z).

Private Fano and Le Cam Method

Our lower bounds are basic on the locally private version Fano and Le Cam method [97, 95].
Given a finite set V, a family of distributions { P,, v € V} with P, € P is 20-separated in a
metric p if p(6(P,), 0(P,/)) > 26 for all distinct pairs v,v" € V. Given any 2J-separated set,
the private Fano’s method for the € non-interactive private minimax risk can be summarized

by the following lemma.
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Lemma 5.3.7 (Prop. 2 in [97]). Given any 24-separated set {P,,v € V}, and o € (0, 1],
the € non-interactive private minimax risk satisfies the following inequality

(), na?CN (L P ey) + log 2

Nint >
Mn (H(P)7(I)Op7 6) jtl 92 (1 10g|V| )7

where CX™({P,},ep) = ﬁ SUP.ep.. D pey (P0(7))? Boo is the 1-ball of the supremum
norm By = {v € L®(X) | |7l < 1}, and L®(X) = {f : X — R | || f]|oc < 00} is the
space of uniformly bounded functions with the supremum norm || f||o, = sup, | f(z)|. Also,

for each v € V, ¢, : L>°(X) — R is a linear function defined by

o) = /X A(2)dP,(x) — dP(z),

where P is the mixture distribution P = ﬁ Y vev P
A useful corollary is the following:

Lemma 5.3.8 (Corollaries 2 and 4 in [96]). Let VV be randomly and uniformly distributed in
). Assume that given V' = v, X; is sampled independently according to the distribution of

P,;fori=1,--- n. Then, there is a universal constant ¢ < 19 such that for o € (0, %],

1
(21,25, ,Z;V) < CEQZW D 1P = Puillzy
=1

v’ €V

The € non-interactive private minimax risk satisfies

Nint > _
ME(O(P), @0 p0) > T2 (1 ]

Now we introduce the generalized private Le Cam method. Let P, and P; be two
collections of distributions in P. We say that P, and P; are J-separated for loss function L
if d,(Py, Py) > 0 forall Py € Py and P, € Py, where dj,(Fy, Py) = infoee{L(0,0(1)) +

L(6,0(P;)). Then we have the following lemma.
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Lemma 5.3.9 (Theorem 2 in [95]). Consider a set of distributions P, a collection of
distributions on X, { P, },cy C P, indexed by v € V, as well as a distribution P, € P. For
each of these distributions, we have i.i.d. observations X, that is, samples from the product

with density
AP} =117 ,dP,(x;).

We also define the marginal distributions M?(-) = [ Q(‘|x1.,)dP(x1,,) and M™ =
37 2vev My, where @ is a private channel. For any € € (0, 5, the ¢ sequential private

minimax risk in the loss function L satisfies the following inequality

1 1 —
MPEYO(P), L, e) > = 5 min dy (P, P,) (1 — 3 Dy (M| M™)),

veY

where

N o dP
D) < “Cor ([P o) mine max | 751}

for any distribution P supported on X'. Here

Co({Po}oev) = inf Sgp{|v|2¢v “Mllzecp}-

suppP*eX

Where the linear functional ¢, (f) is defined as
~ [ f@)dry(@) - dP,(a).

Proof of Theorem 5.3.1

The main idea of the proof is :
* Find an index set V which corresponds to a 24-separated set { P,,v € V}.

* Obtain an upper bound on C ({ P, },cy ), use Lemma 5.3.7 to specify ¢, and then get

an lower bound.
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We consider V as the set of {+¢;, j € [p]}, where {e;}}_, is the standard basis of R?.
Let 6, = dv for some ¢ < 1 and every v € V. Then for each 6,,, we define the distribution

Py, as

1 —(z,0,) wp
Py, = {x € Uniform{+1, =1}*; py,(y | z,0) = (z,0,)+0; where o =

—1—(x,0,) w.p.

(5.83)
It is easy to see that Py, € P, since the noise |o| < 1+ |(z,6,)| < 2. Note that the

distribution in (5.83) is equivalent to

1 0.,
o) = LB o (2, € (1, -1y, (5.8

Also for every fixed (z,y) € {+1, —1}**!, we have p((z,y)) := ﬁ Y vev Do, ((2,y)) =

1
op+T -

Now we show our main lemma used in the proof.

Lemma 5.3.10. The term CY"({P,},cy) satisfies the following inequality

Co]\!)mt({Pv}vev> < . (585)

SRR

Proof of Lemma 5.3.10. By definition, for each v € )V we have

b= D @)l y) — b))

(z,y)e{+1,—1}pt+1

= 2;11 > @yl

(zy)e{+1,-1}p+!

- QIfH Z [’7(%,1)<$,U> _7($7_1)<$7v>]

ze{+1,—1}P
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Thus, we can get

w250 <25l X i)

veV veyY ze{+1,-1}P

) 2

(Grr 2 @ =Dizv)]
gce{Jrlfl}p

p4p+1 Z Z [(v(z1, 1)y(22, 1) 4+ (21, —1)y(22, —1)) 2] v0" 2]

veEV z1,x2€{+1,—1}P
242

= W Z (7(‘%17 1)’}/(1‘27 1)',’1:{1‘2 + 7(‘1:17 —1)”)/<$2, —1)1',{132)7
p z1,x0€{+1,—-1}P

where the last equationis dueto y  _,, vv” = 21I,,,,,. Thus by the definition of CX"* ({ P, },e)

we have

1 62
Coj\émt({Pv}UEV) __[ sup Z ’Y(Ifl, 1)7(-’[2’ 1)${[L’2

N 2 4p 7€Boo r1,r2€X
+ sup Z (x1,—1)y xQ,—l)xlTxg]
V€B ® z1,0€X
o? 2 2
QP[Sup [Ep, [v(X, D)X][I* + sup [[Ep, [v(X, =1)X][]7],
’yE (e]

"}/EBOO

where P is the uniform distribution on {+1, —1}”. Note that since ||a||3 = Supy, <1 (v, @)

for any vector a, by Cauchy-Schwartz inequality we have

sup [|E, [v(X, DX]|

YEB

= sup  (Ep[y(X,1)0" X])?

YEBoo,[|v][2<1

< sup EP0[7<X71)2] X sup EPO[(UTX)2]

YEBoo llvll2<1
T
xT
< sup v7 E ——uv <1,
lofl2<1 2
e{-1,1}r

321



where the second inequality is due to the definition of X and 7. Similarly, we can bound the

term sup,cp_ [|Ep,[v(X, —1)X|]*] < 1. This completes the proof. O

By Lemma 5.3.7 and Lemma 5.3.10 , we can get

neQ% + log 2

. 0°
Nint > —(1-—
M (O(Pip2), ®op,a) > 2 (1 log 2p

If we take 6% = Q(min{1, ’%}), we can get the proof of the lower bound in Theorem

5.3.1.

Proof of Theorem 5.3.2

Now we use the squared loss as the loss function L(6,6') = ||§ — ¢’||3. Then, dr(Py, P) =
$10(Py) — 6(P1)|)3. Define Py € Py, as the uniform distribution on {+1, —1}? X
{+1, —1}, that is,

Py = {z € Uniform{+1, =1}*; p, (y | z,0) = (2,0) + o

1 — (z,0) w.p. w
where o = }

—1—(z,0) w.p.#
ThUS, Q(Po) =0.
Define the set of distributions { P,, v € V} in the same way as in the proof of Theorem

5.3.1. Then, we have d (P, P;) = %62. As in Lemma 5.3.9, we have M and M™. For the

KL-divergence Dy; between M and M™, by Lemma 5.3.9 we have

s TE dP
D7) £ " O (P ) i e | 0 ).

We can easily see that for each v € B, and v € V), we have that ,(7) in the proof of

Lemma 5.3.10 is equivalent to ¢, () in Lemma 5.3.9 for our construction. Thus, by Lemma
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5.3.10 we have Coo ({ Py }oey) < %. Taking P = P, we get max,cy H%Hoo = 1. Thus,

if choosing 6% = Q(min{1, £ }), we have

252
Du(ug ) < ")

By Lemma 5.3.9, we can get

ne2d2(1 + §)

Mgn(e(,PLp,Q)a P o P, a) > 8p

(1-

(52
T )

Thus, if taking 0° = Q(min{1, -£;}), we have the proof.

Proof of Theorem 5.3.3

Now consider the case of L(6,60) = |17(0 — #')|. We can easily obtain dp (P, P,) >
17(9(Py) — 6(P,))|. Consider the same distributions Py, {P,,v € V} as in the proof of
| AP, p

Theorem 5.3.2, we have min,ey dp (P, P,) > 6. Since Dy(Mg||M™) < "2 for

6 = Q(min{1, £}), we have

ne262(1 + 6)

M?LI%Q(PLP,?% L7 Oé) > 8]9

(1-

1)
2 )

Thus, we have the proof if set 6> = Q(min{1, 2;}) .

Proof of Theorem 5.3.4

Before the proof, let us recall the definition of x2-local differential privacy [95]:
For any convex function f on R, with f(1) = 0, the f-divergence of distributions P
and () is
dP
D¢(P = —)dQ.
(PIQ) = [ 150

Definition 5.3.7. Let f(z) = (z — 1)%. Following the above definitions, we have e*-y?-
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divergence local differential privacy and e-y>-divergence (sequentially) private minimax
risk if
Di(Qi(Zi € S| wiy 214-1)|Qi(Zi € S| l';,: 21:-1)) < e

From the above definitions, it is easy to see that if a channel @) is (k, p) sequentially
locally zero-concentrated differentially private, it is (¢2 = e"t2* — 1 )-y2-divergence se-
quentially locally differentially private. Also, since (2,1log(1 + €2)) local Renyi differential
privacy is equivalent to e2-y-divergence local differential privacy, to prove Theorem 5.3.4,
we only need to show the lower bound of €2-y2-divergence sequential local private minimax

risk, which is denoted as M , (0(P), L, ¢?). To do that, we need the following lemma.

Lemma 5.3.11. [Theorem 2 in [95]] For any ¢ € (0, 1], the €2-x2-divergence sequential

private minimax risk in the loss function L satisfies the following inequality

1 1 Y
M (OP), L, €) 2 5 i du(Fo, ) x (1= 5 Da(Mg[IM™)),
where

Dkl(M”HM”) < neQCQ({P }oey) min{e€, max || 7P ||Oo}

for any distribution P supported on X', and Co({ P, }vey) = I%I infgupppca SUD, {D ey (00(7))? |
|Vl 2(py < 1}, where ¢(7y) is defined in Lemma 5.3.9.

Now, we will proof Theorem 5.3.4.

The construction of P and {P,,v € V} is the same as in the proof of Theorem 5.3.3.
Thus, by Lemma 5.3.11, we only need to bound Cy({ P, },cy), instead of Coo({ P, }oev)-
From the proof of Lemma 5.3.10, we can see that if taking P as a uniform distribution,
then for any y with |||/ ;2(p,) < 1, we always have Ep [y(X,1)?] < 1. This means that
ﬁ Y owev(Wu(7))? < %. Thus, we have Co({ P, }vey) < %. The remaining part of the proof

is the same as the one in the proof of Theorem 5.3.2.
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Proof of Theorem 5.3.5

Follow from the fact that the linear model is a special case of the non-linear measurement.

See the proof of Theorem 5.3.9 in Section 5.3.5 for the case f(z) = xanda =b = 1.

Proof of Theorem 5.3.6

Follow from the fact that the linear model is a special case of the non-linear measurement.

See the proof of Theorem 5.3.11 in Section 5.3.5 for the case f(z) =xanda =b = 1.

Proof of Theorem 5.3.7

Follow from the fact that the linear model is a special case of the non-linear measurement.

See the proof of Theorem 5.3.10 in Section 5.3.5 for the case f(z) = xanda =b = 1.

Proof of Theorem 5.3.8

For the guarantee of (e, §)-DP, it follows from the Moment accountant and composition
theorem, see [1, 325] for details.
LetZ = 7t (| JZt|JZ*, where Z* = supp(x*), Zt = supp(x;) and Z** = supp(xs41),

and g; = VL(x;) + 2. Since ||z41 — x¢|lo < 2k. By the assumption of RSS, we have

l
L(zer1) < L) + (VL(@0), @epr = 20) + 7 llwes = 4||?

s
< L(wy) + ((90)7, (2441 — 21)7) + §||$t+1 — z|® + lzezll | (ze — )zl

nllge.z|?
9

1
= L(z,) + %thﬂ,z — ez + gzl —

- 7753
™ 21 = 2l + Nzezll| (21 — 20zl
1 77H9t,zt T*|2
= L(x) + %(thﬂ,z — 2z +ngezll” — P llonzuzI°) — %
- 7753
- 2n th+1 - thQ + ||Zt,I||||($t+1 - It)IHQ, (5.86)

where the second inequality is due t0 ;1 — Ty = X417 — Ti 1
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We now bound the term of ||z;y17 — .7 + N9 7]]* — 7’]2||gt7I\(It )

[161]. Since Z\(Z' UZ*) = Z'\(Z' UZ*) C '™, we have

2 by the idea in

Ti+1,7\(Tt UZ*) = Tez\(tUT*) — N9, 7\ (Tt UT*)-

Also, since ;7\ (z¢|yz+) = 0, this means that zy 1 7\ (zt yzr) = —N9e,1\ (2t Yz*)- NEXt, we
choose a set R C Z'\Z'™ such that |R| = |Z*1\(Z'|JZ*)|. Note that such R can be
found since |Zt\(Z* JZ¥)| = |Z\Z'| — [(Z"1 N Z*)\Z| (which is a consequence of
|Zt| = |Z""|). Thus, we have

gy’ = lewn@uz = lzer — ngrll® (5.87)

With (5.87) and the fact that z;4; x = 0, we have

|zer17 — 2z + 09ezl]” — 0l genva yza I (5.88)
<Nz — ez + 09zl = |2k — zer + 19wl
= |21 — TR + N9 R |- (5.89)

We then bound the size of [Z\R| as |[Z\R| < |Z'"| + [(Z\Z"")\R| + |Z¥| < k +
(T NI\ + k* < k + 2k*. Also, since I C (Z\R), we have x4 1\r =
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Trun(z; 7\r — 19¢,7\r, k). Thus, by (5.87) and Lemma 5.3.3 we have

||$t+1,1 — Tz + 779t,I||2 - 772||9t,I\(IiUI*) ?

< zinr — TR + 779t,I\72||2

2k*
< k+k*||xI\R_xtI\R“‘ngtI\RH
2k ,
S k‘i‘k*”xl— xt,I+779t,I”
Zk* * t112 * 2 2
= e = P+ 2z, (2 - w2)z) + Pl
25l — I 4+ 2V (), (& — 20} + Pllgecl®) + (e, (2 — 1))
== Tr — X €T r — T s Tr — X
b+ ko n t)s ¢ n 9tz [ t.Ts t)T
2k* p
< 12 ) s * 2
< ol = @t + 20(Le") — Lw) — et - adlP)
2 2 4k* *
gl + o e (0 — 7))
Ank* 2(1 — nps)k* 2 2% k*
= L(z*) - L 22T e
() - L) + T o+ 2 gy P
2 Qk* 4]{7* §
ey P+ o G (@ — ).
Plugging this into (5.86), we get
2k* y 1 s
Lover) < Llon) + 1 (00" = L) + S ot — P

¥ k* 2k*
+ ki = lge2vauzn) P + (ki i g)Hgt,ztuz*H2 + oE (27, (¢ — 2)7)
1 —nl
i = @zl = =5 = o -l (5.90)
2k (1 —nps)k* 2
<L L(z*— L —||x" —
< o)+ g (B = L)+ = Bl — il
1 —nt, k* 9
O T ey s L
k* 2k*
G~ Doaurl? + o e @ = 2 + @ — 2zl 691
2k (1 —nps)k* 2 Nk 2
<L L(z*— L —||z* — - = ¢ T
< L)+ g (B = D) + = Bl =l o+ (s = Plloerus
2k* k4 k*
v ) + LS lall (592

m@tl» (z

2((1 = nls)k — (L +nlo)k*)
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where the second inequality is due to the fact that ||z¢.1 — ¢|| > 7||g:7\(z¢yz+)|| and the

third inequality is due to the fact that ab < Z—Z + cb? for any ¢ > 0.

For the term ||z; — z*||?, we have the following lemma:

Lemma 5.3.12.

e — 2*]* < ;[L(fﬂ ) = L(ze)] + ?Hgt,ItUI*

8
24 —2|\ztlu2. (5.93)
P

s

Proof. From RSC, we have

uﬁ)zu%yuvu@%ﬁ—x9+%wﬁ—%w

- L(mt) + <VItUI*L(J7t) — gtz JzI* + Gi.1t Uz=» xt — :L‘t> + —SH:[;

2 2
> L(xy) — —|lzezll” — = llgeze Yz
(24 P t P U

S S

2 Psyox_ 2
—|—4H.I' xtHa

where the last inequality is due to ab < % + cb?. ]

With this lemma, we get

L@HggL@g+kf;u+?“%£m%@@ﬂ—L@m

n_ (0} +8(L = np )k 2o 2K -
(2 np3(k + k*) Maezeyz- |~ + +7]<k ny (ze1, (" — x4)7)
* et Sl LSS (5.94)

2((1 = nl)k — (L4 nly)k*) — np2(k+ k)

Taking 1) = 5- and k > (1 + 6;1? )k*, we further get

4k L
(k + k*)

) 370,
<Zt,I7 ($ - xt>I> + B) H’Zt,I||2‘

L(resn) < Lw) + g (L") = L) +

(5.95)
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Lemma 5.3.13. For z ~ N(0, 0%1,)
Elz[3, < O(0*logp)
Proof. By definition of expectation, we have

0o O(a? logp) 0
E|z|%, :/ Pr[|z|%, > t]dt :/ Pr[|z|% > t]dt +/ Pr[|z|%, > t]dt
0 0 O(o?logp)

t
< O(0?logp) +/ 2pexp(—5—)dt
O(o?logp) 20

< O(0”log p) + 2v/2po” exp(—O(log p)) = O(0” log p).

]

Note that E(z; 7, (¢* — x4)7) = E(2, 2" — ;) = 0. Taking the expectation w.r.t z; and

by the fact that ||z, z||* < |I||2|2, (from the above lemma), we have

ksk*G? log 5 log pT

psn?e?

EL(ren) < Liw) + g (L) = L(z) + O

). (5.96)

That is

ksk*G?log plog T

psn?e?

E[L(z41) — L(z*)] < (1 = 22)E[L(z) — L(")] + O

S ). (5.97)

Thus, taking 7' = O(k log(’;—f)), we get the theorem.

Proof of Theorem 5.3.9

We first show that each stochastic gradient

o f ({, 0e-1)) (f ({20, 1)) — wi)ll2 < O(bC' /),
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this is due to that

@] ' ({2, 00-1)) (f (i, 0-1)) — wa) l2 < Bll] 1l2(f ((ws, Oe—1)) — i)
< by/p(f(1) —y:) < O(BC/p),

where the second inequality is due to that (x;, 0;_1) < ||zi||o||0i—1]]2 < 1, f is monotone
and |y;| = [f(0", z;) + 0: < O(C).
W.o0.l.g we assume that each |S;| = Z. From the randomizer R.(-) and Lemma 5.3.1, we

can see that V, = LS e, ol f/ ({26, 0,-1) ) (f ({24, 0e—1)) — yi) + (. where each coordinate
of (; is a sub-Gaussian vector with 0 = O(bngQT).
Let S* = supp(f*) denote the support of 6%, and s* = |S*|. Similarly, we define
S' = supp(6;), and F'~1 = S US" U S*. Thus, we have | F' 1| < 2s + s*.
We let étf% denote the following
ét, =0i1 — n@t—l,ft—la

1
2

where vz:-1 means keeping v; for i € F'~! and converting all other terms to 0. By the

definition of F*~!, we have 0, = Trunc(ét_ 1 s). Denote by A, the difference of 0; — 6*.

We have the following
10,1 = 0[l2 = [ A1 = n([VLe(6i1) + Glre1) s

where VLt(Qt—l) = % Ziest(f(@z‘, 9t—1>) - yi)f/(<xia 9t—1>)a7iT- Taking y; = <$z‘7 6*> + 0;
and by the triangle inequality we can get
~ " T * / T
16,—3 = 0"ll2 < | Ae—1 — nl— D (@i b)) = F(0, D)) f (@i, Or-1)) 2] T o+

1€Sy
T
nVIFHI= Y F (s 01))ov] oo + [Giloc)-

iES
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We denote the followings:

Tyl S ) — ) (b))l Ll (599

iE€ESE
T
=PI (s fa))o | (5.99)
1€Sy

=P IG (5.100)

We first bound B*~!. Since each z; € Uniform{+1, —1}?, which is sub-Gaussian with 1,
we know that for each coordinate j € [p], T >, o f'((2,0,-1))0ix;; is sub-Gaussian with

o2 =1 ies, JP((xi, 0-1)) 0 < T°C? Thus, by Lemma 5.3.2 we have

n2

\/Tlogpr)] > 1_ l

1 n
Pl S f (ol < O 22N 2 1
i=1

This means that with probability at least 1 — z%’ we have

JTTogp
B! < V25 + s*O(%pr). (5.101)

For the term C*~!, by Lemma 5.3.1 and 5.3.2 and since each coordinate Gt.; 1s sub-Gaussian,
we have C'~1 < 77\/2874-8*0(%) with probability at least 1 — # for some constant
c>0.

Finally, we bound the term A'~!. By the mean value theorem, we know that there exists
a 6;_1, line between 6,_; and 6* which satisfies the equation f({x;,0;_1)) — f({(z;,0%)) =

f'({xs,0,-1:)){z;,0,_1 — 6%)). Hence, we have
_Z wzaet 1 f(<x279*>))f (<xl79t 1>) _Dt 1At 1

1€St

where D71 = L% o f'((2i, 0-1.)) f' (2, 0p—1) ) wia] € RP*P.
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Since Supp(D A1) € F'~! (by assumption), we have

AT = A = DR Al < I =nDRE a2l Al

Now we bound the term || (I — nD’.", )|, where I is the | 7'~!|-dimensional identity

matrix.
By the RIP property of X and |F'~!| < 2s + s*, we can easily get the following for any

| F'~!|-dimensional vector v

a?[1 — A(2s + s9)]||lv]3 < UTD;L’PAU < B1+ A(2s + 5Y)).

Thus, ||(]—77Dt}2317]:t,1)||2 < max{l—na®[1 — A(2s+s*)],nb*[1 + A(25+s*)] — 1}.

This means that if we can find an 7 satisfying the condition of

1

1 9
<n<-—
=T= 7020+ A@2s + 5]

)
7Tall — A(2s + s*)]

Note that such an n can indeed be found if

then we have ||(1 — TID.I;_-_tll’j—_tfl)HQ <z
V5

A(2s +s*) < %. This means that § > 2.

Thus, in total we have the following with probability at least 1 — ;z%

i . 2 Tp(2s + s*)log pbC
Hetfé —0 HQ < ?”At71”2 + O(\/ \/ﬁe )

Our next task is to bound ||0; — 6*||2 by Hétf% — 6*||2 by Lemma 5.3.3.
ét 1= Q*H% < o ét—% - G*HE

|Ft=1—s
< 2s

Thus, we have ||0; — ét_%H% < FE

Taking s = 8s*, we get

16,y —6"[l2

1
2

B~ w

16; — ét—%”2 <
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and

vV 1I'ps*log pbC'
\/ne

. 7~ . 1
10; — 0"l SZHQt—% =02 < §||At—1||2 + O( ).

Finally, we need to show that ||A;|ls = ||6; — 6*||2 < ||#; — 6%||2, which is due to the
Lemma 5.3.4.

Putting all together, we have the following with probability at least 1 — Z%,

V1'ps* log pbC'
V/ne

1
1Al < S [[Ae-1ll2 + O )-

Thus, we get with probability at least 1 — i—f,

v T'ps*log pbC'
Vne

1 *
1A7]l> < (5)"1167]l2 + O )-

Proof of Theorem 5.3.10

Our proof is inspired by the ones in [96, 350] and [244]. Since it is reduced to the linear
model when f(x) = z, we only need to consider the general case. Similar to the proof of
Theorem 1, we first construct a packing set { P, : v € V} and then bound C,({P,}). To do

so, we need the following lemma.

Lemma 5.3.14. [[244]] For any s € [p], define the set
H(s) = {z € {=1,0,+1}" | [[2]lo = s}

with Hamming distance py(z,2') = 3.0 1[z; # z;] between the vectors z and 2’. Then,

there exists a subset # C H with cardinality |H| > exp(5 log 57 ) such that pp (z,2') > 3

forall 2,2’ € H.

Now consider the rescaled version of ﬁ, \/g'}':[, for some § < \/% For any two 6, 0" € 7:[,
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we have

86 > 0 — 0’3 > &°. (5.102)

Then, \/%l:[ is a & packing in £, norm with M = |#| elements, denoted as {6,605, --- , 0}
For each 6;, let o; denote the uniform distribution on the interval [—C, C|. Thus, we have
Py, which can be easily verified that P, € P, ¢ ;45

Our idea is to use Lemma 5.3.8. Thus, our goal is to bound the sum of the Total Variance
> vwey |Poi = Puri |3,,. Now consider the case of F; and Py ;, where (due to our

construction) Py ; is the uniform distribution on the interval of [f({x;, 0) — C, f({x;,0) + C].

Thus, we have

1
| Poi — Py illrv = 3 / |po,i(y) — pori(y)|dy

< S 02) = 10 5| < 50— 0],

where the last inequality is due to the assumption on f. Hence, we have

n n b2
Yoo 3 IR = Ry <325 32 (=00l 6= 00

v, €V v,veEV
_r 1 D (0 = 0,)XTX(0, — 6,)
- 4z ’VP V,VEY ' Y ’ !
VP(1+A) , 20*%(1+ A)s?
< —
=8 4C? 0 C? ’

where the last inequality is due to the fact that for every pair (v, v’) with |6, — 0,0 < 2s,
(0, — 0,)XTX (0, — 0,) <n(l+ A)holds (by Assumption 1).
Thus by Lemmas 5.3.14 and 5.3.8, we have

P(9) - 52(1 20716252% + log 2)
2 78 5 log £ '

Taking 6% = Q(min{1, %), we get the result.
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Proof of Theorem 5.3.11

For the guarantee of (¢, ) locally differentially private, it is due to the fact that x; is known
and each y; € [(z;,0") — C, (x;,0") — C] (since the random noise o; is bounded by C).
Thus, by the Gaussian Mechanism [107], we can see that it is locally differentially private.
Now we prove Theorem the upper bound.
Let S* = supp(#*) denote the support of #*, and s* = |S*|. Similarly, we define
S = supp(641), and F! = S' U S U S*. Thus, we have | F!| < 2s + s*.

We let ét 1 denote the following

915 — 77V]:tL<9t),

where vz means keeping v; for i € F' and making all other terms 0. By the definition of

F', we have 0] ; = Trunc(6,, 1 s). Denote by A, the difference of 6, ; — 6*. We have

the following

161 = 6*ll2 = [|Ar = 9V = L(6))]|2,

where Vi L(0;) = [; 3201 (f (23, 01)) — i) f'((zs, ) x| . Plugging §i = f((0", 2:)) +

32C? log(1.25/6)
2
€

o; + 2z, where z; ~ N(0,7%), and 72 = into the above equality, we get

n

16,42 — 6712 < 1A — n[% D (i 6) = f (s, 00))f' ({3, 00))2] L o+

=1

VIF S 7 s 0ol s+ 153 (o 00) 20T o)
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Define the following terms

At = A, - 77[% D (@ 00)) = f (i, 00))f (0, 00))a! 17l

=1

1<,
B' = n\/|ft||ﬁ > (@i, 0))oia] |,
=1
1« ,,
Ct = W|P||g > (i 0))zia] |-
=1

We first bound B. Since each z; € Uniform{+1, —1}?, which is sub-Gaussian with
1, we know that for each coordinate j € [p], = > | f'((z, 0;))oi; ; is sub-Gaussian with

o2 = LS ({2, 0,))0? < €. Thus, by Lemma 5.3.2 we have

V1og pbC. 1

I—Zf (0, 0))oiaT | < O TNzl

This means that with probability at least 1 — ]%, we have

B! < O(ny/2s + s*—vlmg\/fbc). (5.103)
n

Similarly, for C* we have that with probability at least 1 — z%, the following holds

b/logpr/> iy 22

=1 "1

2 F G )l s < O
=1

Since z; is Gaussian with variance 7%, we know that = 723" r?, where

=1 1
Sor, r?isa x*-distribution with parameter n.
By the above concentration bound for y2-distribution and Lemma 5.3.6, we have

S, 22 < 572n with probability at least 1 — exp(—n). Thus,

Ct < nv/2s + 570 ”ij%pT) (5.104)
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with probability at least 1 — [% — exp(—n).

For the term of A?, the proof is the same as the one for A~ in the proof of Theorem
5.3.9, and thus we omit it from here.

By (5.103) and (5.104) and plugging 72 = 32715125/ i (5.104), we have the

following with probability at least 1 — % — exp(—n)

~ . 2 (2s + s*) log plog(1/0)bC
By~ 0"l < 21 A + 02T BP0 /ONC,

Putting all together, we have the following with probability at least 1 — ]% — exp(—n),

Vs* logplog(l/(S)bC’)
ne '

1
A1 < §||At”2 + O(

Thus, we get the bound in Theorem 5.3.11 with probability at least 1 — % — T exp(—n).
For the linear case, since ' = 1, (5.103) and (5.104) will be the same in each iteration, the

probability for the linear case becomes 1 — I% — exp(—n).
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Chapter 6

Some Matrix Estimation Problems in

Differential Privacy Model

6.1 Principal Component Analysis in Local Differential
Privacy Model

Principal Component Analysis (PCA) is a fundamental technique for dimension reduction
in statistics, machine learning, and signal processing. As of today, it remains as one of
the most commonly used tools in applications, especially in social sciences [79], financial
econometrics [6], medicine [23], and genomics [208].

With the rapid development of information technologies, big data now ubiquitously
exist in our daily life, which need to be analyzed (or learned) statistically by methods
like regression and PCA. However, due to the presence of sensitive data (especially those
in social science, biomedicine and genomics) and their distributed nature, such data are
extremely difficult to aggregate and learn from. Consider a case where health records are
scattered across multiple hospitals (or even countries), it is challenging to process the whole
dataset in a central server due to privacy and ownership concerns. A better solution is to use

some differentially private mechanisms to conduct the aggregation and learning tasks. .

338



In the local model, two basic types of protocols are often used: interactive and non-
interactive. [257] have recently investigated the power of non-interactive differentially
private protocols. This type of protocols is more natural for the classical use cases of the
local model: both projects from Google and Apple use the non-interactive model. Moreover,
implementing efficient interactive protocols in such applications is more difficult due to the
latency of the network. Despite being used in industry, the local model has been much less
studied than the central one. Part of the reason for this is that there are intrinsic limitations
in what one can do in the local model. As a consequence, many basic questions, that are
well studied in the central model, have not been completely understood in the local model,
yet.

In this Chapter, I study PCA under the non-interactive local differential privacy model
and aim to answer the following main question.

What are the limitations and the (near) optimal algorithms of PCA under the non-
interactive local differential privacy model?

We summarize our main contributions as follows:

1. We first study the k-subspace PCA problem in the low dimensional setting and show
that the minimax risk (measured by the squared subspace distance) under € non-
interactive local differential privacy (LDP) is lower bounded by Q(%)

where p is the dimensionality of the data and n is the number of data records, Ai, Ay

and Ay is the 1st, k-th and (k + 1)-th eigenvalue of the population covariance matrix

Y., respectively. Moreover, we prove that the term Q(%) is optimal by showing that

A2kplog(1/6) )
(Ae—Ag41)2ne2 /°

there is an (e, §)-LDP whose upper bound is O(

2. An undesirable issue of the above result is that the error bound could be too large
in high dimensions (i.e., p > n). In such scenarios, a natural approach is to impose
some additional structural constraints on the leading eigenvectors. A commonly used
constraint is to assume that the leading eigenvectors are row sparse, which is refereed

as sparse PCA in the literature and has been studied intensively in recent years [292,
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58, 293]. Thus, for the high dimensional case, we consider the sparse PCA under the

non-interactive local model and show that the private minimax risk (measured by the

AMApr1 kslogp
)\k—Ak_‘_l)Q TL€2

squared subspace distance) is lower bounded by Q(( ), where s is the

sparsity parameter of the underlying subspace. We also give an algorithm to achieve

)\% s2logp
(Me—Ak41)? ne?

a near optimal upper bound of O( ) With additional assumptions on
the correlation of the population covariance matrix, we further show that our private

estimator is sparsistency, i.e. it recovers the support of the underlying parameter.

3. Finally, we provide an experimental study for our proposed algorithms on both
synthetic and real world datasets, and show that the experimental results support our

theoretical analysis.

6.1.1 Related Work

There is a vast number of papers studying PCA under differential privacy, starting from the
SULQ framework [42], [106, 68, 162, 132, 122, 21]. We compare only those private PCA
results in distributed settings.

For the low dimensional case, Balcan et al. [21] studied the private PCA problem under
the interactive local differential privacy model and introduced an approach based on the
noisy power method. They showed an upper bound which is suitable for general settings,
while ours is mainly for statistical settings. It is worth pointing out that the output in [21] is
only an O(k)-dimensional subspace, instead of an exact k-dimensional subspace; thus their
result is incomparable with ours. Moreover, we provide, in this paper, a lower bound on the
€ non-interactive private minimax risk.

For the private high dimensional sparse PCA, the work most closely related to ours
is the one by Ge et al. [122]. The authors in this paper proposed a noisy iterative hard

thresholding power method, which is an interactive LDP algorithm and proved an upper

bound of O o il}fl\:}— nE Si’(“i(;gg )) for their method, where p is a parameter related to e.

Specifically, they showed that there exists some ’Privacy Free Region’. However, several
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things need to be pointed out. Firstly, our method is for general € € (0, 1] and non-interactive
settings, while Ge et al. considered the interactive setting with more restricted €. Secondly,
the assumptions in our paper are less strict than the ones in [122]. Finally, we provide a
lower bound on the private minimax risk.

The optimal procedure in our paper is based on perturbing the covariance by Gaussian
matrices, which has been studied in [106]. However, there are some major differences;
firstly, we show the optimality of our algorithm under the non-interactive local model using
subspace distance as the measurement, while [106] showed the optimality under the (¢, ¢)
central model using variance as the measurement. It is notable that in [106] the authors
also provided an upper bound on the subspace distance. However, the lower bound is still
unknown. Secondly, while the optimal algorithm for the low dimensional case is quite
similar, we extend it to the high dimensional case. The optimal procedure in the high
dimensional sparse case is quite different from that in [106]. Thirdly, in this paper,since
we focus the statistical setting while [106] considered the general setting, the upper bound

results are incomparable.

6.1.2 Preliminaries

Let X € R? arandom vector with mean 0 and covariance matrix .. k-dimensional PCA is

to find a k£ dimensional subspace that optimizes the following problem:

min E||(1, — Ilg) X |3, s.t. G € Gy,

where G, , is the Grassmann manifold of k-dimensional subspaces of R”, and Ilg is the

projection of G. There always exists at least one solution; consider > = 1;:1 )\jvjva,
where A\; > Ay > --- |\, > 0 are the eigenvalues of X and vy, vy, -+ ,v, € RP are the
corresponding eigenvectors. If A\, > A\r.1, then the k-dimensional principal subspace of 3,

i.e. the subspace S spanned by vy, - - - , vy, solves the above optimization problem, where the
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orthogonal projector of S is given by IIs = V, VI, where Vj, = [v1, -+ ,v] € Vi, Vi
is the set of all p x k orthogonal matrices. For simplicity we denote S = col(V}), where

col(M) denotes the subspace spanned by the columns vectors of M.

PCA under the non-interactive local model In practice, ¥ is unknown, and the only
thing that we have is the set of observation data records { X}, --- , X,,}, which are i.i.d
sampled from X. Thus, the problem of (non-interactively) locally differentially private
PCA is to find a k-dimensional subspace SP"Y which is close to S, where the algorithm that
outputs SP™ must be ¢ (non-interactively) locally differentially private.

After obtaining a private estimator SP"Y, there are multiple ways to measure the success,
such as variance guarantee [106], low rank approximation error [174], etc. In this paper, we

will use the subspace distance as the measurement [106, 122].

Subspace distance Let S and S’ be two k-dimensional subspaces in RP. Also denote by
E and F, respectively, the orthogonal matrix corresponds to S and S’. Thatis, £ = VV7T
and F' = W for some orthogonal matrices V' € V,,, and W € V,, ;.. Then, the squared

subspace distance between S and &’ is defined by the following [264]:
. 1
Isin©(S, SN = |IE = Fl7 = 5IVV" = WWHEL,

where || - || is the Frobenious norm. For simplicity, we will overload notation and write

sin©(S,S’") =sinO(V, W).

6.1.3 Low Dimensional Case

In this section, we focus on the general case and always assume n > p. We first derive
a lower bound of the ¢ non-interactive private minimax risk using the squared subspace
distance as the measurement. By the definition of the e-private minimax risk, it is important

to select an appropriate class of distributions.
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Class of Distributions

1. We assume that the random vector X is sub-Gaussian, that is X = E%Z, where
Z € R? is some random vector satisfying equations EZ = 0, Var(Z) = I, and its

sub-Gaussian norm || Z||,, < 1, where

A
120 = swp nf{C > 0. Eesp| 22 < 2)

vi||v|[2<1

which means that all the one-dimensional marginals of X; have sub-Gaussian tails.
We need to note that this assumption on X is commonly used in many papers on PCA

in statistical settings, such as [292, 122].

2. In the study of private PCA, it is always assumed that the /5 norm of each Xj is
bounded by 1, as in [106][122]. For convenience, we relax this assumption in the
following way; for the random vector X € RP, we assume that || X||; < 1 with a

probability at least 1 — e~%(®),

3. Next, we give assumptions on the population covariance matrix Y. Firstly, we assume
that for the target k-dimensional subspace, A\, — A\r+1 > 0 so that the principal
subspace is well defined. Next, we define the effective noise variance a,%, which is

proposed in [292] and [58]:

A Akt

0’%()\1,)\2, s 7/\p) = m

6.1)

For a given constant 02 > 0, we assume that o7 < o2,

We denote the collection of distributions which satisfy the previous conditions 1), 2) and 3)

as P(k,o?)
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Main Results

The next theorem shows a lower bound of ¢ non-interactive private minimax risk under

squared subspace distance.

Theorem 6.1.1. Let {X;}", be samples from P € P(k,0%). If 2 < k < 2, ¢ € (0, ] and
n > Q( L Mk min{k,p — k:}) , then the € non-interactive private minimax risk in the

€ Dp—Arg1)?

metric of squared subspace distance satisfies:
Nint 2 5 kp
MYM(S(P(k,0?)), @0 p,e) > Qo°—).

Remark 6.1.1. We note that for the non-private case, the minimax risk is lower bounded
by 2 (%%) [58]. Thus, in this case, the impact of the local differential privacy is
to change the number of efficient sample from n to ne?. However, the collection of the
considered distributions needs another assumption which says that || X |2 is bounded by 1
with high probability. This is not necessary in the non-private case [58], but needed in ours
for showing the upper bound.

We also note that although Theorem 6.1.1 holds only for &£ = ©(p), while in practice k
always be a constant. As we can see from Section 6.1.6, the lower bound holds for all £ if
we relax the condition 2) in our collection of distributions P (o2, k). It is the same for the
high dimensional sparse case.

Finally, note that in the central differential privacy model, [106] showed that the lower
bound of the k-dimensional PCA is Q(%ﬁﬁ)) for (e, §)-differential privacy. However,
this lower bound is measured by the variance of X = (X, XI ... XT)T € R™P, not
the squared subspace distance used in this paper. Although [106] gave an upper bound of
O(%) in the general setting using the squared subspace distance as measurement,
it is still unknown whether the bound is optimal. Also, their lower bound omits the param-

eters related to the eigenvalues. For the ¢ differential privacy in the central model, [68]

showed that the lower bound is €2( Wj_/\ﬁ) in the special case of £ = 1. However, it is
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still unknown for the general case of k. Thus, from the above discussion, we can see that the
lower bound of € non-interactively locally differentially private PCA is similar to the (e, J)

differentially private PCA in the central model.

One of the main questions is whether the lower bound in Theorem 6.1.1 is tight. In the

following, we show that the term Q(f—fg) is tight. By our definition of the parameter space,

we know that forany X ~ P € P(0? k), || X||> < 1 with high probability. Thus, we always
assume that the event of each || X;||> < 1 holds. Note that this assumption also appears in
[122, 106, 21]. The idea is the same as in [106], where each X; perturbs its covariance and

aggregates the noisy version of covariance, see Algorithm 6.1.46 for details.

Theorem 6.1.2. For any ¢, > 0, Algorithm 6.1.46 is (¢,0) (non-interactively) locally

e — 1 the output

p02 s

differentially private. Furthermore, with probability at least 1 — e~

satisfies:
Nkplog(1/6)
()\k — )\k+1>2n€2

| sin ©(Vi, Vi) 17 < O( ), (6.2)

where C, Cy are some universal constants.

Algorithm 6.1.46 Local Gaussian Mechanism
Input: data records {X;} ; ~ P" for P € P(0? k), and fori € [n], || X|l2 < 1. ¢, are
the privacy parameters.
1: for Eachi € [n] do
2: Denote X; X! = X; XTI + Z;, where Z; € RP*? is a symmetric matrix where the
upper triangle ( including the diagonal) is i.i.d samples from N(0,0%); here 0? =
w, and each lower triangle entry is copied from its upper triangle counterpart.

3: end for o
4: Compute S = 15" X, X[
5: Output col(V},) where V;, € RP* is the principal k-subspace of S.

In Theorem 7 of [106], the authors provided a similar upper bound for the (e, d)-
differential privacy in the central model. However, they need to assume that the eigenvalues
satisfy the condition A} — A, = w(,/p), which is not needed in our Theorem 6.1.2 where

we use some recent result on Davis-Khan theorem (see Section 6.1.6 for details).
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From the analysis, we can see that, to ensure non-interactive LDP, here we should add
a randomized matrix to the covariance matrix, and this will cause an additional factor of
O(Z) in the error compared with the non-private case.

From Theorems 6.1.1 and 6.1.2, we can see that there is still a gap of O(ﬁ) between
the lower and upper bounds. We leave it as an open problem to determine whether these

bounds are tight or not.

6.1.4 High Dimensional Sparse Case

From Theorem 6.1.1, we can see that for the high dimensional case, i.e. p > n, the bound
in (6.2) becomes trivial. Thus, to avoid this issue, we need some additional assumption on
the parameter space. One of the commonly used assumption is sparsity. There are many
definitions of sparsity on PCA and we use the row sparsity in this paper, which has also
been studied in [292, 58, 122].

We first define the (p, ¢)-norm of a p x k matrix A as the usual ¢, norm of the vector of

row-wise £, norms of A:

[Allp.q == [I(larellp, llazellp: -+, llapellp)llq, (6.3)

where a;, denotes the j-th row of A. Note that || - |2 is coordinate independent, i.e.
|AO]|2.0 = ||Al|2,0 for any orthogonal matrix O € R***. We define the row sparse space as

follows.

Definition 6.1.1. Let s be the sparsity level parameter satisfying the condition of £ < s < p.

The s-(row) sparse subspace is defined as follows
My (s) = {col(U),U € RP** and orthogonal , |U||2 < s}.
We define our parameter space, P(s, k, 02), to be the same as in the previous section with
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an additional condition that S € M(s), where S is the k-dimensional principal subspace
of covariance matrix X.
Below, we will first derive a lower bound of the non-interactive locally differentially

private PCA in the high dimensional sparse case.

Theorem 6.1.3. Let { X;}"_, be the observations sampled from a distribution P € P(s, k, 0?).
If the privacy parameter € € (0, 3], n > Q((s — k)@). Then for all k& € [p] satisfying
the condition of 2k < s — k < p — k and {Z’ <k< %, the € non-interactive private minimax

risk in the metric of squared subspace distance satisfies the following

in s(k 4+ logp
ME(S(P(s, ko), ¢) > (o>2 1 108P))

Note that in the non-private case, the optimal minimax risk is @(JZW). Thus,
same as in the low dimensional case, the impact of the privacy constraint is to change the
efficient samples from n to ne?.

Next, we consider the upper bound. In the non-private case, the optimal procedure is to

solve the following NP-hard optimization problem [292]:

max (S, UUT)

subject to UTU = I}, U € RP** and ||U |20 < s, (6.4)

where S is the empirical covariance matrix. Our upper bound is based on (6.4). However,
instead of solving (6.4) on the perturbed version of the empirical covariance matrix, we
perturb the covariance matrix and solve the following optimization problem on the convex

hull of the constraints in (6.4), that is:

X = argmax(S, X) — | X1 (6.5)

subjectto X € F*:={X :0 < X < I and Tr(X) = k},
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where (S, X) = Tr(SX7). Note that the constraints in (6.5), which is called Fantope
[36][293], is the convex hull of the constrains in (6.4). Also, since the constraints in (6.5)
only guarantees that the rank of the output is > k, the output X needs not to be a matrix

with exact rank of k. Thus, in order to obtain a proper k-dimensional subspace, we just

output the k-PCA of X.

Algorithm 6.1.47 Local Gaussian Mechanism-High Dimension
Input: data records {X;}!" ; ~ P" for P € P(s,0?, k), and fori € [n], || X|2 < 1. €6
are privacy parameters. p > is a constant.

1: for Eachi € [n] do

2: Denote X; X! = X; X! + Z;, where Z; € RP*? is a symmetric matrix where
the upper triangle, including the diagonal, is i.i.d samples from N'(0, 0?); here 0 =
w, and each lower triangle entry is copied from its upper triangle counterpart.

3: end for

4 Compute S = 15" X, XT.

5: Get the optimal solution X in (6.5) or do as the followings

6: Setting Y =0,U0© =0

7. fort =1,2,--- do )

8 XU =Pr (Y —UW 4 5)

9: YD = 8, ), (XD + U®) where S is the entry-wise soft thresholding operator

defined as Sy /,(x) = sign(x) max(|x| — A/p,0).
10: U(t—i—l) — U(t) 4 X(t—i—l) _ Y(t+1)
11:  Return Y
12: end for
13: Let k-dimensional principal component of X or Y be V4, output S= col(f/k).

Theorem 6.1.4. For any given 0 < ¢,d < 1, if {X;}", ~ P" for P € P(s,0? k) and

| X|l2 < 1forall i € [n], then the solution to the optimization problem (6.5) is (e, )

non-interactive locally differentially private. Moreover, if let V. denote the k-dimensional

principal component subspace of X and set A < O(M \/% ), then with probability at least
1

1— I% — . the following holds

A2 s?log p)

inO(Vi, Vi)|[% <O
| sin ©(Vi, Vi) |7 < (()\k_)\kH)Q ne?

where c is a universal constant.
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From the analysis, we can see that, to ensure non-interactive LDP, here we still need to
add a randomized matrix to the covariance matrix, which is similar as in the low dimensional
case. And this will cause an additional factor of O(e%) in the error compared with the
non-private case in [293].

Since the optimization problem (6.5) is convex, we can follow the approach in [293] to
solve it by using ADMM method (see Algorithm 6.1.47 for the details).

Comparing with the lower bound of the private minimax risk in Theorem 6.1.3, we can

see that the bound in Theorem 6.1.4 is roughly larger than the optimal rate by a factor of

O( /\:il 7). This means that the upper bound is only near optimal [293]. A remaining open
problem is to determine whether it is possible to get a tighter upper bound that does not

contain the term of 7 in the gap.

Support recovery under local differential privacy In the high dimensional sparse case,
to ensure that an estimator 6 is consistent, we need to demonstrate that p(#, 6*) — 0 as n —
oo and supp(f) = supp(6*). By the definition of row sparsity (6.3), we will show that the
solution of (6.5) can recover the support under some reasonable assumptions. For a matrxi
V € RP*, we let supp(V) = supp((||Vix[[2: [[Vaxll2: -+, [Vpull2)) = supp(diag(VV'T)).

Below we assume that the underlying covariance matrix X is limited correlated, i.e.,
satisfies the limited correlation condition (LCC). LCC is first proposed by [193], which is
an extension of the Irrepresentable Condition in [361]. Let J = supp(V}), and X be the
following block representation:

by Yige
5 JJ JJ ,

EJCJ EJCJC

where X, ;, denotes the |J;| X |Jo| submatrix of ¥ consisting of rows in J; and columns in

Jo.
Definition 6.1.2 (LCC). A symmetric matrix > satisfies the limited correlation condition
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with constant « € (0, ].], if mHZ‘]C‘JHQ’W S 1—a.

Under the LCC assumption, we now show that our private estimator can recover the

support J with high probability by a modified argument for the Theorem in [293].

Theorem 6.1.5. Under the same assumption in Theorem 6.1.4, if the covariance matrix
is further assumed to satisfy the LCC condition with o (Definition 6.1.2) and parameters
(n,p, 8, A1, Ak, Akt1, €, 0, ) satisfy the following condition

; Q(SQ)\% log 3 log p(8A1 + A — )\kﬂ))
N €202( A\ — Apg1)? ’

(6.6)

then by setting \ = O(—VIZ‘C’?/&@ /1%82) with probability at least 1 — =5 — . the solution X

to the optimization problem (6.5) is unique and satisfies supp(diag(X)) C .J. Moreover, if

either

| A1sy/log1/4 \/logp
Ty >
Ijnel}l (Vk‘/k )JJ - O(ae()\k - )\k+1) n ) >

log1/0A
min ¥, > O(\/ 08 1/0M \/logp),rank(sign(ZJJ)) =1
n

(i,5)€J? e

~

holds, then supp(diag(X)) = J.

6.1.5 Experiments

In this section we conduct numerical experiments on both synthetic and real world datasets

to validate our theoretical results on utility and privacy tradeoff.

Low dimensional case

Experimental settings For synthetic datasets, we generate the data samples { X},

independently from a multivariate Gaussian distribution N'(0, X3), where ¥ = mVVT +

mlp for V€V, ;. It can be shown that ||.X; || < 1 Vi € [n] with high probability. We
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Figure 6.1: LDP-PCA in low dimensional case on real world datasets with different sample
size. The left one is for Covertype. The middle one is for Buzz. The right one is for Year
dataset.
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Figure 6.2: LDP-PCA in low dimensional case on real world datasets at different levels of
privacy. The left one is for Covertype. The middle one is for Buzz. The right one is for Year
dataset.
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(a) Relative error w.r.t dimen- (b) Relative error w.r.t dimen- (c) Relative error w.r.t privacy
sionality sionality level

Figure 6.3: LDP-PCA in low dimensional case on synthetic datasets. The left one is for
different target dimensions & over sample size n with fixed e = 0.5 and p = 40. The middle
one is for different dimensions with fixed n = 10° and € = 0.5. The right one is for different
level of privacy with fixed n = 10° and p = 40.
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Figure 6.4: LDP-PCA in high dimensional case on synthetic datasets. The left one is for
different target dimensions k over sample size n with fixed e = 1 and p = 400. The middle
one is for different dimensions with fixed n = 2000 and € = 1. The right one is for different
level of privacy with fixed n = 2000 and p = 400.

choose n = 10°, p = 40, k = {5,10,15,20}, € = 0.5, § = 10~%, and A\ = 1. For real world
datasets, we run Algorithm 6.1.46 on Covertype and Buzz datasets [90] with normalized
rows for each dataset. The error is measured by the subspace distance ||V, V. — Vi VT || .
For each experiment, we repeat 20 times and take the average as the final result.

Figure 6.1 and 6.2 are the results for the real world datasets while Figure 6.3 is for

synthetic datasets. Figures indicate that 1) the error deceases as the sample size increases
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or € increases (i.e., becomes less private); 2) the error increases as the dimensionality p
increases or the dimensionality & of the target subspace increases. All these support our

theoretical analysis in Theorem 6.1.2.

High dimensional case

Experimental settings For the high dimensional case, we consider the same distributions
as in the low dimensional case and generate the target subspace V' in the following way.
For a given sparsity parameter s, we first generate a random orthogonal matrix V € R*¥,
then pad it with rows of zeros, and finally randomly permute the matrix. We set k& = 10,
n = 2000, p = 400, s = {15,20,40,80} and € = 1.

Besides the synthetic datasets, we also test our algorithm on some real world datasets in
[90] and [196]. We first orthogonalize each row of the datasets to 1 as the preprocessing,
then run the method in [338] 50 times, and select the one with the largest variance as the
optimal solution.

Figure 6.3 shows the results on the synthetic data. We can see that 1) as the term of %
increases ( n decreases), the error increases accordingly; 2) the error slightly increases when
the dimensionality p increases, which is due to the fact that the upper bound in Theorem
6.1.4 depends only logarithmically on p (i.e., log p); 3) the error decreases when ¢ increases.
Table 6.1 and 6.2 show the results of the error with different sparsity and privacy, respectively.

We can see that these results are consistent with our theoretical analysis in Theorem 6.1.4.

6.1.6 Omitted Proofs

Proof of Theorem 6.1.1

We first prove the non-interactive case, which is based on the following lemma.

Lemma 6.1.1 (Corollaries 2 and 4 in [96]). Let V' be randomly and uniformly distributed in

V. Assume that given V' = v, X, is sampled independently according to the distribution of
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Dataset Size s | Error
10 | 3.162
cancer RNA-Seq | (801,20531) | 20 | 3.381
40 | 3.668
10 | 3.162
Leukemia (72,7128) 20 | 3.435
40 | 3.701
10 | 2.449
Colon cancer (60,2000) 20 | 3.058
40 | 3.228
10 | 1.441
isolet5 (1559, 617) 20 | 2.023
40 | 2.508
10 | 2.858
lung (203,3312) [ 20 | 3.464
40 | 3.901
10 | 3.643
NIPS (11463,5811) | 20 | 3.881
40 | 4.472

Table 6.1: Results with different sparsity s for LDP-High dimensional PCA on real world
datasets. For all the datasets, the target dimensions £ is set to be £k = 10 and € = 2.

P,;fori=1,--- n. Then, there is a universal constant ¢ < 19 such that for any a € (0, %],

we have
"1
. 2 2
I(Zy, 23, -+, Zn; V) < ce ;1: E v;/e:v |1 Poi = Porill7y-

The e non-interactive private minimax risk satisfies

®0),  I(Zy,-+  Zy V) +1log?2

Nint () P > 1— .
M, ((73), op,e)_ 9 ( 10g|V| )

Where [(+; -) is the mutual information.
For the packing set, we have the following lemma:

Lemma 6.1.2. [[58]] Let (O, p) be a totally bounded metric space. For any subset £ C O,
denote by NV (E, €) the e-covering number of F, that is, the minimal number of balls of
radius € whose union contained in E. Also denote by M(E, ¢) the e-packing number of E,

that is, the maximal number of points in /2 whose pairwise distance is at least €. If there
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Dataset Size € Error
1 3.599
cancer RNA-Seq | (801,20531) | 0.5 | 3.790
0.1 | 3.967
1 4.375
Leukemia (72,7128) 0.5 | 4.403
0.1 | 4.518
1 3.013
Colon cancer (60,2000) 0.5 | 4.237
0.1 | 4.310
1 2.884
isolet5 (1559,617) | 0.5 | 3.405
0.1 | 3.896

Table 6.2: Results with different privacy levels € for LDP-High dimensional PCA on real
world datasets. For all the datasets, the target dimensions £ is set to be £ = 10 and s = 20.

exist 0 < ¢y < ¢ < oo and d > 0 such that:

for all 0 < € < €, then for any 1 > « > 0, there exists a packing set V = {vy, -+, v}

with m > ()@ such that ae < p(v;,v;) < 2¢ for each i # j.

Now, for the Grassmannian manifold G, ;, we have the following lemma regarding the

metric entropy (due to [267]).

Lemma 6.1.3. For any V' € G, ;, identify the subspace span(}’) with its projection matrix

VVT, and define the metric on G, ; by p(VVT UUT) = |[VVT — UU"|| . Then for any

e € (0,v/2min{k,p — k}),

C C
(L) < N Gy ) < (24079,

where ¢y, c; are absolute constants.
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Proof of Theorem 6.1.1 By Lemmas 6.1.3 and 6.1.2, we know that there exists a packing
set V with log [V| > k(p — k)log 2= with 2¢; > p(VVT,UUT) > e, where o and ¢

will be specified later. Now we construct the collection of distributions; for each V' € V', we

define
A 1
Yy=——---VVT 4 —— 6.7
VT 5p(A+ 1) 5p(A+1) 7" ©.7)
thatis, \; = Ay = -+ = )\, = %pand/\kﬂ = =), = m. Then we let Py

denote the distribution N (0, Xy/).
Now, we first show that the distribution is contained in our parameter space. For
x ~ N(0,3y), we know that there exists an orthogonal matrix M € RP*? which satisfies

Mz ~ N(0,Diag(Xy)), where

Diag(Xy) = o

1
5p(A+1)

Thus, we have ||z[|3 = [[Mz||3 ~ 5Xi + 550717 X5—&- For the x*-distribution, we have the

following concentration bound:

Lemma 6.1.4 ([189]). If z ~ x2, then
Plz —n > 2v/nx 4 22| < exp(—x).

By Lemma 6.1.4, we have the following with probability at least 1 — exp(—k) —
exp(—(p—k)) > 1—2exp(—%) (by our definition of k), ||z]|3 < 5ip5k‘+m5(p—k) <1.
Thus, ||z||2 < 1 with probability at least 1 —exp(—$2(p)), which is contained in the parameter
space.

The following lemma shows that the Total Variation distance between P, and P, can

be bounded by the subspace distance between V' and V.
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Lemma 6.1.5. For any pair of V, V' € V, by the KL-distance D(-||-) of two Gaussian

distributions, we have that

2

D(Py||Py:) <

. N2

Thus, by Pinsker’s inequality that is || Py — Py ||, < ﬁ‘r—QAH sin OV, V)%

Proof of Lemma 6.1.5.

D(Py||Py) = DN (0, ) ||V (0, £y-))

1
= §trace(2;,1(Ev — Xyr)).

Now
Yo =5p(A+ D1+ X)) V'VT 4 (1, = V'V
and
Yy — 2y = #(VVT — V/V/T)
5p(A + 1) '
we can get

2

trace(X; (Sy — X)) = | sin©(V, V') ||7.

1+ A

By Lemmas 6.1.1, 6.1.2 and 6.1.3, we have

2

A
I(Zy, 2y, , Z,; V) < 41 +/\cne2ef

and
. 422 cne2e? + log 2
Nint 2 2 [ED) 1
0 ) > 1—
M (OP), @ ope) 2 o’ k(p—k)log o 7

where €; € (0, /2min{k,p — k}].

A2 2°
TrxCne

Leta = £ and € = 22~ We have that if € < 2min{k,p — k} (which holds
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under the assumption of n > Q(e%(/\;\f\% min{k, p — k})), then MN((P), ®op,e) >

Q( At+Dk(p—Fk) )

A2ne?
Proof of Theorem 6.1.2
The following lemma is based on [183][112].

Lemma 6.1.6. Suppose that X and {X;}? , are i.i.d sub-Gaussian random vectors in R”
with zero mean and covariance matrix 0 < . Let S, = £ 3" | X; X be the empirical

covariance matrix, {);},_, be the eigenvalues of ¥ sorted in the descending order, and

r= ﬁrz(ﬁj Then there exist constants ¢ > 1 and C' > 0 such that when n > r, we have the
following:
P(|S0 — Slla > 8) < exp(——— =), ¥s > 0.
aM\T/n

Proof of Theorem 6.1.2. Instead of using Davis-Kahan sin —© theorem in [85] and Weyl’s
inequality (which is used in [106] based on the assumption that A\, — Ay = w(\/]_o)), we

will use a generalized version of Davis-Kahan Theorem [354].

Lemma 6.1.7 (Generalized Davis-Kahan Theorem). Let 3., 3 € RP*P be two symmetric

matrices, with eigenvalues \; > --- ;A\, and 5\1 >0 > j\p, respectively. Fix 1 <r < s <
p and assume that min(\,_; — A, As — As1) > 0, where \g := oo and \,;; := —o0. Let
di=s—r+1LIV = (0,041, ,05) € R and V = (0, Opyq,--- ,05) € RP*? have
orthogonal columns satisfying ¥v; = A;v; and iﬁj = 5\17]- forj=r,r+1,--- s, then

. . 2min(vVd||2 — s, |2 — Z||r)
CI\A% < :
[sin©(V,V)||r < min(A—1 — Ay As — Aor1)

By taking » = 1, s = k in Lemma 6.1.7, we have

kIS — 2|3

|| sin ©(col (V) col (Vi) |7 < O(m :
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Let S denote the non-noise covariance matrix S = % St XiX!. Then
15 =%z <[5 = Sz + IS = Zll2.

For the fist term, we have ||S — S||; = || Z||2, where Z is a symmetric matrix whose upper

triangle, including the diagonal, is i.i.d sample from A/ (0, 02) with 0 = uﬁf/@. Thus, by

Corollary 2.3.6 in [275], we have, with probability at least 1 — ﬁ, that || Z|[2 < O(y/po).
For the second term, by Lemma 6.1.6, we have, with probability at least 1 — exp(—C'),

that || S — ]2 < O(A1,/Z). Combining the above results, we get the proof. O

Proof of Theorem 6.1.3

The construction of the class of distributions follows the idea presented in [292]. For

self-completeness, we rephrase below some important lemmas. See [292] for the proofs.
Similar to the proof of Theorem 6.1.1, we consider the same class of distribution as in

(6.7). Thus, the key step is to find a packing set in V,, ;.. The next lemma provides a general

method for constructing such local packing sets.

Lemma 6.1.8 (Local Stiefel Embedding). Let 1 < d < k& < p and the function A, :

Vyp—k.a — Vi be defined in block form as

(1—a?)zl; 0
Au(J) = 0 Iy (6.8)

aJ 0

for0 <a<1.IfJ;, /5 € Vp—k,d’ then
o’(1—a®)||Jy — JollF < [[sinO(Au (1), Aa(S))F < 2|y — Ja| 7.
By Lemmas 6.1.1 and 6.1.8, we have the following lemma.
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Lemma 6.1.9. Let o € [0,1],¢ € (0, 2] and {J;,--- , Iy} C V)4 for some 1 < d <

k < p. For each i € [N], let P, be the distribution of N'(0,X4,(,,)), where ¥4, (;,) is in

(6.7). If

min ||.J; — Jj|lr > Oy,
7]

then the € non-interactive private minimax risk in the metric of squared subspace distantce

satisfies:

512\/@2(1 — oﬂ)[ B 400[262dn1’\+—2/\ + log 2
2

log N

Mﬁint(Q(P), dop,e) > ].

For variable selection, we have the following lemma.

Lemma 6.1.10 (Hypercube construction [214]). Let m be an integer satisfying e < m and

s € [1,m]. There exists a subset {.Jy, - -- , Jx} C V,,; satisfying the following properties:
L [[Jill20 < s, Vi € [N],
2. |1i = Jjl3 = 1.
3. log N > max{cs[l 4 log(m/s)],logm}, where ¢ > - is an absolute constant.
We choose d = 1 and 6y = % in Lemma 6.1.9 and m = p — k in Lemma 6.1.10. Then,

if set a? = O(52 2% we get MNM(O(P), D o p, ) > QLR 2182,

ne?

The following lemma shows packing sets in the Grassman manifold.

Lemma 6.1.11 ([237]). Let k and s be integers satisfying 1 < k£ < s — kand § > 0. There

exists a subset {J,--- , JJx} C V, satisfying the following properties:
1. | sin(J;, ;)| > kV/6 forall i # j and
2. log N > k(s — k)log(%), where ¢, > 0 is an absolute constant.

We set s = s — k, min Lemma 6.1.11 and £ = d in Lemma 6.1.9. For each J; € V,_;

in Lemma 6.1.11, we can turn it into a matrix in V,_; ;, by padding additional rows with
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zero entries. Thus, if taking iy = O(‘/E) and o = ©(25L %) in Lemma 6.1.9, we have

e ne2

MYN(G(P), @ o p,€) > Q(2L 25). Putting everything together, we have

14+ A slogp sk

Y

A+ 1s(k+logp)
A2 ne?

MYS(O(P), ® o pe) > 9

> 2 max{ ) > Q

).

nez ' ne?

Proof of Theorem 6.1.4

Our proof follows the framework in [293]. First, we show that the subspace distance is close

to || X — Vi V,T||%, where V} is the k-dimensional principal subspace of .

Lemma 6.1.12. [[292]] Let A, B be symmetric matrices and V4 i, V5 i, be their k-dimensional
principal component subspace, respectively. Let 04 5 = max{A\g(A) — A\py1(A), \e(B) —
Ak+1(B)}. Then, we have

A-—B
” sin G(VA,k;VB,k)HF S \/5—” HF
daB

By Lemma 6.1.12, we get the following lemma.

Lemma 6.1.13.

Isin©(Vi, Vi3 < 21X = ViV I3
Thus, we have the following bound for || X — V, V7| z.

Lemma 6.1.14 ([293]). Let A be a symmetric matrix and F be its projection onto the
subspace spanned by the eignevectors of A corresponding to its k-largest eigenvalues

/\1 Z}\Q > ~--.If5A:/\k—)\k+1 > (, then
“p- Pl < (A8 F)

for all F satisfying 0 < F' < [ and Tr(F') = k.
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Lemma 6.1.15. In the optimization problem (5), if A > [|.S — %||s 00, then

48\

X -ViVl|r < ,
YT K W)

where || A/« = max; ; |A; ;| for any matrix A € R™*".

Proof of Theorem 6.1.4. Since X and ViV, are all feasible for the optimization problem

(5), we have

0 < (S, X = ViVi") = A(IX 1 = ViVl llv,0)-
In Lemma 6.1.14, taking A = 3 (then E = V, V') and F = X, we get

Ak = Ak

S X = VTR < (B WV = X).

Thus, we have

Mo — Mt

5 IX = ViVl < (5 = 2, X = ViViT) = AIX [ = ViV lha).

Since
(S =2, X = V) <115 = Slocooll X = ViVl
and A > ||S — 2||s0.00, We have

Mo — Mt

5 IX = ViVl 2 < AKX = ViVl = 11X s+ ViV Tho)-

Let @ be the subset of indices of the non-zero entries of v;V,'. We have v, VI = (v, Vi1 )g.

Thus,

HX — VkaT”Ll - HXHLI + HVkaTHLl

< 2|(X = ViVilalh-
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Also, we have ||[(X — ViV )oll11 < s||X — ViViT'|| . This gives us the proof. O

By Lemma 6.1.15, we know that our goal is to bound the term of ||S — || . Note

that by the definition of 5’, wehave S = S + Z , where 7 is a symmetric Gaussian matrix

2log1.25/6
ne2

with covariance 02 = . Thus, we have

1S = Zloo00 < IS = Bllsvoo + [1Z ]l c0,00-

For the first term, we have the following lemma, since X is assumed to be sub-Gaussian.

Lemma 6.1.16. [[293]] Let S be the sample covariance of an i.i.d. sample of size n from a

sub-Gaussian distribution with population covariance Y. Then, we have

Ant?

(C)\l)2

max P(|Sy; — %5 > 1) < 2exp(—
Z’j

For the second term || Z|| .0, we have, with probability at least 1 — 2p? exp(—ff—z),
| Z||se.00 < t. Thus in total, with probability at least 1 — 2 — - we have ||S — %[|oc.00 <
9 p p b

O()“T Viffp). Combining thi s with Lemma 6.1.15, we get the proof.

Proof of Theorem 6.1.5

The proof is based on Theorem 1 in [193], which considers the case of general symmetric

matrix S.

~

X =argmax < S, X > =\ X1, (6.9)

subjectto X € F*:= {X : 0 < X < T and Tr(X) = k}.

Lemma 6.1.17 ([193]). If the parameter A in (6.9) satisfies:

IS = Slloose 8s |
A Ak(3) = A (5)

|2,oo S 1
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and
81 (2)
Me(2) = e (2)7

0 < M(E) = Mt (2) — 4As(1 +

A~

then the solution to (6.9) is unique and satisfies supp(X) C J. Furthermore, if either

4\s
i Ty, >
miny/ ViV )i 2 sy = o)

min ¥,;; > 2\, rank(sign(X,,)) = 1,

(i,9)€J?

A~

then supp(diag(X)) = J.

Proof of Theorem 6.1.5. From the proof in Theorem 6.1.4, we know that with probability

at least 1 — 1% — p%, we have ||S — |s0.00 < O(/\l— ”lo\%fbgp). By the assumption of LCC

A1+/log1/8logp

and the assumption of n, we know that if taking A = ©(——7="——), all the conditions in

Lemma 6.1.17 are satisfied. Thus, we get the proof. 0

6.2 Differentially Private Sparse Covariance Matrix Esti-
mation

Estimating or studying the high dimensional datasets while keeping them (locally) dif-
ferentially private could be quite challenging for many problems, such as sparse linear
regression [304], sparse mean estimation [98] and selection problem [286]. However, there
are also evidences showing that the loss of some problems under the privacy constraints
can be quite small compared with their non-private counterparts. Examples of such nature
include high dimensional sparse PCA [122], sparse inverse covariance estimation [302], and
high-dimensional distributions estimation [173]. Thus, it is desirable to determine which
high dimensional problem can be learned or estimated efficiently in a private manner.

In this Chapter, I try to give an answer to this question for a simple but fundamental

problem in machine learning and statistics, called estimating the underlying sparse covari-
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ance matrix of bounded sub-Gaussian distribution. For this problem, I propose a simple but
nontrivial (e, )-DP method, DP-Thresholding, and show that the squared ¢,,-norm error
for any 1 < w < oo is bounded by O(%), where s is the sparsity of each row in the
underlying covariance matrix. Moreover, my method can be easily extended to the local
differentialy privacy model with O(%) upper bound of error. Finally I proof that this
upper bound in LDP model is tight. To prove the above lower bound, I propose a framework,
called General Private Assouad Lemma, for lower bounding the private minimax risk in
the non-interactive or sequential differential privacy model. Our lemma is a generalization
of the private Assoud lemma in [97], and can be viewed as a general method for locally
differentially private matrix estimation problems.

Experiments on synthetic datasets confirm the theoretical claims. To our best knowledge,
this is the first paper studying the problem of estimating high dimensional sparse covariance

matrix under (local) differential privacy.

6.2.1 Related Work

Recently, there are several papers studying private distribution estimation, such as [173,
169, 176, 118, 12]. For distribution estimation under the central differential privacy model,
[176] considers the 1-dimensional private mean estimation of a Gaussian distribution with
(un)known variance. The work that is probably most related to ours is [173], which studies
the problem of privately learning a multivariate Gaussian and product distributions. The
following are the main differences with ours. Firstly, our goal is to estimate the covariance
of a sub-Gaussian distribution. Even though the class of distributions considered in our
paper is larger than the one in [173], it has an additional assumption which requires the
/5 norm of a sample of the distribution to be bounded by 1. This means that it does not
include the general Gaussian distribution. Secondly, although [173] also considers the high
dimensional case, it does not assume the sparsity of the underlying covariance matrix. Thus,

its error bound depends on the dimensionality p polynomially, which is large in the high
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dimensional case (p > n), while the dependence in our paper is only logarithmically (i.e.,
log p). Thirdly, the error in [173] is measured by the total variation distance, while it is
by ¢,,-norm in our paper. Thus, the two results are not comparable. Fourthly, the methods
in [173] seem difficult to be extended to the local model. [12] recently also studies the
covariance matrix estimation via iterative eigenvector sampling. However, their method is
just for the low dimensional case and with Frobenious norm as the error measure.

Distribution estimation under local differential privacy has been studied in [118, 169].
However, both of them study only the 1-dimensional Gaussian distribution. Thus, it is quite
different from the class of distributions in our paper.

In this paper, we mainly use Gaussian mechanism to the covariance matrix, which has
been studied in [106, 122, 302]. However, as it will be shown later, simply outputting the
perturbed covariance can cause big error and thus is insufficient for our problem. Compared
to these problems, ours is clearly more complicated.

Using information-theoretic techniques to prove lower bounds in the local differential
privacy model has also been studied in many papers, such as [98, 97, 96, 169]. [98, 97, 96]
proposed several general frameworks for bounding the private minimax risk, such as the
private versions of Le Cam lemma, Fano lemma, and Assouad lemma. However, none of
these methods can be applied to our problem since all the previous lemmas can only be
used in the one-directional case (i.e., the underlying parameter is a vector), while it is a
two-directional case (i.e., the underlying parameter is a matrix) in our problem. Moreover,
all of the previous methods need to obtain some upper bounds of some hard distribution
instances under the total variation distance (or KL-divergence) while in our problem we use
x2-divergence, which makes our method quite different from the previous ones. The method
that is the most related to ours is the private Assouad lemma proposed in [97] which can
be seen as a special case of our general private Assoud lemma. Recently, [98] revisited the
private Assouad lemma and proposed a general theorem with tighter lower bounds via some

results in the theory of communication complexity. However, our theorems are incomparable
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with theirs since we cannot use their theorem directly to our problem.

6.2.2 Private Sparse Covariance Estimation

Let 1,29, -+ ,x, be n random samples from a p-variate distribution with covariance
matrix ¥ = (Uij)1§i7jgp, where the dimensionality p is assumed to be high, i.e., p > n >

Poly(log p).

We define the parameter space of s-sparse covariance matrices as the following:
go(S) = {E = (O-ij)lgi,jgp S 0_jj is S-Ssparse Vj € [p]}, (610)

where o_; ; means the j-th column of > with the entry o;; removed. That is, a matrix in
Go(s) has at most s non-zero off-diagonal elements in each column.
We assume that each z; is sampled from a 0-mean and sub-Gaussian distribution with

parameter o, that is,
E[z;] = 0, P{|v7a;| >t} < e 22,Vt > 0 and ||v||s = 1. (6.11)

This means that all the one-dimensional marginals of x; have sub-Gaussian tails. We also
assume that with probability 1, ||z;||2 < 1. We note that such assumptions are quite common
in the differential privacy literature, such as [122].

Let Py(0?, s) denote the set of distributions of z; satisfying all the above conditions
(r.e., (6.11) and ||z;||> < 1) and with the covariance matrix 3 € Gy(s). The goal of private
covariance estimation is to obtain an estimator ¥:P"V of the underlying covariance matrix
Y based on {zy, -+ ,z,} ~ P € Py(0?, s) while keeping it differnetially private. In this
paper, we will focus on the (¢, d)-differential privacy. We use the ¢ norm to measure the

difference between ¥.PV and ¥, i.e., ||XP — X||s.

Lemma 6.2.1. Let {zy, - - - , z,,} be n random variables sampled from Gaussian distribution
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N(0,0?). Then

Emax |z;| < ov/2log2n, (6.12)

1<i<

+2
P{max |z;| >t} < 2ne” 202 (6.13)

1<i<n

2
Particularly, if n = 1, we have P{|z;| > t} < 2e 57,

Lemma 6.2.2 ([60]). If {1, x5, -, x,} are sampled form a sub-Gaussian distribution in
(6.11) and ©* = (0%)1<jj<p = = > @;x7 is the empirical covariance matrix, then there

exist constants C and y > 0 such that Vi, j € [p]
* —nt2 S
]P)(|0-ij — 0ij| > t) < C’le 72 (614)

for all |t| < §, where C} and ~ are constants and depend only on 0. Specifically,

. lo B
P{|o%, — 03] > w/%} < Cyp®. (6.15)

6.2.3 Main Method in Central DP Model

A First Approach

A direct way to obtain a private estimator is to perturb the empirical covariance matrix by
symmetric Gaussian matrices, which has been used in previous work on private PCA, such
as [106, 122]. However, as we can see bellow, this method will introduce big error.

By [106], for any give 0 < €,0 < 1 and {z1,29, - ,2,} ~ P € P,(0?,s), the

following perturbing procedure is (¢, §)-differentially private:
=%+ N = (Gi)1<ij<p = me + N, (6.16)

where N is a symmetric matrix with its upper triangle ( including the diagonal) being i.i.d
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21n(1.25/6)

samples from N (0, 0); here 07 = =255

, and each lower triangle entry is copied from
/ 1
its upper triangle counterpart. By [275], we know that || N||; < O(,/po1) = O(‘/ﬁn—iog‘s).

We can easily get that

log %

[3 =Bl < = = Zl2 + [Nl < O(F——), (6.17)

where the second inequality is due to [282]. However, we can see that the upper bound of
the error in (6.17) is quite large in the high dimensional case.
Another issue of the private estimator in (6.16) is that it is not clear whether it is

positive-semidefinite, a property that is normally expected from an estimator.

Post-processing via Thresholding

We note that one of the reasons that the private estimator Y in (6.16) fails is due to the fact
that some entries are quite large which make ||%;; — 31| large for some i, 5. To see it more
precisely, by (6.13) and (6.14) we can get the following, with probability at least 1 — Cp~°,

forall1 <i,5 <p,

) o 44/21In %\/logp lo
|63 — 03] <7y oLy = O/ =50), (6.18)
n ne ne

Thus, to reduce the error, it is natural to think of the following way. For those o;; with

larger values, we keep the corresponding &;; in order to make their difference less than some

threshold. For those o;; with smaller values compared with (6.18), since the corresponding

0;; may still be large, if we threshold 7;; to 0, we can lower the error on 7;; — 0;;.
Following the above thinking and the thresholding methods in [60] and [38], we propose

the following DP-Thresholding method, which post-processes the perturbed covariance

matrix in (6.16) with the threshold ~ 10% V2 & 155/6 P8P After thresholding, we further

threshold the eigenvalues of 3 in order to make it positive semi-definite. See Algorithm
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6.2.48 for detail.

Algorithm 6.2.48 DP-Thresholding
Input: €, are privacy parameters and {z1, o, -+ ,2,} ~ P € P(c?, s).

1: Compute

%= (045) 1<”<p_—2$37 + N,

where N is a symmetric matrix with its upper triangle (including the diagonal) being
i.i.d samples from N (0, 0}); here o7 = %, and each lower triangle entry is
copied from its upper triangle counterpart.

2: Define the thresholding estimator ¥ = (6;;)1<; j<n a8

| 44/21n1.25/6+/1
i = 045 - 1[|635] > 74/ Ofbp + " ne/ e} (6.19)

3: Let the eigen-decomposition of ¥ as ¥ = 37 A\w;v?. Let A\t = max{);,0} be the
positive part of \;, then define £ = >" A0l
4: return XT.

Theorem 6.2.1. For any 0 < ¢,6 < 1, Algorithm 6.2.48 is (¢, ¢)-differentially private.

For the matrix 3 in (6.19) after the first step of thresholding, we have the following key

lemma.

Lemma 6.2.3. For every fixed 1 < 1,5 < p, there exists a constant C'; > 0 such that with

probability at least 1 — Cy p‘g, the following holds:

1. (6.20)

|6ij — o45] < 4min{|oy;],

log p N 44/2In1.25/6+/log p
n

ne

By Lemma 6.2.3, we have the following upper bound on the ¢5-norm error of ¥.7.

Theorem 6.2.2. The output X" of Algorithm 6.2.48 satisfies:

<32 log plog

E|l-Z|3=0 —), 6.21)

ne

where the expectation is taken over the coins of the Algorithm and the randomness of
{'Ilv Loy« 7xn}-
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Corollary 6.2.1. For any 1 < w < oo, the matrix Y in (6.19) after the first step of
thresholding satisfies

210gp10g%

I - 2|2 < O(s =2, (6.22)

ne

where the w-norm of any matrix A is defined as || A||, = sup %. Specifically, for a

matrix A = (as)1<ij<p, [|All1 = sup; D, |a;;| is the maximum absolute column sum, and

| Allec = sup; >_; |ai;| is the maximum absolute row sum.

Comparing the bound in the above corollary with the optimal minimax rate @(821—2“’) in
[60] for the non-private case, we can see that the impact of the differential privacy is to make
the number of efficient sample from n to ne?. It is an open problem to determine whether

the bound in Theorem 6.2.2 is tight.

6.2.4 Extension to Local Differential Privacy

One advantage of our Algorithm 6.2.48 is that it can be easily extended to the locally

differentially private (LDP) model.

Differential privacy in the local model. In LDP, we have a data universe D, n players
with each holding a private data record x; € D, and a server that is in charge of coordinating
the protocol. An LDP protocol proceeds in 7" rounds. In each round, the server sends a
message, which sometime is called a query, to a subset of the players, requesting them to run
a particular algorithm. Based on the queries, each player ¢ in the subset selects an algorithm

(i, run it on her data, and sends the output back to the server.

Definition 6.2.1. [299] An algorithm Q) is (e, §)-locally differentially private (LDP) if for
all pairs x, 2’ € D, and for all events E in the output space of (), we have Pr[Q(x) € E] <
ePr[Q(2") € E] + d. A multi-player protocol is e-LDP if for all possible inputs and runs of
the protocol, the transcript of player 1’s interaction with the server is e-LDP. If T' = 1, we

say that the protocol is (¢, d) non-interactive LDP.
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Algorithm 6.2.49 LDP-Thresholding

Input: €, § are privacy parameters, {21, zs, - ,2,} ~ P € P(c?,s).
1: for E doach i € [n]
2: Denote :iljo = xeZT + z;, where z; € RP*P is a symmetric matrix with its upper tri-

angle ( including the diagonal) being i.i.d samples from A(0, 02); here o2 = 22(:25/9)
g g g g p p

and each lower triangle entry is copied from its upper triangle counterpart.
3: end for
4: Compute X = (5yj)1<ij<p = = 2oy iy
5: Define the thresholding estimator 3= (Gij)1<ij<n @S

. . N logp 44/2In1.25/6+/logp
0ij = 0ij - I[|oi] > 71/ P / ]. (6.23)
n V/ne
6: Let the eigen-decomposition of ¥ as ¥ = 37 A\w;v?. Let A\t = max{);,0} be the

positive part of \;, then define £ = >F A0l
7: return X°.

b

Inspired by Algorithm 6.2.48, it is easy to extend our DP algorithm to the LDP model.
The idea is that each X; perturbs its covariance and aggregates the noisy version of covari-
ance, see Algorithm 6.2.49 for detail.

The following theorem shows that the error bound of the output in Algorithm 6.2.49 is
the same as the the bound in Theorem 6.2.2 asymptotically, whose proof is almost the same

as in Theorem 6.2.2.
Theorem 6.2.3. The output X" of Algorithm 6.2.49 satisfies:

s?log plog

E|S - 2|2 = O( —2), (6.24)

ne

where the expectation is taken over the coins of the Algorithm and the randomness of

S . & 2 s%logplog %
{1, 29, ,x,}. Moreover, ¥ in (6.23) satisfies | X — 2|2, = O(———2).

ne?

6.2.5 Lower Bound in Local Differential Privacy Model

In this section we introduce our general framework for lower bounding. Before that, we first

review the classical Assouad lemma [283] and its two-directional generalization [60].
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Assouad lemma

Assouad’s method works with a hypercube V = {—1,+1}" for some r € N. It transforms
an estimation problem into multiple hypothesis testing problems using the structure of
the problem in an essential way. Let {P,},cy € P be a family of distributions with
its corresponding parameters {6, },cy indexed by the hypercube. Similar to the standard
reduction from estimation to testing, we consider the following random process. Let V' be a
random vector uniformly chosen from the hypercube {—1, +1}". After that, the samples
X1, Xy, -+, X, are drawn from the distribution P, conditioned on V' = v. For each j € [r],

we define the mixture of distributions

Pla=g5 >, PLPa=55 D P (6.25)
viwj=1 vivj=—1
where P is the product distribution of X, --- , X,,. Then, Assouad lemma can be stated as

follows.

Lemma 6.2.4 (Assouad Lemma). Under the conditions stated in the above paragraph,

r

Q mn n
M (O(P), ®op) > 2> [ =P}y = P llav], (6.26)
j=1
where || - ||y is the total variation distance, o = ming(y,/)>1,007ev %, and H (v,v")

is the hamming distance between ¢ and ¢, i.e., H(v,v") = > 7 W{v; # v}}.

Instead of restricting to a hypercube V, the general Assouad lemma in [60] works
with the Cartesian product of a hypercube and the r-th power of a finite set of vectors.
Specifically, for a given r € N and a finite set of p-dimensional vectors B C RP\{0;,}, let
V={-1,+1}"and AC B". Define T =V ®A = {7 = (v,\) :v € Vand XA € A}. This
means that one can view an element A € A as an r X p matrix with each row coming from

set B, and V as a set of parameters with each row indicating whether a given row of A is
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present or not. Similar to Assouad lemma, we assume that there is a family of distributions
in the class P, { P, },c7 indexed by T and its corresponding parameters {6, }.cr.

Let Dy = |A|l. Foragivena € {—1,+1} and j € [r], weletT;, = {7 : v;(7) = a},
where v;(7) is the i-th coordinate of the first component of 7. It is easy to see that |1} ,| =

2"~1D,. We have the following mixture of distributions

Pla= 51D, > PP = =TI > P (6.27)

TETJ’,E TETJ”E

Lemma 6.2.5 (General Assouad’s Lemma [57]). Under the conditions stated in above

paragraph, we have the following

T

(0%
M (0(P), 2op) = 4 D =Py = Pyl

J=1

where « satisfies

. (p(0r,0-))
min 9
H(o(r)w(r)>1(r)o(r)ev 2H (v(T), v(7))

o =
and v(7) is the first component of 7.

Now, we present the locally private version of Lemma 6.2.5. Suppose that we draw
samples 71, - - , Z, according to e-LDP channel Q(-|X;.,). Then, conditioned on V' = 7,

the private sample is distributed according to the marginal distribution M™:
M) = [ QSlora e ) AP s, 1), (6.28)

Specifically, when (@ is non-interactive, we have M = ([ Q(-|z)dP,(x))®". Similarly to
(6.27), we can define M7, and M;, for a € {—1,+1} and j € [r]. Thus, combining the

above with Lemma 6.2.5, we have the following theorem:

Theorem 6.2.4. Under the conditions given in Lemma 6.2.5, the ¢ private minimax risk
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satisfies:
T

Mo(8(P), @0 p,e) > T 3 [L = M}y = M [rv]. 6.29)

7=1

For the sequential private minimax risk, we have the following general lower bound.

Theorem 6.2.5. Under the conditions given in Theorem 6.2.4 and further assuming that

e € (0, %], the € sequential private minimax risk in the metric ¢ o p satisfies

MM (O(P, @op,€) >

%[1— " sup Z/ 2)(dPy41 —dP;,1))?)?], (6.30)

T veBoo (X)

where B, is the 1-ball of supremum norm B, = {y € L>®(X) | ||7]l~« < 1}, and
L*(X)={f: X = R || fll < oo} is the space of uniformly bounded functions with

the supremum norm || f||s = sup, | f(z)|.

Note that the lower bound in Theorem 6.2.5 reduces to the same one in the private
Assouad lemma [97] when A contains only one matrix which every row is non-zero. Thus,
we call Theorem 6.2.4 as the General Private Assouad Lemma. Particularly, if we restrict
our attention only to the non-interactive LDP mechanisms, we have the following theorem

bounding the private minimax risk, which will be used to prove our lower bounds in this

paper.

Theorem 6.2.6. Under the conditions given in Theorem 6.2.4 and further assuming that

e € (0, 1“72}, the € non-interactive private minimax risk in the metric @ o p satisfies

. 1
MG Do p,e) > % X min (1 — \/5(62DX2(PJ‘,+1||Pj,—1))”)a (6.31)

1<j<r

where D, 2 (+||-) is the y*-divergence, that is, D,2(P||Q) = [ % for distributions P

and Q).

The inequality in Lemma 6.2.12 is weaker than the one in Theorem 1 of [97] in the

sense that it becomes the later one if combining the inequality of ||A; 11 — M 4|7y <
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D> (Mj 1| Mj_1).

Remark 6.2.1. We note that comparing to existing general lower bounding methods on
the private minimax risk, such as [97, 98, 99], Theorem 6.2.6 is quite different. Firstly,
while all previous lower bounds depend only linearly on the sample size n, the lower bound
in Theorem 6.2.6 depends exponentially on n. Secondly, due to the special structure of
our indexing set 7', Theorem 6.2.6 is more suitable for matrix estimation problems, while
previous methods are more suitable for vector estimation problems. Thirdly, previous
lower bounds are measured by (or derived from) the mutual information, the total variation
distance, or the KL-divergence between the hard distribution instances, while in Theorem
6.2.6, the lower bound is measured by the x?- divergence between distributions. This
indicates that although Theorem 6.2.6 is stronger than the previous ones, as it can be seen
later in the sparse covariance estimation problem, it is easier to obtain a lower bound on the
x2-divergence of the hard instances than other measurements. This is also the reason that

existing methods cannot be applied to our problem.

From (6.31), we can see that, to obtain the lower bound, one needs to bound the
terms of D,2(P; 1| P;—1) for all j, which are quite complicated since they are mixture
distributions. To simplify the task, we fix all the other terms and consider only the j-th
term, which can be seen as an r X p matrix with all other rows fixed, except for the j-th
one. Formally, for an element 7 € 7', we define the projection v4(7) = (v;(7));ca for a set
ACH{1,2--- r},and theset {—j} = [r]\{j}. Aa(7) and A_;(7)(\;(7))sc can be defined
similarly, where \;(7) is the i-th coordinate of the second component of 7. Denote by A 4
the set Ay = {Aa(7) : 7€ T}. Forae {+1,-1},be {-1,+1}tandce A_; C B,
we let

Trj(abe) = {reT:v(r)=a,v_;j(r) =b,A_;(1) =c}
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pn

a.p,c denote the mixture distribution

and DAj(a,b7c) = |TAj(a,b7c)|- Let

_ 1
= - P, (6.32)
drab, DAj(a,b,c) Z

TETA (a,b,c)

and M b, b€ its corresponding marginal distribution. Similar to Theorem 6.2.6, we have

the following corollary.

Corollary 6.2.2. Under the conditions given in Theorem 6.2.4 and further assuming that

e € (0, 1“72}, the € non-interactive private minimax risk in the metric @ o p satisfies

MYt (4(0), B 0 p,e) > 'L x min

4 1<j<r

€2n _ —
1=\ Soverage, y (DBt 1P (639)
where the average over v_;, A_; is induced by the uniform distribution over 7.

Lower Bound of Private Sparse Covariance Estimation

We follow the settings in [60, 312]. Let X, - -- , X, be random samples from a zero-mean
p-variate distribution with covariance matrix ¥ = (0;;)1<; j<,. The goal of sparse covariance
matrix estimation is to estimate the unknown matrix ¥ based on samples { X7y, -, X, },
and the locally private version is to determine a locally differentially private estimator. In
this paper, we focus on the high dimensional case, that is, en? <p< exp(con) for some
B > 1,¢1,c0 > 0. We assume that the underlying covariance is sparse. That is, ¥ € G(s)
with

G(s) ={% = (oij)1<ij<p : llo—jjllo < s,V € [p]}, (6.34)

where o_; ; is the j-th column of ¥ with ¢; ; removed, i.e., a matrix in G(s) has at most
s-nonzero off-diagonal elements on each column.

Moreover, we assume that each X; is sampled from a p-sub-Gaussian distribution. That
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is, for all ¢ > 0 and ||v||s = 1,

2

P{|(v, X)| > 1} < exp(%x 6.35)

which means that all the one-dimensional marginals of X have sub-Gaussian tails.
Additionally, in private matrix-related estimation problems, it is always assumed that
the /5 norm of each X; are bounded by 1 [106, 122, 295, 312]. In this paper, we relax the
bounded norm assumption in the following way; for the random vector X € RP, we assume
that || X ||, < 1 with probability at least 1 — e~*(), This leads us to the following class of

distributions P(7, s).

P(p,s) ={P : X ~ P satisfies (6.35) and || X |2 < 1

wpatleast 1 — e %P EX = 0,8 =E[XX"] € G(s)}. (6.36)

Before showing the lower bound, we first describe our construction of the hard indexing set
T with their distributions { P, } -7 instances, which is motivated by the ones in [60].

We first construct the parameter set, which is the same as in [60]. Let 7 = |£] and B be
the collection of all row vectors b = (v;)1<j<p such that v; =0 forall 1 < j <p—r and
v; =0or1forp—r+1<j<punder the constraint that ||b|o = k (where the value of k&
will be specified later). We can view each (by,--- ,b,) as an r X p matrix with the i-th row
being b;.

Then, we define the set 7" and its corresponding distributions. Define A C B" to be
the set of all elements in B” such that each column is less than or equal to 2k. For each
matrix A = (Ag, Ao, -+, \.) € A, define a p x p matrix A,,(\,,) by making the m-th row
and column of A,,(\,,) be A, and the rest of entries be 0.

Next, we construct the distributions. Let 7' = V ® A. For each 7 = (v, \), we define a
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matrix P, = N(0, X(7)) with the matrix X(7) having the following form

n

S(7) = ey + conpe Y viA;(), (6.37)

Jj=1

where ¢ > 0 is some constant to be specified later and «, , c = v % for some universal
small enough constant ~.
We first choose ¢, v and k to make the Gaussian distribution (0, X(7)) contained in

the class (6.36).

Lemma 6.2.6. Under the assumption of n > C s i;’gp Jiflet e < min{g, %p} and k =

max{[5]—1,0}, then there is a v, which depends only on C, such that (0, X(7)) € P(p, s)

for every 7 € T, where 7' is the set defined in the above paragraph.

In order to use Theorem 6.2.6, we need to bound the term

1%(7) — X(7)|3
H(u(r)w())>10(r)w()ev 2H (v(7),v(1"))

o =

which is due to the following Lemma in [60].

Lemma 6.2.7. Under the conditions given in Lemma 6.2.6, we have o > W

The following key lemma gives a lower bound on the term

Averagev_],’,\_j (DX2 (]Djy‘i’lyv—j,)\—j H Pjﬁl,vﬂ')\fj ))n

Lemma 6.2.8. Under the conditions on 7', ¥(7) and the conditions of given in Lemma
6.2.6, the following holds for every j € [r], when + is sufficiently small and p is sufficiently
large

_ 3
Averagev_j,)\_j (DX2 (Pjy"l‘lyv—j,)\—j ”Pj7—1,’l)7j7A,j ))n S Z‘:

We now have the following lemma for the term (X, — 3¢) (32 — £), which corresponds

to the Lemma 10 in [60]:
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Lemma 6.2.9. Let >y, X1, X5 be the same covariance matrices as above. Define J to be the
number of overlapping ca, ,, s between ; and ¥, on the first row, and define the matrix ()

as the following

Q = (qij)1<ij<p = (X1 — X0) (X2 — o).

Then there are index subsets [, and /. in {2,--- ,p} with |I,| = |I.| = kand |[, (1| =J

JCQQZ’W,@' =7=1
%ij = oy, i€ Landj € I, (6.38)

0, otherwise

And the matrix (X — X;)(3p — X5) has rank 2 with two identical non-zero eigenvalues

2 2
Jerag, .-

Thus by Lemma 6.2.9 and the Lemma 11 in [60] we have:

Lemma 6.2.10 (Lemma 11 in [60]). Let Rzl)‘;l”}\gl satisfies
Ry = —2log(1 — Jcal, ) + Ry (6.39)

n,p,€ 13A1,)\/1

Then uniformly over .J, we have

N W

n V_1,A—
Eou s [Beo-sa-niouny [exp(5 (B0 ) <

Next we will prove our lemma. By (6.82) and Lemma 6.2.10 we now have

n V—_1,A—1
§(R>\17>\{\ )) - 1]

= E {exp[—nlog(l — Jc*a? .)]x

n’p76

Exy o By ionny) [exp(

n V_1,A—
E(Al,xl)|J[E(U_l,x_l)\(xl,xl)[GXP(§(Rl,All,Afll))] - 1}

3
< IEJ{§ exp[—nlog(l — Jc%a? )] — 1}

n7p76
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Recall that J is the number of overlapping co, , ’s between Xy and Xy on the first row.

Thus J has the hypergeometric distribution as A;, ] vary in B for each given A\_;. For

0 < j < k, the same as in [60], we have
. k Px_ —k Px_ ]{ZZ .
E(l{J = = ! 1)« ( J
7 =1}) (j)(k—j )/(k)—<p/4—1—k)
Thus, we have

EJ{§eXp[—nlog( —Jca2 )] -1}

n,p,€

log(1 — -1
_E p/4 { exp[-nlog(l — jc*al, )] — 1}
1 k? -3 lgp
< — _ = —nlog(l — jc*~? -1
=0
k
1 k2 -3 11
< — — )= 27?421 —_——
< o E (]9/4_1 G ep2jen logply + 500
1 3 2 11
< -2 1-1/8, —2v2c? L
— 627122(]9 p ) +2€2n
j>1
1 11 31
< (O— 12-1/28\=j 4, — _— 2
- 6277, ;(p ) + 2€2n — 46277,

(6.40)

(6.41)

(6.42)

Where (6.40) is due to that, let a = % and b = jc?y?!%2 then it is sufficient to prove

—log(1 — ab) <loga — log(1 —b)
1 a
<
l1—ab ™ 1-0

=bla+1)<1

The final inequality is true due to that b(a + 1) < 2ab < 2kc?y?%82 < 1 when 7 is small

enough.

(6.41) is due to that k2 = O(22) = O(-2) = O(22), and A2 gT_ﬁl for sufficient

log p logp logp

large p. Combining Lemmas 6.2.6, 6.2.7 and 6.2.8 with r = [ £, by Corollary 6.2.2 we
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have the following lower bound theorem.

Theorem 6.2.7. If ¢ € (0, 1“72], n > C% and p > ¢n® for B > 1, then the € non-

interactive private minimax risk in the metric of squared spectral norm satisfies the following

inequality
s?logp

MY (S(P(s,p)), P o p,e) > Q ). (6.43)

ne?

For the upper bound, [312] recently showed that if each | X;||» < 1 and { X}, ~ P,
where P € P(s,p), then by using a thresholding method on the perturbed empirical
covariance matirx with some well-defined threshold, the output 3 satisfies ||X — |2 <
O(%) with high probability. Combining this upper bound with Theorem 6.2.7, we can
see that the bound @(%) is actually tight (i.e., optimal).

We note that for the non-private case, the optimal rate of minimax risk under the same
measurement 1s @(Szl—sgp) [60]. Thus, in this case, the impact of the local differential privacy
is to change the number of efficient samples from n to ne?. However, the collection of the
considered distributions needs another assumption, which says that || X ||» is bounded by
1 with high probability. This is not necessary in the non-private case [60], but needed for
showing the upper bound.

Moreover, [312] also show that there is an (e, d) non-interactive LDP algorithm whose
output 3. satisfies || — 2|2 < O(%) for every w € [1, oo] with high probability. One
natural question is whether it is optimal. The following corollary provides an affirmative

ansSwer.

Corollary 6.2.3. Under the assumptions given in Theorem 6.2.7, for each w € [1, 0o], the €

non-interactive private minimax risk in the metric of squared /,, norm satisfies the following

s?logp

MTHE(P(s, ), © o p,€) > Q ), (6.44)

ne2

[ Az |w

llzflw

where the /,,-norm of any matrix A is defined as || A||,, = sup
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There are still some open problems. Firstly, both Theorem 6.2.6 and 6.2.7 are restricted
to non-interactive LDP protocols. The first open question is whether they can be extended
to the sequential LDP model. Secondly, from Theorem 6.2.6 we can see that the lower
bound holds under the assumption of € € (0, IHTQ] Thus, the second open question is whether
the range of € can be enlarged, or whether better result can be achieved when ¢ is larger,
such as those in [351]? Recently, [100] extended the classical private Assouad lemma to
the case where € € [0, 00) via some results in the theory of communication complexity.
However, their theorem cannot be used in our problem. The main reason is that, in their
main results (Theorem 10 and Corollary 11 in [100]), they need the two distributions P;

and P_, satisfy strong data processing inequalities (SDPI), and also they should satisfy

dPy;
dP_1

| log | is bounded by a constant under the assumption that the coordinates of X are
independent. However, it is quite hard to bound the term or proof the SDPI property for our
distributions in (6.37) due to the facts that the coordinates of the samples are dependent and
the forms of our distributions are quite complicated. Thus, to extend to general € € (0, c0)
case we need new methods, which will be left for future work. The third open question is

whether Theorem 6.2.5 and 6.2.6 can be used to other matrix-related estimation problems?

We leave them for future research.

6.2.6 Experiments

In this section, we evaluate the performance of Algorithm 6.2.48 and 6.2.49 practically on

synthetic datasets.

Data Generation We first generate a symmetric sparse matrix U with the sparsity ratio
sr, that is, there are sr X p x p non-zero entries of the matrix. Then, we let U = U + A,
for some constant A\ to make U positive semi-definite and then scale it to U = % by some

constant ¢ which makes the norm of samples less than 1 (with high probability)'. Finally,

! Although the distribution is not bounded by 1, actually, as we see from previous section, we can obtain
the same result as long as the ¢ norm of the samples is bounded by 1.
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we sample {x1, - - -, x,} from the multivariate Gaussian distribution A/ (0, U). In this paper,

we will use set A\ = 50 and ¢ = 200.

Experimental Settings To measure the performance, we compare the ¢; and ¢, norm
[=*=Ulls [=*=Ulh
or
1U1l2 [ER

three different settings: 1) we set p = 100, ¢ = 1, § = % and change the sparse ratio

of relative error, respectively. That is,

with the sample size n in

sr={0.1,0.2,0.3,0.5}. 2) Wesete = 1,0 = % sr = 0.2, and let the dimensionality p
vary in {50,100, 200, 500}. 3) We fix p = 200, d = %, sr = 0.2 and change the privacy
level as e = {0.1,0.5,1,2}. We run each experiment 20 times and take the average error as

the final one.

Experimental Results Figure 6.5 and 6.6 are the results of DP-Thresholding (Algorithm
6.2.48) with /5 and /; relative error, respectively. Figure 6.7 and 6.8 are the results of
LDP-Thresholding (Algorithm 6.2.49) with ¢, and ¢, relative error, respectively. From the
figures we can see that: 1) if the sparsity ratio is large i.e., the underlying covairance matrix
is more dense, the relative error will be larger, this is due to the fact showed in Theorem
6.2.2 and 6.2.3 that the error depends on the sparsity s. 2) The dimensionality only slightly
affects the relative error. That is, even if we double the value of p, the error increases only
slightly. This is consistent with our theoretical analysis in Theorem 6.2.2 and 6.2.3 which
says that the error of our private estimators is only logarithmically depending on p (i.e.,
log p). 3) With the privacy parameter € increases (which means more private), the error will
become larger. This has also been showed in previous theorems.

In summary, all the experimental results support our theoretical analysis.
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° 200 400 600 800 1000 °
sample size

Figure 6.5: Experiment results of Algorithm 6.2.48 for ¢5-norm relative error. The left one
is for different sparsity levels, the middle one is for different dimensionality p, and the right
one is for different privacy level e.

o 200 400 600 800 1000 o
sample size

Figure 6.6: Experiment results of Algorithm 6.2.48 for ¢;-norm relative error. The left one
is for different sparsity levels, the middle one is for different dimensionality p, and the right
one is for different privacy level e.

o 200 400 600 800 1000 o 200 400 600 800 1000
sample size sample size sample size

Figure 6.7: Experiment results of Algorithm 6.2.49 for /5-norm relative error. The left one
is for different sparsity levels, the middle one is for different dimensionality p, and the right
one is for different privacy level e.
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Figure 6.8: Experiment results of Algorithm 6.2.49 for ¢;-norm relative error. The left one
is for different sparsity levels, the middle one is for different dimensionality p, and the right
one is for different privacy level e.

6.2.7 Omitted Proofs

Proof of Theorem 6.2.1

By [122] and [106], we know that Step 1 keeps the matrix (¢, ¢)-differentially private. Thus,
Algorithm 1 is (¢, 6)-differentially private due to the post-processing property of differential

privacy [107].

Proof of Lemma 6.2.3

Let 3 = (07)1zi<p and N = (n)1<i,j,- Define the event Ay = {|&y;| > v/ =52 +
4@\/@}_ We have:

(635 — 03| = lois| - I(Af) + 1655 — 035] - T(Ajj). (6.45)

By the triangle inequality, it is easy to see that

_ logp 44/2In1.25/6+/logp
Az‘j:{|0ij—0ij+0ij|>7\/ —+ v }

ne
_ logp 44/2In1.25/6+/logp
C {16: — o3l > 7/ + p_” — oy}
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and

. . logp 44/2In1.25/6+/logp
A =165 — oy + ol </ —=+ ne/ !

log p N 44/21n 1.25/5\/10gp)}

n ne

C {163 — 05| > |oy;] — (7\/

Depending on the value of o;;, we have the following three cases.

\/2log1.25/6+/logp .
Casel |oj;| <1 logp ne/ . For this case, we have

n

1 34/2In1.25/6+/1
P(Ay) < Py 05| > 74 [<BL 4 VX ne/ %Py < oypioph. (6.46)

This is due to the followings:

3v [logp N 3y/21n 1.25/5\/10gp) (6.47)
n ne '

P(|6i; — 04| >

4
3 lo 3v/21In1.25/6+/lo
<P(|of — oyl > 2\ [8  SVERLBVED) ) (6.48)
3v/2In1.25/6+/log p
=P (B[ { - ) — [ny| > 0}) (6.49)
3v/2In1.25/6+/log p
+P(B; [ { — ) — [nij| < 0}) (6.50)
3 lo 24/3In1.25/d1o
<B(lofy - oy > 21 [8)  pAVIMIBONER) 1y (s
n ne
<C,P 2423, (6.52)

2VIRTETbED) |3 o he

ne

where event B;; denotes B;; = {|o}; — 0i;| > e
last inequality is due to (6.13) and (6.14).
Thus by (6.45), with probability at least 1 — C’lp_% — 2p_%, we have
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which satisfies (6.20).

84/21In1.25/5+/1 .
Case2 |o;;| > 2y 10%” + . m/ %P, For this case, we have

. /1o 44/21In1.25/6+/lo B -
P(A7;) < P(loi; — oyl 2~ ip + / gp) <Cip8+2p78,

ne

where the proof is the same as (13-17). Thus, with probability at least 1 — Clp_% —2p78,
we have

’(ATZ‘J' — Uijl = ’&U — 0i4]- (653)

Also, by (6.18), (6.20) also holds.

Case 3 Otherwise,

lo 21log 1.25/6+/lo lo 8+/2In1.25/d+/1o
1\/ gp  V/210g1.25/0v gp§|aij|§27\/ gp 8V /0Vlogp,
4 n ne n ne
For this case, we have
|6ij — Uijl = |Uij| or |5-TJ — O'Z'j|. (654)

logp 44/21n1.25/6+/logp
When |Uij| S Y % =+ o

, we can see from (6.18) that with probability at

least 1 — 2p~ % — Cyp~8,

|Gij — o] <y

O'ij’-

[logp N 44/21In1.25/6+/logp <4
n ne o

Thus, (6.20) also holds.

Otherwise when |o;;| < 7 1"% + o 2ln1'j€5/6 oep, (6.20) also holds. Thus, Lemma

6.2.3 is true.
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Proof of Theorem 6.2.2

We first show that ||SF — 3|, < 2|3 — £||2. This is due to the following

1= = Slla < 15 = Slla + 115 = B2 < max [Xi] + |5 - 2],

< max | A — \i(E)] + [|% - B2 < 25 - I,

where the third inequality is due to the fact that X is positive semi-definite.

This means that we only need to bound || — 3||5. Since 32 — ¥ is symmetric, we know
that |3 — 2|, < || — 2|l [131]. Thus, it suffices to prove that the bound in (6.21) holds
for || — 2|;.

We define event F;; as

. ) logp 44/2In1.25/6+/logp
Emz{wq—mﬂ§4mmﬂ%ﬁv¢ S + v m/ 133 (6.55)
Then, by Lemma 6.2.3, we have P(E;;) > 1 — 2C1p_%.
Let D = (dij)lgi,jgp’ where dij = (6” — Jij) . I(EZCJ) Then, we have
IS -S| <X - - D+ D3
<2|% - - DI} +2||D|}
R log plog *
< 4(sup Y Iy — oyl 1(B3))* + 2| DJIF + O(—=5=2). (6.56)

T ity

We first bound the first term of (6.56). By the definition of £;; and Lemma 3, we can upper
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bounded it by

(sup Y 163 — o1 (Eyy))?
T
logp  4y/2In1.25/0y/Togp
< 16(sup 3 min|o |, v/ 2L + V2 L25/0VIogp ),
Iz n ne

5 logp 44/2In1.25/6+/logp.,
< 16s%(y —+ — )

< O(SQInglog 1/5>7

ne2

(6.57)

where the second inequality is due to the assumption that at most s elements of (o;;);; are
non-zero.

For the second term in (6.56), we have

E|D|] < pzijdfj = pE Y (635 — o) I(E5 [ {63 = 655})
i

+ (64 — 03)*I(ES ({65 = 0})]

=pE > (615 — 05" 1(ES) +p Y Bol I(ES; [ {65 = 0})). (6.58)
ij ij
For the first term in (6.58), we have

P E{(Gi; — o) I(ES)} <p Y [E(Gi; — 0|3 P5 (E) (6.59)
ij ij

1 1
SCP'PQEP P =0

),

ne2

where the first inequality is due to Holder inequality and the second inequality is due to the
fact that E(5;; — 03;)® < Cs[E(0}; — 0;)° + Enj;]. Since n,; is a Gaussian distribution, we
have [240] Enj; < Cyof = O(=-). For the first term E(07; — 0y5)®, since x; is sampled from
a sub-Gaussian distribution (6.11), by Whittle Inequality (Theorem 2 in [343] or [60]), the
quadratic form Jjj satisfies E(a;‘j — az-j)g < C51 for some positive constant C'5 > 0.

n
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For the second term of (6.58), we have

pZE%I E5 ({6, = 0})
1 161/21n1.25/6+/1
S o) B2 0TS,
n ne

ij

N logp 44/2In1.25/6+/logp
I(los] <~ ——+ — )
3 flogp  164/2In1.25/5\/logp

tj
. logp 44/2In1.25/0+/logp
I(|0ij|—|0ij—0ij|§7\/ —+ v — )
lo 164/21In1.25/6+/10 B
< pZaf-EIﬂaiﬂ > 4y L / gp)](|a--
pr J n ne
log p 16\/21n1 25/5+/log p
<p> o}EI(|oy] > 4y n Py 1o
ij
. 3 log 16\/2111 1.25/6+/log p
<p> oP({lo}; — oyl = Z|%‘! ni; |} () {loi| > 4y e 1)
tj
. 3 |
=p Y olP({lo}; — oy > loil = i } () {Inas] < ;L|Uz'j|} N
]

{loy] > 4y logp , 16 21n1.25/5\/@
! n ne

3
_O-l]| +|nz]| |Uij|)

ZUUP {|gz] 01]| > |UZ]| |nZ]|}
1 16\/21n1 25/5+/log p
Nl = Jlowl} (V{lol > 47/ 222 =)

(6.60)

logp , 16/2In125/5y1
sz"?jp({wj—%\ I%l}ﬂ{!%! > 4y | =2E \/7 =5

/1 164/21n1.25/5/Tog p
+pZaZ]IP° {Ini;| > \%|}ﬂ{|%,>4 ogp \/7 Py,

(6.61)

391



For the second term of (6.61), by Lemmas 1 and 2 we have

10g | 16/2ln125/5y/logp
S 5Bt 2 glould (Yol > LD

logp 44/2In1.25/dlogp 1
SPZU%P(WHZV\/ — e DE(|ni;| > <

. 1)
ij
, (71/ B2 + 401/Tog p)? o2
< C’p%:aij -exp(— 207 )exp(—32—g%)
2logp
< Co?p - pexp(—~ -8 6.62
< Coip - p”exp( 2M%) (6.62)
2no? log1/d
< oty 2o _ ploel/dy (6.63)
~v2logp ne?
For the first term of (6.61), by Lemma 2 we have
x 1 log
pY oiP{lo} — o] > §|0ij|}ﬂ{|gi]‘| > 4y 1)
ij
202 1
g—zna exp(=n=—)I (o] 2 47/ 22T)
<P 2 % %) (0| > 4y 2P
_EZ[’“%@XP(—”?)]@XP(—”?) (loij| = 4y n )
ij
3
1
<ol p 1= 0. (6.64)
n n

Thus in total, we have E|D||? = O(*24°). This means that E[|S: — %[? = O O(Llogrlog 1/

ne?

which completes the proof.

Proof of Corollary 6.2.1

By Riesz-Thorin interpolation theorem [101], we have

[ Al < max{|[ A1, [[All2, | Alloo}
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for any matrix A and any 1 < w < oo. Since X1 — ¥ is a symmetric matrix, we have
Xt = 2|2 < I = 2|y and |2 — Xj; = [|ET — X||s. Thus, by the proof of Theorem

6.2.2 we get this corollary.

Proof of Theorem 6.2.5

The proof follows the proof of Theorem 3 in [97]. We will mainly prove the following

lemma

Lemma 6.2.11. [Theorem 3 in [97]] Under the condition in Theorem 1, for any € sequential

interactive private channel () we have

T

Z[Dkl(M;fH”M}?—l) + Dk:l(Mj —1|| s +1)]

j=1
T

<=1 sup S /X &) (AP 1 — APy 1))?

YEB oo (X) j=1

By Lemma 6.2.11 we can easily get Theorem 1, which is due to the Pinsker’s inequality

and Cauchy-Schwartz:

N

1 - n n
ZH ]—i—l _M 1||TV < 5\/;(ZDkZ(Mj,+1||Mj,—1) +Dkl<M 1|| j+1)) :

Proof of Theorem 6.2.6

By Theorem 6.2.4, we have

) rX
MEUO(P), @ 0 p.e) > min(L— | My = M}y lrv).

Jjelr
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By the non-interactivity, we have M7, = ([ Q(-|z)dP;,)*". Let M;, = [ Q(:|z)dP;,. By

Pinsker inequality, we have the following

| ]+1 1||TV < 2Dkl(Mn+1||Mn ) (6.65)
1

< 5D (MM ) (6.66)
1

= 5 (D (Mj]| M -1))" (6.67)
1 : € € n

< S(min{4, e} — 12 Pyys — Py lf3y) (6.68)
1, . e* ., "

< S(min{2, S} Dya (P | P 1)) (6.69)

where (6.65) is due to Pinsker inequality, (6.66) is by the relation between KL-divergence
and y2-divergence Dy, (P||Q) < log(1 + D,2(P||Q)) < D,2(P||Q) [283], (6.67) is due to
the non-interactivity, (6.69) is by Pinsker inequality and inequalities (e¢ — 1) < 2¢2 and

e?¢ < 2. Next, we prove (6.68).

Lemma 6.2.12.

Dy (M 41 || Mj—1) < min{4, e*}(e® — 1)?(| P11 — P17

Proof. W.l.o.g, we can assume that the density function of M;, is m;.(z) = [ q(z|z)dP,

and ¢(-|z) is the density function of Q(-|z). By the definition, we have

(mj1(2) —my _1(2))?
M: M ) = : 7 d 6.70
DXQ( ]7+1|| s 1) / mj,—1(2’) < ( )
¢t inf, ¢*(z|2) (e = 1?1 Pj1 — Pi a3y
< [ : : dz 6.71)
/ [ q(z|x)dP

< e = VPPyes ~ Picalfhy [ infa(elo)ds

< c2(ef = 1)?|Pj1 — P17, (6.72)

where ¢, = min{2, e}, (6.70) is by the definition of y*-divergence, (6.71) is by Lemma 3
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n [97] and (6.72) is due to the fact that [ inf, ¢(z|z)dz < 1.

Proof of Corollary 6.2.2

The key observation is that the distributions F;', can be represented by a linear combination

of {P7, , . tvcer.,» where the set T_j is

T*]' = {07 1}7”71 ®A_;
={(b,c): IT € T'stv_;(r) =band A\_;(7) = c}.

Daj(ap.e)

; no pn —
That is, P}y = > et , Woeljqpe Where wye = 557

(note that since Dy (q,p,c) 18
independent of a, we omit it). Also, Z(b oer.; Woe = 1. Thus, P" can be seen as an
average over (b, ¢). The same also holds for M7,

By the convexity of total variation norm and Lemma 6.2.12, we have

1My = My <000 wiel| My — Ml
(b,c)eT_;
= AVefagebcH +1 be M;,L—l,b,cHTV'

By a similar argument given in the proof of Theorem 6.2.6, we get

| M b Mn—lbc”TV<D 2(Mj 100, 1My 1.0 0,)"

1, . e? = = n
S 002, 1D, (P11 Py 1)

IN

IN

5 (EQDXQ (pj,Jrl,b,c”P‘,fl,b,c»)n'

Thus, by the inequality AveragebcH lbe — M;,L—l,b,cHTV)Q < AveragebcH N lbe

M? .||%y/, we have the proof.
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Proof of Lemma 6.2.6

We first bound the term of ||3(7)||2. Note that since ¥(7) is symmetric, we have ||X(7)||2 <

|X(7)]|1- By the construction of ¥(7), we can see that the ¢, norm of each column in ¥(7)

is less than 1 + 2k, , . < 1+ sv4/222. Thus, we have ||[S(7)[2 < ¢+ 037\/%.
We need NV(0, X(7)) satisfying (6.35). By [342], we know that it is sufficient to have
1E()ll2 < p.
Let (1) = VTQV be the SVD decomposition and () = diag(\y,- -+, A,). Then, for
X ~ N(0,%(7)), we have VX ~ N (0,Q). Thus, | X3 = [|[VX]5 < [|Z(7)|2Y, where
Yisa Xf, random variable. For the y2-distribution, we have the following concentration

bound.

Lemma 6.2.13 ([189]). If z ~ 2, then
Plz —n > 2v/nx + 2z] < exp(—=x).

Thus, with probability at least 1 — exp(—p), we have Y < 5p. This means that, to ensure

| X |2 < 1, it is sufficient to have 5p||3(7)||2 < 1. Thus, we need that

log p ) 1
e < min{p, 5_p} (6.73)

c+ csy

Taking ¢ = min{p/2, ﬁp} and choosing a small enough v < @, we can get the proof.

Proof of Lemma 6.2.7

Let the vector v = (v;)1<;<;, be a p-vector with v; = 0 for 1 < i < p —r and v; = 1 for
p—r+1<i<p Denotew = (w;)i1<i<, = (X(7) — X(7’))v. Note that for each ¢, if

|v;(T) — v;i(7")| = 1, then we have |w;| = ka,, . Then there are at least H (v;(7), v;(7')
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number of elements w; with |w;| = ka,, , ., which implies

I(S(7) = S()ollz > H(vi(r), vi(7) (ko p.e)*.

Since ||v]|3 < p, we have

I(E() = Z()vll3
o113

H(vi(7), vi(7) (ko p.e)?

I=(7) = S()]z =

v

Thus, @ > *enp.d®
b - p .

Proof of Lemma 6.2.8

Our proof is similar to the proof of Lemma 6 in [60] with difference parameters. Here we
only give a sketch of the proof.

Without loss of generality, we only consider the case where 7 = 1. And we denote the

77777777

DelPisiunian W) = [t e 1

By the definition, we know that the covariance matrix of the distribution ]51,_171,71, A

has the form

¢ O1x(p—1)

Yo = (6.74)
Op-1)x1 Sp-1)x(p-1)

Here S(,—1)x (p—1) = (Si5)2<i,j<p i a symmetric matrix uniquely determined by (v_1, A_1)
where for ¢ < 7,
1,i=1
Sij = Chnpe,vi = Ni(j) =1 (6.75)

0, otherwise
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Let
Ai(m)={a€e B:3r € Tst. \(7) =a, \_; =m}

which gives the rest of all possible values of the first row with the rest of the rows fixed,
that A_;(7) = m. Let n,_, be the number of columns of A_; with the column sum
equal to 2k for which the first row has no choice but to take value 0 in this column. Set
Pa, =T —mny_,. Wehave p, |, > % — 1. Since 2kny_, < rk, the total number of 1s in the
upper triangular matrix by the construction of the parameter set, we thus have n,_, < £,
thus py_, =7 —ny_, > § > & — 1. Thus we have [A;(A_;)| = (pAgl). Then from the
definition, we have ]51,1,1)717 A_, 18 an average of (p Ak—l) multivariate normal distribution with

the covariance matrix has the following form:

¢ T'1ix(p-1)

(6.76)

L(p—1)x1  O(p—1)x(p—1)

With ||r||o = & with non-zero elements of r equal cc, ;. and the submatrix S, 1) (p—1) is
the same as the ones in > in (6.74).

We have the following lemma, given by [60]

Lemma 6.2.14. Let g; be the density function of A/(0,3;) fori = 0,1, 2, then we have

NP Jdet(I — £52(51 — 5o)(5 — £0)] . (6.77)

90

Let ¥y defined above and determined by v_;, A_;. Let »; and > be the form above

with the first row \;, A, respectively. Set

RKIK? = —logdet(I — £5%(Zo — £1)(Xo — X2)). (6.78)
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Now we denote the average as the expectation, then we have

Eo i (D2 (Pt o i1 Prto )" (6.79)
< Ev_l,x_l[E(Al,xg)u,l[eXp(g(RKIfA’?‘l —1))] (6.80)
< Eu i [Eou i [oe(G (875 7)) — 1 (6:81)
=Ex [walﬁxfmm,xg)[eXp(g(Ri;Kff ) =1 (6.82)

where \; and )] are independent and uniformly distributed over A;(\_;) for given A\_;, and

the distribution of (v_1, A_;) given (A;, A]) is inform over 71 (A1, A_1), where

T_]-(al’a’Q) = {_17+1}T_1 ® {C € A_]_ . EI’T,L & T7Z = 1’2

S.t. )\1(7}) = a4, )\71(7—1') = U}

Proof of Theorem 6.2.7

By Corollary 6.2.2, Lemma 6.2.8 and 6.2.7 we have

M (h(0), D 0 p,€) > % X min

1<j<r

E2n

(1= SAverage, s (D (Prtoyn | Protoyn)")

Proof of Corollary 6.2.3

First, by the Riesz-Thorin Interpolation Theorem [57], we know that for every symmetric ma-
trix M, ||M||2 < [|M||,, forallw € [1, oo]. Thus we have under £,, norm, by Lemma 6 we al-

(kan p.c)? ; D p
ways have o, > 2=, also since the term Average,, (Dy2(Fj 11,001 Pj-1,0-,1-;)
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is independent on the norm, so we have the corollary.

6.3 Differentially Private Sparse Inverse Covariance Ma-
trix Estimation

Estimating the inverse covariance matrix (also called precision matrix) in high dimensional
space is a fundamental problem in statistics and finds applications in many fields such
as machine leaning, signal processing, computational biology, etc [355]. It provides a
good way for discovering the interactions among variables in high dimensional datasets,
especially those from genetics, medicine, and healthcare. The inverse covariance matrix is
also a natural way for parameterizing the Gaussian graphical model. One problem that often
occurs in applying such a model is how to deal with sensitive data. For example, datasets
related to gene expression may contain private information of individuals. Thus, it becomes
a challenge for estimating the inverse covariance while preserving privacy. In this part, we
study the problem under the differential privacy model, and provide some results on this

problem.

Differentially Private Sparse Inverse Covariance Estimation Let {z1,---,z,} ben
instances sampled from a Gaussian distribution N (0, X), where each instance x; € R
fori € [n] and ¥ € R4 is the covariance matrix. The inverse covariance problem is
to recover ¥ ~! in a high dimensional setting, where n < d. Note that if n > d, we can
solve the problem by optimizing ©* = S~! = arg ming, st~ logdet © + (S, ©), where
S = % S @zl is the empirical covariance. But in a high dimensional setting, the above
optimization problem is ill-posed, since S is rank-deficient. To make it well-defined, we

borrow an idea in LASSO and use an ¢; norm regularization in the objective function, which
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assumes that ©* is sparse. Thus, the objective function becomes the following:

O = arg @rélgi{— logdet © + (S, 0) + p||O|1}, (6.83)
where p > 0 is the penalty parameter, (S, ©) = tr(SO7), and |0, = > i 190l
Under the differential privacy model, our problem is to obtain O, so that ||©, — @:‘,H F
is as small as possible.
Below is summary of our main contributions to this problem. Table 6.3 lists the related

error bounds.

Perturbation method | Mechanism Error upper bound Keeping covariance matrix semidefinite? | Type of privacy
Output Wishart O( hff‘;‘f ) Yes e-DP
Covariance Wishart O( log dd” max{ !S;HE’H@"”‘ I3} ) Yes e-DP
Covariance Laplacian O(w) No e-DP
Covariance Wishart O('mx{H@’*’Hg’HG:L”E’;””%}ln(lmrﬁ ) Yes (¢,6)-DP
Covariance Gaussian ()(d‘/@mang’*’“%"‘@"“” ”5}) No (e,0)-DP
Covariance Gaussian | O( d\/@mt{ﬁ;“g"‘@"”" I3 ) No (e, 6)-Local DP

Table 6.3: The error upper bound of methods in the paper, which is measured by || Oy —
@:H r, here we assume the ¢»-norm of each z; is bounded by 1.

* We first present an output-perturbation algorithm (See Algorithm 6.3.50) based on the
sensitivity of (6.83). Unlike the commonly used Laplacian or Gaussian mechanisms in
differential privacy, we adopt the Wishart distribution to preserve the positive definite

property for the resulting matrix.

* To reduce the error bound of the above algorithm, we then introduce a general method
by perturbing the covariance matrix, and analyze the error upper bound for different

perturbing matrices.

* We show that our covariance perturbation method can also be extended to distributed

settings and the local differential privacy model. In the local differential privacy model,
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each individual discloses his/her personal information through some differentially
private algorithms and shares with the public only the output; a server then collects
the disclosed information and analyzes it. This is quite different from the central
differential privacy model, where institutions release databases of information or

answer queries of such databases.

* Finally, we evaluate the performance of our algorithms using both synthetic and real

world datasets. Experimental results confirm our theoretical analysis.

To the best of our knowledge, this is the first paper studying the sparse inverse covariance

estimation problem under the differential privacy model.

6.3.1 Related Work

There is a large number of papers studying the sparse inverse covariance estimation problem
from different perspectives. For example, [246, 56] investigated the issue of statistical
consistency of the problem, and [209, 250, 81, 150] considered how to efficiently solve the
associated optimization problem (6.83).

Perhaps, the most closely related work to ours is differentially private PCA, since it also
relies on random matrices to preserve privacy. For example, [162, 158] used the Wishart
mechanism to achieve e-differentially private PCA, and [69, 106, 321] adopted the Gaussian
mechanism to analyze the optimal bound of PCA under the (¢, ¢)-differential privacy model.
Note that although our paper uses the same mechanisms (as the aforementioned results), the
way for analyzing the error bound is quite different. While the above results mainly relied
on techniques in linear algebra, ours is based on some optimization techniques (due to the /;
regularization and the positive definite requirement for the resulting matrix). Thus, existing

approaches/techniques cannot be used to analyze our problem.
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6.3.2 Preliminaries

Notations For a matrix X, we let 0;(X') denote the [-th largest singular value of X, tr(X)
denote the trace of X, det X denote the determinant of X, || X || denote the Frobenius
norm, and ||.X ||, denote the spectral norm. Also, we let ST, be the set of n x n positive
definite matrices. We write 0 < X to mean that X is positive semidefinite and X <Y to
mean that 0 <Y — X. We use [, to denote the identity d x d matrix. Note that we assume
that the /> norm of each data record x; is bounded by 1.

Before introducing Wishart mechanism used in this part, we first introduce Wishart

distribution.

Definition 6.3.1. A d x d random symmetric positive definite matrix IV is said to have a

Wishart distribution W ~ W,(m, C) if its probability density function is

m—d—1

(det W)=
2% (det O) 5 Ty(2)

p(W) = exp(— tr(C7)), (6.84)

where m > d — 1 and C'is a d x d positive definite matrix.

One property of Wishart distribution is its multivariate extension of the x?-distribution.
More specifically, if vy, vy , v, are i.i.d sampled from a d-dimensional multivariate
Gaussian distribution N (0,C), > v;vl ~ Wy(m,C). We will use this property in
distributed settings.

Next we show how to select the parameters m and C' to ensure differential privacy.

Lemma 6.3.1 ((¢, 6)-differential privacy [254]). Fix ¢ € (0,1) and 6 € (0, 2). For a fixed
constant B > 0, let A be an n x d matrix, where each row of A has bounded ¢,-norm B.
Let N be a matrix sampled from W(m, B1,) for m > d + % In(3). Then, outputting

X = AT A+ N is (e, §)-differentially private.

Lemma 6.3.2 (e-differential privacy [162]). Fix ¢ > 0 and let A be an n x d matrix, where

each row of A has bounded ¢5-norm of B. Let N ~ W;(d + 1,C'), where C' = 2%632[(1.
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Then, outputting X = AT A + N is e-differentially private.

Below we list some theorems related to the tail bound of a Wishart distribution, which

will be used later in our error bound analysis.

Lemma 6.3.3 ([254]). Fix &' € (0,+), and a random matrix X ~ W;(m,V), where
m > (Vd+/2log 2)2. Then, with probability at least 1 — &, the following holds for every
j = 17 ) d

oi(X) € (v + (Vd + 21og§))20j(vy (6.85)

For the tail bound of the noise added by an e-differential private algorithm, we have the

following lemma.

Lemma 6.3.4 ([370]). If X ~ W;(m, V), then with probability at least 1 — 2d exp(—#) for

any 6 > 0, the following holds foreach =1,--- ,d

1 20K2(r +1) | 2k

o X) — (V)] < ( Jou(V), (6.86)

m

o1(V)
a(V)"

where r = ;rl((“//)) and k; =

If taking V' = B%I;;m = d+ 1, and § = log %—‘/’l, Lemma 6.3.4 tells us that with

probability at least 1 — &', we have ;(X) < O(dlog &B?) for each | = 1--- ,d. This

means that there is a factor of log d compared with Lemma 6.3.3.

6.3.3 Sparse Inverse Covariance Estimation

Before presenting our methods, we first introduce some properties of the optimization
problem (6.83). For p > 0, the problem is strongly convex and thus has a unique optimal

solution @;, which satisfies the following condition.

Lemma 6.3.5 ([81, 209]). The solution of (6.83), ©*, satisfies that al; < @;j =< (1, for

7 (6.87)



where v has the following value

(S + 1) s — tr((S + §I)7), if S ¢ ST,
v = (6.88)

min{||S~|;, (d — p\/aa)HS_lﬂg — (d—1)a}, else.

Proximal Operator Now we consider a general optimization problem with the following
form

min F(z) = f(z) + g(z), (6.89)

reX

where X is a Hilbert space with inner product (-, -) and associated with norm || -

, fis
a continuously differentiable, convex function, and g is a lower semi-continuous convex
function. For a given lower semi-continuous convex function g, the proximity of g, denoted

by prox, : X — X, is given by

1
prox, (z) = argmin{g(y) + 5z — y[*}.

One of the basic results in [77] says that for every n > 0, z* € X is an optimal solution of
(6.89) if and only if
z* = prox, (z* —nV f(z")). (6.90)

For our problem (6.83), f(©) = —logdet © 4 (S, 0) and g(©) = p||©||;. Since f(O) is

continuously differentiable in ij +» ©7 can be determined by

©% = prox, (05 — (S — ©571)). (6.91)

6.3.4 Output Perturbation Method

In this section, we present an e-differentially private algorithm based on the output perturba-
tion strategy (see Algorithm 6.3.50 for details), and analyze the sensitivity and stability of

the problem (6.83). Although the method has some undesirable features, the error bound
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analysis and the guarantee of differential privacy are useful for our later methods.

Algorithm 6.3.50 Output Perturbation

Input: D = {z;}7-,, S = 13" zz] € R™?, where the {,-norm of each row z; is
bounded by 1, p > 0. € > 0 is the privacy parameter.

1: Compute
O = arg min {—logdet © + (S, 0) + (O]},

SRS

~ 5
return O} = ©% + N, where N ~ Wy(d +1,0),C = Uy

nep

Theorem 6.3.1 (Privacy guarantee). For any € > 0, Algorithm 6.3.50 is e-differentially

private.
By Lemma 6.3.4, we have the following error upper bound.

Theorem 6.3.2. For Algorithm 6.3.50, with probability at least 1 — ¢ forany 0 < § < 1,

we have

log 4d*

16, ~ 65llr <O 53

), (6.92)
where O7 is the optimal solution of the original problem (6.83).

Remark 6.3.1. Note that in Algorithm 6.3.50, a Wishart matrix needs to be added to the
output to ensure that the resulting matrix is positive definite (as required by problem (6.83)).
Since other random matrices, such as symmetric Laplacian matrices, may not be positive

definite [117], adding them to the output may not yield the desired solution.

Although Algorithm 6.3.50 provides an e-differentially private algorithm for the inverse
covariance estimation problem. It also leaves quite a few unresolved issues. Firstly, from
Theorem 6.3.2, we know that the error bound heavily depends on the dimensionality (i.e.,
d*log d), which could be too large for high dimensional datasets. Thus, a natural question
is whether the error bound in (6.92) can be further reduced. Secondly, for many problems,
the error bound of an (¢, §)-differentially private algorithm is often lower than that of an

e-differentially private algorithm (e.g., Differentially Private Empirical Risk Minimization
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[29, 326]). Thus, an interesting question is whether the problem considered in this paper
also follows the same pattern. Thirdly, the goal of the sparse inverse covariance estimation
problem is to obtain a sparse estimator. However, the output perturbation strategy in
Algorithm 6.3.50 could destroy the sparsity property of the resulting estimator. Thus, it is
desirable to obtain a solution which always yields a sparse private estimator. Below we will

address the three issues by proposing a covariance perturbation method.

6.3.5 Covariance Perturbation Method

As shown in (6.99), the sensitivity of problem (6.83) is high (since /3 is often large). This
means that we need to add a large amount of noise in Algorithm 6.3.50 to ensure the
e-differential privacy. To deal with this problem, along with the aforementioned issues, we
propose in this section a general method which perturbs the empirical covariance S (see
Algorithm 6.3.51), instead of the output. This allows us to significantly reduce the amount
of noise that needs to be added. Also, it can be implemented by using different kinds of
random matrices N. To compare the performance for different mechanisms, we analyze the
error bound for each of them. We first determine the relationship between error bound and

the noise matrix V.

Algorithm 6.3.51 Covariance Perturbation
Input: D = {x;}!" ,, where the /5-norm of each row z; is bounded by 1, p > 0. ¢,6 > 0
are the privacy parameters.

1: Let S = 23" a;2]; sample a symmetric matrix N € R™? ~ P, which makes
S 4 N e- or (e, §)-differentially private. Let S = S + N.
2: Compute and return

O = arg min {—logdet © + (S,0) + p[O||1 }.

SENLN

Theorem 6.3.3. The output C:)f7 of Algorithm 6.3.51 satisfies the following inequality

16; = 5l < max{||©}3. 10} |I3HI V]|, (6.93)

407



where ©7 is the optimal solution of the original problem (6.83).

From the above theorem, we can see that the error is measured by the Frobenius norm
of the added random matrix. Below, we consider those random matrices that ensure e-

differential privacy. The first one is due to Lemmas 6.3.2 and 6.3.4.

Theorem 6.3.4. In Algorithm 6.3.51, for any € > 0, if choose P = W;(m,C) with
C = %Id and m = d + 1, it is e-differentially private for any ¢ > 0. Moreover, with

probability at least 1 — ¢’, the following holds

3 * oy
log §rd> max{[|©; 3, 16,13}

165 — O]|F < O ). (6.94)

ne

Next, we consider the case that NV is sampled from a Laplacian distribution. Since the
covariance matrix is symmetric, the added noise also needs to be symmetric, the following

lemma is due to [275].

Theorem 6.3.5. In Algorithm 6.3.51, for any € > 0, if N is a symmetric Laplacian matrix
N whose entries are i.i.d drawn from Lap(0, i—‘i) then it is e-differentially private. Moreover,
with high probability, the following holds

d’ max{]|©; 3. 116;15}

ne

16% — ©]|F < Of ). (6.95)

Remark 6.3.2. Comparing Theorems 6.3.4 and 6.3.5, we can see that the error in (6.94) is
less than that in (6.95) (if we omit the term max{[|©%||3, ||(:);§||§}) Another advantage is
that adding Wishart matrix not only preserves the symmetry property, but also guarantees
the positive semi-definite property of the covariance matrix. Thus, for e-differential privacy,

it is better to use Wishart mechanism.

Next, we consider (¢, ¢)-differential privacy and also start with adding Wishart matrices.

The following theorem is due to Lemmas 6.3.1 and 6.3.3.
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Theorem 6.3.6. For any € € (0,1) and 6 € (0, 1), if choose P = Wy(m, C) with C' = 11,
and m = d + % In(3) in Algorithm 6.3.51, it is (e, §)-differentially private. Moreover, if
m > (Vd+ 4/2log 2)% for 0 < 0’ < 1, then with probability at least 1 — ¢’, the following
holds

max{]| 633, ||@2\|3}21n(1/5) In(1/§)dt (6.96)

16; = ©;llr < O(

ne

Now, we consider adding symmetric Gaussian matrices.

Theorem 6.3.7. In Algorithm 6.3.51, forany ¢ > O and 0 < 6 < 1, if NV is a symmetric
. . . .. 2 QIH(&)
Gaussian matrix N whose entries are i.i.d drawn from N (0, 5%), where § = ¥————, then

it is (e, §)-differentially private. Moreover, with high probability, the following holds

dy/In(3) max{]|©;]13, [©;13}

en

167 — ©%lF < Of (6.97)
p p

Remark 6.3.3. From the above two theorems, we can see that although the Wishart mecha-
nism preserves the positive definite property of S, which is not the case for the Gaussian
mechanism [117], it has an additional factor of v/d in its error bound compared with the
Gaussian mechanism (if we omit the term max{||©%||3, ||(:);||§}) Thus, if we need a more

accurate solution, Gaussian mechanism is a better choice.

Now, we address the three issues raised in last section. Firstly, for the large error bound
in Theorem 6.3.2, we know from Theorem 6.3.4 that the covariance perturbation based
e-differentially private algorithm always has a lower error bound than that of an output
perturbation based algorithm (since max{[|©3 |3, ||(:);||§} < z—z by (6.3.5)). Secondly, if
we view € as a constant and omit the term of max{[|©% |3, H@;H%}, the error bound of the
(¢, §)-differentially private algorithm with covariance perturbation strategy is lower than
it under e-differential privacy, and Gaussian mechanism achieves the lowest error bound.
Thirdly, another advantage of the covariance perturbation method is that it produces a sparse

solution.
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By using the idea of covariance perturbation and some properties of the random matrices,
we can extend our methods to other settings.

Firstly, by using the property of Wishart distribution, we can extend our method to
distributed settings. In a distributed environment, we assume that there are n players and
one central server; each player i € [n] stores one data record x; € R? (note that it is easy to
extend to the case where each server has any number of data records); the dimensionality
d of the data points is assumed to be larger than the number n of players. The following
algorithm (i.e., Algorithm 6.3.52) is either (e, )- or e-differentially private. Since it is
equivalent to Algorithm 6.3.51 with Wishart matrix perturbation, the error bound is, thus,

the same as in Theorem 6.3.4 and 6.3.6.

Algorithm 6.3.52 Distributed Setting
Input: Each player i € [n] has a data record x; € R? with its £, norm bounded by 1. €, §
are the privacy parameters.

1: for Each Player i € [n] do

2: Sample v; ~ N (0, C'), where C'is the same as in Theorem 6.3.4 for e-differential
privacy and the same as in Theorem 6.3.6 for (e, §)-differential privacy.

3: Compute and send A; = ~a;27 + v;v] to the central server.
4: end for
5: In the central server, i.i.d sample k vectors [u1,us, - - - ,ug], where u; ~ N(0,C),

k = m — n, where m is the same as in Theorem 6.3.4 for e-differential privacy and the
same as in Theorem 6.3.6 for (¢, J)-differential privacy. Let B = Zle u;ul. Compute
S=>" A +Band

A

©* = arg min {—logdet® + (S,0) + p||O|}.

P oesd

Based on the idea of covariance perturbation and the property of Gaussian matrices, we
can easily have an (¢, )-LDP algorithm (see Algorithm 6.3.53, the same for e-LDP) with

the following error bound.

Theorem 6.3.8. For any ¢ > 0 and 0 < § < 1, Algorithm 4 is (¢, §)-LDP. Moreover, with
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high probability, the output é;‘, satisfies the inequality

d ln(%)maX{H@}iHé,H@ZH%})

16; — 63l < Of T

Algorithm 6.3.53 Local Differential Privacy
Input: Each player i € [n] has a data record z; € R with its £, norm bounded by 1. ¢, §
are the privacy parameters.

1: for Each Player i € [n] do

2: Generate a symmetric Gaussian Matrix /N; whose entries are 1.i.d drawn from

N(0, 3?), where 8 = —”212(61725)

3: Compute and send A; = %xlx;f + N; to the central server.

4: end for

5: In the central server, compute S = > v A;, and solve the following

(:); = arg min {—logdet © + (S,0) + p||O|1}.

d
oes?,

Comparing with (¢, §)-differential privacy in the central model, we can see that the only
difference is the term of n. Also, since LDP is more rigorous than DP, we can see that
although Algorithms 6.3.52 and 6.3.53 are both for distributed settings, the error bound of

Algorithm 6.3.53 is worse (if we omit the term max{||©%|]3, H(:):;H%})

6.3.6 Experiments

In this section, we present some numerical results on both real-world and synthetic datasets
to evaluate the performance of our proposed differentially private algorithms. More experi-
ments are left to the full paper.

We first introduce the algorithms that we are going to compare; all related methods are
described in the previous section. For e-differentially private algorithm, we will compare
with output perturbation, Laplace and Wishart covariance perturbation methods. For (¢, §)-
differentially private algorithm, we will compare with SULQ Framework [42], Wishart and

Gaussian covariance perturbation methods.
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We let @:; denote the output of the differentially private algorithm and ©7 denote the

optimal solution of the original problem. To evaluate the performance of the proposed

1©5—95llF

R If the relative error is
P F

methods, we choose Relative Error, which is defined as
greater than 200, we use NA to indicate.

For synthetic datasets, we first fix the dimensionality d and create a sparse matrix U with
nonzero entries equal to -1 or 1 with equal probability. Then, we compute S = (U * UT)~!
as the true covariance matrix. The inverse covariance matrix S—! = UU7 is, thus, sparse.
Given the inverse covariance matrix S—! = UU?, we then draw n = r x d samples from the
Gaussian distribution A/ (0, S) to simulate the high-dimensional settings, where r denotes
the ratio of n (i.e., the sample size) over d (i.e., the dimensionality of the samples). We test
our proposed methods for d = 400 and » = 0.5, 1.0, 1.5.

For real-world datasets, we use the colon cancer dataset [11] and the Parkinson’s disease
dataset [200] to evaluate our proposed methods. The colon cancer dataset contains infor-
mation of 69 individuals with 2000 attributes. We choose 300 variables for the experiment.
The size of Parkinson’s disease dataset is (192,22). The datasets are normalized before
processing.

For each experiment, we choose ¢ = 0.5, 1, 1.5, respectively. For (¢,0)-DP, we let

0 = 0.01. To solve the optimization problem (6.83), we set p = 0.001 and use the method

in [251]. All experiments run in MATLAB.

Synthetic Datasets Real-world Datasets

€ Methods r=05 r=10 r=15 Colon  Parkinson’s

Wishart 0.993 0.9918 0.9914 0.995 0.9140
0.5 Output NA NA NA NA NA
Laplace 101.4 52.85 35.42 190.57 9.950

Wishart 0.986 0.9863 0.9856 0.993 0.8899

1.0 Output NA NA NA NA NA
Laplace 49.44 2541 16.83 95.01 4.690
Wishart  0.9817 0.9815 0.9806  0.9907 0.8796

1.5 Output NA NA NA NA NA
Laplace 32.30 16.41 10.76 63.67 3913

Table 6.4: Performance comparisons of the e-differentially private algorithms on both
synthetic and real-world datasets.
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Synthetic Datasets

Real-world Datasets

€ Methods r=05 r=10 r=1.5 Colon  Parkinson’s
Wishart 0.9999 0.9997 0.9993 1.636 1.00

0.5 SQLU NA NA NA NA 0.7419
Gaussian 0.1285 0.1607 0.1759 0.3039 0.1527
Wishart 0.9982 0.9947 0.9906 1.1155 0.990

1.0 SQLU NA NA NA NA 0.7318
Gaussian 0.1254 0.1605 0.1737 0.1081 0.1514
Wishart 0.9954 0.9895 0.9837 1.0474 0.9992

1.5 SQLU NA NA NA NA 0.7065
Gaussian 0.1252 0.1595 0.1701 0.0833 0.1514

Table 6.5: Performance comparisons of the (e, 0)-differentially private algorithms on both
synthetic and real-world datasets.

Results Analysis The experimental results of the e-differentially private algorithms on
both synthetic and real-world datasets are shown in Table 6.4. From the table, we can see
that in all the cases, Wishart and Laplacian mechanisms achieve better performance than
the output perturbation method. Furthermore, Wishart mechanism is the best among the
three types of methods. From Table 6.5, we can see that the Gaussian method has the lowest
relative error among all (e, §)-differentially private algorithms. Also, Gaussian mechanism
has the lowest relative error among all the compared methods. In general, the relative error
becomes smaller for larger €. But in some cases, the relative error are almost same for

different € values. This could be due to the fact the difference of these ¢ values is small. In

summary, all the above results are consistent with our theoretical analysis.

6.3.7 Omitted Proofs

Proof of Theorem 6.3.1

For convenience, we denote Step 1 as A. That is, @;

= A(D). Also, we let D" be a
neighboring dataset, and S" = S — %UUT + %U/U/T, @fo* = A(D'). Then by (6.91), we have,
for any n > 0,

16, — 67 ||r = [Iprox,, (6% — n(S — ©;7")) — prox,, (8 —n(S"— 6, ") r.
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Then, by the non-expansive property of the proximal operator, we have

18, = Oyllr < (8, —n(S — ;™) — (8 —n(S"—6,7"))||r.

p

If let f(©%) = ©% 4+ 1O, we have the following inequality:

165, — O llr < 1£(8]) = F(O)r +nllS = 5| (6.98)

For the last term, we have [|S — || p = ||+ (vo” — v'v™")||p < 2. In order to bound the first

term, we need the following lemma, which has been proved in [250].

Lemma 6.3.6 ([250]). For ©;,0, € S?.,n > 0, we have

1£(©1) = F(02)|lr < max{|1 = |, 11 = Z}|61 = O]l

where @ = max{0max(01), Omax(O2)} and b = min{o,in(O1), Tmin(O2) }.

Take ©7, @Z‘ into Lemma 6.3.6 and set 0 < 7 < b? in (6.98), we now have

1£3 2 2
19, —O)]Ir < % (6.99)

where 8 = max{[|©} ||, [|©}[|2}. Now we will show the e-differential privacy. Since for
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every W,

Pr[©F + N = W] _ Pr[N =W — ©7]
Pr(©% + N = W] S Pr[N=W — CH
_exp (=3 tr(CH(W —©2))
exp (—itr(CY(W — 7))
_ exp(—%tr(C’l( — o))

1 _ " I
< exp(5/IC7IFl16; — 67 Ir)

1 ~nep* 2>
< exp(ZVd—e "=
< exp(5Vd—e==-)

< exp(e).
Where the last inequality comes from (6.3.5).

Proof of Theorem 6.3.3

The proof is the same as Theorem 6.3.1, we have [|[©% — ©%[|r < || f(©%) — f(0%)|r +

2

g

1||S — S||r. Thus by Lemma 6.3.5 and take 0 < 7 < min{o2,;,(0%), 02 (

©3)}, we have

the theorem.
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Chapter 7

Some Other Machine Learning

Problems

7.1 Inferring Ground Truth From Crowdsourced Data Un-
der Local Attribute Differential Privacy

Nowadays, crowdsourcing gains an increasing popularity as it can be adopted to solve many
challenging question answering tasks that are easy for humans but difficult for the computer,
and it has many real-world machine learning or data mining applications. For example,
patients who are taking new drugs can answer the question on whether a specific drug has a
certain side-effect [235]. Also there are many commercial web service for crowdsourcing
such as Amazon Mechanical Turk (AMT). In these and many more applications, crowds of
users can contribute their efforts to answer questions of interest, which largely reduces the
financial cost and benefits various application domains.

Due to the variety in the quality of users, the information quality of the answers given
by the users varies significantly. Some users may have sufficient domain knowledge and can
provide accurate answers while others may submit biased or wrong answers. This diversity

of users motivates a basic and important problem in crowdsourcing: how the do the server
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get the accurate answers (or ground truth) via these noisy answers while also could infer the
underlying ability of each user. This problem is called Ground Truth Inference' [365] and
there is a large amount of work study this problem in both Machine Learning [358], Data
Mining [366] and Theoretical Computer Science [197, 156, 93] communities.

However, in the problem of ground truth inference, collecting individual users answers
may cause the privacy issue on the users. For example, individual users can report the
relevance between a search query and a webpage, but their answers may leak their personal
preference. Patients’ reactions to drugs are valuable for physicians to discover drugs’ side-
effect, but these also contain sensitive information. Moreover, recently it has been reported
that AMT platform was leveraged by politicians to access a large pool of Facebook profiles
and collects ten of thousands of individuals demographic data [266].

Ground truth inference in Local Differential Privacy model has been first studied by
[198] and was later extended by [266] to the sparse crowdsourcing data case. Although
their methods are effective with tolerable accuracy loss practically, there are still some basic
theoretical open problems which have not been studied or solved. First, it is still unknown
what is the average error of the private estimators with respect to the underlying ground truth.
Secondly, while all the previous work focus on the quality private ground truth estimator, we
do not known whether we can infer the ability of each user under LDP model and what is the
estimation error with respect to the underlying ability of users. Finally, previous work only
shows that their methods have better performance than the private major voting algorithm
through experiments on some datasets. However, there is still no theoretically result which
shows the priority of their methods formally or mathematically.

In this section, I partially solve the above theoretical issues. That is, instead of consider-
ing the LDP model, in this section I will focus on one of its relaxations called local attribute
differential privacy (LADP) model. This is motivated by the fact that in practice of ground

truth inference, instead of keeping the each whole data record of each user private, it is

Note that in the data mining community this problem is also called Truth Discovery.
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always the case that only a small number of answers given by users may contain sensitive
information, which means it is sufficient to protect some attributes of a vector (if we see
the set of answers of each user as a vector). LADP corresponds to an adversary cannot
infer a single attribute value despite he knows the values of all other attributes and thus
is more suitable for ground truth inference. We study the previous issues of ground truth
inference in LADP model. In particularly, I propose a method called private Dawid-Skene
method which outputs the private truth estimators and private ability of users. Specifically,

our contributions can be summarized as the followings.

e [ first show that my private Dawid-Skene method is LADP. Then I provide the result
on the average error of the private truth estimators w.r.t the ground truth. I show
that under some statistical assumptions of the problem and if the initial vector of the
algorithm is closed enough to the ground truth, then the average error will be upper
bounded by exp(—nov) with high probability, where 7 is the number of users and v is
the term called collective private wisdom which is related to the privacy level € (see

Theorem 7.1.2 for details).

* | also show that under the same assumptions, the output of private ability of users

logm

o ), where m is the number of tasks with high

has the estimation error of O(

probability (see Theorem 7.1.3 for details).

* Finally, I compare our method with the classical private major voting algorithm.
To show the priority of my method, I propose a special instance. I show that the
estimation error given by the private major voting error is always greater than the
error given by our algorithm, which means the private major voting is always worse

than our method on this instance theoretically. See Theorem 7.1.4 for details.
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7.1.1 Related Work

There is much attention on studying crowdsourcing system in LDP model. For example,
[248] consider the problem of publishing high dimensional crowdsourced data in LDP
model. [155] propose a method which could generating synthetic crowdsourced data via
some Privacy-Test. However, their methods are incomparable with ours due to that there
utility is different with ours and also there is no theoretical guarantees on their output.

Among all the previous work, maybe [198] and [266] are the most relevant to ours.
In [198] the authors propose a two-layer perturbation mechanism based on randomized
response to protect users privacy. [266] consider the case where the data is sparse and
propose a private mechanism based on the formula of Matrix Factorization and randomized
response. However, as we mentioned before, first, their methods can only output private
estimators of the ground truth and it is unknown whether they can also estimate the ability
of users. Secondly, there is no theoretical guarantees of the average error of the ground
truth. Moreover, in all of these work they compared with the private major voting algorithm
practically on some datasets and showed that their method have better performance. However,
there is no theoretical guarantees on these comparisons. Thus, our work provides some
theoretical guarantees which have not been solved in these previous work.

Our method is motivated by the classical Dawid-Skene method [86], which laid a solid
foundation in the field of crowdscourcing. Extensions of the framework under a Bayesian
setting were investigated by [72]. However, there is no previous study on the private version
of Dawid-Skene method. Moreover, compared with the classical Dawid-Skene method, here

we need some modifications such as perturbation and projection.

7.1.2 Preliminaries

In this section, we review the definition of ground truth estimation in crowdsourcing, local

attribute differential privacy and the classical Dawid-Skene algorithm.
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Local Attribute Differential Privacy

In this section, we will mainly focus on Local Attribute Differential Privacy (LADP), which
is a relaxation of LDP and has been studied in many previous papers, such as [180, 141, 146,

206]. Mathematically it can be defined as the follows.

Definition 7.1.1 (Local Attribute Differential Privacy). A randomized algorithm A is e-
locally is differentially private if for all z, ' € X with there is some i where x and =’ are

differ in the i-th coordinate and all for all events .S in the output of .4, we have

P(A(z) € S) < eP(A(z') € S).

We note that the only difference between LDP and LADP is in LADP we have an
additional restriction on z,z’. LADP corresponds to an adversary cannot infer a single

attribute value despite he knows the values of all other attributes.

Problem Setting

We now start by formally define the problem of Ground Truth Inference. Conceptually,
there are two parties, sever and user, are involved in the crowdsourced question answering.
We assume there are m tasks and n users, each task j € [m] is independent with other tasks
and is associated with a label y; € {0, 1} which is called the ground truth. We note that
in practice the number of tasks m is much larger than the number of users 7, such as the
Web and AdultCotent datasets [266]. The users, who represent the individual participants,
provide their own answer 0 or 1 to each of these tasks and send them to the server. However,
there is one main issue. Due to the quality of the users, these answers are noisy. It is more
challenging that the underlying quality of the workers are also unknown. Mathematically,

to model the users’ quality, [86] proposed the so-called confusion matrix. The confusion
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matrix for the ¢-the worker is denoted as

o0 To1

i, T

where the number 77,(5)

represents the probability for the i-th user to give answer [ given the
ground truth is k. In our paper, we will study a special class of the confusion matrix, where
the ability of the i-th user is characterized by the probability of success p; € [0, 1] with the
confusion matrix

pi, 1 —pj

1 —pj, i
Equivalently, here we will assume that for each user ¢ € [n], his/her abilities are the same
for all the m tasks.

After collecting the users answers, the server aggregate them to derive the final inference
and estimation. The goal is not only inferring the truth labels {y;}Z,, but also estimating
the abilities of the users, i.e., {p;}7™ ;.

The main privacy concern of users is that the submitted answers many contain their
sensitive information and thus users are not willing to leak these answers to other parties.
This prevents users from sharing their own answers with the server. The server, who is
assumed to be untrusted, may try to infer additional knowledge of users forms their submitted
answers. The unfaithful behavior of server can be driven by financial incentives or other
benefits. Motivated by this, it is naturally to study the problem of ground truth inference
under LDP model. However, the definition if LDP might be too strong for the problem of
ground truth inference. Since in the problem, it is always the case that only some of the
tasks are related to users sensitive information. Thus it is sufficient of we can protect these
tasks instead of the whole data record of each user in LDP model, which is just the LADP
model.

Thus, motivated by the strong need to provide users with privacy protection. In the
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Private Ground Truth Inference problem, we want to design e-LADP algorithms whose

outputs {y;}7_, and {p; }}, are close to {y;}/", and {p;}],, respectively.

7.1.3 Main Method

In this section we will propose our method and analyze its theoretical performance. Before

that, we first recall the classical Dawid-Skene method [86].

Dawid-Skene Method

Now we consider the problem of ground truth inference in the non-private case (see Section
7.1.2). We first observe that the ability of the works {p;}?_; can be easily estimated by using
the frequency of success of the workers if the ground truth {y;k Ly 1s known. Motivated by
this, [86] proposed to estimate {p; }; by maximizing the marginal likelihood function by

giving the ground truth:

P(Xy,p) = WicpmILicpP(Xi;|y;, pi)

H(Xz'j=yj)<1

= MjeprMiepup; = pi) T, (7.1)

where I is the indicator function 2. Integrating out the ground truth with a uniform prior, the

marginal likelihood is

P(X|p) = Hje[m}(inie[n]pi (1 - pi)l X §Hi€[n](1 - pi)X”pi ) (7.2)

Thus, the the maximum likelihood estimator (MLE) based on (7.2) is defined as

p = argmax log P(X|p).
P

Given an event A, [(A) = 1 if A happens and otherwise it is 0.
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After getting the MLE solution p = (py, pa, - - - , Pn), We can plug it into the Bayes formula

and get an estimator for the ground truth y*:

~ X ANT— X
o HlE[n}pz ](1 - pl)l Xig (7 3)
y] - H A_Xl']' ANT—X s ~N\X - A1*)(ij’ )
iemP; (1 —pi) %9 + Iligpy (1 — D)X,

Note that we implicitly use the uniform prior in the Bayes formula and the resulting
estimator ¢ is a soft label, taking value in [0, 1]™. Now the pair of estimator (p, 3) is the

global optimizer of the following objective function.

F(p,y) = Z Zyj (Xijlogpi + (1 — Xy5) log(1 — pi)) +

1 1
§ E (1—wi) (Xi5log(1—pi) + (1 — Xi5) log pi) + E (y) log;—i—(l—yj)log .
i j J J

(7.4)

[226] showed that optimizing over log P(X|p) is equivalent as optimizing over F'(p,y),
i.e., (p,y) = argmax F'(p,y), while the latter one is more tractable. In order to maximize
(7.4), one natural and heuristic way is to iteratively update p an y. That is, given an initial

estimator y(%), the ¢-th step of the iterative algorithm is
p = argmax F(p,y=V), ¢y = argmax F(p®,y). (7.5)

Calculating (7.5) directly, we have the followings:

1 — —
pz(‘t) - Z ((1 - Xy)(1 - ](t 1)) + Xijy§t 1)), (7.6)
Jjem]
vy oc Wiepy (p7) ¥ (1 = pi) =0, (7.7)
1=y o g () =59 (1 = pi)Xo. (7.8)

Eq. (7.6)-(7.8), are given by [86] and are called Dawid-Skene method.
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Private Dawid-Skene Estimation

Now we propose the our Private Dawid-Skene method. The idea is that for each user i € [n]

who process answers (X1, X;o, -+ , X;;), he/she perturbs each answer by the following
distribution:
R Xl Ww.p. GEL
X;=4 " ! (7.9)
1-— Xij W.p. #.

After the server getting these perturbed answers {X ij ic[n].je[m]» it then performs the Dawid-
Skene estimator on these perturbed answers, see Algorithm 7.1.54 for details. However, we
note that instead of performing (7.6) for updating the abilities of users, here we perform a

projected version, that is

() _ 1 (t-1) -1
P =Tley— 3 ((1 — Xi)(1— ") + X ) . (7.10)

J€[m]

Where Il¢(y) is the projection operator on a interval C(A) = [\, 1 — A] with some small
()

A > 0. The motivation is that in the case of the estimator p;’ is 0 or 1 for some i € [n]

and t € [T, pz(»t) will be trapped in its current value, which might be a poor local optimizer.
Thus, in order to avoid, we perform the projector operator to keep pl@ be slightly away from
0 or 1. Later, we will see that an appropriate value of A is crucial for the rate of convergence.

We note that this operator also has been used and studied in [121].

Also, we note that, after the 7'-th iteration, instead of releasing the the estimators of the
(

ability piT) directly, we have to post-process them via Step 7 in Algorithm 7.1.54. This is
due to that, {p; }c[n) are some biased estimators of the underlying ability {p; };c}, since the
perturbation procedure in Step 2. Thus, in order to get some useful estimators we need to
rescale them. We will see later for the reason of choosing these terms for rescaling.
Finally, since the terms {y; } () are soft labels contained in [0, 1|™, in order to get hard

labels as final answers, we need to do a round procedure in step 8. We will show that it will
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not effect the error to much.

Algorithm 7.1.54 Private Dawid-Skene Method

Input: 7 is the number of iteration, ¢ > 0 is the privacy parameter, y(*) is the initial vector,
worker i € [n] process the answers X; = (X;1,- -+, X;m) € {0, 1}
1: for Each worker ¢ € [n] do
2: Perturb each X, j € [m] by the distribution (7.9) and get X;;. Then send { X;; i
to the server.
3: end for
4: fort=1,--- ,T do
The server perform the updating (7.10), (7.7), (7.8) on {Xij}ie[n],je[m} and get
Mt O
{pi }ze[n]» {yj }Je[m]-
end for
For each i € [n], let p

9]

T e T
= et (p — L.

For each j € [m], let QJ(T) = ]I(yj('T) > 3)-

. (T A(T)ym
return p(7) = {pg )}ie[n] and {y](' )}jzl'

R

The following theorem shows that the algorithm is LADP. Not only LADP, it is also

easy to see that Algorithm 7.1.54 is also me locally differentially private.

Theorem 7.1.1. For any given € > 0, Algorithm 7.1.54 is e-LADP.

7.1.4 Theoretical Guarantees

In this section, we will give the estimation errors of the outputs {ﬁET)}ie[n] and {yj(.T)}Tzl to
the underlying abilities and ground truth, respectively. Before showing the explicit result,
we first introduce some critical quantities.

First, for each user i € [n], we define the term of private effective ability as

= S (7.11)
Hi= e T e '
where 1; is the effective ability proposed by [121]:
i =pilip; 2 53+ (1= p)Hpy < 5} (7.12)

425



Intuitively, p; measures how much information we can get from the user 7: when p; > %
it is just the underlying ability, when p; < % then we can use the information to detect
and invert the answers. ji; can be thought as the private version of y; due to the effect of
perturbation by (7.9). When the algorithm is extremely private i.e., ¢ — 0, we can see that
i — %, that is all the workers become spammers. Equivalently, from (7.9) we can see that
P(X;; =0)=P(X;; =1) = 1, which means we cannot get any useful information from
the perturbed observations. However, when the algorithm tends to be non-private, that is
€ — 0o, we have [i; — p;, in this case the private effective ability will be the same as the

effective ability. We note that for both 1;, fi; are in [3, 1].

Now we define the term of collective private wisdom © as
O==Y (2f1; — 1) (7.13)

© measures the proportion of experts among the crowd under the privacy constraint, when
the € — 0, then © — 0 since in the extreme private case we cannot distinguish which one is
the expert. When € — oo, then © — v = = 3>°.(2u; — 1)2, which is the collective wisdom
in [121].

Note that the objective function F'(p, y) in (7.4) is non-convex with the fixed {)A(Z] Yienljeim)-
Thus, alternating maximization procedures (7.6) and (7.7) will only converge to some local
minimum. However, in the following theorem, we will show that under the setting of

m >> n, with some appropriate initial vector y(%), the iterations {y](-t)} je[m) after the first step

will be in the neighborhood of the ground truth {7} jc(,,j With high probability.

Theorem 7.1.2. Assume n and m are sufficiently large so that n < m < e, 1“% < 9 and

the initial vector y(©) satisfies

1 . logm
D A . (7.14)
m m

j€lm]
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Whenever the parameter A of Algorithm 7.1.54 are chose in the range

E [logm S)\Sl—l /logm‘ (7.15)
U m 8 2 m

Then for any y* € {0, 1}"™, we have

1 (1) . I
— D 15" — ;| < 2exp(—gno). (7.16)

j€[m]
with probability at least 1 — % for some constant C’ > 0.

From Theorem 7.1.2, we can see that as long as the our initial guess has the average
error of O(\/Lm), then for some ) the average error will decreases to exp(—3n0). We can see
that when e deceases, this upper bound will increase, which means the error will be larger.
Equivalently, this shows that when the algorithm is more private, the error bound will be
larger. When € = 0, the upper bound becomes % and will be trivial.

The following theorem states that our algorithm not only can almost infer the ground

truth, but also can estimate the users’ abilities with some statistical error.

Theorem 7.1.3. Under the assumptions in Theorem 7.1.2. For 0 < ¢ < 1 we have the

followings with probability at least 1 — % for some C” > 0:

1
max [p7) — p7] < 64/~ (7.17)
i€[n] me

Eq. (7.17) characterize the accuracy for users’ abilities from the worst-case. We know the
rate of error is O(#), which means that it will decreases as the number of tasks increases.

Moreover, when the algorithm is more private, the bound will be larger.
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7.1.5 Comparison with Private Major Voting

In order to show the priority of our method theoretically, in this part, we will compared our
algorithm with the most trivial method i.e., private major voting. The algorithm of private
major voting is quite simple; the steps of the user side is the same as steps 1-3 in Algorithm
7.1.54 while each user send the private answers to the server. After collecting all of the
private answers, the server will do major voting and decide the output for each task, that is
forall j € [m]

(7.18)

yj = H(ZX

i€[n]

I\/
l\DIB

Now we will provide a case where the upper bound (7.16) is lower than the bound of private
major voting, which means our algorithm has better performance than private major voting
theoretically. Formally, suppose that there are [n°] number of experts, i.e., p; = 1 and the
left workers are spammers, i.e., p; = % Here we assume that § € (0, %), that is only a small
proportion of workers are experts.

Next theorem show that the expected average error of the outputs {¥; } jcim) in (7.18) of

private major voting is larger than the average error in Theorem 7.1.2 if € in some range.

Theorem 7.1.4. For any € > 0, private major voting is e-LADP. Moreover, if € > ln = and
n > C for some sufficiently large constant C' (only related to ¢), then the outputs {7, };c[m]

satisfy

1 o 1 e —1 1
-~ ;]EHJJ‘ — ;| = 2(exp(—5 (7)) = — EZ 0" —yil, (319
JE€[m j

where {Q§T)} are outputs of Algorithm 7.1.54.
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7.1.6 Omitted Proofs

Proof of Theorem 7.1.1

Now consider X;, X! € {0, 1}™ differ in the j-th coordinate, i.e., X; = (X1, Xio, -+ , Xij, - -

and X; = (X;1, Xio, -+, X/, -+, Xym). Forany S € {0, 1}™, by the independence and

YR
the definition of (7.9) we have

~ = — (7.20)
P(X!eS) PX.=1S5;)

when X;; = 1 and X;; = 0 and S; = 1 then (7.20) equals e°. When S; the then (7.20)
equals el < e°. The same for the case where X;; = 0 and X;; = 1. Thus in total we can see
that (7.20) less equals than e, which satisfies the definition of LADP. Moreover, due to the

post-processing property of differential privacy [104], we know that Algorithm 7.1.54 is

LADP.

Proof of Theorem 7.1.2

By the definition of Xij and the assumption, we can represent it as

A~

Xij =y Ty + (1 —y)(1 = T) (7.21)

where T;; is a Bernoulli random variable with parameter

ef 1 ef—1 1
5F — * 1—pH) = * ) 7.22
Pi e€—l—1pl+e€—|—1< r;) e€+1p2+66+1 ( )

We notice that 7;; means that the i-th worker answers the j-th task correctly.

We also define the projected version of p; as

Pri = AL(p; < A)+ P IA < pf < 1= X)+ (1= NI(p; > 1 —N).
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To proof Theorem 7.1.2, we first proof a stronger claim that for each iteration ¢t > 1,
{y](-t) }jeim) satisfies Eq. (7.16) with probability at least 1 — %

We denote the error of {yj(-t)} jem) as ', that is

1
t_ (t) *
r s E |yj —Z/j|-

JEm|

By assumption (7.14) we know 7% < 1"%. We first prove the following lemma:

Lemma 7.1.1. Define the events

log m

Ey = {max| - > (1= < .

1
{max|z i — i log |<210g(/\)\/nlogm}.

Then P(E (N E2) > 1 — % for some C’ > 0.

Proof of Lemma 7.1.1. To proof this, we recall the Hoeffiding’s inequality

Lemma 7.1.2 (Hoeffiding’s inequality). For independent bounded random variables { X; };c(,

satisfying X; € [a;, b;] for all i« € [n], we have for any ¢ > 0

P(] 1 S (X —EX,)| > t) < 2exp( 20t
- i i > Z2€Xp
n ’LE[’n} Zle[n](bz - ai)2

).

Note that for the Event F;, by Lemma 7.1.2, we have P(F;) > 1 — % for some C; > 0.

For the event E5, we note that by the definition of p} ; we have

A%

lo Pa, !
812

>\<lo —

<1 L=
og
p)\z )\

Thus, by Lemma 7.1.2, we know there is a Cy > 0, where P(Fy) > 1 — % O
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In the following we will always assume events £; and Es in Lemma 7.1.1 hold. Next

we will prove the following lemma:

Lemma 7.1.3. Under the event £, as long as 2\ + 7'~} <1 7 and m > 9, we have for all

t>1:

1
i AP0

Proof of Lemma 7.1.3. We note that from Eq. (7.6) and Eq. (7.10) on {)A(,;j}ie[n]ﬁje[m] we

can get
P ALY < A) + 0T < g <1 = A+ (1= NI > 1- ).

Where p( ) is the value of (7.6), i.e., the vector before projecting. By the definitions (7.21)

and (7.6) we can get the following via simple calculations:

P~ p1 < 1 ST ) (7.23)
J
To show (7.23), by definition of ﬁl(-t) we have

1 5 ~1 O 1
P = = 30 (1= K=y )+ Kl ). (24)

JE[m]

Now we fix j € [m] and assume that y; = 1, then by (7.21) we have )A(ij = T;;, we can get
(1= Xi) (1 — o)+ Xyl = 57| =20 = Ty — oY + 1= . (7.25)

When T;; = 0, (7.25) is [y — 1+ pi| < ;] + o\ — y3|. When Ty; = 1, (7.25) is

b_ y;|. Thus in total we have (7.25) less than |T;; — pi| +

—1 *
™ = prl < =il g
(t=1) * =
ly; " — y;|. The same for the case when y; = 0.

Taking the average from 1 to m we can get (7.23).
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Now we have for each i € [n]

(t) x
N - -
|log —75 —log ———| < NOR (7.26)
1 —p; D mln{ T 1 ;l }
1- A,i
2 N
<X‘ =il (727)
N
< S pil + ST — 57 > 1 - 2) (7.28)
2,1 3
<Z20=N(T, — Eh 41—y (T > 7.29
_A(|m§j:< j =Dl +r )+A(|m§jj( =Pl >7) (7.29)

2 logm 2 .4
~1/ ~r 7.
3 + N (7.30)

Where the first inequality (7.26) is due to the following inequality

IN

lz —y

log z — 1 < .
|log x ogyl_mm{m’y}

The inequality (7.27) is due to that A < pgt), Py; < 1 — A and simple calculation.
The inequality (7.28) is due to the following. When |]5Z —pf| > 1—2\, then |p2 —Pral < 2.
Otherwise by the definition we have either ﬁ(t)

(2

or p; is in the interval [\, 1 — )], thus we
have |p§t> — Pl < pgt) — pf| due to the property of contraction of the projection.

The inequality (7.29) is due to the following. By (7.23) we have

15 —pi| > 1—2)) < H(\—Z(ﬂj — )+ > 1 2))

J

(I—Z( Pl >1—2x—r"")

J

1 3
<I(—> (T =5l > ), (731)

J

where the last inequality is due to the assumption that 2\ + i1 < i.
The inequality (7.29) is due to the assumption of the event £ in Lemma 7.1.1 holds.

Thus, we get the proof. [
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Now we back to the proof of Theorem 7.1.2.
Since we already know that 70 < logm and we want to show it hold for all r*.

We will prove it by induction, assume 7'~! < “% holds. Denote the terms

A% B, j € [m] as

Al =10g icgy (p1") %5 (1= p) %5 = 3= (K108 p” + (1 = Xiy)log(1 - "))

i

B} = log Hiep (1 = p{") ¥ (") =% = 37 (K 10g(1 = pl”) + (1 = Xy logl”)

%

Then by the definition of {yj(t) T, we have

exp(AY) i
Z |yj —yl= Z ‘exp A%) + exp(B)) i
B Z| exp(Aj — Bj) ‘
“m exp(A} — BY) +1 Yi
1 1

(

me== 1+ exp(>,(2T;; — 1) log )

)
1—p®
(t )

1 Di
<= “No@r, - 1)1
pM 4n [logm
S—Zexp Z 1)log1 p/\.+7 - )
DX 4n  [logm
S—Zexp Z2pl—1)log —h, )exp(A\/ + 4log — \/nlog

Where the equalities are followed by the direct computation. The second inequality is by
Lemma 7.1.3 and the assumption of =1 < logm , the third inequality is due to Lemma

7.1.1.
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For the exponent in the first term we have

p)\z

p)\'L

:(Z+ Z Z sz—lloglp’\];

Py <A wASPI<1-A api>1-A

> (i 5t < A} gt > 1= AM)(1—2) log ~—

2(21% — 1) log —

A

EASPr<1-A

> (i <M+ Wi >1-)+ > (@0 - 1)

A<Pr <1—A
>y (2p; -
A

In the following we will show that (2pf —1)? = (2/i; — 1)?, by this we have Y _.(2p; — 1) =
nv. This is due to the following equation:
). (7.32)

fii = pil(p; = 5) 4+ (1 = pp)I(p; <

N | —

Thus, in total we have

4 1
rt < exp( ;\/ ogm + 4log — \/nlogm—nv (7.33)

logm

(7.34)

L
< exp(—5n0) <
m

Where the second inequality is due to the assumption on the range of \.

Next, due to the rounding procedure (Step 8 of Algorithm 7.1.54) and

(y; > 5) — 1] < 2ly; — 1

T(y; <

N — N —

) — 1] < 2Jy; — 0|
We have L > jcim] |?)](-T) — yi| < 2exp(—3n0).
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Proof of Theorem 7.1.3

For (7.17), due to (7.23) we can see for each j € [n]

/1 /1
|p§T) _ ﬁ;‘ S Ogm + Tt_l S 2 Ogm'
m m

By the definition of p;. We have

T e -1, 1 < logm
S - 2
|p] 65+1p3+65+1|_ m

AT . e€+1 [logm _6 [logm
\p§~ )_pj’§2 c < - .
e —1 m € m

Proof of Theorem 7.1.4

which implies

To proof Theorem 7.1.4, we need the Berry-Essen Lemma in [255]:
Lemma 7.1.4. Let X;,--- , X, be i.i.d random variables with mean 0 and variance o?.

Define the function F,,(t) = P(#ﬁ > X; <t). Then we have

CE’X1’3
sup |F,(t) — ®(1)| < ,
up |F(1) — o(1)] < 7

(7.35)

where ¢ < 0.4748 and ®(t) is the cumulative distribution function of the standard Gaussian

distribution A/ (0, 1).

By the definition of majority voting and the definition in (7.21) we have |y; — y;‘| =

I(+ >, T;; < %). To prove this, we first consider the case where y; = 1. Then by (7.21) we
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have

The same for the case where y; — 1.

Thus

1 1 1
- ZEWJ—?J;\ZE ZP(%ZTij<§)

JE€m| J€[m] i
1 1

=P(— CFZ <z )

(n Z 2)

where {7} }c[,, are independent Bernoulli random variable with parameter p; in (7.22).

By the definition (7.22), we known that if p; = % then p; = % if pf = 1 then

Py = &5 Wlo.g we assume p} = § fori <n — [n°]. By Lemma 7.1.4 with E[T; — §] =

0,Var(T; — §) = 1 and E|T; — 1|® = £ fori < n — [n°] we have

n— [nd])~z
sup HP{\/%W A<z_[: 5](Ti - %) <t} —-0(t) < % (7.36)

Also by direct calculation we have

P(%ZE<; >P{\/7 > (T
- i<n—[n%]
_ﬂ}xp{ﬂ:1,w>n—[n61}

- n — [nd]

Thus by (7.36) we have

[N

P T < 2y > () o) IV o)

ef + 1 n— [nf] 16

436



1
o) 2
(n— (’;?)_? < &, which are due to that
[n°] 1
lim ¢(————) = ¢(0) = -,
1)
lim P D7E
n—o0 16
Thus
1 1 e 511
P(—) T,<=)> m™12,
(n ; 2) - (ee + 1) 8
On the other side by Theorem 7.1.2 we have
1 A(T) " 1 66 — 1 2 5
p. Z 9, — ;| < 2(exp(—§(66+1) [n°])).
j€[m]
Now we will show that for large enough n:
1 e —1 e a1
2 —= 2[n°])) < i~ 7.38
({5 (7" D) < (7)™ '3 (7.38)
Denote v = _£< € [0.85,1), it is equivalent to show
exp(—3(20 — 12[n"]) _ 1
<
T 16 (7.39)
Thus, it is sufficient if we can show the following
—Lou = 1)2[nd
lim S22V i V1) _ (7.40)
n—o0 U[” 1

we note LHS of (7.40) equals to exp((—3(2v — 1)? — logv) [n°]), we will show f(v) =

1(2v — 1)% 4+ log v > 0 under our assumption on e. This is due to that f(v) is an increasing

function, it is easy to see that f(0.85) > 0. Thus we proof Eq. (7.40).
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7.2 Differentially Private Expectation Maximization Algo-
rithm

As one of the most popular techniques for estimating the maximum likelihood of mixture
models or incomplete data problems, Expectation Maximization (EM) algorithm has been
widely applied to many areas such as genomics [188], finance [113], and crowdsourcing
[86]. EM algorithm is well-known for its convergence to an empirically good local estimator
[346]. Recent studies have further revealed that it can also provide finite sample statistical
guarantees [19, 369, 339, 353]. Specifically, [19] showed that classical EM and its gradient
ascent variant (gradient EM) are capable of achieving the first local convergence (theory) and
finite sample statistical rate of convergence. They also provided a (near) optimal minimax
rate for some canonical statistical models such as Gaussian mixture model (GMM), mixture
of regressions model (MRM) and linear regression with missing covariates (RMC).

The wide applications of EM also present some new challenges to this method. Particu-
larly, due to the existence of sensitive data and their distributed nature in many applications
like social science, biomedicine, and genomics, it is often challenging to preserve the privacy
of such data as they are extremely difficult to aggregate and learn from. Consider a case
where health records are scattered across multiple hospitals (or even countries), it is not
possible to process the whole dataset in a central server due to privacy and ownership
concerns. A better solution is to use some differentially private mechanisms to conduct the
aggregation and learning tasks.

Thus, to be able to use (gradient) EM algorithm to learn from these sensitive data, it is
urgent to design some DP versions of the (gradient) EM algorithm. [242] proposed the first
DP EM algorithm which mainly focuses on the practical behaviors of the method. Their
algorithm needs quite a few assumptions on the model and the data, which make it difficult to
extend to some canonical models mentioned above. Furthermore, unlike the aforementioned

non-private case, their algorithm does not provide any finite sample statistical guarantee on
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the solution (see Related Work section for detailed comparison). Thus, it is still unknown
whether there exists any DP variant of the (gradient) EM algorithm that has finite
sample statistical guarantees.

To answer this question, I propose in this section the first (¢, 0)-DP (Gradient) EM

algorithm with finite sample statistical guarantees. Specifically,

o I first show that, given an appropriate initialization 8™ (i.e., | 3™ — 3*[|, < || 8|2
for some constant x € (0, 1)), if the model satisfies some additional assumptions and

the number of sample 7 is large enough, the output 57" of our DP EM algorithm is

guaranteed to have a bounded estimation error, |37 — 3*||y < O(f/‘g), with high
probability, where d is the dimensionality and 7 is an upper bound of the second

moment of each coordinate of the gradient function.

* I then apply that general framework to the three canonical models: GMM, MRM and
RMC. Our private estimator achieves an estimation error that is upper bounded by
O(ﬁ) O(dfie) and O(dfie) for GMM, MRM and RMC, respectively. It is notable
that they are the first statistical guarantees for MRM and RMC in the Differential
Privacy model, and the error bound for GMM is near optimal in some cases. I also
conduct thorough experiments on the these three models. Experimental results on

these models are consistent with theoretical analysis.

7.2.1 Related Work

As mentioned previously, designing DP version of EM algorithm is still not well studied. To
our best knowledge, the only work on DP EM algorithm is given by [242]. However, their
result is incomparable with ours for the following reasons. Firstly, our work aims to achieve
finite sample statistical guarantees for the DP EM algorithm, while [242] mainly focuses
on designing practical DP EM algorithm that does not provide any statistical guarantees.

Particularly, [242] assumed that datasets are pre-processed such that the /5-norm of each
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data record is less than 1. This means that their algorithm will likely introduce additional
bias on the statistical guarantees. Secondly, [242] studied only the exponential family so that
noise can be directly added to the sufficient statistics. However, most of the latent variable
models do not satisfy such an assumption. This includes the MRM and RMC models to be
considered in this section.

In this section, we implement our general framework on three specific models, and DP
GMM is the only one that has been studied previously. Specifically, [233] provided the first
result for the general k-GMM based on the sample-and-aggregate framework. Later on,
[172] improved the result by a factor of v/d /€, and also claimed that their sample complexity
is near optimal. Compared with their result, our proposed algorithm ensures that when the
error « is some constant, it has the same sample complexity. Also, although their algorithm
has polynomial time complexity), it is actually not very practical and thus no practical study
has been conducted. Moreover, their algorithm is heavily dependent on a previous clustering
algorithm; it is unclear whether it can be extended to other mixture models. From these two

perspectives, our framework is more general and practical.

7.2.2 Preliminaries

Expectation Maximization

Let Y and Z be two random variables taking values in the sample spaces ) and Z, respec-
tively. Suppose that the pair (Y, Z) has a joint density function fs- that belongs to some

parameterized family { f-|3* € Q2}. Rather than considering the whole pair of (Y, Z), we

observe only component Y. Thus, component Z can be viewed as the missing or latent
structure. We assume that the term hg(y) is the margin distribution over the latent variable

Z, e, hg(y) = |5 fs(y, z)dz. Let kg(z|y) be the density of Z conditional on the observed

variable Y = vy, that is, ks(z|y) = %.
Given n observations v, %z, - - ,y, of Y, the EM algorithm is to maximize the log-
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likelihood maxgeq £, (5) = >, log hg(y;). Due to the unobserved latent variable Z, it is
often difficult to directly evaluate ¢,,(3). Thus, we consider the lower bound of /,,(5) . By

Jensen’s inequality, we have

216(8) = 680 2 3 [ kel log oo, 21

1 n
- E;/Zkﬁ’(2|yi)10gf6’(?/z‘,z)d2- (7.41)
Let Qu(3;8') = 5 >oiey @i(B; B'), where
%(5;5/) = / kﬁ/(z‘yi) log fﬁ(yz'>z)d2-3 (7.42)
Z

Also, it is convenient to let Q(/3; /') denote the expectation of Q,,(5; 8') w.r.t {y;}I,, that
is,

QB;8) = Eyen. /Z ki (=ly) Tog f(y, 2)d=. (7.43)

We can see that the second term on the right hand side of (7.41) is independent on f.
Thus, given some fixed ', we can maximize the lower bound function @, (5; ') over
f to obtain sufficiently large ¢, (3) — ¢,(5’). Thus, in the ¢-th iteration of the standard
EM algorithm, we can evaluate @,,(-; 3*) at the E-step and then perform the operation of
B = maxgeq Qn(B; 4') at the M-step. See [215] for more details.

In addition to the exact maximization implementation of the M-step, we add a gradient
ascent implementation of the M-step, which performs an approximate maximization via a
gradient descent step.

Gradient EM Algorithm [19] When Q,,(+; 3!) is differentiable, the update of 3! to 5!

consists of the following two steps.

¢ E-step: Evaluate the functions in (7.42) to compute @, (+; 5).

3We use ¢(3; B) for general sample .
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¢ M-step: Update 31! = 8! + nVQ,.(8%; 5!), where V is the derivative of Q,, w.r.t the

first component and 7 is the step size.

Next, we give some examples that use the gradient EM algorithm. Note that they are the
typical examples for studying the statistical property of EM algorithm [339, 19, 353, 369].

Gaussian Mixture Model (GMM) Let v, - - - , ¥, be n i.i.d samples from Y € R? with

Y =284V, (7.44)

where Z is a Rademacher random variable (i.e., P(Z = +1) = P(Z = —1) = 1), and

V ~ N(0,0%1,) is independent of Z for some known standard deviation o. We have

Vq(B3; 8) = [2ws(y) —1] -y — B, (7.45)

1
I+exp(—(B,y)/0?)"

Mixture of (Linear) Regressions Model (MRM) Let (x4, y1), (22, ¥2), - , (Tn, yn) be n

where wg(y) =

samples i.i.d sampled from Y € R and X € R¢ with

Y =Z{(, X)+V, (7.46)

where X ~ N(0,1;), V ~ N(0,0?%), Z is a Rademacher random variable, and X, V, Z are

independent. In this case we have

Vq(B; B) = Qug(z,y) — 1) -y -z — zz” - B, (7.47)

where w2, y) =ty Eae-
Linear Regression with Missing Covariates (RMC) We assume that Y € R and X € R¢

satisfy

Y =(X,+V, (7.48)
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where X ~ N(0, I;) and V ~ N(0, %) are independent. Let x1, x5, - - - , x,, be n observa-
tions of X with each coordinate of x; missing (unobserved) independently with probability

Pm € [0,1). In this case, we have

Va(B;8) =y - ma(z™,y) — Kg(a*™,y)B, (7.49)

where the functions mg(x°*,y) € R? and Kz(x°,y) € R¥? are defined as:

Yy —= <B,Z®I>
o +[[(1—2) @Bl

mp(z°,y) = 2 O x + 1—-2)0p (7.50)

and

K@(ZL‘ObS, y> — dlﬂg(l — Z) + Tnﬂ(l‘obs7 y) . [mﬂ(xobs, y)]T

— (1= 2) ©mg(z™, y)] - [(1 — 2) @ mp(x*™,y)]", (7.51)

where vector z € R is defined as z; = 1 if z; is observed and z; = 0 is z; is missing, and
® denotes the Hadamard product of matrices.

Next, we provide several definitions on the required properties of functions @, (;-)
and Q(;-). Note that some of them have been used in previous studies on the statistical

guarantees of EM algorithm [19, 339, 369].

Definition 7.2.1. Function Q(-; 5*) is self-consistent if §* = arg maxgeq Q(8; 5*). That

is, §* maximizes the lower bound of the log likelihood function.

Definition 7.2.2 (Lipschitz-Gradient-2(vy, B)). Q(+;-) is called Lipschitz-Gradient-2(v, B),

if for the underlying parameter 3* and any 3 € B for some set B, the following holds

IVQ(B; 57) = VQ(B; B)ll2 < I8 — 572 (7.52)

We note that there are some differences between the definition of Lipschitz-Gradient-2
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and the Lipschitz continuity condition in the convex optimization literature [230]. Firstly,
in (7.52), the gradient is w.r.t the second component, while the Lipschitz continuity is w.r.t
the first component. Secondly, the property holds only for fixed * and any /3, while the

Lipschitz continuity is for all 3, 8’ € B.

Definition 7.2.3 (u-smooth). Q(-; 5*) is u-smooth, that is if for any 3, 8’ € B, Q(5; 5*) >
QA B*) + (B —=0)"VQ(B; ) — 5118 — Bll5-

Definition 7.2.4 (v-strongly concave). Q(+; 5*) is v-strongly concave, that is if for any

B,8 € B, Q(B;5Y) < QB 87) + (B—B)'VQ(B:5) — 5118 — BII5.

In the following we will propose the assumptions that will be used throughout the
whole section. Note that these assumptions are commonly used in other works on statistical

analysis of EM algorithm such as [20, 369, 339].

Assumption 7.2.1. We assume that function Q(-; -) in (7.43) is self-consistent, Lipschitz-
Gradient-2(vy, B), u-smooth, v-strongly concave over some set 3. Moreover, we assume
that Vj € [d] and 8 € B, there is some known upper bound 7 on the second-order moment
of the j-coordinate of Vq(3, 3), i.e., E(V,;q(8,8))* < 7 and for each i € [n], V;¢(8, B) is

independent with others.

Due to the similarity with the Gradient Descent algorithm and the simplicity of illustrat-
ing our idea compared with the original EM algorithm, we will first focus on DP Gradient

EM algorithm.

7.2.3 Main Method

Main Difficulty

In the previous section, we introduced the Gradient EM algorithm, which updates the
estimator via the gradient V@, (5%; 8%). It is notable that this idea is quite similar to the

Gradient Descent algorithm. Moreover, we know that there are several DP versions of the
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(Stochastic) Gradient Descent algorithm such as [29, 328, 260, 298, 192]. The key idea of
DP Gradient Descent is adding some randomized noise such as Gaussian noise to preserve
DP property in each iteration, and by the composition theorem of DP ([104]), the whole
algorithm will still be DP. Thus, motivated by this, to design a DP variant of Gradient EM
algorithm, the most direct way is adding some Gaussian noise to the gradient V@Q,,(5*; 5¢)
in each iteration and updating the parameter.

However, it is notable that we cannot add Gaussian noise directly to the gradient in
the Gradient EM algorithm. The main reason is that all previous DP Gradient Descent
algorithms need to assume that each component of the gradient (which correspond to the
function V¢; in (7.42)) is bounded, or the loss function is O(1)-Lipschitz, such as Logistic
Regression, so that its £5-norm sensitivity is bounded and thus the Gaussian mechanism can
be used. However, in the Gradient EM algorithm, each component (V¢;(5%; 5*) in (7.42)) is

unbounded in most of the cases. For example, we can easily show the following fact.

Theorem 7.2.1. Consider the GMM in (7.44), there is a case with fixed /3, such that for

each constant ¢, with positive probability w.r.t y we have ||Vq(53; 8)]l2 > c.

Thus, to design a DP (Gradient) EM algorithm, the major difficulty lies in how to process
the gradient to make its sensitivity bounded. Two main approaches are used in previous
work: (1) [242] assumed that datasets are pre-processed such that the /5 norm of each sample
is bounded by 1. However, as mentioned previously, our goal is to achieve the statistical
guarantees for the DP (Gradient) EM algorithm. If a similar approach is adopted in our
algorithm, the (manual) normalization can easily destroy many statistical properties of the
data and force the private estimator to introduce additional bias, making it inconsistent.* (2)
Instead of normalizing the datasets, [1] first clipped the gradient to ensure that the ¢-norm
of each component of the gradient is bounded by the threshold C', and then added Gaussian
noise (see Algorithm 7.2.55 for more details). However, such an approach may cause two

issues. First, in general clipping gradient could introduce additional bias even in statistical

4 An estimator 3, is consistent if lim,, o ||, — 8*||2 = 0.
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estimation, which has also been pointed out in [261]. Second, the threshold C' heavily affects
the convergence speed and selecting the best C' is quite difficult (see Experimental section
for more details). Due to these two reasons, it is hard to study the statistical guarantees of
Algorithm 7.2.55. Thus, we need a new approach to pre-process the gradient to ensure that

it has not only bounded ¢5-norm but also consistent statistical guarantee.

Algorithm 7.2.55 Clipped DP Gradient EM
Input: D = {y;}7, C R privacy parameters ¢, §; Q,,(+; -) and its g(-; -), initial parameter
39, gradient norm C, step size 7 and the number of iterations 7.

1: fort=1,2,---,T do

2: For each i € [n], evaluate the function in (7.42) to compute ¢;(5; 8'~1).

3: Clip gradient:

V(671671

(1, [T Ty

Vg (g =

4: Update 3¢ = Bt +n(VQ, (5L B + N (0, C?0%1,), where VQ,, (571 8171)) =
LYV B and 0 = c% for some constant c.
5: end for
6: Return A7
Our Method

In this section, we will propose our method to overcome the aforementioned difficulties.
Our method is motivated by a robust and private mean estimator for heavy-tailed distri-

butions, which was given in [331], and it is derived from the robust mean estimator in [148].

To be self-contained, we first review their estimator. Now, we consider a 1-dimensional

random variable = and assume that z1, x5, - - - , z,, are i.i.d. sampled from z. The estimator

consists of three steps:

Scaling and Truncation For each sample z;, we first re-scale it by dividing s (which will

be specified later). Then, we apply the re-scaled one to some soft truncation function ¢.
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Finally, we put the truncated mean back to the original scale. That is,
23 o(%) ~Ex. (7.53)
n<=os

Here, we use the function given in [62],

8

-2, —V2<z< V2
ba) =922 2> (7.54)

—%5, T < —V/2.
\

Note that a key property for ¢ is that ¢ is bounded, that is, |¢(z)| < %ﬁ
Noise Multiplication Let 7,, 15, - - - , 17, be random noise generated from a common distri-
bution n ~ x with En = 0. We multiply each data z; by a factor of 1 + 7, and then perform

the scaling and truncation step on the term z;(1 + 7;). That is,
) = 23 p(E (755)
z(n) =— —). .
1 n <= s

Noise Smoothing In this final step, we smooth the multiplicative noise by taking the

expectation w.r.t. the distributions. That is,
. - S Ti + 1T
=E = — —)dx(n;)- 7.56
PR =23 [ o i) (1.56

Computing the explicit form of each integral in (7.56) depends on the function ¢(-) and the
distribution . Fortunately, [62] showed that when ¢ is in (7.54) and x ~ N (0, %) (where (3

will be specified later), we have for any a and b > 0

2 3

Eyé(a+ by/Fn) = a(l— 2) — &+ Clab), 757
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where C'(a, b) is a correction form which is easy to implement and it has the following

explicit form: we first define the following notations:

V2 —a V2 +a

V_ .= b 7V+ = b
F_:=®(-V_), Fy :=®(-V,)

V2 V2
E_=exp(——),E; = exp(——+),

2 2

where ® denotes the CDF of the standard Gaussian distribution. Then
C(a,b) :T1+T2—|—"'—|—T5,

where

[148] showed the following estimation error for the mean estimator Z after these three

steps.

Lemma 7.2.1 (Lemma 5 in [148]). Let x1, x5, -- , x, be i.i.d. samples from distribution
x ~ . Assume that there is some known upper bound on the second-order moment, i.e.,

E,2z? < 7. For a given failure probability ¢, if set 5 = 2log % and s = /QIZﬁ, then with
¢
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probability at least 1 — ( the following holds

7log 1
7 — Ex| < Of <

). (7.58)

n

To obtain an (¢, 0)-DP estimator, the key observation is that the bounded function ¢
in (7.54) also makes the integral form of (7.56) bounded by 2—‘3& Thus, we know that the

{5-norm sensitivity is %%ﬁ Hence, the query

s?log 3

AD) =2+ Z,7Z ~ N(0,0%),0% = O( ) (7.59)

€2n?
will be (¢, §)-DP, which leads to the following result.

Lemma 7.2.2 (Theorem 6 in [331]). Under the assumptions in Lemma 7.2.1, with probabil-

ity at least 1 — ¢ the following holds

vlog L log i
|A(D) — E(z)] < O} — ). (7.60)

It is notable that in Lemma 7.2.2 we just need to assume that x has bounded second
order moment, instead of bounded norm. However, since we need weaker assumptions here,
the error bound in (7.60) is larger than it for the bounded distributions [54].

Inspired by the previous private 1-dimensional mean estimation, we propose our method
(Algorithm 7.2.56). In Algorithm 7.2.56, the key idea is that, in the ¢-th iteration of Gradient
EM algorithm, we first apply the previous private estimator to each coordinate of the gradient
VQ, (871 571), and then perform the M-step. We can easily show that Algorithm 7.2.56
is (¢, 0)-DP.

Theorem 7.2.2 (Privacy guarantee). For any 0 < €, < 1, Algorithm 7.2.56 is (¢, §)-DP.

In the following, we will show the statistical guarantee for the models under Assumption

7.2.1, if the initial parameter 3° is closed to the underlying parameter 3* enough.
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Algorithm 7.2.56 DP Gradient EM Algorithm

Input: D = {y;}7, C R privacy parameters ¢, 5, Q(-; ) and its ¢;(-; -), initial parameter
B° € B, T which satlsﬁes Assumption 7.2.1, the number of iterations 7" (to be specified
later), step size n and failure probability ¢ > 0.

1. Letée = \/log% +e— \/log%,s = 210gd,ﬁ log%.

2: fort=1,2,--- ,T do

3: For each j € [d], calculate the robust gradient by (7.53)-(7.57) and add Gaussian
noise, that is

B . 1 n . . V?qi(ﬁt_l,ﬁt_l) V?qi(ﬁt_l,ﬁt_l)
7 = 1 3 (Tl (1 T - T )
+2%¢ (vjqﬁ(ﬁt:’ﬁtﬂ, ’V"q"(fz%ﬂt_lﬂ) + 2070, (16D

=1

t—1 2\ with o2 — 87dT
where Z; ~ N (0,0%) with 0® = g275.

4 Let vector @Qn(ﬁ“l) € R? denote  VQ, (5" =
(g8 1), 95 1B, g H(BT).

5 Update ﬁt B+ nVQ,.(B7Y).
6: end for

Theorem 7.2.3 (Statistical guarantee of Algorithm 7.2.56). Let the parameter set B = {f :
|8 = B*||2 < R} for R = k||*]|2 for some constant x € (0, 1). Assume that Assumption
7.2.1 holds for parameters ~y, I3, i, v, 7 satisfying the condition of 1 — 2% € (0,1). Also,
assume that ||3° — 5*|» < £, n is large enough so that

2 1 1
3 1 2d TTlogglogZ ,
v—"y e2R? -

(7.62)

Then, with probability at least 1 — 27°C, we have, for all t € [T, ' € B. If it holds and if

taking 7' = O (42 = log n) and n = ——, we have

. - v+ dlog tlog :\/T
187 = Bl < O(R AN R A ) (7.63)
(v—=") ne?

where the O-term and Q-term omit log d, logn and other factors (see Appendix for the

explicit form of the result).
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Remark 7.2.1. There are several points that need to note. Firstly, the assumptions of the
parameter set 3 and the initial parameter 3° are commonly used in other papers on statistical
guarantees of (Gradient) EM algorithm such as [20, 369, 339]. Even though Theorem 7.2.3
requires that the initial estimator be close enough to the optimal one, our experiments show

that the algorithm actually performs quite well for any random initialization. Secondly, in

1

ok where R is the radius of B. This is due to that in

(7.62) we need to assume that n
Algorithm 7.2.56, we need to keep each 5° € B under perturbation. When R is small, we
have to let the noise be small enough, which means that n should be large enough. Finally,

for specific models, R, v, i,y are constants, this means that the error in (7.63) is O(%)

However, here 7 depends on the model, which may also depend on d and ||5*||2.

7.2.4 Implications for Some Specific Models

In this section, we apply our framework (i.e., Algorithm 7.2.56) to the models mentioned
in the Preliminaries section. To obtain results for these models, we only need to find the
corresponding B, v, k, R, v, i, T to ensure that Assumption 7.2.1 and the assumptions in

Theorem 7.2.3 hold.

Gaussian Mixture Model

The following lemma ensures the properties of Lipschitz-Gradient-2(-y, ), smoothness,

strongly concave and self-consistency for model (7.44).

Lemma 7.2.3 ([19, 353]). If 1 ;”2 > r, where r is a sufficiently large constant denoting the
minimum signal-to-noise ratio (SNR), then there exists an absolute constant C' > 0 such that
the properties of self-consistent, Lipschitz-Gradient-2(~y, B3), u-smoothness and v-strongly
concave hold for function Q(-;-) with v = exp(—=Cr?),u = v = 1,R = k||p*[|2,k =

LandB= {58 B2 < R).

We can show the following second-order moment bound for V;¢(3, ).
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Lemma 7.2.4. With the same notations as in Lemma 7.2.3, for each 5 € B, the j-the

coordinate of V¢(f; ) (i.e., V,q(5; B)) satisfies the following inequality

E,(V;9(8;8))° < O((I18"[I% + 0*))-

Also, for fixed j € [d], each V,q;(5; ), where ¢ € [n], is independent with others.

Combining with Lemma 7.2.3, 7.2.4 and Theorem 7.2.3 we have the following statistical

guarantee for GMM.

Theorem 7.2.4. With the same notations as in Lemma 7.2.3, in Algorithm 7.2.56 assume

that || 3° — 5*||> < £]|8*||2 and n is large enough so that

- V|15 + 0 log log%>

Q < 7.64
e =" 7oy

Moreover, if take 7' = O(logn) and n = O(1), then we have with probability at least
1—2T¢

og 5 log z/[18*[[% + o
Vne?

where the O, Q terms omit logarithmic and other factors.

5 dl
187 = B*[l2 < O(||8*)2 ), (7.65)

Remark 7.2.2. Note that if we assume that o, || 5*||o = O(1), then the error in (7.65) is
upper bounded by O(ﬁ) This means that to achieve the error of o € (0, 1), the sample
complexity is O(-%-). It is notable that for GMM, the near optimal rate is O(d?(% + L)
[172].> Thus when € is some constant, our result matches their near optimal rate. However,
as mentioned in previous section, their algorithm is too complicated to be practical and it is

difficult to extend their method to other Mixture models. Also, we assume that the SNR is

large, which is reasonable since it has been shown that for Gaussian Mixture Model with

>Note that although [172] used TV distance, while we use the Euclidean distance, we can easily transfer
our result to a result based on TV distance via Pinsker’s inequality and the KL diatance between two Gaussian
distributions.
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low SNR, the variance of noise makes it harder for the algorithm to converge [210], which

is the same for MRM.

Mixture of Regressions Model

The following lemma, which was given in [19, 353], shows the properties of Lipschitz-

Gradient-2(+y, B), smoothness and strongly concave for model (7.46).

Lemma 7.2.5 ([19, 353]). If @ > r, where 7 is a sufficiently large constant denoting
the required minimal signal-to-noise ratio (SNR), then function Q(-;-) of the Mixture of
Regressions Model has the properties of self-consistent, Lipschitz-Gradient-2(, B), u-
smoothness, and v-strongly withy € (0,1),pu=v=1,B={8: |8 — 5. < R}, R =
k||B*|]2, and k = 55.

Lemma 7.2.6. With the same notations as in Lemma 7.2.5, for each § € B, the j-the

coordinate of Vg;(3; ), i.e., V;q(3; 5) satisfies the following inequality
E,(V;q(8:8))* < O(max{([|5"[5 + o*)*, d||8*[13})-

Also, for fixed j € [d], each Vq;(3; ) is independent with others for i € [n].
Theorem 7.2.5. With the same notations as in Lemma 7.2.5, in Algorithm 7.2.56 assume

that || 3% — 5*||2 < &;1|6*]2 and n is large enough so that

Q(CF max{([|8*[13 + ¢*)?, d||3*[13} log 5 log ¢
e[| 5+13

)<n

Moreover, if take 7' = O(logn) and = O(1), then we have, with probability at least
1— 2T,

d||3*||21og 5 /max{[|5*[l5 + o2, d]| 5|3}

2

187 = 87l < O(

), (7.66)

ne

where the O-term and Q-term omit logarithmic factors.
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Remark 7.2.3. If we assume that ||5*|| and ¢ = O(1), then the error in (7.66) is upper

a3
Vne
(7.65) for GMM. We note that this is the first statistical result for MRM in the DP model.

bounded by O(-42-), which has an additional factor of v/d compared with the bound in

Linear Regression with Missing Covariates

Lemma 7.2.7 ([19, 353]). If @ <randp,, < where 7 is a constant denoting

1
14264262
the required maximum signal-to-noise ratio (SNR) and b = r?(1 + k)? for some constant
k € (0,1), then function Q(+;) of the linear regression with missing covariates has the

properties of self-consistent, Lipschitz-Gradient-2(vy, B), u-smoothness and v-strongly with

b+ p(1 420+ 20%)
N 1406

B={8:]8 - < R}, where R = k|| 8"|)>.

<ljpu=v=1,

Lemma 7.2.8. With the same assumptions as in Lemma 7.2.7, for each 5 € B and j € [d],

V,q(5; B) satisfies
E(V;q(8; 8))° < O((Vd||87||2 + 0 + 1|5°[13)%). (7.67)

Also, for fixed j € [d], each V;q;(5; 3), where i € [n], is independent with others.
Theorem 7.2.6. With the same notations as in Lemma 7.2.7, in Algorithm 7.2.56 assume

that ||3° — B*||2 < %||8*||2 and n is large enough so that

- P(Vd||B*]|2 + 0 + [1573) log 5 log ¢
Q 201 3*[|2 <n
e8+13

Moreover, if take 7 = O(logn) and n = O(1), then we have, with probability at least
1— 2T,

dlog 3 log ¢[|8*|l2(Vd||5*||2 + o* + [ 87][3)

187 = 8712 < O( N ),
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where the O, Q) terms omit logarithmic and other factors.

Note that unlike the previous two models, we assume here that SNR is upper bounded

by some constant which is unavoidable as pointed out in [201].

7.2.5 Statistical Guarantees of DP Expectation Maximization Algo-

rithm

Motivated by idea of the Differentially Private version of Gradient EM algorithm in the
previous section, in this section, we will propose a DP variant of EM algorithm.

Recall that compared with the Gradient EM algorithm, the main difference in EM algo-
rithm is that, in each iteration, we will update the parameter as 3" = arg maxscq Q. (5; 8),
where the (),,-function is in (7.42). Thus, to design a DP variant, we need to post-process the
parameter 3" via the private 1-dimensional mean estimation of heavy-tailed distribution.
Just as the way we post-process the Gradient in Algorithm 7.2.56, we wish to post-process
each coordinate of 3'*! to make it DP. However, unlike the Gradient EM algorithm where the
VQ.(8; ) can be written as a sum of n independent components = >~ | Vg;(3; ), 5'+!
in the EM algorithm may not be written as n independent components (see the Examples
below), or even there is no explicit form of 5. Thus, compared with the Assumption

7.2.1, we need addition assumptions on the form of 3! = arg maxscq Q.. (5; 8), which

may not hold for some canonical models.

Assumption 7.2.2. We assume that for a fixed 5’ € B, the optimal solution M, (3') =
arg maxgeq Qn(3; 8') satisfies M, (8') = £ 3" | f;(f), where f;(+) is a function of y;.
Moreover, we assume that for each pair i # ¢/, f;(5), fi(/’) are independent. For any fixed
J € d, the j-th coordinate of f(/3) ¢ has bounded second order moment, i.e., E(f;(53))* < 7.
We also assume that function Q(+; -) in (7.43) is self-consistent, Lipschitz-Gradient-2(v, B),

v-strongly concave over some set B.

®We denote function f(+) as the function for general y.
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Note that compared with Assumption 7.2.1, Assumption 7.2.2 does not need () to be
smooth. However, it needs some unnatural assumptions in the form of M, (3"). To show
that these assumptions are strong (especially the condition that f;, f;; are independent for
each pair ¢ # i’), in the following, we will check the three canonical models in the previous

section to see whether Assumption 7.2.2 holds.

Gaussian Mixture Model For GMM in (7.44), the () function can be written as
1 n
Qu(B:8) = —5 > (ws (i) lly: = BII3 + [1 — wa (wa)lllys + BII3)-
i=1

where ws(y) = W. Thus, for M, (8') = arg maxgegs Qn(5; ') we have

2 — 1l —
M, (8') = - Z we (Y)Y — - Z Yi,
i=1 i=1
Thus
1 n
Mu(B) = — > ()
=1

for f;(8') = 2ws (y;)y; — y; and for each ¢ € [n], f; is independent with others. Later,

combing with Lemma 7.2.3 we will show GMM satisfies Assumption 7.2.2.

Mixture of Regressions Model For MRM in (7.46), the (),, function can be written as

QulB: ) = 5 (w9 — s B))2 + (1w s )+ (2, 5))°),

where ws(z,y) = . Thus, for M, (8’) = arg maxgegs Qn(8; ') we have

1
I+exp(—y(B,z)/0?)

n

M) = (3l (2w ) — i),
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Thus M, (6) = L S0, fi(8) for fi(8) = (2 50 wia?) ™ - R (w1, 33) — Vs, How-
ever, we can see that due to the term of (+ Y1 | w;z]) ™", for each i € [n], f; is dependent

with others. Thus, MRM does not satisfy Assumption 7.2.2.

Linear Regression with Missing Covariates For RMC in (7.48), the (J,, function can be

written as

n

1 - T obs 1 T b.
= - 7 i Y Kg (‘)87 i /a
n;yﬁm vi) = o BT K (@™, )8

=1

where the functions mg (z°%,y), Kz (z°,y) are in (7.50) and (7.51), respectively. Thus,

for M,,(8') = arg maxgega @, (53; 5') we have

ZK/&' (a9, 9:)) Zyzmﬁ’ ™, i),

Thus M, (8) = L S0, fi(8) for fi(B) = (£ S50, K (@™, )~ (yimy (15, ;). How-
ever, we can see that due to the term of (£ "% | Kg (a9, 1;))~", for each i € [n], f; is
dependent with others. Thus, RMC does not satisfy Assumption 7.2.2.

From the previous models, we can see that two of them do not satisfy the condition of f;
is independent with others. We note that this assumption is necessary for our analysis of
statistical guarantees, since we will use the private 1-dimensional mean estimator, which
needs the 1.1.d assumption on the samples. Thus, from this point of view, we can see that our

DP Gradient EM algorithm needs to be presented before the DP EM algorithm.

7.2.6 DP EM Algorithm

Next we will detail our DP EM algorithm and provide its statistical guarantee under Assump-
tion 7.2.2, see Algorithm 7.2.57 for details. The key idea is that in each iteration, instead of
post-processing the j-th coordinate of the gradient V¢; (31, 3t~1), we will post-process

j-th coordinate of the term f;(5'~"), i.e., f;;(6'~") via the previous private 1-dimension
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mean estimator. We can easily show Algorithm 7.2.57 is (e, 6)-DP

Algorithm 7.2.57 DP EM Algorithm

Input: D = {y;}", C RY, privacy parameters ¢, d, Q(-;-) and its f;(-) in Assumption
7.2.2, initial parameter 3° € B, 7 which satisfies Assumption 7.2.2, the number of iterations
T (to be specified later), and failure probability (.

. c — 1 _ 1 nt - d
1: Lete = \/log(S +€ \/log(s,s = 210gg’5 = logc.
2: fort=1,2,--- ,T do
3: For each j € [d], calculate the robust estimator by (7.53)-(7.57) and add Gaussian
noise, that is

n

— 1 t iz,j(ﬁt_l) Sj(ﬁt_l)
G —gz<fwﬁ ) 25 )" o )

=1
1 Zn fii (B 1 fig(B7Y)] 711
n i=1 ¢ ( ] s ’ ;\/B ) i 089

where f; (6" is the j-th coordinate of f;(3'') and Z!™! ~ N(0,0?) with 0% =
87dT
98ne "

4: Let vector f(5' 1) € R? to denote  f(B'Y) =
(gi_l(ﬁtil)a gé_l(@til)v e agfl_l(ﬁtil».

5: Update 8t = f(B'71).

6: end for

Theorem 7.2.7 (Privacy guarantee). For any 0 < ¢,6 < 1, Algorithm 7.2.56 is (e, §)-DP.

Proof. The proof is almost the same as that of Theorem 7.2.2; we thus omit it here. OJ

As in Theorem 7.2.3, in the following, we will show the statistical guarantee for the
models under the Assumption 7.2.2, if the initial parameter 5" is close enough to the

underlying parameter 3*.

Theorem 7.2.8 (Statistical guarantee of Algorithm 7.2.57). Let the parameter set B = {f :

|8 — B*|l2 < R} for R = k||3*||2 for some constant x € (0, 1). Assume that Assumption

7.2.2 holds for parameters v, B, v, 7 satisfying the condition of 1 — 21 oy € (0,1). Also,
assume that || 3° — 3*|» < &, n is large enough so that

s d*rT log 4 log 1

Q(——)? * 2 <. (7.69)

v—" €2 R?
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Then with probability at least 1 — 27, we have for all ¢t € [T], 8¢ € B. If it holds and if we

take T' = O(;*5 log ), then we have

. dlog % log 1\/T
T % < v 5 ¢ .
167 =872 < O(R‘/(v—w?’ — ), (7.70)

where the O-term and Q-term omit log d, logn and other factors (see Appendix for the

explicit form of the result).

Comparing with Theorem 7.2.8 and Theorem 7.2.3, if we omit other factors instead of
n,d, €,0, we can see that the two error bounds are asymptotically the same.

In the following we will apply our general framework to the GMM model in (7.44). Just
the same as in Theorem 7.2.4, we will first show that f;(3) has a bounded second order

moment.

Lemma 7.2.9. Consider the function f(-) in GMM. Then, for each j € [d| we have

Ef;(8) < O(I8"]1% + o).

Thus, combining with Lemma 7.2.3, Lemma 7.2.9 and Theorem 7.2.8 we have asymp-

totically the same result as in Theorem 7.2.4. We omit the details here.

7.2.7 Experiments

In this section, we evaluate the performance of Algorithm 7.2.56 on three canonical models:
GMM, MRM, and RMC. Since in the paper we mainly focus on the statistical setting and
its theoretical behaviors, we only evaluate our algorithm on the synthetic data. Note that
previous papers on the statistical guarantees of EM algorithm all evaluating their algorithms
on synthetic data only such as [19, 353, 369]. Thus, evaluating experiments on synthetic
data only is sufficient and reasonable for the paper.

Baseline Methods We compare our approach against two baseline algorithms. One is the
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Figure 7.1: Estimation error of Algorithm 7.2.55 (clipped) v.s. iteration ¢ under different
clipping threshold C'
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and iteration ¢
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and iteration ¢.
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Figure 7.4: Estimation error of RMC w.r.t privacy budget ¢, data dimension d, data size n
and iteration ¢
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gradient EM algorithm [19], namely, EM, as our non-private baseline method. The other
is clipped DP Gradient EM (Algorithm 7.2.55), namely, clipped, as our private baseline
method.

Experimental Settings For each of these models, we generate synthesized datasets ac-
cording to the underlying distribution. We also utilize || — 5*||> to measure the estimation
error. Instead of choosing the initial parameter 3° that is close to the optimal one, we
consider random initialization. As we will see later, even if we select random initial parame-

ter, the performance of our private estimator is good enough. We set signal-to-noise ratio

[P

o

= 3. For the privacy parameters, we choose ¢ = {0.2,0.5,1} and § = O(%).

n

Experimental Results Firstly, we will show that the performance of Algorithm 7.2.55
is heavily affected by the clipping threshold C. As shown in Figure 7.1, we conduct the
algorithm on three canonical models with fixed data size n, dimension data d, and privacy
budget €. If C' is set to be a small value (e.g., 0.1), it significantly reduces the adding noise
in each iteration but at the same time it leads much information loss in gradient estimation.
Conversely, if C' is set too high (e.g., 5 or 10), the noise variance becomes high, resulting in
introducing too much noise to the estimation. Thus, selecting the optimal C' is quite difficult
since too large or too small values of C' has a negative effect on the performance of Algorithm
7.2.55. Even for C' = 1 that achieves lowest estimation error among other threshold values,
the estimation error does not decay as the number of iterations increases, whereas under the
same privacy guarantee, our proposed algorithm achieves the same convergence behavior
as EM, and thoroughly outperforms Algorithm 7.2.55. For fair comparison, we thus fixed
C =1 for Algorithm 7.2.55 in the following experiments.

In Figure 7.2, 7.3 and 7.4, we test how the privacy budget ¢, data dimension d and data
size n affect the estimation error || 3 — /3*||, of all algorithms on three canonical models over
iteration t. We can see that the estimation error of our proposed algorithm in each of the three
models decreases when ¢ increases, d decreases or n increases, which are consistent with

our theoretical results. In these figures, our algorithm exhibits nearly the same convergence
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behavior as the non-private baseline method and outperforms Algorithm 7.2.55.

In Figure 7.5, 7.6 and 7.7, we set T' = 22 and compute the estimation error on 3 = 7.

We plot || 5— 3*||2 of all algorithm on three canonical models over data size n, data dimension

d and privacy budget e. As we can see from these figures, our proposed algorithm (Algorithm

2) on the three canonical models significantly outperforms the clipped algorithm (Algorithm

1).

0.40{

035
2030
&025
€020
015
0.10
0.05

—— Our
EM
~ Clipped

0.2 0.4 0.6 0.8 1.0
Privacy Budaet &

(a) n = 2000,d = 10

—— our
EM
~ Clipped

50 45 40 35 30 25 20

Dimension d

(b) n = 2000, ¢ = 0.5

15 10

018 *

0.16
~0.14
T
@0.12
I
20.10

0.08]

0.06

—— Our
EM
- Clipped

1000 1500 2000 2500 3000 3500 4000 4500 5000

Data Size n

©)d=10,e =05

Figure 7.5: Estimation error of GMM w.r.t privacy budget ¢, data dimension d and data size

n (we set f = BT with T' = 22)

0.45

0.40
~035
0.30
1025
—0.20
0.15
0.10
0.05

B*|

18

*— Our
EM
« Clipped

.

T~ .

e W—

0.2 0.4 0.6 0.8 1.0
Privacy Budget &

(a) n = 2000,d = 10

071 "

0.6
~05
¥
=04
a
0.2

0.1

ETEIR

*— Our
EM
+- Clipped

50 45 40 35 30 25 20 15 10
Dimension d

(b) n =2000,e = 0.5

016 °

0.14
~0.12
o
"\"‘0.10

20.08

0.061 ~

0.04

*— Our
EM
+- Clipped

1000 1500 2000 2500 3000 3500 4000 4500 5000
Data Size n

(©)d=10,e =05

Figure 7.6: Estimation error of MRM w.r.t privacy budget ¢, data dimension d and data size

n (we set 3 = BT with T' = 22)

0501

0.45
0.40
=035
;LO.EO
@025
020
0.15
0.10

—=— Our
EM
- Clipped

N

0.2 0.4 0.6 0.8 1.0
Privacy Budget &

(a) n = 2000, d = 10

0.8

0.7
~06
505
@04
e

0.2

0.1

—=— Our
EM
- Clipped

50 45 40 35 30 25 20 15 10
Dimension d

(b) n =2000,e = 0.5

—=— Our
EM
- Clipped

1000 1500 2000 2500 3000 3500 4000 4500 5000
Data Size n

(c)d=10,e =0.5

Figure 7.7: Estimation error of RMC w.r.t privacy budget €, data dimension d and data size

n (weset f = BT with T' = 22)

462



7.2.8 Omitted Proofs

Technical Lemmas

First, we will we recall some definitions and lemmas on the sub-exponential and sub-

Gaussian random variables. See [289] for details.

Definition 7.2.5. For a sub-exponential random vector X, its sub-exponential norm || X ||,
is defined as

X o, = supp™! (BIXT")>.
Definition 7.2.6 ({-sub-exponential). A random variable X with mean E(X) is £-sub-

exponential for & > 0 if for all |¢] < L, E{exp(t[X — E(X)])} < exp(£5).

Lemma 7.2.10. Let X be a sub-exponential random variable, then there are absolute

constants C, ¢ > 0, such that when |¢| < HXIIw

Elexp(tX)] < exp(C*|| XI5, ).

Lemma 7.2.11. From Definition 7.2.5, 7.2.6 we can see that for a zero-mean sub-exponential

random variable X, it second-order moment is bounded, i.e., EX* < O(||X][7, ).

Lemma 7.2.12 (Bernstein’s inequality). Let X, --- , X, be n i.i.d realizations of v-sub-
exponential random variable X with mean u. Then,
|—ZX p| >t) < 2exp(— nmin(—ﬁ,i)).
v2’ v
Definition 7.2.7. A random variable X is sub-Gaussian with variance o2 if for all t > 0,
the following holds

2

t
g
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Definition 7.2.8. For a sub-Gaussian random variable X, its sub-Gaussian norm || X || 4, is
defined as

X . = supp~ (BIXI")>.
Lemma 7.2.13. If X is sub-Gaussian or sub-exponential, then || X — EX||,, < 2[X]|y, or
| X —EX||y, <2||X]|y, holds, respectively.

Lemma 7.2.14. For two sub-Gaussian random variables X7, Xo, X;- X5 is a sub-exponential

random variable with
1X1 - Xolly, < Cmax{[|X:]3,, [ X:]l7,}-

Lemma 7.2.15. Let X, Xy, -+, X, be k independent zero-mean sub-Gaussian random

variables, and X = Z?Zl X;. Then, X is sub-Gaussian with || X||? < C SoF 1 X117, for

Jj=1

some absolute constant C' > 0.

Next, we provide some symmetrization results of random variables, which will be used

in our proofs. See [44] for details.

Lemma 7.2.16. Let y1, s, - - , y, be the n independent realizations of the random vector
Y € ), and F be a function class defined on ). For any increasing convex function ¢(+),

the following holds

E{¢[§1€1}3| Z Flu) —E(fOY)} < E{¢[§1€1}3| Z e f (v},

where €3, - - - , €, are 1.1.d Rademacher random variables that are independent of y1, - - - , Y,.

Lemma 7.2.17. Let y;, - - - , y, be n independent realization of the random vector Z € Z
and F be a function class defined on Z. If Lipschitz functions {¢;(-)}!, satisfy the

following for all v,v € R

|6i(v) — ¢i(v')] < Lo — /|
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and ¢;(0) = 0, then for any increasing convex function ¢(-), the following holds

E{g[|sup > i (f (W)} < E{s2Lsup > e f(y:)]]},
FeF iz feF iz
where €1, - - - , €, are 1.i.d Rademacher random variables that are independent of vy, - - - , y,,.

Proof of Theorem 7.2.1

Note that by (7.45), we have

2
1+ exp(=(B,y)/0?)

Va(B; ) = | —1-y=5

W.Lo.g, we assume that 3 = (1,0,---,0)7 and 0 = 1 in the GMM model. Then, we can

see that for each constant ¢ > 0, if

)
||§||2 > c+ ||B]]2

(B,y) > In2

y>0
and denote the set of y satisfying the above assumptions as S, we have

IVq(8; 8)|2 > uguz —[IBll> > e.

The above assumptions hold if y = (In2 + 1,3s,a3,a4, -+ ,a4), where s > ¢ and
as,---,aq > 0. We can easily see that Ply € S] > 0 since y follows a mixture of

Gaussian distributions.

Proof of Theorem 7.2.2

We first convert (€, §)-DP to p-zCDP by using the following lemma
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Lemma 7.2.18 ([52]). Let M : X" — ) be a randomized algorithm. If M is p-zCDP, it is

(p+24/plog +,6)-DP for all § > 0.

Thus, it suffices to show that Algorithm 7.2.56 is €2 = (\/6 + log % = \/log %)2-ZCDP.

The following lemma shows that adding some Gaussian noise will preserve zCDP.

Lemma 7.2.19. Given a function g : X" — RP, the Gaussian Mechanism is defined as:

M¢(D,q,€) = q(D) +Y, where Y is drawn from a Gaussian Distribution N (0, 01,) is

Afa(;f) -zCDP. Ay(q) is the ly-sensitivity of the function ¢, i.e., As(q) = supp..p ||¢(D) —

¢(D)|2-

By Lemma 7.2.2 we know Ay (¢!~ (5"71)) = 425 By simple calculation we can show

that in each iteration and each coordinate, outputting g;_l (B1) will be %—ZCDP. Thus by

the composition property of zCDP, we know that it is €2-zCDP.

Proof of Theorem 7.2.3

Consider t-th iteration, under the assumption that B! € B we have

18" = B2 = 18 + 0V Qu(8) = 8712

<187+ VBT BY = B e + 0l VQA (BT — V(BT B7Y) .
(7.71)

We first bound the first term of (7.71).

187 +nvQ(B ™ B = 572
< B +aVQ(B T BY) = Bl + 0l VQ(BTH BT = VBT Bl (7.72)
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We then consider the first term of (7.72). We note that the self-consistent property in

Definition 7.2.1 implies that

B = argmgXQ(ﬁ;ﬁ*), (7.73)

which means that 5* is a maximizer of Q(3; *). Thus, the proof follows from the conver-
gence rate of the strongly convex and smooth functions Q(3; 5*) in [230]. For the step size

n= /ﬁ —— we have

87+ nVQE ™ 8) = 5l < (B = Bl (7.74)

Thus, by the Lipschitz-Gradient-2(y, ) condition, we get the following of (7.72)

181 + nV QB A7) — Bl
<87+ 0VQ(BTY BY) — B2 + 1 VQ(BTY 7Y — VQ(BTY BY) s
< (%)HBH — Bl +mIB " = 87l

=(1- 2 )Hﬁt L=l (7.75)

2
ptv’

where the the last inequality is due to taking n =
Next we bound the second term of (7.71). For convenience we denote the first sum of
(7.61) (i.e., the robust mean estimator ) as gt L(Bt71). So we have
d

IVQa (B = VQB™ B N3 =D (g (87" —EV,q(8Y 871))° (7.76)

jfl
d
< Z Bt 1 Evjq(ﬁt—l;ﬁt—l)y + Z ]Z;_1|2
j=1
(7.77)

The first equality is due to Assumption 7.2.1. For the second term of (7.77), by the high
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probability concentration bound of Gaussian random variable we have for fixed j with

rdT log &
probability at least 1 — g, |Z§’1]2 < : gﬂTn; <. Thus with probability at least 1 — ¢ we have

d 2 d
Z|Z¢_1|2 - 87d Tlogz
= J —  9pné?

For the first term of (7.77), by Lemma 7.2.1 and taking ¢ = %, we have for a fixed j € [d],
7log 4
(G718 —EV,q(Bt 1 801)2 < 0(%). Thus, with probability at least 1 — ¢, we

have
d dr log %l

D @B —EV(8 8) < O ).

n

j=1

Hence, we have, with probability at least 1 — 2(, for some constant Cy
- dy /71T log ‘Zl
IVQ. (87" = VQ(B™ B 7]l2 < Co———=—. (7.78)

Plugging (7.78) and (7.75) into (7.71), we have, with probability 1 — 2( and for some

constant C's,

d
t_ g U=\ pt-1 _ p= \/TTIOgZ
16" = 87l < (1= 2= )IIB" = B[l + Cs

d
jtv ptv L /pne

(7.79)

Next, we will show that when 7 is large enough, if ||8° — 8*||; < & then || — 8*[|]» < &
holds (and thus 8 € B) for all ¢ € [T if (7.79) holds for all t € [T (and this hold with
probability at least 1 — 27°().

We will use induction. When ¢ = 1, by (7.79) we have

d, /7T log ¢
. - \ 2 Y 8¢
18" = B2 < (1 —2——)||18° = B2+ Cs :

v—7
p+v p+v  \/Bne

/ d
<(1_20—7)R 9 d TTlogZ

__|_C’ .
ptvs2 St \/ Bné?
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£ G2 VTEE gun

i TrE = 2 . %, then we can see that |8 — 5*||2 < %. This holds if
ne

1 2d2TTlog%l -

C4<v - R?(5¢?

for some constant C.

Next, we will assume that (7.79) holds for all ¢t € [T] and § € B forall t € [T]. For

convenience, we denote . = 1 — 2%. By (7.79), we have

d
187 — 6%l < (1 — 22 )80 — B¥[la + (1o 2 4+ )— YT
B pAtv ptv \/Bneé

dy /7T log 4
- 12 dy
<22yl g ;

w+ov 2 31—L.,LL+U‘ \/ Ané?

_ dy /7T log ¢
_(1—oum oy 5 L °.

ptv’ 20 -y /Bn@

Taking T = O(ﬁ log %), we have, with probability at least 1 — 27°¢,

dy/7lognlog ¢
T px O(R. | HTY Y
HB 5 ”2§ ( (U—’y)3 \/W )

Since € = \/ log % +€— \/ log %, by using the Taylor series of the function v/x + 1 — /z,

we have € = O(—=). Thus, we have the proof.

w/log%

Proof of Lemma 7.2.4

To prove Lemma 7.2.4, we need a stronger lemma.

Lemma 7.2.20. The j-the coordinate of V¢(/3; 5) is {-sub-exponential with

§ = CiV/IIB*% + 0%, (7.80)
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where C is some absolute constant. Also, for fixed j € [d], each V,;¢;(5; 3), where i € [n],

is independent with others.
If Lemma 7.2.20 holds, then by Lemma 7.2.11 we can get Lemma 7.2.4.

Proof of Lemma 7.2.20. From (7.45) it is oblivious that each V;¢;(5; ), where i € [n],j €
[d], is independent with others. Next, we prove the property of sub-exponential for each
coordinate.

Note that

V;ia(B; B)) = [2ws(y) — 1y; — B,

and

EyV;iq(8; ) = By Quws(Y)Y; = Yj) = 5;.
By the symmetrization lemma in Lemma 7.2.16, we have the following for any ¢ > 0

E{exp(t[[V;q(5; 8) — EV;q(5; B)]))} < Efexp(tle[2ws(y) — 1]y;[)}, (7.81)

where ¢ 1s a Rademacher random variable.
Next, we use Lemma 7.2.17 with f(y;) = y;, F = {f}, ¢(v) = [2ws(y) — 1]v and

¢(v) = exp(u - v). It is easy to see that ¢ is 1-Lipschitz. Thus, by Lemma 7.2.17 we have

Efexp(tle[2ws(y) — Ly,)} < Eexp[2tley; 1} (7.82)

By the formulation of the model, we have y; = zﬁ;‘ + v;, where z is a Rademacher

random variable and v; ~ N(0, 0%). It is easy to see that y; is sub-Gaussian and

1Ysllee = [I2 - 85 4 vjll, < C \/Hz Billd, + vl < CWIB517 + 02 (7.83)

for some absolute constants C, C’, where the last inequality is due to the facts that [|2;37[ 4, <

85| and [|vg |y, < C" a2 for some C” > 0.
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Since |ey;| = |y;l, llevjlles = lyjlle, and E(ey;) = 0, by Lemma 5.5 in [289] we have

that for any ' there exists a constant C“) > ( such that

E{exp(u - € y;)} < exp(u” - CW - (|8[5 + 0?)). (7.84)
Thus, for any ¢t > 0 we get

E{exp(2t - e y;)} < 2exp(t*- C©) - (B[ + o%)) (7.85)
for some constant C'®), Therefore, in total we have the following for some constant C' ©) >0

E{exp(t|[V;q(8; 8)—EV,q(8; B)]|)} < exp(t*-CO-(|8[}+07)) < exp(t*-CO-(|| 87|12, +07)).
(7.86)
Combining this with Lemma 7.2.13 and the definition, we know that V ;q(3; ) is O(+/ || 8*||%, + 02)-

sub-exponential. [

Proof of Lemma 7.2.6

Just as in the proof of Lemma 7.2.4, we will show that V;¢(3; () is sub-exponential instead.

Lemma 7.2.21. For each /5 € B, the j-the coordinate of V¢(/3; 3) is £-sub-exponential with
¢ = Cmax{[|57[|5 + 0%, 1, V|| 5|2}, (7.87)

where C' > 0 is some absolute constant. Also, for fixed j € [d], each V;¢;(5; §), where

i € [n], is independent with others.

Proof of Lemma 7.2.21. From (7.47) it is oblivious that for fixed j € [d], each V,;¢;(5; 3),

where i € [n], is independent with others. Next, we prove the property of sub-exponential.
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Note that EV ;¢(5; 8) = E2wg(x, y)y - ©; — B;. Thus, we have

Via(B; 8) —EV;q(B; B) = 2ws (@, y)yx; — E[2ws(x, y)ya;] + [z2" B — 5]2_@'
A B

A C
(7.88)

For term A and any ¢ > 0, we have
E{exp(t|A|)} < E{exp[t[2ews(z,y)yx;]]}. (7.89)

Using Lemma 7.2.17 on f(yx;) = yz;, F = f, ¢i(v) = 2wg(z,y)v and ¢(v) = exp(uv),
we have

E{exp[t|2ews(z,y)yz;|] < E{exp[dt|eyz;|]}. (7.90)

Note that since y = z(3, z) + v and ||2(5", 2} ||y, = [[(3", )|}, < C[|F"[|2 and [[v]y, <

C'o for some constants C, C’" > 0, by Lemma 7.2.15 we know that there exists a constant

1Yl < C"A/N187]5 + 0. (7.91)

Thus, by Lemma 7.2.14 we have

C" > 0 such that

lyzjlly, < max{C"*(||5"[3 + ¢*),C"} < Cymax{]|5*[3 + o*, 1}. (7.92)

For term B, we have

d

E{explt|BI]} = E{exp[t] ) _ zje18: — 5;1]} (7.93)

k=1

where 7, 7 ~ N(0,1). Now, by Lemma 7.2.14 we have ||z;24 8|y, < |8:|C® for some
constant C'® > 0. Thus, we get || 320_, 2248k /ls, < CP| 8]

Also, we know that ||3||; < v/d||3||2. Furthermore, we have |32 < ||8*||2 + ||5* —

Bll2 < O(]|5*]|2), since 5 € B (by assumption). From Lemma 7.2.14, we get || B||y, <
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C©®)+/d||5*|)2 with some constant C'®) > 0.

Thus, we know that there exist some constants C'7) > 0 and C'® > 0 such that

1V;a(8; ) = EV,;0(5; 8)|loy < C7 max{]|5°][3 + 0%, 1} + COVd|| 572

< OO max{[|57[13 + 0*, 1, V|| 5”2}

This means that V;¢(8; 8) is O(max{[|5*||3 + 02, 1,V/d||5*||2})-sub-exponential.

Proof of Lemma 7.2.8

Just as in the proof of Lemma 7.2.4, we will show that V;¢(3; () is sub-exponential instead.

Lemma 7.2.22. Foreach § € Band j € [d], V,q(5; 3) is £-sub-exponential with

& = O[(1+k) (1+kr)*Vd| 57||lo+max{(1+kr)?, o +[|575}] = O(Vd|| 5|2+ +]|57]13)
(7.94)
for some constant C' > 0. Also, for fixed j € [d], each V,q;(5; 3), where i € [n], is

independent with others.

Proof of Lemma 7.2.22. From (7.49) it is oblivious that for fixed j € [d], each V,;¢;(5; 3),

where i € [n], is independent with others. Next, we prove the property of sub-exponential.

For simplicity, we use notations m = mg (2 y), m = B(x°%,y), K = Ks(z9*,y),

and K = Kz(x°, y). Then, we have

B

Va(B; B)—EVq(B; B) = ms(z™, y)y — Elms (2", y)y] +(Kp(a™,y) — EK5(2°™, y)) 8.

A

(7.95)
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For the j-th coordinate of A, we have

We note that 1m; is a zero-mean sub-Gaussian random variable with |||y, < C(1 + kr)

(see Lemma B.3 in [339])

Lemma 7.2.23. Under the assumption of Lemma 6, for each j € [d], m; is sub-Gaussian

with mean zero and ||m; ||y, < C(1+ kr).

Thus, by Lemma 7.2.14 we have
I7mylly, < € max{[lmylly,. lylly,} < C'max{(1+kr)*,0* + (1673}, (7.97)

where the last inequality is due to the fact thaty = (6*, z)+v. Thus, ||ly[|7, < Cs(|[(8*, z)[7,+
[v][7,) for some Cs.

For term B, we have

d

B — Y (1= 2;)my][(1 — z)m) Bi - (7.98)
1 k=1

-~
D E

Kj=(1-2)8+
C

M=

(>
I

For term C, we have the following (by Example 5.8 in [289])

1= 2)Billve < 1851 < 1Blloo < (1 + K)VEI5]l> (7.99)

For term D, by Lemma 7.2.23 and 7.2.14 we have

d d d
1> mgmBelloy < Y 1Bllmgmul, < Y 18IC* (14 kr)? < Co(L+ kr)?|1 ]
k=1 k=1 k=1
(7.100)
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Since 8 € B, we get ||8]|; < V/d||8]|2 < (1 + k)V/d||*||2. Thus, we have

d
1> mgmgBell, < Cav/s(1+Ekr)?[57].. (7.101)
k=1

For term E, since 1 — z € [0, 1], we have ||(1 — z;)m;||y, < [|[7m;]ly, < C(1 + kr). Hence,

by Lemma 7.2.14 we get

d

[(1 = 2)m ) [(1 = 2z )Ml Bellyy < > 1BeIII(L = 2)m][(1 — 2) ],

k=1

B
Il &
—

<D 1BICA + kr)? < Co(1 + kr)*V/s]| 8-

k=1

(7.102)

This gives us

1Kl < Cr/s(1+ k)1 + k)| 872 (7.103)

By Lemma 7.2.13, we get

1V;q(B; B) — EV;q(8; B) ||y,

< 2|V;q(8; B)llgy < Cs[(1+ k) (1 + kr)*/s]|8*||2 + max{(1 + kr)*,0® + || 5*(13}].
(7.104)

]

Proof of Theorem 7.2.8

For each iteration we denote M (3'!) = arg max Q(; 3°~1), by the strongly concavity of

Q(B; 5) we have

(VQ(M(B™); 87) = VQ(B": 87), M(B") — B) = v M(B"") — B*.
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On the other hand, by the Lipschitz-Gradient condition and the assumption of M (5~1), gt~ e

B, we have

(VQM(B™1): B7) =V QM (B): B, B =M (B 1)) < A8 =B"[|[18" =M (B )]l

Also by the optimality of M (5'~!) we have

(VQ(M(B'™1): 87) = VQ(B": 8), M(B™") — 87) <
(VQIM(B™); 8%) = VQ(M(B1); 1), 8 — M(B"1)).

Thus, we have

| M(B) = Bl < YN8 = B7llall28" — M(BH)le.

That is, ||M(8"") — B*]|2 < 2|8~ — B*||]2. Next, we will bound the term of ||3" —

M(B1) o
Under the assumption that f; is independent with others, just as almost the same as in

(7.76)-(7.78) via Lemma 7.2.2, we have that with probability at least 1 — ¢,

) d TTlog‘—l
18" = M"Yl = [ F(8) = M(B )]l < O<%)'

Thus, we have with probability at least 1 — ¢

dy /7T log ¢
18 = 82 < L1871 = "2 + O(——=).

Bne2

Since we need to make 3! € B, this will be true under the assumption that

d TTIOg%l

£né?

/l)_
< gl
v

R.

O(

i
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If this holds, then we have with probability at least 1 — 7'

dy /7T log 4

LB < (DR + O(— 4,

Hﬁ ﬁHQ—(U) (U—"}/ \/W )
Taking T' = O(;*; logn) and € = O(—~=), we have the resul.

v log %

Proof of Lemma 7.2.9

To prove Lemma 7.2.9, we need a stronger lemma.

Lemma 7.2.24. The j-the coordinate of f(/3) is £-sub-exponential with

§= iV |I8*|% + o2, (7.105)

where 'y is some absolute constant. Also, for fixed j € [d], each f; ;(5), where i € [n], is

independent with others.
If Lemma 7.2.24 holds, then by Lemma 7.2.11 we can get Lemma 7.2.9.

Proof of Lemma 7.2.24. The proof is almost the same as that of Lemma 7.2.4.
It is oblivious that each f;(/3), where ¢ € [n], is independent with others. Next, we prove
the property of sub-exponential for each coordinate.

Note that

fi(B) = [2ws(y) — 1]y,

and

Ey fi(B) = Ey 2ws(Y)Y; = Y)).

By the symmetrization lemma in Lemma 7.2.16, we have the following for any ¢ > 0

E{exp(t][f;(8) — Ef;(8)])} < Efexp(tlel2ws(y) — Uy}, (7.106)
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where ¢ is a Rademacher random variable.
Next, we use Lemma 7.2.17 with f(y;) = y;, F = {f}, ¢(v) = [2wg(y) — 1]v and

¢(v) = exp(u - v). It is easy to see that ¢ is 1-Lipschitz. Thus, by Lemma 7.2.17 we have

E{exp(t|e[2ws(y) — 1y;])} < E{exp[2t]ey;]]}- (7.107)

By the formulation of the model, we have y; = 27 + v;, where z is a Rademacher

random variable and v; ~ N (0, o?). It is easy to see that y; is sub-Gaussian and

1Yjllwe = N2+ 8] + vjllp, < C- \/||Z Billg, + llvilly, < OB 1P+ 0> (7.108)

for some absolute constants C', C’, where the last inequality is due to the facts that || 2; 37, <

85| and [v; |y, < C"o” for some C” > 0.
Since |ey;| = |y;], €yl = ||yl and E(ey;) = 0, by Lemma 5.5 in [289] we have

that for any v’ there exists a constant C'Y) > 0 such that

E{exp(u - €-y;)} < exp(u?-CW . (1817 + o). (7.109)
Thus, for any ¢ > 0 we get

E{exp(2t - [e - y;))} < 2exp(t*- CP - (|8]7 + 07)) (7.110)
for some constant C'®), Therefore, in total we have the following for some constant C'®) > 0

E{exp(t][;(8) —Ef;(8)])} < exp(t2- CO - (182 +02)) < exp(t? - CO - (|| 8°]2, +02).
(7.111)
Combining this with Lemma 7.2.13 and the definition, we know that f;(3) is O(\/||5*||% + 0?)-

sub-exponential. 0
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Chapter 8

Conclusion and Future Research

8.1 Conclusion

Big data has become a key resource for discovery in recent years. With the technical
advancements of data acquisition in many fields, we are now generating exponentially more
data in a multitude of formats. This flood of complex data poses significant opportunities to
discover and understand the critical interplay among different domains. However, due to the
existence of sensitive data, we are not yet able to utilize them to their full potential. This
is mainly due to the fact that most of the learning models or classifiers are vulnerable to
various attack techniques (e.g., model inversion attack [116] and membership attack [256]),
and thus cannot protect private information satisfactorily.

An effective way to resolve this issue is to design differentially private machine learn-
ing algorithms. Differential Privacy (DP) [107], with roots in cryptography, is a strong
mathematical scheme for privacy preserving. It allows for rich statistical and machine
learning analysis, and is now becoming a standard for private data analysis. Despite the
rapid development of DP in theory, its adoption to machine learning community remains
slow. One of my research goals during my Ph.D study is to speed up this process. For

this purpose, in this dissertation I have studied a number of fundamental machine learning
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problems in the differential privacy model. For this purpose, I have studied a number of
fundamental machine learning problems in the differential privacy model, which can be
divided into three categories.

Differentially Private Empirical Risk Minimization: Empirical Risk Minimization (ERM)
is one of the most fundamental problem in supervised learning which encompasses a large
family of classical models such as linear regression, LASSO, ridge regression, SVM, logistic
regression, sigmoid regression, and neural networks. Due to its importance, its differentially
private version ( called DP-ERM) has become one of the core problems in both machine
learning and differential privacy communities [66]. In the past few years, I have made both
extensive and in-depth studies on DP-ERM. Particularly, I have explored quite a few new
directions for the problem, and obtained a number of new and more practical algorithms
with theoretical guarantees on the utility, which can be categorized into two classes based

on their settings.

* Central Model: In the Central Model of Differential Privacy, there is a trusted curator
that can store and compute on the entire sensitive data to produce a statistical release
or synthetic data. This model has already been used in Uber and will be adopted
by the Unite States Census Bureau for the 2020 census. For this problem, I have
first studied DP-ERM with convex loss functions . Based on different assumptions,
I have designed the state-of-the-art algorithms that achieve (near) optimal utility
bounds. Then, I extended those techniques to the case of non-convex loss functions
and adopted two ways to measure the error. I have used gradient norm to measure
the error and obtained the first algorithm for population risk and the first result in
high dimensions. Subsequently, I have also used the Expected Excess Empirical Risk
(EEER) to measure the error, which allows us to obtain quality guaranteed solutions
in a way similar to convex loss functions. I provided the first results on the bounds of
excess empirical and population risks, as well as finer bounds for some special models

such as robust regression and sigmoid regression. I am also the first to show that it

480



is possible to escape saddle points privately, which is quite useful in deep learning.
Moreover, I also obtained more practical algorithms with the improved bound and the
ability of escaping saddle points privately. Finally, I have extended DP-ERM with
point-wise loss to pairwise loss functions and provided the first result on this topic.
Specifically, I showed some theoretical results for utilities on both off-line and online
settings, as well as their corresponding algorithms. Moreover, I have initiated the
study of DP-ERM with heavy-tailed datasets [331] and gave the first algorithm with

theoretical guarantees on the quality.

Local Model: Instead of using a trusted curator, in the local differential privacy model
(LDP), the curator is untrusted and each individual manages his/her own data and
discloses them to a server through some differentially private mechanisms. The server
collects the private data of each individual and combines them into a resulting data
analysis. Based on the type of interactions between the server and each individual,
there are two types of protocols: non-interactive LDP and interactive LDP. Compared
with interactive LDP, non-interactive LDP (NLDP) is more repelling to the real-world
applications due to its easy implementation and less influence by the network latency
issue, and has been used in industries such as Apple [273], Google [109] and Microsoft
[92]. DP-ERM in the NLDP model has not been well studied. Previous paper [257]
gives a negative result showing that the sample complexity of the problem needs to be
at least exponential in the dimensionality for general convex loss functions, which

makes DP-ERM non-applicable in high dimensions.

To resolve this issue, I have conducted a series of research on this topic. I first
demonstrated that the sample complexity can actually be reduced if the loss function is
smooth enough. Later, I showed that the sample complexity for Lipschitz Generalized
Linear loss functions can be quasi-polynomial and linear in the dimensionality. Next
I considered a relaxed model of NLDP where some additional public unlabeled

data are available to the coordinator. For this model, I am able to show that under
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some reasonable assumptions, the sample complexity can be fully polynomial for
smooth Generalized Linear Models. This finally makes DP-ERM applicable to high
dimensional datasets, which is confirmed by experiments. Later, the problem I have
studied is the sparse linear regression problem. I showed that it is not possible to
achieve any algorithm with non-trivial bound of utility in both non-interactive and
interactive LDP models if the dimensionality is high, but near optimal or even optimal
solution with non-trivial utility bound is achievable if the dimensionality is low or

only the labels/responses need to be private.

Matrix Estimation Problems in Differential Privacy Model: My work on this topic
mainly focuses on the behavior of high dimensional statistical matrix estimation. I have
pioneered the studies of a number of problems in the NLDP model, with most of them
being their respectively first study. Specifically, I have considered the problem of PCA
in the NLDP model , and provided lower bounds for both the low dimensional and the
high dimensional sparse cases, along with their corresponding near optimal algorithms. I
have also studied the high dimensional sparse covariance matrix estimation problem of
sub-Gaussian distributions, and presented an efficient algorithm. As a by-product, I also

gave a general framework for proving such type of lower bounds.

Other Problems: Besides the aforementioned problems, I have also studied several machine
learning related problems. I have investigated the problem of crowdsourcing estimation
and proposed a new method called private Dawid-Skene estimator to achieve the first
theoretically guaranteed solution on the utility of the problem.

In another work, I focused on designing Differentially Private variant of Expectation
Maximization algorithm with statistical guarantees. Specifically, I provided a general
framework and proofed the first theoretical guarantees of Mixture Linear Regression model

in DP model.
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8.2 Future Research

Compared with the classical topics in machine learning, differentially private machine
learning is far less understood, in the this Chapter I will mention some new directions and

future work.

Private Learning for Irregular Data

Compared with the datasets used in the studies of private learning, most of the sensitive data
in real-world applications are quite irregular. For example, datasets in medicine and finance
are often heavy-tailed, non i.i.d, follow some heterogeneous distributions and may even
contain outliers. Such irregularities violate the assumptions made by most of the existing
private learning algorithms, and thus can make them no longer differentially private. Recent
study [259] also shows that the presence of adversarial examples or outliers in the data
can cause the learning models significantly more vulnerable to privacy attacks. Thus, it is

urgently needed to design private and robust algorithms for these irregular datasets.

Making Trustworthy Algorithms Private

Most of the existing trustworthy algorithms focus only on aspects related to trust, and often
do not consider the privacy issue, which could cause privacy breach. Similarly, most of
the private learning algorithms are untrustworthy, and may cause other ethical issues. For
example, [16] shows that existing private algorithms may cause fairness issue. Thus, one
of the future directions is understanding the trade-off between these several trustworthy

terminologies, such as security, privacy and accuracy, also fairness, privacy and accuracy.

Differentially Private Deep Learning

Although there are many papers study deep learning in the differential privacy model, all of

them consider the practical behaviors. Thus, it is still unclear about the theoretical behaviors
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of Differentially Private (Deep) Neural Network. To solve this issue, one possible way is to
start with the classical neural network (such as one-hidden layer neural network). Compared
with DP-ERM with non-convex loss functions, there are many challenges on Differentially
Private Deep Learning, such as in Deep Neural Network it is always over-parameterized
where the number of nodes is far greater than the size of dataset. Also, some activation

functions such as ReLLU, is not differentiable.

Machine Learning Problems in Variant Privacy Models

In this disseration, I mainly focused on the central DP and local DP model. However,
there are still other intermediate privacy, such as the Hybrid Differential Privacy Model,
Central/Local DP with public but unlabeled data, Multi-party setting, Federated Learning
setting and Shuffled DP model. Thus, a future direction will be designing DP algorithms for
machine learning problems in these different DP models, and also understanding the gaps

between these privacy models.

Combining with Other Privacy Enhancing Techniques

Theoretically, in this paper we have showed some limitations of DP and LDP models, which
may prevent using these two models for some machine learning problems. Moreover, recent
some papers also showed that the practical behaviors of DP/LDP is bad for some problems,
due to the large amount of noise these algorithms added. Thus, one direction is how to
improve the practical performance of DP algorithms. One possible way is combining with
other privacy-preserving techniques, such as Multiparty Secure Computation, Homomorphic
Encryption, Zero-Knowledge Proof and Blockchain methods, with differential privacy to
enhance the privacy-preserving ability and also learning ability of the current DP machine

learning algorithms.
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