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Computer Forensic Lab Equipment

e Three PCs reside in small lockable room which represent a secure

forensics lab.
e EnCase Forensics workstation

e Open source / Linux Forensics workstation

e Steganography tools, password crackers, Hexadecimal file editors
e Forensics Internet workstation for Internet research
e Hardware write blockers (IDE, SCSI, SATA, Digital media)

e Various hard drives and digital media
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Computer Forensic Labs Developed

e Introduction to Network Forensics & Email Tracing

e Acquiring and Validating Digital Evidence
e Hard drive removal
e Write blocking and imaging

e Hashing image files

e Digital Evidence Recovery and Analysis (in development)

e Recovering deleted files

e Hexadecimal file header analysis
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e Password cracking t]h
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