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‘The direction is changing. . . .
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Intrusion costs are rising

Per Record Cost Keeps Rising

$138.00 $182.00 $197.00

20051 2006 Wel0

Data from Ponemon Institute (survey of 35 companies that have

Per Record Cost of Breach

experienced breaches)
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Changing Motivation and Attack Vectors

During the 90’s and early 00’s the motivation was notoriety and Denial of Service.

Notable Computer Viruses and Worms
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New Motivation and Attack Vectors

« In 2005 the focus started changing

— A shift from notoriety motives to financial motives

— A shift from global attacks to targeted attacks

— A shift from denial of service to stealth components

- We started hearing new words:
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Threat Landscape

e Mail/Spam Volume - spam making up
899% of all email.

e Malware -Trojans accounted for over 78%
of all newly discovered malware, followed by
Adware and Spyware that made up almost
14%. 97% of all new malware came in the
form of Windows Executable files.

e Zombies An average of 264,133 new
zombies are detected daily, many associated
with the new infections caused by the Storm
worm.

e Web Threats An average of 11,906 total
new malicious websites are detected daily.
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New Threats

* For the past 2 years, we have
seen a dramatic increase in the
number of stealth malicious
codes.

* 11074 families of malicious
codes newly identified
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Malcode Type
Adware

Bot
Spyware
Backdoor
Clicker
Dialer
Downloader
Dropper
Keylogger
Trojan
Proxy
RootKit
Stealer

Total
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Count
268
378
187
828

20
22
1755
501
64
6304
89
41
617
11074



Malware Snapshot - Feb.2008

Malware Statistics

The most prevalent targets as
of late are; government,
education, and financial.
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BOther Trojans - 649%
mAd-/Spyware - 13.8%
BDownloader (Trojan) - 10.7%
Odthers - 5.4%

@Password Stealer (Trojan) - 2%
OE=ploits - 1.9%

ODropper {(Trojan) - 0.8%
Onaler - 0.5%

BRiskware, Linuy - 0%
BRiskware. Tool.Dnaler - 0%
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Exploits are now shorter

VULUNERABILITY EXPLOIT CODE
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Typical Costs To Business of Delayed
Detection / Containment

Attack - Damage Cost Response Cost Factor
Vector normalized Factor (1-10)
(1-10) 1=low, 10=high
1=low,10=high

Root via Buffer Overflow 2 2.7
Remote Root 2 4

Root via Single Event 10 1.3

Single event Crash 6 3

DoS (SQL Slammer) per 6 10
environment

Port Scan 4 3.4

“Low and Slow” Probe 4 4.7
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New Threats — New Technologies — New Vulnerabilities

o

* Introduction of new
technologies are providing
some challenges for the
security professional
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Survivable Systems best practices require the ability to
Recognize threats, Resist attacks, provide for Rapid Recovery if
the attack cannot be resisted, and quick and accurate Root
Cause Analysis that is effectively integrated into infrastructure
and management practices
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The Enterprise Today . . .
Mountains of Data

How do you collect & protect all the data necessary to secure your network
and comply with Sarbanes Oxley, GLBA, HIPAA, VISA CISP, .....

T IDS/IDP NETWORK
AUDIT logs SECURITY
Windows logs Router logs
N\
Client & file Firewall
server logs B i
Wireless I VPN
access logs
logs
Windows
domain
logins
San File
Access
Logs VLAN
o Access & Z
Control logs =y >
APPLICATION Oracle INFRASTRUCTURE

COMPLIANCE Financial Logs
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Next Steps...

The Security Process Cycle

-

Security Risk
Assessment. S it Definition of Security
ec.url y Requirement and
@ Architecture IT Po llcy
A8 0,
x 1173
Security Implementation
Management of Security

Mechanisms
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A Balanced Approach to Security

Size Denotes Effectiveness

/
/

Security Security
Threats Conscious Policies Eﬁ;vgg;/ Aggﬁéztt?én
People and Security Security
Procedures
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Approach to Security

e A Balanced Approach to Security

e Assessing the Risk

e Enterprise Security Policies & Standards
e Securing an Environment

e Security Compliance Challenges

e Some Lessons Learned
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Guiding Principles for a Security Program

e Security Program must:

- Be driven by the Business Strategies and
Policies

- Complement Information Technology
Strategies and IT Infrastructure and
Business Applications

- Be presented clearly, concisely, and be
easy-to-use

- Based on a Need-to-Protect philosophy

- Be mapped to industry ‘standards’, e.g.
I1S017799, CoBIT

e Security Program based on
concepts of:

- Defense-in-depth

- Least-privilege

- Need-to-know

Security
Counter Level of
Measures Assurance
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Assessing the Risk

Nature of Threats

e Viruses/Worms
o Hackers

e Denial of Service / Web Site Defacement Attacks

e User Errors

e Internal Attacks / Abuse / Un-authorised Access

e Non-compliance with laws / regulations

e Intellectual/Corporate Property Theft and Extortion
e Fraud / Laundering
e Complacency
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Assessing the Risk

Business Impact
eLOoss of Revenue

e Cost of Recovery

e Loss of Productivity
eLoss of Shareholder / Customer confidence
eLoss of reputation

eLegal / Regulatory / Contractual non-compliance
penalties

e Competitive Disadvantage
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Security Policy: Framework

Enterprise Security Policies & Standards

Statement of a business
principle, governing decisions
and courses of action

Statements of a specific, _
high-level security need — Requirements

Statements that
defines a value, set

Details how a control of values, range of

standard is achieved values or procedure

on a specific ‘ Implementation Procedures to be used to |
technology measure compliance

with a requirement

Control Standards <
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Securing an Environment

Intrusion Detection and Threat Vectors

21 / 07 May 2008 / EDS



Securing an Environment
Defense in Depth

e Network View
— Restricts access to the enterprise

— Centrally Administered

e System View
— Restricts access to specific hosts, applications
— Centrally Administered

o Application/Data View

— Restricts access to specific business processes and data
— Locally Administered

— Re-visit the "need to know” on a recurring basis
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Securing an Environment

Defense in Depth — Another Perspective (from SANS Institute)

 Defensive Wall 1 - Blocking Attacks: Network Based

- Firewalls, intrusion detection/prevention systems, Network Admission
Control (NAC)

Defensive Wall 2 - Blocking Attacks: Host Based

— Personal firewall, host intrusion detection/prevention, anti-virus, anti-
spam

Defensive Wall 3 - Eliminating Security Vulnerabilities

— Vulnerability management, Fatch management/vulnerability remediation,
security configuration compliance, application security testing

Defensive Wall 4 - Safely Supporting Authorized Users
- ID & access management, file encryption, VPN, SSL VPN

Defensive Wall 5 — Minimize business losses and maximize
effectiveness

- Security information management, security skills development, integrity
monitoring, back up, business recovery, forensics tools
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Security Challenges

e Overall security awareness

e Windows/Unix logical security controls
—ID & access management, logging/monitoring

e Disaster recovery/business continuity plans
e Security Information Management

e Network security management

e Multiple and contradicting regulations
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Some Lessons Learned

 New technologies are adopted in the field
- e.g. wireless networks, mobile computing, ...
— Manage them centrally
— Deploy protection centrally
e Respond by need, not fear
— Base decisions on security policies, business value and risk
— Due care is not the same for all resources
- Does everything need an Intrusion Detection System?

e Secure the network completely!
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Summary

Key Factors in Intrusion Detection

e Create a consistent, viable security policy
e Develop awareness among team members
e Have thorough, well-defined controls

e Secure the network

e Test the environment regularly

e Be proactive about risk management
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