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Knowledge ExternalizationKnowledge Externalization

� Knowledge management includes the capability to 
collect, archive, manage, evaluate, and distribute 
knowledge across an organization

� Tacit knowledge – “internal knowledge”, personal 
beliefs, perspective and value

� Explicit knowledge – exists in form of readable 
documents, records

� Knowledge Externalization: the transformation of 
tacit knowledge to explicit knowledge



Approaches for Knowledge Approaches for Knowledge 
ExternalizationExternalization

� Knowledge externalization involves the 
harnessing of tacit knowledge to explicit 
knowledge. 

� Typical ways of achieving it includes:
� postings on an electronic discussion board
� the uploading of one’s own records
� generating reports on one’s experience
� recording of meetings, interviews and phone calls

� usually involve the sharing and exposing of one’s 
internal knowing



Privacy Issues in Knowledge Privacy Issues in Knowledge 
ExternalizationExternalization

� Technically, achieving knowledge externalization requires 
logging-on to a system with authorized identity

� However, to log-on to knowledge management systems 
using the true identity is often subjected to the following 
threats:
� erroneous and obtrusive requests for information
� botheration by potential information seekers
� traceability of the information providers (for example, when an 

employee is speaking out against the management)

� Therefore, it is desirable that the source of information is 
hidden but authorized at the same time

� Solution: Anonymous Authentication



Solutions to AnonymitySolutions to Anonymity

� Unconditional anonymity, or complete anonymity 
(in which no authentication is required and the 
users are freely login to a system), hinders 
knowledge exchange as the source of information 
cannot be traced

� Also, such anonymity may be abused as one is not 
responsible for his or her actions

� Therefore, what we are interested is a more 
challenging solution: conditional anonymity
(hereinafter refer to as “anonymity”).  

� Three main approaches to provide anonymity:   
network-layer approach, use of alias, and zero-
knowledge proofs approach



Solution to Anonymity Solution to Anonymity –– Network Layer Network Layer 
ApproachApproach

� Achieve anonymity in the network layer
� A user’s action is hidden within the actions 

of many others
� Examples:

� Crowds (Reiter and Rubin, 1997)
� MIX (Chaum, 1981)
� Onion Routing (Syverson, Goldschlag, and 

Reed, 1997)



Solution to Anonymity Solution to Anonymity -- AliasAlias

� Use alias, or a pseudonym, to substitute for the true 
identity of an entity

� Usually, a pre-authentication phrase prior to the 
authentication is required
� in pre-authentication phrase, the entity proves its identity to a 

server using conventional authentication methods
� afterward, the server randomly generates a number which is 

uncorrelated to the true identity of the entity and digitally signs on 
it

� Examples:
� Pseudonym Systems proposed by Lysyanskaya et al. 

(Lysyanskaya, Rivest, Sahai, and Wolf, 1999)
� Temporary identity (TID) to achieve anonymity in wireless 

communication systems (Go and Kim, 2001)



Solution to Anonymity Solution to Anonymity –– Zero Zero 
Knowledge ProofsKnowledge Proofs

� Is an interactive proof with a prover P and a 
verifier V

� P convinces V of the knowledge of a secret, 
without revealing any information about the secret 
or how to go about proving this secret

� Examples:
� Electronic Cash proposes by David Chaum (Chaum, 

Fiat, and Naor, 1988)
� Non-transferable electronic voting pass proposed by 

Chan et al. (Chan, Wong and Chan, 2000)
� Our Protocol



Our Protocol Our Protocol -- PreliminaryPreliminary

� A – User
� B – Knowledge management server
� C - Central repository

� (d, e) – be the private-public key pair of B
� n = p•q where p and q are two large prime numbers.  d•e = 

1 mod (p-1)(q-1)
� u – the identity of A
� a, b, c and r – some random integers
� k – security parameter
� f() and g() – two-argument one-way collision free hash 

functions
� R – a set, and R’ be mutually exclusive to R’. 



Our Protocol Our Protocol –– PrePre--authenticationauthentication

� In this phrase, A obtains an anonymous pass 
from B and deposits the identity revocation 
value to C

� We employ the blind signature technique 
(Chaum, 1983) in the generation of the 
anonymous pass

� A pass signed by B is produced
� Please refer to paper section 4.2 for details



Our Protocol Our Protocol -- AuthenticationAuthentication

� When A logins to the knowledge 
management server B, A and B perform 
authentication  

� To do this, A presents the pass that it 
obtained from the Pre-Authentication phase

� B undergo random challenges on the pass to 
check A’s knowledge on the pass

� Please refer to paper section 4.3 for details 



Our Protocol Our Protocol -- RevocationRevocation

� In case A misbehaves, the revocation phase 
can be executed to revoke the identity of A.

� This phase is performed by B and C.



Security AnalysisSecurity Analysis

� Authenticity
� B authenticates A based on the pass verification

� Anonymity
� A’s identity is protected throughout the process

� Masquerade Prevention
� During the pre-authentication phrase, A is not anonymous and B 

should make sure A’s identity before signing on the pass

� Chance of Successful Cheating by A
� 1/(2k/2), which decreases exponentially with the value of the 

security parameter k

� Stolen Pass
� Suppose the pass is stolen by eavesdropper E during pre-

authentication phrase, this will not bring any lost to A because E 
does not know the values of ai, bi, ci,and ai XOR u. 



EfficiencyEfficiency

� Most operations involved in our protocol 
are hashes and random number generation 

� Hashes are light in terms of computational 
power (O’Mahony, Peirce, and Tweari, 
1997). 



ConclusionConclusion

� We have studied the privacy issues involved in 
knowledge externalization

� In order to protect the privacy of the knowledge 
source, we have proposed a solution for 
conditional anonymous authentication
� in which one can login to a knowledge management 

system anonymously, while the identity will be revoked 
conditionally

� We have also reviewed the methods for providing 
anonymity in general

� Security and efficiency analysis of our proposed 
protocol is also provided
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