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Internal
Hosts / Systems

DHS

SmartGate
VPN Server

Authorized Users

Secure Connection
100% control

End-to-End Security:
• Encryption - AES or Triple DES, NIST FIPS Certified 
• Strong Authentication - Two Factor, Mutual, NIST FIPS Certified 
• Access Control - Fully Integrated, Central or Distributed Management 
• Audit Logging - Logs all user activity

Firewall

Trusted Environment

Single Port
Proxy (443)

- Windows 2000, 2003, NT
- Sun Solaris
- Linux RedHat 

On User Side:
SmartPass





Remote Field Personnel

Forward to destination

Application (Trusted Environment)

• Unpackage
• Decrypt (payload)
• Validate

Receive packet

Transmit packet

VPN Client
• Encrypt
• Package

Addressing information
for VPN server

Addressing information for destination
(obtained from decrypted payload)

Payload      TCP header        IP header

Payload        TCP header       IP header
Data           Communication Info

Data                Communication Info
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Communication 
Center Server

Alert message with 
vehicle ID, location, 
and crash 
information

Gypsum Express Truck with 
Qualcomm System and ACN Device

2. View Crash and HAZMAT 
Details on Secure Web 

Pages

Fleet Manager 
Database

Waybill File

Town Dispatch Center

1. Alert 
Notification via 

Pager

National Message Center
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– Extend protected information access 
– Maintain system control by unique data owners



LEOLEO RISSNET
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NCIC

Agency Indices & Files

Task Force Contacts

RISSLeads

RISSIntel

RISSGangs

Encrypted SBUEncrypted SBU

SBUSBU Environment forEnvironment for
Enhanced Sharing & CollaborationEnhanced Sharing & Collaboration
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Mcp.hospital.com

Agencies.mtf.hospital.com

Group A -
Healthcare Provider(s)

Group B -
Physicians/Portals

Group C -
Outsourced 

Service Provider(s)
Centralized 

Authentication

Pharmacy

Patient Records

Billing

Database

Email

Extranet Web

Corporate





Your policy and technology choices must work together in practice!Your policy and technology choices must work together in practice!







V-ONE, SmartGate, SmartGuard, SmartWall, SmartPass, and Security for a Connected World are registered trademarks or trademarks of     
V-ONE Corporation.  Other company or product names mentioned in this documents are registered trademarks or trademarks of their 

respective companies.


