Stimulating Cooperation in Vehicular Ad Hoc
Networks: A Coalitional Game Theoretic Approach

Tingting Ched  Liehuang Zzhd Fan W& Sheng Zhony
1 Computer Science and Engineering Department, SUNY Buffalo
{tchen9, szhong@buffalo.edu
2 Computer Science and Engineering Department, Beijingtinstof Technology
liehuangz@bit.edu.cn
3 Department of Computer Science and Engineering, Shang@iTéng University
fwu@cs.sjtu.edu.cn

Abstract—In Vehicular Ad Hoc Networks (VANETS), because [10], [11]) have been proposed to increase the likelihood of

of the non-existence of end-to-end connections, it is essiahthat  successfully delivering a message, which can be applied to
nodes take advantage of connection opportunities to forwat VANETS

messages, to make end-to-end messaging possible. Thus it is H if h d ti tocol f
crucial to make sure that nodes have incentives to forward owever, even It we have a good routing protocol for a

messages for others, despite that the routing protocols inANETs ~ VANET, it is still a crucial question whether nodes witillow

are different from traditional end-to-end routing protocols. In the protocol or not The necessity of solving this problem can
this paper, we study how to stimulate message forwarding in peen observed in the perspectives of two types of nodes. On
VANETs. Our approach is based on coalitional game theory. the one hand, an ordinary node of the VANET may belong to

In particular, we propose an incentive scheme for VANETs and S . -
rigorously show that with our scheme faithfully following the an individual user and thus Izelfish It may be unwilling to

routing protocol is to the best interests of each node. In adtion, ~forward messages of others for nothing, and moreover cagryi
we extend our scheme to take the limited storage space of eachmessage takes its own storage space. On the other hand, in
node into consideration. Experiments on testbed trace dateerify  many routing protocols, nodes with special abilities, (hgse
that our scheme is effective in stimulating cooperation of rassage with more active mobility on the road, like Taxi cars), arermo
forwarding in VANETS. likely to be picked as forwarders. For these nodes, thetgitua
is worse: even though they are willing to forward messages
. INTRODUCTION initially, the overwhelming load of services for others lwil

Vehicular ad hoc networks support communications amorfgon consume so much of their communication resource (e.g.,

smart vehicles, and between vehicles and nearby roadsffjEc!ess bandwidth and storage space) that they have tatdevi

equipment. There can be numerous useful and interest{ the protocol to save their_own resource. Thgrefores it
services on the road provided by VANETs [1], [2], [3], [4]1{5 ™ hly important to give nodes incentives, stimulatingrhe

[6] in the near future. In VANETS, effective and efficient mestooperate in forwa_rdm_g messages. :

sage delivery among vehicles must be guaranteed. Under somlé'deed’ automotive industry controls the vehicle manufac-

circumstances, (e.g., night-time with low vehicular depsi ture. However, we can also foresee some problems of coop-

or disseminating commercial ads through VANETS), to c)Vef_ration even if the manufacturers do not leave it as an option

come the difficulty of intermittent connectivity, storerga 'OF the users to choose being cooperative or not. Actually,

and-forward message switching becomes an important ifter the vehicles are sold, they are under the full contfol o
of routing in VANETS. A node stores and carries messag e users. Thus, although the manufacturer does not leave an

it considers forwarding a message to another node wheneQBFON for the users to choose being cooperative or selfigh, t

these two nodes come into the communication range of edtif's can still get help from some expert hackers in changing

other. In this way, each message is forwarded from one no?g,YANELS pr,o_toct?ls running in_tL\e vehicle_sl; S0 that thery ca
to another. A number of routing protocols (e.g. [7], [8],,[9] € free rders in the network without contrl_ Ut"_]g anytgi _
Hence, we believe that mandatory cooperation in VANETS is
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ing the behavior of neighbor nodes and punishing the detecfgoblems of packet forwarding in VANETs. However, they ei-
uncooperative nodes to stimulate cooperation. In VANETH)er target a specific routing goal (e.g., [19]), or does raveh
however, for a distributed reputation system, the dewgtira rigorous proof for nodes’ cooperation (e.g., [20]). Intast,
behaviors of a selfish node are more difficult to be observedr work considers the incentives for all nodes including th
and determined by other nodes, because the connections wihrces and guarantees the cooperation of them underugoro
the same nodes are occasional. A recent work on incenttheoretical analysis. For a more detailed comparison,splea
aware routing in delay tolerant networks[17] cannot be igdpl see Section Il.
to VANETSs for a similar reason: The authors use tit-for-tat The rest of the paper is organized as follows. Section
mechanism in which nodes reward or punish their neighbdts presents brief reviews of the related works. In Section
based on the history they have observed; however, in VANETH, we introduce basic concepts in coalitional game theory,
the connection opportunity between any two nodes may ordnd present a model of the forwarding cooperation problem
be once and thus the neighborhood relationship cannoyeagil VANETs. Section IV describes the incentive scheme. In
be established. Of course, if a centralized reputation coBection V, an extension to limited storage space is corsitler
troller is established in the VANET, it could collect andExperimental evaluation results are presented in Sectibn V
broadcast the reputation of any node to help stimulate ti¢e conclude our paper in Section VII.
cooperation in the network. In this paper, we aim at another
approach, credit-based mechanisms, to encourage coioperat
by rewarding credits to the cooperative nodes. This idea is
especially appropriate for many applications in VANETsisu A number of DTN routing protocols have been proposed,
as disseminating advertisement using vehicles. In exgistiwhich can be applied to VANETs. They can be roughly
works for traditional multi-hop networks, the credit-bdseclassified into two categories based on the strategiestibst t
mechanisms depend on end-to-end connections to determise, flooding (replication) based protocols (e.g., [9],]{11
how many credits each node should receive. In VANETS, sinfH0], [6]) and forwarding based protocols (e.g., [21], [B1]).
end-to-end paths are not guaranteed at all, existing ebadiéd Flooding based protocols allow to make message replication
mechanisms cannot be used either. in order to increase the probability for any copy of the mgssa

In this paper, we use an approach basedcoalitional to reach destination. For example, in epidemic routing if9],
game theoryto solve theforwarding cooperation problem a node has a message to send, it transmits the copies to all
in VANETSs In particular, we say a node is cooperative ithe nodes it meets in the random movement. The Spray-and-
forwarding in VANETS, if it follows the routing protocol. la  Wait routing [21] also falls into this category. In contraat
coalitional game, there are a number of players. These gaykt of works focus on forwarding strategies using knowledge
correspond to the nodes in a VANET. When the players about the network without flooding. The forwarding strategy
a subset decide to cooperate within the subset, the subsetdsed protocols rely on knowledge about the network to
called acoalition. In particular, the coalition of all players isselect the best path to the destination. Recently, in [18] a
called thegrand coalition Hence, our goal is to ensure thatjouting protocol is proposed to intentionally optimize one
whenever a message needs to be forwarded in a VANET, @fiosen performance metric. However, all these works hatre no
involved nodes have incentives to form a grand coalition. kpnsidered the incentives of nodes to cooperate, which may
coalitional game theory, there is a strong solution concefgad to performance degradation in face of selfish nodes.
namelycore, that can provide such guarantees. The incentive mechanisms for routing in wireless networks

We propose an incentive scheme for VANETs and rigzan be broadly divided into two categories: reputation sys-
orously analyze it in the framework of coalitional gamegems (e.g., [12], [13], [14], [22]) and credit-based syssem
showing that, when it is used, following the protocol is ife.g., [15], [16], [23], [24], [25], [26], [27]). Game thephas
the core of the coalitional game. In addition, we extend olween extensively applied to design and analyze such iveenti
scheme to take the limited storage space of each node imechanisms. For example, in [22], a reputation mechanism
consideration. When a node does not have sufficient spagemodeled as a repeated reputation game and the analysis
for storage, it has to discard some of the messages. dibthe game helps to assess the robustness of the reputation
decide which messages to discard, a lot of routing protocalsheme. Different from our paper, their work does not use
(e.g., [10], [6], [18]) require some auxiliary informatid® micropayment to stimulate the cooperation. Instead, nodes
be transmitted in control messages, such as the probesiliin the network can punish each other if they have observed
of meeting the destinations. Although in principle we cathe selfish behavior of the cheaters, by refusing to forward
stimulate the forwarding of these control messages usiag fhackets for them. In contrast, in credit-based systems such
same method that we use for data messages, it would requaise[15], [16], [26], [27], pricing schemes are often leveradg
lots of overheads to do so. To make our scheme more efficient,order to enforce nodes collaboration, and micropayment
we propose a light-weight approach which makes full uss used to implement the pricing schemes. For example, in
of the selfishness of the autonomous nodes, giving them {2€], a practical incentive scheme based on micropayment
freedom to choose which messages to discard. Our extendegroposed for traditional multi-hop wireless networksieT
scheme guarantees that it is to the best interest of each nodgor difference of this work and ours is that we separate
to discard the messages that the system prefers to drop. the behavior of receiving and forwarding the message in the

There are a few existing works [19], [20] on the incentivpayment scheme. This is due to the fact that under many

II. RELATED WORK



circumstances of VANETSs, the connectivity between nodesDefinition 1: A coalitional game is an ordered paM,(v),
is intermittent and thus there is good chance that messagdeereN is the set of players andis a characteristic function
received are lost before meeting the subsequent node (whim 2N to R such thaty(¢) = 0. Each subset dfl is called a
is not the case for traditional multi-hop wireless netwdrkscoalition. Hence, the characteristic functioractually assigns
In summary, all of the existing schemes are designed farreal number to each coalition, called the payoff of that
traditional end-to-end routing systems only. Since VANETsoalition. The coalitionN, which consists of all players, is
are fundamentally different from traditional end-to-endting called a grand coalition.
systems, it is very difficult to apply these works VANETS. Intuitively, for a coalitionS, v(S) is the amount of overall

In inter-vehicle communication, Public Key Infrastruaur benefit that can be obtained by the playersSifrom cooper-
(PKI) has become the most suitable security building blo@kion agreements among them.
for VANETS to satisfy security requirements [28], [29]. Dig Ideally, all players join the grand coalition so that any two
ital signatures can be processed using computing resourpks/ers cooperate with each other. Since each player has the
equipped in vehicles[30]. In our scheme, we also utilize faeedom to choose the coalition to join based on its own
public key infrastructure as a building block, to verify thénterests, we must ensure that joining the grand coaliteon i
identities of vehicles through wireless connections. Ugua to the best interest of every player. In coalitional gametihe
VANETS, for security reasons identity verification is rega there is a classic solution conceptre, which gives us such
for the message sender. In our scheme when a node wanta guarantee.
forward message to the subsequent node, certified identitie Definition 2: In a coalitional gaméN, v), the coreC(v) is
are needed both for the subsequent node and the messhgeset of payoff allocation vectorse RV, s.t.
forwarder. N

In [19], a secure incentive framework is presented forC(v) ={r €R |in = ”(N)?in > v(5), VS C N,
commercial ad dissemination in VANETs. Commercial ad ieN €s
dissemination has a specific routing goal, (namely, senitieg wherez; is the payoff allocation to playei
ad message to as many nodes as possible). Their solution iBrom the above definition we can see that an allocation
designed for this goal, and thus does not apply to packets tties in the core isefficient[32] in that }_, . z; = v(N),
have only one or some destinations. Li and Wu [20] proposethich means no payoff is wasted. Moreover, becatse
a nice incentive scheme that solved the overspending proble({:}), an allocation in the core imdividually rational [32],
for VANETs. They use a forwarding tree to represent th@hich means each player can obtain a payoff share no less
message propagation process and allocate weighted rewahd$ acting alone. (In fact, each player's payoff share is no
to the intermediate nodes according to their positions & thess than joining any other coalition.)
forwarding tree. Our scheme also considers the incentive ofNote that the core of a coalitional game may be of any size;
the source node, but it has a major difference from the scheinenay even be empty. If the core is empty, then it is cannot
in [20]. Our scheme has rigorous analysis of incentives avhiyuaranteed that it is to the best interest of every playeoito |
the scheme in [20] does not. the grand coalition.

Recently in [31], Wu et. al. propose an incentive compatible
opportunistic rqutmg scheme. Their focus_ IS on ma‘.“.”g SUE Coalitional Game Formation in VANETSs Message For-
the nodes to faithfully follow the protocol (i.e., repoditink .
loss and so on) in the process of making routing decisior%?rdmg
while our objective is to enforce the nodes to cooperatively In this subsection, we introduce the VANET system model
forward the packets as required by the routing decisions. 88€ed in this paper and present a coalitional game model for

the solutions in [31] can not be applied to solve the problefessage forwarding in VANETS.
in this paper. We consider a VANET with a set of mobile nodes. Two

nodes can exchange messages when they are within the
transmission range of each other. Here we consider a general
routing protocol, denoted b§. Note that® could be one of

In this section, first we briefly review some basic concepthe many existing routing protocols. In this paper, we agsum
in coalitional game theory that will be needed in our analyhat there is only one routing protocol in the system. It is
sis. Then we present a coalitional game model for messagevery interesting problem when there are different routing
forwarding in VANETS. protocols coexisting in the network. If each node knows Wwhic
routing protocol should be chosen, our incentive scheme can
be extended to cope with this situation by adding one more
piece of information into the message receipt, indicatimg t

In coalitional game theory, the central concept is the farmeouting protocol used for the message transmission. Otherw
tion of coalitions. Each coalition is a subset of game playewe will have a new challenging problem; We leave it to future
who cooperatively join their forces. Each selfish playereglsy study.
tries to join the coalition that can maximize its own payoff In the VANET, messages can be delivered directly to the
share. Denote byR the set of real numbers. Formally, adestination or forwarded by some intermediate nodes before
coalitional game can be defined as follows. reaching destination. The intermediate node may or may

Ill. SYSTEM MODEL

A. Coalitional Game and The Core



not replicate a copy of the message and keep it during the

dest.

transmission, according to different routing protocolotéN P’ /’./v.g

. . . . - sre. 5 -
that in this paper we use the terfafwarding, in a very general : .0_,11 3 :
sense; by forwarding a message we mean either the transfer N\ /.6\.7
of the message itself or the transfer of its copies to the next 4 e
hop. | | s

A directed graphG = (V,E) is used to describe the (a) A grand coalition

forwarding of each messag¥. is the set of nodes that are

required to participate in routing this message By Each

directed edge in&’ represents that the message is forwarded

from the tail node to the head node. In other words, the

graph G records the traces of a message and its copies.

In some application scenarios, nodes are all equipped with 1,<sl):15.5;er<sg) i31

GPS. Then it is possible to modify th& to create geo- (S2) = v(Ss) = 0.5

referenced coalitional games. In particular, using geation (b) Four coalitions are formed

information, we can only consider the nodes that meaningful

with respect to source and destination, so that the sigmal  Fig. 1. liustration of forwarding coalitional game model.

communication overhead can be reduced. Here in our game,

to keep it general, the nodes are those who are required to

forward packets by the routing protocol. nition of the payoff (worth) of a coalitiorb, v(.5). Naturally,
We now model the transfer of a message from its sourtige total payoff of a coalition should reflect their success i

(src.) to its destination dest.) as a forwarding coalitional forwarding the message t&st.. Let d(S) denote the number

game. The forwarding coalitional gam@,v) starts when of message copies that are successfully deliveredeta.

the message is generated bye., and ends after it and its within coalition S. We can formulate the worth of coalitio$

copies disappear in the network, either successfully vedei as follows.

by thedest. or discarded by all intermediate nodes in halfway.

The players are the nodes i (i.e. N = V), including src. v(8) =6+ d(S) +u- nrec(), 1)

and dest.. In the process of this message being transferrg\ﬁl]ere(S is a system parameter representing the reward for

from one node to another, two nodes are in a coalition, if ﬂ%‘fjccessfully delivering one message cbmndu is the unit

message (or its copy) is transmitted between them in the WRY. cunt of reward for reporting a record... () is the number

defined inX. We. call the forwarding _behaviors spec_ified b36f meeting records submitted by the member$'irin words,
%, legal forwarding, for convenience in the rest of this PaP&he worth of a coalition consists of two parts, rewards for

The_coahtlong_l relationship I§ansitive i.e. i _nodep ar_u_jq successfully transferring data déest., and rewards for helping
are in a coalition, and meanwhileandr are in a coalition, determine the player seXl. Clearly, if dest. is not in S

thenp andr are in the same coaljtion. . thend(S) = 0. Moreover, by the transitivity of the coalition,
Recall that to form the forwarding coalitional gartié, v), d(S) > 0 if and only if both sre. anddest. are inS

N andv_must be specified. Since in \./ANETS the end-to-end In Figure 1, we illustrate the forwarding coalitional game
connections are not guaranteed, the first challenge to foem Fhodel with two examples. Their description grapiisare in

f%rwall(rjdEg _coallitiodn?tI] game, is tofdetergjine the n(;)_dest thé'f]bfigures (a) and (b) respectively. The locations of theesod
should be involve e message forwarding accordinggto in the graph have no physical meaning. The number labeling

e. players seil. The difficulty lies in the fact that in VANET.S each node is the node ID. Recall that each edge represents a

hen th . d th tential f d wall ?egal forwarding between the two nodes. In subfigure (a), all

\év end € carrier a? . ef po etn 'a | oi\r/]\{ar er ac uat\)llv meﬁfayers form a grand coalitioN, that is, all players involved
ased on some routing Information (In IS paper; ige WE " in the transmission follow the routing protoc#l In (b), the

mean two nodes come in the communication range with ea@aal forwarding between nodes and 2 does not happen

other.). To clarify theN for each game, we use a stimulatingNhen the two nodes meet: neither do those betweemd
approach to encourage the nodes to report their meetings and?7. As a result, in th’e forwarding coalitional game, 4

tEhvgry t'm? two ngq[ss me(?t, e‘f"‘;h nodt(_a ke?:ps a b”eI. recrsrdcg litions are formed. In the two games, all nodes repoit the
elr :jnee lgg an evrou ing lntg[rr_na ion. For r?pofr ng Zmeeting records, for the rewards. Let= 10 andu = 0.5. For
record, nodes (exceptc.) can obtain an amount of rewar the grand coalitiond(N) — 1, andn,..(N) — 15 (because

?h for assistifnlg o .determinde thfe pl.aﬁir N‘.t V]Ye no';e g]_]at teach meeting is reported twice by the nodes excluding the
€ reason ot keeping records of neighors IS for enfordieg source), then according to Eq. (L}N) = 17.5. In Figure

incentive scheme, not for routing messages in the VANETS.
Our mcentlve_scheme_ can work W'_th routing prOt_OCOIS that do1grom the source and the destination's point of view, it seffito have
not need the information about neighbors. We will preseat tha single copy transferred to the destination, and so it saemecessary to
specific system design, e.g., where and how the records Wglard the transfer of each copy of the message. Neverthalieee each copy

. - . message is typically transferred by different nodes, éf don't reward the
be reported and content of the record in detail in Section |

: ; e ; transfer of every copy, the result could be that no copy of ressage is
An important component in a coalitional game is the defiransferred.




1(b),d(S1) =1, butd(S2) = d(Ss) = d(S4) = 0 because the when the data messages are delivered the source can receive
destination is not included if2, Ss, S4. Similarly, according rewards from the destination by the incentive scheme in the
to Eqg. (1) we can calculate the worth of each coalition in ea@pplication layer. In this paper, we only focus on the inment

game as shown in the figure. issues in the network layer. When a node needs more virtual
money, it can buy some using real money. All transactions are
IV. | NCENTIVE SCHEME FORVANETS MESSAGE cleared within the VCC. The details about how the VCC wiill
FORWARDING process the evidences will be presented in Section 1V-D.

After establishing the forwarding coalitional game model,
in this section we design an incentive scheme for VANETB. Allocation of Payoff

message forwarding based on this model. First, we preseng, goal is to design a payoff allocation methad € R")

the system architecture and we introduce a payoff alloatigy the forwarding coalitional game such that for the trans-
method that we will use in the incentive scheme. Then, Wgjssions of each message in VANETS, the grand coalition is
rigorously show that it can result in a strongly stable staljaranteed. To achieve the grand coalition, the challenge i
which is in the core. After that, we present a completgake sure the non-emptiness of the core in the game, and to
design of our incentive scheme based on our payoff allonatigssign a payoff allocation to each player in the coalitioncivh
method. Finally, we describe how our scheme deals Wiftisfies the core requirement. Naturally, the source nade a

cheating. intermediate nodes should be treated differently in theoffay
allocation, due to their different roles in the game. Theref
A. System Architecture we consider them separately.

The overall architecture of the system consists of a numberl) Payoff Allocation to Intermediate Nodegor each in-

of smart vehicles that have VANET communication devicd§rmediate node, its share of payoff should reflect its contr
installed and a central authority, called the virtual cregnter Pution in the game. Hence the payoff allocation function for

(VCC). As in many other incentive schemes for wireleshitermediate nodes, is designed as follows, based on twestyp

networks and especially VANET (e.g., [15], [16] and [19het of behaviors in the coalition, receiving and forwarding.

VCC is used. We assume that the VCC issues a certificate 0 ;.. — .1, (i) + 8- mys (i) + - npee(i), Vi # sre. (2

each node and each node has an account (of virtual currency)

in the VCC. Nodes do not need to connect to the VCC all tH8 Eq. (2)m() is the number of times that intermediate node

time. Instead, nodes save and store the information that tHereceives one copy of the message from some other node.

need to communicate with the VCC temporarily and whem (i) is the number of times thatsuccessfully forwards one

they are close to some infrastructures, they connect to #@py of the message to another node following the routing

VCC and communicate with it (including receiving credits)protocol ®. o and 8 are the rewards for the receiving and

For example, they can connect to the VCC in the gas statidarwarding behaviors respectively. - n,..(i) is the amount
Initially, each node in the VANET system has an equdlf reward to node for reporting the meeting records. Note

amount of virtual currency in its account stored by the VC@hatdest. can be viewed as an intermediate node, which only

If a node has helped in the forwarding of a message, whenetggeives copies without further forwarding.

the node have chance to connect to the VCC, it submits the ev2) Payoff Allocation to The Source Nodeéfhe payoff

idences (i.e., records of meetings and message receiptsh wigllocation to the source node contains two parts: the gains b

will be described in details later) to the VCC and receives tisuccessfully delivering the message copiegde ., subtracted

credits from the VCC. The VCC gives credits to a node iRy rewards used to pay the intermediate nodes. The payoff

the form of virtual currency, i.e., it increases the amouht @llocation function forsrc. is defined in Eg. (3).

virtual currency that the node keeps in its account kept by th _ _

VCC. Correspondingly, the source node will be charged (tH&”¢ — 0-d(N) — (a Z my (i) + 3 Z my(i))-

VCC decreases the amount of virtual currency in the source ieN—{sre} ieN—{sre} 3)

node’s account). We note that in some cases, the source of a

message may send it as a reply for a request for the benefit o N .

of the destination. We consider this problem as the incentir- Sufficient Conditions to Achieve Core

issues in the application layer, e.g., providing data serfor With the payoff allocation functions described above, will

others. There are some works on the incentive issues in the forwarding coalitional game automatically achieveadlst

application layer (e.g., stimulating cooperation file $hgrin grand coalition? Actually it depends on the parameters

peer-to-peer networks). We think that the incentive for thendg. If the values of§, « and 3 are chosen inappropriately,

source to send packets and the incentive for the intermedittte core of the game may become empty. So in the sequel, we

nodes to forward packets are two separate issues. The sowtoey how to choose the parameters and ensure that the payoff

is motivated by the incentive scheme in the applicationdayallocation of our incentive scheme is in the core, i.e., tinggff

to send messages to the destination, while the intermediati@cation satisfies individual rationality, coalitionaltionality

nodes should also be incentivized in the network layer. Onaad efficiency respectively. At the end of this section, we

the source is motivated by the application layer mechanisseummarize the results and give the sufficient conditions on

it makes sense to let the source pay the forwarders since ofilyx and 3 for achieving the core.



1) Individual Rationality: First we examine the individual the coalitionS; is v(S1) = 15.5. Intuitively, coalition.S; can
rationality of the players, i.e. no player receives lessitivhat collectively get better payoff allocations by excludingdes
it could get on its own. For the source node, if it does not sedd6, 7 from their coalition and saving the payments to them,
the message to any intermediate node, théhsrc.}) = 0. which worth 2.25 in total. Consequently, nodes ifi; have
Therefore, it is necessary to make sure that. > 0 in grand the incentive to deviate from the grand coalition, whichdea
coalition N wheneverd(N) > 0 to guarantee the individual some nodes itN not to follow the routing protocol.
rationality for the source nodé. To overcome the difficulty in ensuring coalitional ratioityl
Before introducing the parameter conditions fex.’s in- we modify thed in Eq. (1), from a constant parameter to a
dividual rationality, we define two terms, andm . Denote function of the coalitionS. §(S) is the reward for successfully
my, .8 mp = Y N {m}mr(z), the total number of delivering one message copy in coalitigh In particular,
receiving behaviors of intermediate nodes in grand coaliti defined(S) as the ratio of the cooperative behaviors (receiving
Similarly, we letmy = oy (gre.) M7 (4)- or forwarding) inS to the total number irN.
_ Th_e follow_lng I_emma specifies the condition to achieve S ies—ares (M (i) +mp (i)
individual rationality. 6(S) =
Lemma 3:If the equation Eqg. (4) holds for the payoff
allocation defined in (2) and (3), then the individual ratitty  In the grand coalitiorN, all nodes are cooperative, §0N) =

my +my

is guaranteed. 1. Therefore the condition (4) can be rewritten as
§ - d(N) maz(a, 3) < ﬂ (5)
maz(a, §) < T wheneverd(N) >0  (4) = My + my

Proof: For each intermediate nodeif it does not join NOW We are going to prove that given the condition (5), no
the coalition, which means it does not record or forwarjode can benefit by deviating from the grand coalition and

any copy of the message, them, (i) = 0 and m (i) = 0. forming a coalition consisting of a subset of nodes.

Hencewv({i}) = 0. Since in the definition of:; (Eqg. (2)) all LemmzaljsITszt](}e(i?rrgig;rgg)coal|t|onaI gam@N, v), where

components are non-negative, we have that v({i}). v(S) = d(S)+unrec(S), the payoff
For the source node, it is easy to see that, if Eq. (4) holddlocations defined in '(2) and (3) with condition that
then maz(a, f) < _d(N)
Tsre. = 0-d(N)— (a- Z m. () My +my
iEN—{sre.} guarantee that no coalition has incentives to deviate fitwen t
. rand coalition.
+5- _ Z my (i) ’ Proof: For coalition S that does not includerc. and
iEN—{sre.} dest., it has only one member i§. Consequently the coali-
> 0-d(N) —max(a, B)( Z my (1) tional rationality is immediately guaranteed because it is
ieN—{src.} equivalent to the individual rationality in this case.
+ Z m(i)) Now consider an arbitrary coalitiol. We compare the total

N Tare.) value of the coalitionS, v(S) and the value sum of those
) nodes inS if they are in the grand coalition . . x;. If
§ - d(N) — maz(a, B) - (m, +my) y 9 i€S
’ " ! > ics i > v(S), it means that no subset of nodes can form
0 a coalition obtaining higher total value than they are in the
Sincev({src}) = 0, the individual rationality forsrc. is also 9grand coalition.
guaranteed ifnaz(a, ) < s d(N) , wheneverd(N) > 0. m VS C N, s.t. S containssrc. anddest., we have

Y

Given the result of Lemma é in designing our incentive in —

scheme, we makenaz(a, 8) = w‘;‘iT(:\'n)f ¢, whereg is a ieS

constant small number. Since we also need to guarantee that 3.\ (m,.(i) + mf(i))d N g

a >0 andg > 0, we choose such thats < 1/(m, + my). - My + mf (N) +72ree(S)
2) Coalitional Rationality: Even with the individual ratio-

nality of each node, it still cannot guarantee that no coalit - Z amg (i) + fmy (i)

of nodes can benefit from deviating the grand coalition. B se ¢S , )

this, we revisit the example in Figure 1 part (_a). In this_ game _ 2ies(mr(i) +my (2))d(5) —nree(S)

m, =8, my =7. Letaw = 0.55, 8 = 0.6 to satisfy condition my +my

(4). Then in grand coalition the total payoff allocationgtth
nodes inS; can get is)

Y]

d(N) — maz(a, 8) Y~ (me (i) +my (i)

x; = 13.25, while the worth of igs

1€S1
aa(me(2) +me(e
2If d(N) = 0, it means that although all involved nodes follow the rogtin —(1- Zl%s( () 1)) )d(S)
protocol, dest. still does not receive any copy of the message. In this case, my +my
src. will get negative payoff allocation according to (3). But wegue that ( )
it is reasonable fowsrc., if it wants to transmit the message. Moreover, it > Z(mr(l) + mj(z))( — max(a, ().

is necessary to have this negative payoff allocation in rotdeprevent the my +my

cheating ofsrc. anddest. in a collusion (see Section IV-E) ¢S



The last step of the above derivation is due to the fact th VANET Node vee

d(N) —d(S) = Zigs(s:ﬁ(_z,)ntmf@)) (d(N) — d(5)). pecke Becemngapaket _ | | Receiving a
Since ), q(mr(i) + mg(i)) = 0 and we have condition ii”"”:e“““’“”d}
(5), we can obtain tha} ", z; — v(S) > 0. Therefore, the e | [ ot 1] | e -
coalitional rationality is guaranteed. | | Fovadng it | | comme thepavor
3) Efficiency: Finally it is easy to verify the efficiency of send 3Keepamej‘lngrecuvu3 Grcopes'
the payoff allocation. Actually | Fomard h message |

. — . A
E €Ty = Lsre. —+ E xX; As a Source s an ntern AsaD
€N 1EN—{src.}

J(N)A(N) + u - nrec(N) = v(N).

Fig. 2. Incentive scheme implementation architecture.

We now summarize our analysis results in the following

theorem.
Theorem 5:In the forwarding coalitional gameN,v), ¢ Intermediate Nodes. When a node carrying/ meets
where a subsequent node, the two nodes first verify each other’s

ZiES—{src.}(mT(i) (i) identity using the authentication certificates. Each noglepk

v(S) = d(S) +u-n.e.(S), abriefrecord of their meetings, id, Rin f), wherets denotes
my +my the time when they meetid is the identity of the other
the payoff allocationX s.t.,Vi € N node, andRinf is the routing information available (that may

needs to be exchanged with the other node in many routing

T = { o (i) + B myp (i) +unpeo(i) i i # sre. (6) protocols such as [10], [18]). Different content &finf is

d(N) = (amy + fmy) otherwise, defined according to the routing protocols used in VANETS.
with the condition that For example, ifR makes routing decisions based on historic
d(N) . meeting information [33], [10], [6]Rinf can be the expected
maz(e, f) = ————«, if d(N) >0 @) probabilities of meeting other nodes in the system.

my +my
: - . If the node carryingM decides to forward according to
is sufficient to be guaranteed in the core. : y g
i - routing protocol®, it sends the messagkl/ together with
Proof: Due to Lemma 3, Lemma 4 and the efficiency . O
o . signks...(md(M)) to the subsequent node. After receiving
analysis in Section IV-C3. [ ] )
. .M, the subsequent node savegng,... (md(M)) as a re-
Theorem 5 guarantees that by using the payoff allocatign: . . ; .
) L , . ceipt. Nodes submits their meeting reports and messagiptece
functions, no coalition of the selfish nodes have the interes

to break with the grand coalition. The system will convergé) VCC whenever they can connect fo it

. e Destination Node.If dest. receivesM or its copies, it waits
to a strongly stable state that nodes are willing to follow t . .
. . . or a certain amount of time and calculates the total number
routing protocol and cooperate in forwarding messages.

of copies it receiveg/(N). Whendest. can connect to VCC,
it submits its receipt, one copy d¥/ together withd(N) to
D. Complete Design of Incentive Scheme the system.
Based on the payoff allocation functions designed above,4nComputing payoff allocations. The VCC computes the
this subsection we specify our complete incentive scheme.payoff allocations once in a certain time interval, long egio
We assume that there is a public key infrastructure in tit@ collect receipts and meeting reports. Whenever nodes
VANETS. Each nodé has a public/private key pakp;, Ks; can connect to VCC, they can receive their payoff allo-
and a certificate that is digitally signed by a trusted Cegté cations in form of credits. Before VCC starts to compute
Authority. Denote(signk,(), verifyxs()) the digital signa- the payoff allocations, it first matches all meeting records
ture scheme used in VANETS. into pairs by the same timestamp and corresponding node
The complete incentive scheme consists of the progrands, and produce pairs of meeting record vectors in from
installed at each node in the VANETs and the algorith®f (ts,id:,ids, Rinfi, Rinfs), (ts,ids,idy, Rinfs, Rinf1).
running at the VCC. The programs at each node can be furtheC discards the single meeting records which fail to match
divided into three groups of functions, for the source nod@jth any other ones. VCC counts the number of meeting
the intermediate node and the destination, respectivetg Trecords submitted by each node, and obtains each(q)
detailed architecture of this incentive scheme is shownign Fin the payoff allocation functions (6). Figure 3 specifies th
2. protocol to compute the payoff allocations to the nodes who
e Source Node. Suppose thatsrc. wants to send a were involved in the transmission of messaye In order
messageM to dest.. src. computes a digital signatureto compute the number of receiving and forwarding behaviors
signgs.,. (md(M)) based on the message it is about to senffr each node, the protocol adopts a breath-first-seardimngta
src. will send the message (or copies) together with tHeom src. to trace all cooperative behaviors, using the meeting
message-specific digital signatw@n ... (md(M)) to the records information and receipts.
adjacent intermediate nodes, whend() is a message digest From Fig. 3, we can see that the algorithm to allocate payoff
function. is essentially a breadth-first search of the message foimgard



tree. Therefore, the time complexity of the algorithm(i&), receipts, any falsé(N) will be detected.

wheren is the number of receipts that nodes in the systemFalse meeting recordsAccording to our analysis in Section
have submitted. Usually the number afis depending on IV-C hiding meetings records and not following the routing
several factors, e.g., the total number of nodes in the n&twoprotocol will not result in higher payoff shares for the nede
the number of messages being transmitted, the basic routirfterefore, the remaining problem is to prevent them from
protocol in the system, eté. forging false meeting records which have not really hapdene

— Meeting record vectors

— Receipts.

— Routing protocolR in the VANET.

— A FIFO queue, Q, composed of IDs of nodes.

IF not receivedd(N) from dest.
d(N) < 0.
For each node, my (i) < 0; my (i) « 0.
Add src. to Q.
WHILE (Q is not Empty]
Take an ididcyrrent OUt Of Q.
IF not found any(ts, id1,id2, Rinf1, Rinf2)
s.t. 2-dl = idcur"r‘ent
BREAK.
ELSE FOR each(ts, ideurrent, ida, Rinf1, Rinf2)
IF found receipt fromids
Based onRin f1, Rin fo check whether the

forwarding betweendcyrrent andidy follows ¥.

IF not legal, BREAK.
ELSE
m g (idcurrent)++, my(id2)++; Add idz to Q.
}

There are two types of forged meeting records: 1) meeting
records with false time and meeting nodes ids, i.e. totally
forged meeting records; 2) meeting records only with false
routing information. One node cannot generate a totallgddr
meeting record by itself, because our protocol discardsaadt
paired records as mentioned above. If two nodes collude in
generating false routing information, they can transfereno
messages that are not allowed Ry and hence obtain more
payoff allocations than they should. To prevent this kind
of cheating behavior, different solutions for differenutimg
protocols are needed.  is based on historic transfer infor-
mation, (e.g., som& bounds the number of replicates of one
message), our protocol can detect the forged informatitresi
it can verify and record all legal forwardings in the breéitht
search. In some othéts, nodes exchange control information,
for instance the expected transfer probabilities. To efor
the nodes to honestly measure and report routing informatio
similar approaches to those in [31] can be adopted.

My — Zf\r my(i); my Ef\r my ().
FOR eachi # src.
x; — amy (i) + Bmy (i) + u - Nrec(i).

Zare. o d(N) — am, — fm}. V. EXTENDED SCHEME

In this section, we extend our incentive scheme to address
the challenge brought by the limited storage space of nodes.
Indeed, storage space is more available for VANETs nodes
than traditional multi-hop wireless network nodes. Howegve
it could still be limited since there may be a lot of applicats

E. Preventing Cheating Behaviors e SHE > i
running inside the vehicles which could also consume storag

In Secthn IV-C t_he angly5|s shows th",ﬂ the payoff allogatiog, ;e it js not likely that the vehicle owner would buy a Ibt o
functions in our incentive scheme stimulate the nodes

q il cheat b bmittingt Ié tra storage space for carrying data messages for othesnod
cooperate. However nodes may still cheat by submitting agspecially when it can decide the space capacity. Therefore

information that is used in computing the payoff allocaion, s hejieve that under some circumstances, storage spakk cou
still be limited for message forwarding in VANETs. Most

Fig. 3. Protocol to compute the payoff allocations in one gam

In this subsection, we analyze the possible false infolrnati

that n_odes may submit and discuss solutions to prevent th‘é§%ting routing protocols (such as [18], [34]) have taken
cheating behaviors. limited storage into consideration; they disseminate some

» False receipts.Since the payoff allocation of each nOd(?:ontrol information to make the decision on how to better

in the system e_ssennally depends on the ”“mber of rece_'B{mze the storage space. Consequently, a theoreticatisal
that they submit, nodes may save and submit the recei

thout f dina th I th des beh like th uld be extending our incentive scheme to guarantee the
W't _o”ut orwarhmgt elTess?ge. } t an(_) esde ave||k53t Eooperation in truthfully reporting and transferring awht
it will cause the number of copies delivered dest. less information. Nevertheless, such a theoretical solutioifiess

tk;lan vv_hat It SQ,O_UId be. IE this case, ?ccordflfng”to thfhgayq m a very large overhead. So, in this section, we provide an
allocation condition (7), the amount of payoff allocatidat alternative light-weight incentive approach to solve thisb-

each |ntermed|ate node gets decreas_ed(b\ls} drops. So by lem. Specifically, we extend the payoff allocation functon
carefully choosing parameteas qnd B, '_t can be guaranteedin the incentive scheme, so that the system can intentipnall
that nodes get punished by .Iosmg their payoff shares. choose a performance metric to optimize and distribute the
* False d(N)' NOW, we _conS|der _the case thdés_t' reports payoff to each node according to how its forwarding behavior
falsed(N) in collusion withsre.. Since ifd(N) is hlghgr,src, satisfies the routing goal. As the nodes are selfish and aim to
can get more payoff shareg;st. may declare to receive more ,,yimise the total payoff shares of their own, we show that it

than d(N) copies. Actually, our payoff allocation COMPULiNG their dominant strategies [32] to always drop the message
protocol can prevent this cheating behavior. Because &t the system prefers to drop

protocol traces all effective routes and verifies all forueas It is assumed that in a VANET, nodes only have limited

SNote that the algorithm of the VCC is running on backend maehi so §pace to store at m0§_t me_ssages. "!ence' although forward-
the computing ability of the VCC is not a major concern here. ing more messages will bring them higher payoff shares, sode



can only carry some of those that they receive. We classdy th. Then for player; the total payoff allocation difference of
time to discard a message into two categories: before ngeettaking strategys’ ands is
the subsequent node and after forwarding to the subsequent
node. Clearly, in the first case, the forwarding behaviorsdoe Xi(s}) — Xi(s")
not occur while in the second case it occurs. Recall that = «;(g') — ai(g) + Bi(g") - my(i,g') — Bi(g) - my (i, 9)
transmission of each message from source to destination
is modeled as a forwarding coalitional game. We assume —
there are) messages, with different sources or destinationsase 2. Lets” denote the strategy that in some transmission,
transferred in the VANET. Therefore there @egames that a in order to make room for the incoming messages, the node
node could possibly participate. Denatethe game set, and remove a messagg instead ofg, s.t. Bi(g") > Bi(g). We can
|G| = Q. Each gamegy in G can be labeled by the sourcepbtain that
destination pair.

We now extend the payoff allocation functions in oufX;(s}) — Xi(s*) = Bi(g) - m¢(i,9) — Bi(g') -m¢(i,g") <O.
incentive scheme. The payoff allocation of nodén game
g is defined as Therefore, strategy™ is a dominant strategy for each node.

[ ]

2i(9) = ci(g)-mr (i, 9) +Bi(g) -y (is g) +u-nree(is 9), (8) We note thata;(g) and 3;(g) are computed by the VCC
wherea;(g) (resp.S:(g)) is the amount of reward thatcan after the game ends, and the knowledge of (g) and;(g)
obtain for receiving (resp. forwarding) a message copy ngja is not forwarded in the VANETS to reach nodeThen how
g. In words, we change the constant unit reward to a rewa§@" €ach node know;(g) and j;(g) in order to maximize
function on the player and the game. When the ganeads, it own total payoff? Actually each node can approximate the
VCC computesw;(g) and 3;(g) first, before allocating the parameters using the local information and what it receives
payoffs. from the VCC. There are a lot of algorithms that nodes can

The design ofa;(g) and B:i(g) depends on which per- apply to estimatey;(g) andg;(g) for each game. The key idea
formance metric that the system wants to optimize and tHethat if in history a node got high unit payoff from forwandi
corresponding routing protocol. Here we present an exaofplefor & source-destination pair, it is likely that this trendlw
;(g) and §;(g) for systems aiming to maximize the deIiver))aSt for some time as long as its mobility pattern does not

ratio. Define change dramatically. Here by mobility pattern we mean the
) ) path followed by a vehicle during an extensive time frame.
ai(g) = Bi(g) = (dg(N) — dg(N — {i})) - my (i, g) - 7, Based on its historic behaviors and the corresponding payof

whered, (N) denotes the number of message copies deliverdgres, nodes can estimaig(g) and §i(g) in the current

to the destination in game, andd, (N — {i}) is the number 9ame. After the nodes qurn for Io_ng en_ough time, the system
of delivered copies if the nodgis excluded from the game. Will converge to the equilibrium in which nodes take their

~ is a constant parameter used to scale the total pay(gh).minant strategies and meanwhile the system objective can
Intuitively, if d,(N)—d,(N—{i}) = 0, it means that the node be met. For exam_ple, one VANET node passes by a department
contributes nothing to the delivery of messaggN—{i}) can Store every morning and afternoon on the way between home
be computed in the VCC using the meeting records submitt@@d office, and this department store regularly dissemsnate
by the nodes. Greater;(¢) and3;(g) imply that the receiving the announcement of sale |_nformat|on. He_nce this node can
and forwarding of nodé result in higher delivery ratio. learn from its previous experience that helping forwardtimey

With the above extension, the total payoff shares thatmessages for the department store gains more payoffs than fo
player can obtain in th&) games isX; = quG zi(g). In other unknown sources. Therefore it can decide which messag
the fo”owing theorem, the dominant Strategy of each nodet% discard if space is ||m|ted, to the best of its own interest
to contribute more in the games which can bring higher paydife will verify this by the experiments in Section VI-D.
shares to it.

Theorem 6:Assume that for each gange the payoff share
for nodei is defined as Eq. (8), and(g) o« G;(g) o m¢(i,g).
Then it is a dominant strategy for each node to accept theln this section, we extensively evaluate our incentive sahe
messages with highest (g) during a transfer opportunity andusing GloMoSim [35]. Our objectives are two folds: a) to
to remove the messages with lowgk{g) to make room for verify that our scheme effectively stimulates cooperation
the incoming messages. VANETS, b) to evaluate the impact of our scheme in im-

Proof: Denotes* the strategy such that nodes accept th@oving the system performance in terms of delivery ratio
messages with highest (g) during a transfer opportunity andand delay time, when selfish behaviors appear in VANETS.
remove the messages with lowégsfg) to make room for the The experiments are conducted on the traces from a real
incoming messages. There are two cases of stratégyt. vehicular network, DieselNet [6]. We test our incentiveestie
s* £ 5. based on two different routing protocols, MV [10] and binary
Case 1. Lets’ denote the strategy that in some transfeé@pray-and-Wait [11]. In Section VI-D, we also evaluate the
opportunity, the node decides to accept a messageiistead performance of our incentive scheme with limited storage
of g s.t. a;(¢’) < «a;(g). Other actions are the same as ispace of nodes.

V1. EVALUATION
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A. Settings meeting the subsequent node. Hence it makes sense to reward
) ] ) a little more to the behavior of forwarding. We set the value

o Traces from DieselNet.We evaluate our incentive schemey ,, rejatively small because making meeting records requires

on testbed traces from DieselNet [6]. It is a vehiculgpgg energy consumption than receiving and forwarding data

network testbed consisting of 40 buses, of which only dessages. To evaluate the impact of our incentive scheme on

subset is on the road each day. Each bus in DieselNgE gystem performance, we measure kelivery ratioand

carries a computer of 40G storage space and a GPS Gsray time

vice. They are set to transmit random data to other nodes\gdes use IEEE 802.11 (at 11Mbps) as the MAC layer

whenever they are within the range. The traces from Febsiocol. The radios’ transmission range is set to 250 raeter

6, 2007 untl May 14, 2007 [18] (58 files) are usedyne radio propagation model is two-way.

These traces are from the buses running routes serviced by

UmassTransit. The mobility of these buses are determingd accumulative Credit

by UmassTransit and the bus rqutes can t.)e fountitat - The first set of experiments is to verify that with our

/ Jwww.umass.edu/campus_services/transit/. The aver-

age number of meetings between buses per day is 147.5. E?&(qantlve scheme, nodgs always lose cre@_ns if they do not
) : . : Jaithfully follow the routing protocols. Specifically, weefine
tracefile consists of the connection events occurring duri

. L . ﬂﬁe selfish behavior as only forwarding the messages ddstine
a day. For each meeting event, the following information is L - :

) fo the nodes in its own coalition. In other words, selfish mode
recorded as a tuple: the MAC address of the bus sendi

I . . . . .
- . d$ not follow routing protocol if the incoming message is not
data, the MAC address of the bus receiving data, the time (?estined within its coalition. We vary the size of the caatit

meeting, transmission size and meeting location. The drace " ) ) .
. which consists of selfish nodes, and all other nodes remain
are generated using a default rate of 4 messages per hour . . . :
.__cooperative. We set up two different coalition scenariagtie

of each bus for every other bus on the road and the size Ot ) g .
. . selfish users. The first scenario is that there are two ooaditi
each message is 1KB. We import the traces of 11 buses eac : . .
. : X In_ total, with one of size 6 and the other of size 5. The
day into GloMoSim, and vary the message generating rate in o . -
. . second scenario is that the 11 active nodes form 3 coaljtions
our experiments. The experiment results are averaged @ver - :
traces consisting of 4 nodes, 4 nodes, and 3 nodes respectively. We

Routi tocols. | h of the VANET network ¢ trecord the average accumulative credits of selfish nodes in
¢ routing protocols. in each ot the NEtWork, We test -y alitions of different sizes and compare them with the ager
our incentive scheme with two different routing protocds/

d bi S 4-Wait. The obiecti fusi . accumulative credits of cooperative nodes.
and binary spray-and-v a't,' € objective ot using two rogiti Figure 4 and Figure 5 respectively show the results of MV
protocols in our evaluation is not to compare them, but taxsh

Und Spray-and-Wait in DieselNet. We can observe that at any

that our _incentive scheme can gugrantee pac_ket forwardmge, nodes get the most credits if they cooperatively follo
cooperation for the systems with different routing proteco the routing protocol for all the messages. The smaller the

Although MV and Spray-and-Wait are initially designed foE:oalition is, the less credits can the selfish nodes obtaite N

delay-tolerant routing, theY are aiso very useful in the tmul that because the buses only operate in the daytime, thescredi
hop dglay—tolerant scenarios for vehicular n(_atworks, _Mh of the nodes remain the same when there are no messages
o_Iellverlng commgrmal advertlsement_s regarding salerinép transmissions taking place. From the figures it is clear that
tion at a store, with low vehicle density. We choose these tWo, aither MV or Spray-and-Wait applied in the network

protoco!s becausg each of them is repre_zsentative in thg Wish nodes can never receive more credits than coopdyativ
categories of routing protocols (See Section Il). The kegaid forwarding all the messages. Therefore, our incentive reghe

of MV is to est|mate_ th? dell\{ery F’mb.ab""y of e_ach nOdpprovides an effective stimulating mechanism for nodes to
to the message destination using historic contact infdonat cooperate

while Spray-and-Wait is based on message replication but

restricts the number of copies for each messagé.tin the 23000

experiments on MV, the time unit in calculating the delivery sso0l — Cooperative
probabilities is set to 1 minute and node do not keep copies Coalition of size 6
2000F 'ttt Coalition of size 4

after forwarding them. In binary Spray-and-Wait det= 12.
e Metrics. To show that our incentive scheme indeed provides
effective stimulation for forwarding cooperation, we meas
the accumulative credibf the forwarding nodes when they : ‘ ‘ ‘ ‘
have different forwarding behaviors. Note that nodes have t % 200 400 600 800 1000 1200 1400

. . Time (in Min)
spend credits to send their own messages, so they have the
incentive to earn more credits for future use. Our incenti\f—gg. 4. (MV) Accumulative credit of node in coalition of déffent sizes v.s.
scheme computes payoff allocations every 30 minutesu Set cooperative nodes.
0.01, 8 = oy 0.02 anda = 8 — 0.05. We setu, 8
and o as above because we need to guaranteechat 0,
£ > 0 andmax(a, beta) < m‘f%. In addition, we letn < 3 C. Impacts on System Performance
due to the reason that the behavior of forwarding a messag®©ur second set of experiments is to show that when the
requires not only sending it but also storing the messagé umtetwork has selfish nodes, our incentive scheme can improve

1500
1000 |

500

Accumulative credit (MV)
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<~ SpraynWait w/ 30% selfish nodes

500
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T ALEEENEEREEY 100} —— SpraynWait w/ Incentive Scheme
0 ERARRSARRN — 8 — SpraynWait w/ 10% selfish nodes
0 . . . .
0 200 400 600 800 1000 1200 1400 5 10 15 20 25 30
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Fig. 5. (Spray-and-Wait) Accumulative credit of node inld@n of different  Fig. 7. Delivery ratios achieved with and without our indemtscheme when

sizes v.s. cooperative nodes. Spray-and-Wait is used.
the system performance. In particular, we demonstrate hew t 5‘3‘2%9“9\6
incentive scheme can impact the delivery ratio and delag tim s ’ - Sty

when 30% and 10% of the nodes in the VANET are selfish.
The selfish nodes are randomly picked and the selfish behavior

Delivery Ratio

is defined the same as above. N o v ncerive Scheme

. 0.1 * W/ selfish nodes

We vary the message generating rate and measure the v 100 sl odes
delivery ratio and the average max-delay time per message. ® Number of messages generated in 1 hour per node

Figure 6 and Figure 8 shows the results of the experiments on

MV, and F'gur.e 7 and F'gu.re 9 demonstrates the r?SUItS PQ. 8. Average delay of messages in the system with and wfitoor
Spray-and-Wait. As shown in Figure 6, our scheme increasgsntive scheme when MV is used.

the delivery ratio of MV routing protocol by up t83.9%,

when there are80% nodes form a coalition in the network. . . )
We also find that when there ai®% nodes in the system to them. The cooperative nodes learn from the credits redeiv

the delivery ratio is higher than the case 80% selfish in hi_story, and keep the message destin_ed to the most pilefitab
nodes. Similar conclusion can be drawn from Figure 7 thdgstinations to them. The noncooperative nodes just ralydom
our incentive scheme can increase the delivery ratio ofyspaf00se some of the messages in the storage space to drop.
and-Wait by up t09.44% when there are 30% selfish nodes. Figure 10 represents the system delivery ratios when the
Furthermore, it can be seen from Figure 8 and Figure 9 tiR{Stém converges to the stable state. We vary the storage
our incentive scheme can always shorten the average mg&Pacity from 50 messages to 250 messages and compare
delay time of messages (up to 9.5% for MV, and up to 14 5te results from the two dropping behaviors. It is can be

for Spray-and-Wait). Again more selfish nodes in the Systegbserved that cooperative behavior always results in lhighe
result in longer delay time. delivery ratio than random dropping. The difference is more

significant when the storage space is smaller. Hence, we can
conclude that the cooperative dropping behavior can iserea
the system delivery ratio compared with randomly dropping.
Figure 11 shows the accumulative credits of the cooperative
and random behaviors. It is clear that at any time, the coop-
erative behavior brings the nodes more credits than randoml
dropping. Therefore, the extended scheme indeed encaurage

Delay (in Min)

—O— MV w/ Incentive Scheme

100 %~ MV w/ 30% sefsh nodes the nodes to cooperatively drop messages.

~ &~ MV w/ 10% selfish nodes

5 10 15 20 25 30
Number of messages generated in 1 hour per node

E. Overhead

Fig. ‘6. Delivery ratios achieved with and without our indemtscheme when In this subsection, we examine the overhead introduced by
MV'is used. our scheme. For mobile nodes, we focus on the storage space
occupied by our scheme and the overhead for making meeting
) records. For the VCC, we examine the time to calculate
D. Experiments on Extended Scheme the credit for each node. We assume that mobile nodes can
In this subsection, we evaluate our extended scheme wheemnect with the VCC once a day. We use crypto++ 5.5.2 [36]
the nodes only have limited storage space. We assume thafaillthe cryptographic scheme implementation. The tests are
nodes are cooperative in that they always receive and fdrwagrerformed on a laptop Intel Core 2.67 GHz processor under
the packets for others, and compare the results of two s@ndows Vista in 32-bit modeCommunication Overhead
of experiments. In one set, we let the nodes randomly dré¥fe use Elliptic Curve Cryptography (ECC) for the PKI
messages when the storage space is full, while in the other smplementation. We set the key length of ECDSA to 192
we let nodes learn from the credits received in history, arnits, and the digital signature of each message digest is 48
keep the message destined to the most profitable destinatibytes. Assume the length of the message isytes, and the
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Fig. 9. Average delay of messages in the system with and utitbor Fig. 11. Accumulative credit of the nodes. Following ouremded scheme
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Fig. 10. Delivery Ratio in experiments on extended schemiuastion of  Fig. 12. Storage requirement for saving receipts on eacle.nod
different space limits.

in a coalitional game model, that with our scheme every
Irelevant node cooperates in forwarding messages as rdquire
by the routing protocol. An extension is made to scenarios

data transmission is abodi6%. with constrained storage space, and a light-weight approac

For the authentication process when two nodes meet, we . SOl ) :
0 stimulate cooperation is proposed. We integrate our in-

also usels bytes ECDSA _cgruf_lcate. On average, it reqUIreg’entive scheme with MV and Spray-and-Wait respectively
6.38 mseconds for the verification per node.

; . a}nd evaluate the system performance on testbed traces. The
Storage Requirementin our scheme, the storage requiremen : . . .
e gerlmental results show that our incentive scheme pesvid

comes from two parts: meeting records and message recel : . :
P g 9 ective stimulation for nodes to cooperate and prevems t

that nodes need to keep before conne_ctlng to the VCC. degradation of system performance in VANETs with selfish
The average storage usage for meeting records on each noo% ; X
es. Although our work provides theoretical guarantee on

is 118.4 bytes no
-+ DyIes. the cooperation, we only test it using testbed traces. In the

We evaluate the storage requirement for message recejpis

L ure, more testbed experiments in the real world are rieede
with different message rates per node, and show the reault§ I . . .
Figure 12 o further verify our schemes and improve the design based

.on real implementation problems.

As we can see that the space requirements for storlngIn desianing our schemes. we assume that there are no
message receipts are very small per node. For MV pr0t0%0|mmuni3atio?1 failures for th'e control messages at physica
the storage overhead is within the range of (5,25) KByt?g 9 phy

when the number of per-hour messages changes from 5 1 el C.)tf gacr]:f I'rlk'd I;owev%r_,t_ln realhti/, dtr;e tcr:]ommu_nlcatlon
30. SpraynWait protocol requires more storage, ranginmfrocapac'g 'j a efc; yg;)n |3:gns ;ega:et 0 the (?[EV'{ . ’tﬁ
10 to about 45 KBytes. e.g., shadow fading. [37], [38], [39] It means that in the

Computation Overhead on VCC We measure the time tomte_r_—vehlcle commuplcatlons_of our scheme (e.g., idgntit
verification and making meeting records), errors may occur

compute the allocation of credits for all nodes in the VCC a . : .
I ue, to failures of physical lever and thus consequentlyittie |
shown in Figure 13. When there are more messages generated

in the system, the VCC uses more time to verify each messef ! iso'nzgeea?;?(;rs p;ét?;ssroc\)/feri ti‘f";.?:@f;ﬁé\?ﬁg?g&
forwarding behavior and correspondingly allocate the itsed 9 v Wi uitdl : .

to each cooperative nodes. Overall, it is very fast for VCC tfc())rmats. Based on this finding, they derived nice results on

: s . upper and lower bounds, and local bounds that are tight in
conduct such computation within about one minute. . : . i
a given region of interest for the error probability. In [41]

a thorough discussion about the impact of bit error rates of
VIl. CONCLUSION links on the quality of different traffic types in VANETS is
In this paper, simple and effective incentive scheme provided. All the works above show that the performance of
VANETS is proposed to stimulate the forwarding cooperatioour incentive scheme could be affected by the physical level
of nodes. We are the first to present an incentive schem@mmunication failures. In particular, if the communioati
for VANETs with theoretical guarantee. We formally provefailure occurs when the nodes have made meeting records but

total length of the data message (48 + x) bytes. In our
experiments;y = 1000, so the communication overhead fo
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