PRIVACY-ENHANCING FEDERATED CHILD SPEECH RECOGNITION

USING MACHINE LEARNING

by

Zihan Lin
May 1 2026

A thesis submitted to the
Faculty of the Graduate School of
the University at Buffalo, State University of New York
in partial fulfilment of the requirements for the

degree of

Master of Science

Department of Computer Science and Engineering



Copyright by
Zihan Lin
2026

ii



Acknowledgments

I would like to express my sincere gratitude to my advisor, Prof. Wenyao Xu, for
his continuous guidance, support, and insightful feedback throughout my re-
search. His expertise and encouragement have been invaluable to the completion
of this work.

I am grateful to my colleagues and lab members for their valuable discussions
and support, especially Shuwei Hou, Wei Bo, and Chuhui Liu.

Finally, I would like to thank my family for their unwavering support and

encouragement.

iii



Abstract

In recent years, Automatic Speech Recognition (ASR) has been extensively stud-
ied. However, existing research mainly focuses on optimizing model perfor-
mance, while receiving little attention to the privacy protection of the data itself,
especially the child speech data with explicit features. Since sensitive child
speech data is typically siloed across clinics or language pathologists, centralized
training is often infeasible. In this paper, we explore a privacy-preserving end-to-
end ASR framework that leverages Federated Learning (FL) to fine-tune Whisper
under Differential Privacy (DP), aiming to balance recognition performance and
data privacy. To mitigate the utility loss introduced by DP, we further introduce
FedMem, a local personalization mechanism that enhances performance under
privacy constraints by addressing data heterogeneity. Our FL-DP framework
reduces the Word Error Rate (WER) from 45.38 for the pre-trained model to 21.32,
with FedMem further improving it to 11.88. Experimental results demonstrate
that our approach effectively bridges the gap between privacy and utility, in-
curring only marginal performance degradation (a 2.80 absolute WER increase
over the baseline). Furthermore, they also indicate that meaningful differentia-
tion between Typical Development (TD) and Developmental Language Disorder
(DLD) samples remains observable under DP constraints, indicating that privacy

protection does not weaken the diagnostic effectiveness of clinical indicators.
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Chapter

Introduction

With the development of connected health technologies, clinical assessment
and intervention workflows are increasingly extended from traditional clinic
settings to home environments, where individuals can perform self-monitoring
and interact with mobile applications that support preliminary assessment and
intervention under clinical guidance [2, 3]. These connected health technologies
transcend the geographical and temporal limitations inherent in traditional
periodic clinic visits.

Speech, as a signal closely tied to daily activities, plays an important role
in assessing children’s health and language development. Children’s speech is
often characterized by immature speaking patterns, which manifest as speech dis-
fluencies such as repetitions, pauses, and mispronunciation [4]. This challenge is
turther exacerbated by the pronounced non-identically distributed (Non-IID) na-
ture of children’s speech across different developmental stages [5]. Consequently,
child ASR models require large amounts of data to achieve robust learning.

To meet this data demand, continuous and large-scale collection of child

speech in home environments is a natural and practical solution, as it enables



long-term monitoring, assessment, and intervention workflows. However, in
practice, such data are distributed across clinics and households and are con-
strained by legal restrictions such as CCPA and GDPR [6, 7, 8], as well as data-
sharing risks, including potential data leakage caused by network eavesdropping
or interception during data transmission [9]. As a result, each client is forced
to rely primarily on its own local data for model fine-tuning without access to
labeled data from other clients to enrich the model, which can lead to limited
coverage of speech variability and reduced generalization to diverse speakers,
ages, and audio environments.

In this context, to circumvent the privacy risks and ethical constraints inherent
in centralized training, Federated Learning (FL) has emerged as a compelling
paradigm for collaborative model training. By keeping data localized and only
exchanging model parameters with a central server, FL. guarantees that raw
speech data is not shared [6, 10]. However, FL alone does not provide formal
privacy guarantees, as adversaries can still infer sensitive information from
shared model updates [11, 12]. This vulnerability is particularly acute in child
ASR scenarios; since neural networks are known to disproportionately memorize
unique training patterns [13], the substantial acoustic mismatch in children’s
voices [14, 15], relative to foundation ASR models primarily pre-trained on adult
speech, may leave identifiable feature traces. These footprints” can be exploited
through inference attacks [16, 11], highlighting the necessity of incorporating
additional mechanisms, such as Differential Privacy (DP), into the federated
learning framework.

While existing research has begun exploring Federated Learning with Dif-
ferential Privacy (FL-DP) for foundation ASR models such as Whisper, its ap-

plication to child speech recognition remains largely unexplored [17]. In this



paper, we present the first empirical benchmark of pediatric ASR under an FL-DP
framework, adopting the widely used sample-level Differential Privacy (SL-DP)
paradigm. Specifically, we aim to mitigate privacy leakage by injecting noise
during training, thereby reducing the influence of child-specific feature traces
resulting from the distinct acoustic characteristics of child speech. Meanwhile, to
address the challenges posed by data heterogeneity (i.e., non-IID distributions
across clients), we further explore FedMem [15], a training-free k-nearest neigh-
bors (kNN) classifier [1], as a personalization mechanism. By leveraging limited
local data residing on the client side, FedMem enables client-specific adaptation
without compromising privacy. This effectively mitigates the generalization
limitations of the FL global model under Non-IID data, thereby reducing perfor-
mance degradation and partially compensating for the utility loss introduced by

DP noise. Our contributions are summarized as follows:

¢ System Architecture for Child ASR: An end-to-end federated Whisper

fine-tuning system for child ASR (raw audio remains on-device / on-site).

e Empirical Analysis of Privacy Trade-offs: Empirical characterization of
privacy-utility-stability tradeoffs in a realistic small-cohort setting, includ-

ing practical training/compute insights.

* Validation of clinical utility under DP constraints: We demonstrate that
key diagnostic indicators for differentiating TD and DLD populations in
the ENNI dataset remain robust and statistically observable, indicating that
privacy-preserving mechanisms do not compromise the model’s diagnostic

effectiveness [19, 20].

* Personalization via FedMem Mechanism: We adapt the FedMem frame-



work to children’s ASR to mitigate data heterogeneity (Non-IID), enabling

localized client optimization without compromising data privacy.



Chapter 2

System Design & Implementation

This section describes the design and implementation of the proposed FL-DP-
FedMem framework with the Whisper model for privacy-preserving child ASR.
We first introduce the overall system architecture, followed by the federated
training pipeline, the integration of differential privacy mechanisms, and how

FedMem personalizes the FL global model for each client.

2.1 System Overview and Local Training Pipeline

In the proposed federated learning (FL) framework, participants — including
clinics, hospitals, research institutions, and individual devices — act as clients
that locally store and process their own audio data. The raw audio data remains
on the local device rather than being transmitted to a central server; only the
locally updated models from selected clients are shared with the central server
during communication rounds. This design mitigates the risk of exposing sen-
sitive audio, offering robust protection for privacy-sensitive child speech data.

For the ASR model, we adopt the Whisper-Small pretrained model, which is



based on a Transformer architecture, and fine-tune it on the Edmonton Narrative
Norms Instrument (ENNI) child speech dataset, which contains 300 children
with Typical Development (TD) and 77 with developmental language disorder
(DLD), using PyTorch. Detailed dataset statistics can be found in [19]. During
the preprocessing stage, the dataset is split into training and testing sets using
a 70/30 ratio for both the TD and DLD groups, and then evenly distributed
across all clients. The 16 kHz audio recordings x are converted into log-Mel
spectrograms, and the corresponding reference transcriptions y are tokenized
using the Whisper BPE tokenizer to produce token ID sequences. These two
components form the input data for the Whisper model. Each local model is
trained for 4,000 steps per round with a batch size of 16 audio segments. The
learning rate follows a linear schedule, warming up from 0 to 1 x 107> over the
tirst 500 steps and then decaying to 0 by the end of training. Finally, the server
aggregates the weights of all local models to form a global model, which is then
sent back to the clients for the next training round. This process is repeated
iteratively across communication rounds. Model performance is evaluated using
two metrics, namely loss and Word Error Rate (WER), on the ENNI test dataset.
We employ FedAvg [10], the standard aggregation algorithm in federated learn-
ing, due to its simplicity and robustness. As a foundational framework, FedAvg
also provides a consistent baseline that facilitates straightforward extensions to
more specialized federated optimization algorithms in future investigations. In
our setup, all clients participate in every communication round without client
subsampling. Training is conducted for 6 global rounds under synchronous

client updates, with fixed random seeds used to ensure reproducibility.



2.2 Privacy layer (SL-DP mechanisms)

Differential Privacy (DP) provides a formal privacy guarantee by ensuring that
two neighboring datasets are statistically indistinguishable, even if they differ in
a single sample [6]. As a result, an attacker cannot reliably infer whether specific
information was included in the training data.

Sample-level differential privacy (SL-DP) aims to protect individual data
samples. In this sample level, neighboring datasets differ by only a single data
point, rather than by an entire client or device. Before aggregation, each per-
sample gradient g(x;) is clipped based on its £, norm with a clipping threshold
C to bound the contribution of each individual data point x;. Specifically, for a
batch of size b, the norm of each per-sample gradient ||g:(x;)||2 is constrained to

not exceed C.

SN o N gt (xi)
8ixi) = Qlip(gi(x):€) = == (1, oG 1)

After clipping, the batch gradients are summed and independently injected
with zero-mean Gaussian noise in accordance with the standard DP-SGD mech-
anism, thereby preserving an unbiased estimate of the gradient in expectation.
To obtain the update for the current batch, this noisy aggregate is subsequently

normalized by the batch size b.

g = % (Z 3i(x) + N (o, azczl)) , (2.2)

i€B;
Sample-level differential privacy can be particularly favorable in few-client
regimes with relatively large local datasets. By Concentration Inequalities [21],

as the neighborhood dataset size increases, the aggregated gradient for SL-DP



concentrates within a narrow neighborhood around its expectation, thereby
reducing the relative impact of the injected noise. A detailed explanation is
provided in Appendix A. This phenomenon is analogous to dispersing ink (fixed
amount of DP noise) into the sea (aggregated gradient) rather than into a cup of
water, where individual impacts are effectively diluted. Moreover, the zero-mean
property of Gaussian noise ensures that the resulting gradient estimate remains

unbiased in expectation, helping preserve the overall optimization direction.

2.3 Personalization via FedMem

After federated training, each client receives the fine-tuned global model from
the server. On top of this, we incorporate a kKNN-based memorization strategy,
termed FedMem, which enables client-specific memory retrieval by retrieving
semantically closest data from each client’s own stored data and adapting the
model output accordingly. This local adaptation mechanism effectively addresses
the generalization limitations of a unified global model under non-IID condi-
tions, which typically leads to performance degradation. Furthermore, since
the datastore is constructed and queried locally, FedMem enables on-device
personalization without exposing raw client data to the server. This process is
divided into two phases:

Memorization (Datastore Construction): For each client ¢, a FedMem datas-
tore is constructed using the well-trained global model parameters 0, together
with the client’s local dataset. Specifically, for each parallel pair (x,y) in the
local training set, where x represents the input audio and y its transcription, we
extract the context representations i = fp, (x,y<¢) via a forward pass under

teacher forcing. At each time step t, the context representation /; is paired with
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Figure 2.1: Illustration of the FedMem Pipeline. Adapted from [1].

the ground-truth token y; to form a key-value pair (h, y;). Storing all such pairs
over the dataset yields a client-specific datastore, which is used for kNN retrieval
during inference.

Retrieval (Inference and Adaptation): During the inference stage, the model
performs local adaptation by querying the constructed datastore. At each time
step t, the current context representation #; is used to conduct a kNN search to
retrieve the k nearest neighbors from the client-specific datastore via Euclidean
(Lp) distance. Smaller distances are assigned higher probabilities, prioritizing
the nearest neighbor for next-token prediction. A temperature parameter T
is introduced to rescale the distances, thereby smoothing the normalization
(softmax) distribution. Subsequently, probabilities associated with identical
token IDs among the retrieved neighbors are aggregated to form the final KNN-
based distribution pynn over the target token y;. The overall FedMem pipeline

is illustrated in Figure 2.1.
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. —d(hi, fo, (x,§<t))
PN (Yt | X, §<p) o Z 1y,—o, exp ( Z ; (2.3)
(hi,l)i)GR
The final output distribution is obtained by interpolating the kNN-based
distribution pnn and the probability distribution produced by the fine-tuned

model, with an interpolation coefficient A € [0, 1].

pe | %, 9<t) = Apian(e | %, 9<t) + (1= A) Pmodet (| X, J<)  (2.4)



Chapter 3

Experimental Setup

3.1 Datasets and evaluation protocol

We fine-tune the Whisper-small model on the ENNI child speech dataset to
develop a privacy-preserving child ASR system. To simulate a federated learning
environment, the dataset is randomly and equally partitioned between two
clients. While this ensures a balanced sample size, the data distribution remains
inherently non-IID due to the significant acoustic variability in child speech, such
as differences in age, articulation clarity, and disfluency patterns.

This study specifically investigates the interplay between Federated Learning
(FL) and Differential Privacy (DP). To quantify the trade-off between privacy
guarantees and recognition accuracy under controlled conditions, we adopt a
configuration consisting of one central server and two clients. We use the Word
Error Rate (WER) as the primary metric to evaluate ASR performance, com-
plemented by training loss to analyze optimization behavior and convergence

stability under DP constraints.
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3.2 Acoustic Processing and Training Settings

We utilize log-Mel features to represent the acoustic characteristics of child
speech, which serve as the input for our ASR model training. As a baseline,
Centralized Fine-tuning is conducted for 8,000 optimization steps. This duration
is sufficient for convergence, as both the training loss and Word Error Rate (WER)
exhibit clear stabilization. Given a batch size of 16, this equates to approximately
128,000 total number of training examples processed (16 x 8,000).

For the Federated Learning (FL) configurations, each client performs one local
training phase of 2,000 effective optimizer steps per round across four federated
rounds. With a batch size of 16, the process yields approximately 128,000 total
number of training examples processed (2,000 x 16 x 4), directly aligning the
total sample exposure and computational effort with the centralized baseline to
ensure a fair comparison.

Through a hyperparameter exploration of global rounds and noise multi-
pliers, we observed that four rounds are insufficient for the FL-DP model to
fully converge, suggesting that privacy mechanisms demand additional training
iterations. Furthermore, while higher noise levels typically hinder performance,
a noise multiplier of 1.0 was empirically selected as the optimal configuration to
strike an effective balance between model utility and privacy guarantees. These

hyperparameter dynamics are analyzed in greater detail in the following section.
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3.3 Privacy accounting and DP settings

The privacy budget (¢) is determined by the dataset size, batch size, number of
training epochs, and, most critically, the noise multiplier. We compute ¢ using
the Rényi Differential Privacy (RDP) accountant. Following standard practice,
we adopt an (g, 6)-DP formulation with § = 10~° and set the clipping norm to
1.0. With all other variables held constant, the privacy budget ¢ is primarily
determined by the noise multiplier ¢; therefore, our analysis focuses on the
impact of varying noise multipliers on the resulting privacy guarantees.

The sampling rate is approximately 0.008, calculated as the ratio of the batch
size (16) to the local dataset size (1,889) per client. Given the 4 federated rounds,
the RDP accountant (as implemented in the Opacus library) yields a privacy
budget of ¢ = 34.974 for a noise multiplier of 0.5. In contrast, increasing the noise
multiplier to 1.0 significantly strengthens the privacy guarantee by reducing ¢ to
4.913 and, due to the exponential dependence of the privacy loss on ¢, provides
substantially more robust protection than the FL-DP baseline configured with a

noise multiplier of 0.5.
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3.4 Personalization and FedMem settings

To achieve efficient retrieval, FedMem is implemented using FAISS with an
IndexIVFPQ configuration. The local datastore of each client is indexed into 2048
coarse clusters (IVF), where each 768-dimensional datastore key is quantized
from 3072 bytes to 64 bytes using PQ. At inference time, for each target token y;,
the system identifies the top-64 most relevant clusters via Euclidean (L;) distance.
By searching only within the probed clusters to find k-nearest neighbors, FedMem
substantially reduces computational overhead while maintaining robust retrieval
performance. Following prior works [1, 18] on k-nearest neighbor retrieval for
language tasks, we set k = 16 and T = 10 as the baseline for our experiments. A
grid search over the interpolation coefficient identified A = 0.3 as optimal; full

details are provided in Appendix B.



Chapter I

Results

The model, comprising approximately 244M parameters, requires roughly 16
hours for training and 30 minutes for evaluation on a 46 GB GPU. The experi-
mental results are analyzed along two primary dimensions: first, the trade-off
between model performance (Word Error Rate) and privacy protection (Privacy
Budget €); and second, the preservation of diagnostic utility. Specifically, we eval-
uate whether the statistical significance between Typical Development (TD) and
Developmental Language Disorder (DLD) samples—measured via p-values—is

maintained under Differential Privacy (DP) constraints.

4.1 Utility-Privacy Trade-off in Federated Whisper

Since FL and DP typically entail performance degradation, we establish a central-
ized fine-tuning (CFT) baseline to provide a reference for utility evaluation. From
Table 4.1, under identical hyperparameter settings (8,000 optimization steps), the
Whisper model reaches a Word Error Rate (WER) of 9.0810. This baseline repre-

sents the optimal performance achievable in the absence of privacy-preserving
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Experimental Setting  Models Loss WER
CFT 0.5397  9.0810

Baseline (8k steps) FL 05204 91702
FL-DP (c = 0.5) 0.5167  23.1360
FL 0.5685  9.1361

Local Steps (2k — 4k)  FL-DP (¢ = 0.5) 0.4304 18.7291
FL-DP (r = 1.0) 05230 24.0433

FL-DP (¢ = 0.5) 0.4059 16.8044
FL-DP (¢ = 1.0) 0.4853  21.3246

Global Rounds (4 — 6)

Table 4.1: Eval Performance under Different Hyperparameters.

constraints (i.e., FL and DP).

Building on the centralized baseline, we evaluate the performance under Fed-
erated Learning (FL) and Differentially Private FL (DP-FL) configurations. With
a conservative hyperparameter setting of 2,000 local optimizer steps per global
round across 4 global rounds, the FL-only approach shows a marginal WER
increase from 9.0810 to 9.1702, a degradation of approximately 0.1. However, the
introduction of Sample-level DP (SL-DP) with a noise multiplier of 0.5 results in
a more pronounced WER of 23.1360.

Despite this performance gap, the model maintains effective learning capa-
bilities under privacy constraints, significantly outperforming the pre-trained
Whisper model (WER of 45.3841). This resilience is attributed to the moderate
local data volume, which facilitates robust gradient concentration. By ensuring
that aggregated gradients remain stable, this concentration mitigates the relative
impact of injected noise, preventing it from obscuring underlying optimization
trends and thus preserving convergence.

To evaluate convergence stability, we increase the local optimization steps per

round from 2,000 to 4,000. For standard FL, this adjustment yields a negligible
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improvement, with the WER decreasing by only 0.03. In contrast, the DP-FL
configuration (¢ = 0.5) shows a substantial gain, with the WER dropping by
4.41.

Recognizing that ¢ = 0.5 provides insufficient privacy guarantees, we further
explore a more stringent setting with a noise multiplier of 1.0, which aligns with
stronger privacy requirements (¢ < 5). The resulting WER of 24.0433 represents
a performance degradation of only 5.31 compared to the ¢ = 0.5 setting under
identical hyperparameters. Crucially, this modest utility loss enables a near-
exponential enhancement in privacy, reducing € from 34.974 to 4.913. This
significant decrease in the privacy budget substantially enhances the model’s
resistance to membership inference and other gradient-based attacks.

Building on these observations, we further examine the impact of global
communication rounds. Since increased local training mitigates DP-induced
noise, we investigate whether increasing the number of communication rounds
further narrows the utility gap or whether the model has already converged.
Increasing the number of global rounds from four to six results in reductions in
both WER and loss, indicating that the model had not yet converged at round
four. However, beyond six rounds, the model appears to approach convergence.
Under a noise multiplier of 0.5, the difference in WER between rounds five
and six becomes marginal, with a slight increase even observed at round six,
suggesting that the model is approaching convergence.

In summary, our experimental results demonstrate that increasing both local
optimization steps and global communication rounds improves model utility. As
performance begins to stabilize by round 6, we establish the final configuration
as 4,000 local steps and 6 global rounds. Regarding privacy settings, a noise

multiplier of ¢ = 1.0 offers substantially stronger privacy protection than ¢ = 0.5.
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Experimental Setting  Models WER
CFT 7.6828

Baseline (8k steps) FL 7 7604
FL-DP (¢ = 0.5) 11.5224
FL 7.7132

Local Steps (2k — 4k)  FL-DP (¢ = 0.5) 10.2849
FL-DP (c = 1.0) 11.6881

FL-DP (¢ = 0.5) 10.1046
FL-DP (¢ = 1.0) 11.0822

Global Rounds (4 — 6)

Table 4.2: Eval Performance after applied FedMem.

Although ¢ = 1.0 results in a higher WER (21.3246) compared with ¢ = 0.5
(16.8044), the overall performance remains competitive. Therefore, we select
o = 1.0 as the final noise multiplier, as it yields an optimal trade-off between

rigorous privacy guarantees and competitive model utility.

4.2 Improving the Utility—Privacy Trade-off via Fed-

Mem

While the preceding results establish the FL-DP baseline configuration, a notice-
able utility degradation remains due to noise injection. To mitigate this utility
loss, we incorporate the FedMem personalization mechanism under the same
experimental setup as the baseline. By addressing data heterogeneity through
memorization-based retrieval, FedMem improves model utility while maintain-
ing the same privacy guarantees, thereby improving the utility—privacy trade-off.
Table 4.2 shows that FedMem consistently outperforms the baseline in Table 4.1
while maintaining identical privacy guarantees.

As shown in Table 4.2, with A = 0.3, the Word Error Rate (WER) for Cen-
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tralized Fine-Tuning (CFT) decreases from 9.0810 to 7.6828, while the FL-only
approach similarly improves from 9.1702 to 7.7604. Notably, the improvement
is more pronounced in the FL-DP setting, suggesting that the personalization
mechanism effectively compensates for the utility degradation caused by DP
noise. Under the configuration of 6 global rounds and ¢ = 1.0, FedMem reduces
WER from 21.3246 to 11.0822 with the same privacy guarantees, recovering a
substantial portion of the performance lost to DP noise. Moreover, this result
narrows the performance gap to only 2.80 relative to the original CFT model in
Table 4.1. Overall, these results demonstrate that FedMem effectively mitigates

noise-induced degradation and yields a superior privacy-utility trade-off.

4.3 Statistical Significance and Clinical Diagnostic
Validity

In this section, we examine whether NTW and NDW exhibit statistically signifi-
cant differences between the TD and DLD groups. For each ENNI sample, which
consists of multiple utterances, total and unique word counts are computed and
normalized by the number of utterances, analogous to the computation of Mean
Length of Utterance (MLU) [22, 23]. We then compute group-level means and
perform statistical significance tests to evaluate whether these between-group
linguistic differences remain significant under different training configurations.

This analysis is designed to assess the clinical validity of the privacy-
preserving models. Clinical validity is established if: (1) NTW and NDW con-
tinue to demonstrate statistically significant differences between the Typical

Development (TD) and Developmental Language Disorder (DLD) groups, and
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Table 4.3: Significance across Training Settings.

NTW NDW

TD mean DLD mean p-value ‘ TD mean DLD mean p-value

Model

Reference Transcript ~ 35.1938 29.2997 0.0663 | 10.3362 8.7494 0.0664
CFT 35.2438 29.2816 0.0622 | 10.3307 8.7943 0.0760
FL 35.2547 29.2392 0.0606 | 10.3065 8.6726 0.0551
FL-DP (0 = 0.5) 35.9973 36.3402 0.9207 | 10.1990 8.5983 0.0672
FL-DP (0 = 1.0) 36.0279 30.3518 0.1057 | 10.2280 8.6804 0.0743
FL-DP-FM (c = 1.0)  35.1323 29.2246 0.0669 | 10.2653 8.7502 0.0717

(2) the results obtained from Federated Learning with Differential Privacy (FL-
DP) models do not exhibit statistically significant deviations from the ENNI
gold-standard reference transcripts. Such findings would indicate that FL-DDP,
despite its stringent privacy guarantees, can produce linguistically faithful tran-
scriptions that preserve clinically meaningful diagnostic markers.

Following the trajectory of our previous hyperparameter exploration, we
evaluate a selection of representative models in this experiment to validate their
clinical utility. Analysis of the reference transcripts reveal a substantial discrep-
ancy between the TD and DLD groups, with a particularly marked difference
in NTW and a 1.6-unit gap in NDW. Since p-values represent the probability
of observing the current results under the null hypothesis, the results for both
NTW and NDW metrics indicate that, if there were no difference between the
TD and DLD groups, the probability of obtaining these specific NTW and NDW
results would be only 6.6%. Therefore, TD and DLD show statistically significant
differences in this analysis, suggesting a 93.4% likelihood that the NTW and
NDW values for the TD group are higher than those for the DLD group. Using
the reference transcripts as a baseline, we aim to bring the fine-tuned model’s
outputs closer to the ENNI gold-standard, thereby effectively preserving these

critical clinical markers.
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As shown in Table 4.3, both the Centralized Fine-Tuning (CFT) and standard
FL models preserve statistically significant differences between the TD and DLD
groups. Moreover, their mean NTW and NDW estimates closely align with
those of the reference transcript. These findings indicate that both CFT and FL
satisfy our predefined criteria for clinical validity, effectively maintaining the
diagnostically meaningful linguistic distinctions inherent in the ENNI dataset.

Following the introduction of DP noise, the group means of NTW for TD
and DLD exhibited noticeable fluctuations and deviated from those derived
from the reference transcripts, whereas NDW remained comparatively stable.
In detail, the injected noise caused the ASR model to generate redundant filler
tokens, most prominently repeated instances of “and”. Such repetitions inflate
NTW without increasing NDW, thereby weakening the statistical significance
of NTW and leading to an increased p-value. As these redundant filler tokens
occur stochastically, the NTW results for DLD under a noise multiplier of 0.5
appear to be strongly affected by these random filler tokens during transcription,
yielding a relatively high p-value. Conversely, the results at a noise multiplier
of 1.0 are free from such random repetitions, resulting in a substantially lower
p-value. Crucially, at this higher noise level, the separation between TD and
DLD remains robust; the mean differences of approximately 5.6 for NTW and
1.5 for NDW are close to the gold-standard and remain statistically significant.
In addition, integrating FedMem under the final configuration (6 global rounds,
o = 1.0) further bridges the gap to the reference transcript baseline. Specifically,
the p-value for NTW is 0.0669, representing only a marginal increase of 0.0006
compared to the reference, while the difference in NDW p-values is similarly
small at 0.0053. These results suggest that clinically meaningful linguistic distinc-

tions are preserved even under stronger privacy protection, particularly when



personalization with FedMem is applied.
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Chapter 5

Conclusion

In this paper, we presented a privacy-enhancing framework for child automatic
speech recognition (ASR). This framework integrates Federated Learning (FL)
and Differential Privacy (DP) with the Whisper foundation model, while incor-
porating FedMem for local personalization. Our results demonstrate that the
FL-DP-FedMem framework effectively maintains strong ASR performance under
strict privacy constraints. By ensuring that raw speech data remains local and
mitigating inference attacks on the global model, this approach is particularly
well-suited for privacy-sensitive child ASR scenarios. Furthermore, the frame-
work preserves clinically meaningful diagnostic markers that closely align with
those derived from the ENNI gold-standard reference transcripts. Concretely,
while operating under robust privacy guarantees (e.g., ¢ = 1.0), the framework
reduces the WER from 21.3246 to 11.0822 via personalization, and preserves clin-
ically meaningful linguistic distinctions (i.e., differences in NTW and NDW) by
showing only minimal deviation from the reference transcripts. [p-value = 0.0669
(NTW) & 0.0717 (NDW)]. Our work demonstrates an improved privacy—utility

trade-off, providing a practical foundation for deploying DP-enabled federated
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child ASR systems in connected health settings.

For future work, we plan to further explore client-level Differential Privacy
(CL-DP) in large-scale settings. As the number of participating clients increases
over time, CL-DP is expected to become more effective and stable. In addition,
we plan to further enhance model performance by investigating alternative
aggregation algorithms. Specifically, we aim to explore frameworks such as
FedProx to provide better regularization within Federated Learning, thereby
mitigating the challenges posed by data scarcity, data imbalance (Ntp > Nprp),

and speaker heterogeneity (Non-IID data).



Appendix A

Concentration Inequalities

The probability:

Pr(|X — E[X]| > ¢) (A1)

quantifies the likelihood that a random variable X deviates from its expecta-
tion E[X] by at least a prescribed threshold e. The smaller probability indicates X
is more concentrated around E[X].

For a finite dataset of size n, Hoeffding’s inequality states that

ne?
Pr(|X —E[X]| > ¢) <2exp (—ﬁ) (A.2)

This bound shows that, as the dataset size n increases, the probability of ob-
serving a large deviation from the expectation decreases exponentially, implying
that the sample mean X concentrates within a narrow interval (high-probability
deviation range) around the true expectation E[X].

For example, when averaging the outcomes of a small number of dice rolls,

the sample mean X may vary widely. In contrast, as the number of rolls increases
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to hundreds or thousands, the sample mean X concentrates from an uncertain
value to a narrow range around 3.4-3.6 with high probability. Since the sample
average stabilizes around 3.4-3.6 for a large number of dataset (rolls time), the

addition of DP noise does not substantially alter the overall trend.



Appendix B

FedMem Hyperparameter Selection

In this section, we present the steps for selecting the optimal interpolation coeffi-
cient A € {0.1,0.2,...,0.9} on the ENNI test set. First, we use CFT with FedMem
as the baseline to explore the performance changes after applying different hyper-
parameters on the test dataset. Under k = 16 nearest neighbors and temperature
T = 10, the results are shown in Table B.1 below:

Table B.1: The ASR performance of CFT-FedMem with different A

A 0.1 0.2 0.3 0.4 0.5 0.6 0.7 0.8 0.9
WER 7.6634 7.6585 7.6828 7.8221 8.5658 8.5691 85723 85739 8.5772

From the above table, we consider that [0.3,0.7] is a good range for the inter-
polation coefficient A, because the remaining A values do not show significant
performance decay or improvement. Additionally, we want both fine-tuned
model and FedMem to contribute a reasonable proportion to the final probabil-
ity.

Next, we perform inference within the [0.3,0.7] range using the fine-tuned
FL-DP model, and the results are presented separately in Table B.2 below. With

the noise multiplier o = 1.0, the table shows that when A exceeds 0.5, the ASR
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Table B.2: The ASR performance of FL-DP-FedMem with different A

A 0.3 0.4 0.5 0.6 0.7
WER 11.0822 11.8761 16.3100 16.3902 16.4107

performance degrades by approximately 4.5 in WER. For A = 0.3 and 0.4, since
we prefer a higher contribution from the fine-tuned model—which is the primary
focus of this experiment—and A = 0.3 yields better ASR performance, the final

choice for A is 0.3.



Appendix C

Generative Al Use Disclosure

Generative Al tools (e.g., ChatGPT) were used solely for language editing, gram-
matical polishing, and minor visual enhancement of schematic figures. All tech-
nical content, experimental design, and analysis were developed and verified by

the authors.
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