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Abstract
Channel state information (CSI)-based WiFi sensing enables
fine-grained indoor localization by exploiting phase-coherent
structure across antennas and subcarriers. However, this
same structure makes CSI inherently vulnerable to passive
inference attacks capable of recovering precise user location
from routine wireless measurements.
This paper presents a differentially private WiFi sensing

framework that perturbs CSI directly in the physical phase
domain prior to beamforming rather than applying post-
processing or output-level noise. The mechanism injects
calibrated Gaussian perturbations into frequency-dependent
(distance) and antenna-dependent (angle) phase components,
inducing controlled distortion in the resulting distance–angle
multipath representation while preserving a physically con-
sistent channel structure.

We derive a closed-form bound linking differential privacy
parameters to expected Cartesian localization error, showing
that localization uncertainty scales as O(𝜖−2) and increases
with both angular and distance sensitivity. Across real-world
CSI measurements from the WILD dataset, empirical results
closely match the theoretical prediction and validate the
proposed error model over multiple privacy budgets.

Experiments further show that the induced angular pertur-
bations survive common CSI post-processing and refinement
techniques, preventing reliable recovery of precise angle-of-
arrival estimates even after adversarial filtering. Finally, we
introduce a reverse reconstruction procedure that preserves
forward consistency of perturbed multipath profiles while
maintaining plausible CSI structure.
Overall, this work demonstrates that differential privacy

can be embedded directly into the wireless sensing pipeline
through phase-level channel perturbations, enabling quantifi-
able and controllable tradeoffs between localization accuracy
and privacy leakage.

1 Introduction
Indoor localization and wireless sensing technologies have
become increasingly common as these technologies provide
location awareness utility to systems without having to come
up with entirely separate infrastructure [14, 19, 34]. While
GPS technologies perform well outdoors, signal attenuation

and multipath propagation significantly limit their effective-
ness in indoor environments [31]. Because of this, other
methods are used for indoor localization. In the case of WiFi
sensing, channel state information (CSI) that already exists
on routers can be leveraged to compute user locations rel-
ative to the routers position which provides better perfor-
mance and scalability [16, 20].

Bluetooth beaconing is a widely used indoor localization
approach that relies on low-energy Bluetooth (BLE) transmit-
ters placed in known fixed positions to periodically broadcast
identifiers. A receiver estimates its location by measuring the
received signal strength (RSSI) from multiple beacons and
applying either fingerprinting or trilateration-based tech-
niques [13]. While Bluetooth beacons have the benefits of
low power consumption, low cost, and ease of deployment,
they suffer from several limitations. RSSI measurements are
highly sensitive to multipath fading, body blockage, device
orientation, and environmental dynamics which leads to sig-
nificant instability and reduced localization accuracy[13].
Additionally, beacon-based systems require dense infrastruc-
ture deployment to achieve good accuracy which increases
maintenance overhead and limits scalability in large or com-
plex environments [22, 34].
Camera-based tracking is another method that can be

used for localization that also comes with its own concerns.
Camera-based tracking often requires line-of-sight and often
has to fall back to secondary sensing and predictive algo-
rithms to maintain tracking. Camera-based tracking is also
sensitive to lighting conditions, as the same scene under
different lighting conditions can appear different to the cam-
era and break tracking[35]. However, the biggest concern
with camera-based tracking is privacy as it requires constant
scanning of environments. Coupled with modern advance-
ments in machine learning, profiles on non-consenting users
become easier to create and put those users at risk. While
effective in security applications, camera-based tracking for
localization comes with surveillance concerns when applied
to public spaces [35].
In WiFi sensing, CSI-based localization has emerged as a

powerful technique due to its ability to capture fine-grained
wireless channel characteristics [20, 26]. It provides detailed
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information about the amplitude and phase response of sub-
carriers across multiple antennas; this allows systems to ex-
ploit multipath propagation patterns and derive highly accu-
rate spatial estimation [15, 16]. Through sampling CSI, angle
vs. distance multipath profiles can be constructed which ul-
timately map into cartesian coordinate estimates[17, 24, 30].
Compared to RSSI-based approaches, CSI-based methods of-
fer substantially higher space resolution and robustness in
densely populated environments [17, 26].

Despite the advantages, the strengths of CSI-based meth-
ods enabling stronger localization accuracy also come with
significant privacy concerns. CSI measurements contain dis-
tinctive channel characteristics that can be used to track
specific user locations over time [28, 36]. Furthermore, be-
cause wireless signals are capable of propagating through
walls in indoor spaces, users may unknowingly expose sen-
sitive location information to nearby access points without
their consent [2, 3]. As WiFi sensing systems become more
widely adopted, the issue of privacy has become a crucial
challenge that needs addressing [36].
Traditional privacy-preserving approaches often rely on

access control, encryption mechanisms, and anonymization.
However, these methods do not directly address the leakage
of information that is contained in the channelmeasurements
themselves. Even with labels removed tying users to specific
channel information, CSI still enables behavior inference as
more packets are sampled over time [4, 25, 27]. Therefore, the
focus of research must shift to creating a privacy preserving
mechanism that operates directly on sensing data while still
maintaining sufficient utility for applications.
Differential privacy is a widely studied framework for

providing mathematically quantifiable privacy guarantees,
especially in statistical andmachine learning systems [10, 11].
Rather than trying to completely hide data (thus resulting
in destroyed sensing utility), differential privacy aims to
limit the influence of any single user’s data on the output
of a system by introducing carefully calibrated noise. This
is achieved typically though the addition of Gaussian noise
scaled according to a tunable privacy budget and sensitivity
parameters[1, 9, 21]. While differential privacy has been stud-
ied extensively in database and machine learning systems,
applying it to WiFi sensing has remained an open problem
due to the complex relationship between perturbations in
physical data and downstream estimation accuracy [12].

As such, this work presents aWiFi sensing framework that
applies differentially private perturbations directly to phase
information through the manipulation of steering vectors.
Gaussian noise calibrated according to privacy parameters
is injected into the phase components of both the angle and
distance steering vectors. In doing so, localization peaks
in the distance-angle multipath profile are broadened and

shifted; this introduces uncertainty into the recovered esti-
mates while still preserving the observed structure of the
wireless channel. Furthermore, this work also provides a re-
verse reconstruction mechanism capable of generating plau-
sible CSI measurements from the spoofed multipath profiles
to further hide the perturbation process.
Through the combination of differential privacy theory,

wireless channel modeling, and experimental validation, this
work provides amathematically based framework for privacy-
preserving WiFi localization systems that enable control for
trading off sensing utility and user privacy protection. This
work proves the error introduced to the sensing pipeline is
bounded to O(𝜖−2) where 𝜖 is a tunable privacy budget; it
verifies it empirically through repeated averaging of samples
with noise applied to them and comparing with known true
locations. Additionally, this work shows the angle-of-arrival
error introduced survives common refinement techniques
as well as verifies a spoofing mechanism to further hide the
privacy providing mechanism at work.

2 Background
2.1 WiFi Localization
WiFi localization systems commonly utilize CSI which is
fundamental to the beamforming process of sending signals
in the direction of connected users [15, 16]. CSI provides de-
tailed measurements of the wireless channel response from
multiple subcarriers across antennas. Unlike RSSI methods
that compress channel behavior into a single power measure-
ment, CSI preserves both the amplitude and phase informa-
tion for each subcarrier which enables significantly higher
spatial resolution as well as deployment in more variable
environments [20, 26]. CSI for a given subcarrier k can be
represented as

𝐻𝑘 = 𝐴𝑘𝑒
𝑗𝜙𝑘 (1)

where𝐴𝑘 represents the amplitude response and 𝜙𝑘 repre-
sents the phase response of the wireless channel at subcarrier
𝑘 . Because routers divide wireless transmissions across many
narrowband subcarriers, CSI samples the channel frequency
response at multiple frequencies simultaneously and pro-
vides more complete information about the characteristics
of signal propagation [15].
The phase component of CSI is influenced by both the

propagation distance traveled by a signal as well as the an-
gle at which the signal reaches the antenna array [17, 30].
As a wireless signal propagates through a space, its phase
is proportional to the total path length traveled; additional
phase offsets are introduced across antennas due to addi-
tional travel time from the first antenna to other antennas
due to the arrival angle. Therefore, the measured phase is
the sum of these two components



Privacy Preserving WiFi Sensing Using Differential Privacy , ,

𝜙𝑘 = 𝜙𝑑 + 𝜙𝜃 (2)
CSI for a given subcarrier can therefore be rewritten as

the product of two exponential terms to enable indepen-
dent exploitation of range and direction information when
constructing angle-distance multipath profiles:

𝐻𝑘 = 𝐴𝑘𝑒
𝑗𝜙𝑑𝑒 𝑗𝜙𝜃 (3)

In CSI-based localization, steering vectors are used to
model how a signal arriving to an antenna array at different
times can be translated into the angle it arrives at and is
represented by [17, 24]

𝑎𝜃 (𝜃 ) =


1

𝑒 𝑗
2𝜋
𝑐
𝑓𝑐𝑑𝑎𝑛𝑡 ·1·sin(𝜃 )

...

𝑒 𝑗
2𝜋
𝑐
𝑓𝑐𝑑𝑎𝑛𝑡 · (𝑁−1) ·sin(𝜃 )


. (4)

where 𝑑𝑎𝑛𝑡 is the antenna spacing, 𝑁 is the number of
antennas, 𝑓𝑐 is the carrier frequency of the signal, and 𝑐 is
the speed of light. This vector encodes how a signal from di-
rection 𝜃 would appear across the antenna array. The system
also involves a distance steering vector that captures phase
due to propagation distance:

𝑎𝑑 (𝑑) =


𝑒 𝑗

2𝜋
𝑐
𝑓1𝑑

𝑒 𝑗
2𝜋
𝑐
𝑓2𝑑

...

𝑒 𝑗
2𝜋
𝑐
𝑓𝑁𝑑


. (5)

where 𝑓𝑁 is the subcarrier frequency of subcarrier𝑁 and𝑑
is the total distance traveled in meters. Because each subcar-
rier experiences a slightly different wavelength, the received
phase rotates at a frequency-dependent rate [17].

When applied to raw CSI, these steering vectors map the
CSI to distance-angle pairs

𝑀𝑃 (𝜃, 𝑑) = 𝑎𝐻
𝜃
(𝜃 )𝐻 𝑎𝑑 (𝑑), (6)

and large values of 𝑀𝑃 (𝜃, 𝑑) indicate the strongest path
from a user to a router [17, 30].

2.2 Threat Model
This work considers a passive adversarial sensing model in
which an attacker attempts to infer sensitive user location
information using CSI-based WiFi localization techniques
[28, 36]. The attacker is assumed to possess access to CSI mea-
surements collected at a multi-antennaWiFi access point and
is capable of constructing distance-angle multipath profiles
using standard beamforming and steering vector based lo-
calization methods. Using these measurements, the attacker
aims to recover precise user position and track movement
over time to create tracking profiles for specific users.

The attacker is assumed to have knowledge of the wire-
less sensing pipeline including antenna geometry, steering-
vector construction, and localization algorithms used to gen-
erate multipath profiles. Furthermore, the attacker may col-
lect CSI measurements continuously over time in order to
average noise, refine localization estimates, or apply post-
processing techniques intended to improve sensing accuracy.
The attacker, however, does not possess direct knowledge
of the privacy perturbations applied within the proposed
system; they are generally aware that there is a privacy pro-
tecting mechanism in place but have no knowledge of how
noise injection occurs.
The primary privacy objective of this work is to reduce

the attacker’s confidence in recovering precise spatial infor-
mation from CSI measurements while preserving sufficient
wireless sensing utility for legitimate applications. Rather
than completely destroying localization capability, the goal
is to introduce controlled uncertainty into the localization
pipeline such that inferred user positions become probabilis-
tically ambiguous within bounded spatial error regions.
Unlike client-side privacy mechanisms that require end-

user devices to actively manipulate transmitted signals or
beamforming behavior [6], the approach considered in this
work operates at the router level. Therefore, users are pro-
tected without requiring modifications to client hardware,
firmware, or communication protocols.

Under this threat model, the effectiveness of the proposed
mechanism is evaluated according to the following criteria:
(1) successful reduction in localization accuracy achieved by
the attacker and bounding the error in terms of the privacy
budget, (2) persistence of localization uncertainty after post-
processing or refinement operations, and (3) preservation of
physically plausible CSI structure and wireless communica-
tion utility despite the introduction of privacy-preserving
perturbations.

2.3 Phase Perturbation
Recent work enabling privacy in WiFi sensing have shown
how perturbations applied to physical-layer channel mea-
surements can allow for users to opt-out of sensing sys-
tems while still preserving typical WiFi functionality for
data transfer. Specifically, MIRAGE[6] is a system that in-
troduces obfuscating user location by adding small amounts
of delay in the direct path channel such that the length of
the direct path appears longer than the multipath due to
the phase rotation the signal arrives at. In doing so, localiza-
tion algorithms take the multipath (now appearing as the
shortest path) as the true user location and creates a false lo-
cation. Because the direct path is just delayed but still intact,
communication throughput is still mostly sustained.
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The underlying rationale behind phase perturbation is that
CSI-based localization is heavily dependent on coherent spa-
tial phase alignment to construct accurate multipath profiles
[17, 24]. As such, small perturbations in CSI phase propagate
through beamforming and angle estimation pipelines which
causes heatmap peaks to shift, widen, or even disappear
completely. Localization algorithms estimate user position
by identifying coherent maxima in the multipath profile;
disrupting phase consistency directly reduces the certainty
sensing systems can recover location information.

It is important to note, however, that protections such as
MIRAGE are client-side [6]; as such, it puts the responsibility
of protecting privacy onto users.While effective at protecting
users through physical modification of the signal, it is not
reasonable to assume users wish to automatically opt-in to
sensing and then give them the option to opt-out. Therefore,
users should not be expected to take additional measures
to protect themselves from publicly deployed systems, thus
making the burden of providing privacy router-side.

2.4 Differential Privacy
The differential privacy (DP) framework is designed to pro-
vide quantifiable privacy guarantees while preserving the
overall utility of a system [10, 11]. Formally, a randomized
mechanism𝑀 satisfies (𝜖, 𝛿)-DP if, for any pair of neighbor-
ing datasets 𝐷 and 𝐷 ′ differing by at most one observations,
and for any possible output set 𝑆 :

Pr[𝑀 (𝐷) ∈ 𝑆] ≤ 𝑒𝜀 Pr[𝑀 (𝐷 ′) ∈ 𝑆] + 𝛿. (7)
where 𝜖 represents the privacy budget and controls the

strength of the privacy guarantee and 𝛿 represents a tiny
probability that the privacy fails. Smaller values of 𝜖 corre-
spond to stronger privacy guarantees as mechanism outputs
become increasingly indistinguishable between neighboring
datasets.

DP enabled systems are able to achieve this by introducing
randomized noise carefully calibrated according to environ-
mental sensitivities [10]. This sensitivity measures the maxi-
mum change in the output of a function caused by omitting
any single observation in the input dataset. For a function
𝑓 (𝐷), the 𝐿2-sensitivity is defined as

Δ2 𝑓 = max
𝐷∼𝐷 ′

∥ 𝑓 (𝐷) − 𝑓 (𝐷 ′)∥2. (8)

The Gaussian mechanism has nice properties such as ap-
pearing as natural noise and easier translation of DP guaran-
tees and is adopted by many implementations of DP-enabled
systems [1, 9, 21]. Noise samples are drawn from a zero-mean
Gaussian distribution

𝜂 ∼ N(0, 𝜎2), (9)
where the standard deviation 𝜎 is selected by

𝜎 ≥
√︁
2 ln(1.25/𝛿) Δ2 𝑓

𝜀
. (10)

The relationship of 𝜎 and 𝜖 establishes the privacy-utility
tradeoff inherent to DP.

3 Localization Pipeline
The localization pipeline considered in this work makes lo-
cation estimates by transforming raw CSI measurements
into angle-distance multipath profiles [17, 30]. The system
assumes that multi-antenna access points capable of mea-
suring CSI across multiple subcarriers are used for sensing
[15]. For each received packet, the wireless channel response
is sampled across antennas and subcarriers, producing a
complex-valued CSI measurement of the form

𝐻𝑘 = 𝐴𝑘𝑒
𝑗𝜙𝑑𝑒 𝑗𝜙𝜃 (11)

where𝐴𝑘 represents the amplitude response and 𝜙𝑘 repre-
sents the phase response associated with subcarrier𝑘 . To esti-
mate spatial location, the measured CSI is correlated against
steering vectors corresponding to hypothesized propaga-
tion angles and distances [17, 24]. Previously, using steering
vectors we show that raw CSI can be translated to a distance-
angle heatmap:

𝑀𝑃 (𝜃, 𝑑) = 𝑎𝐻
𝜃
(𝜃 )𝐻 𝑎𝑑 (𝑑), (12)

where 𝐻 represents the measured CSI vector and (·)𝐻
denotes the Hermitian transpose. Peaks in the multipath
profile correspond to the most likely propagation paths of
the wireless channel [17, 30]. By identifying dominant peaks
within the distance-angle heatmap, the system estimates the
relative spatial location of targets within the environment.
This translation is closely related to foundational beam-

forming and subspace-based localization methods commonly
used in wireless sensing systems [18, 23]. By correlating mea-
sured CSI against hypothesized steering vectors, the localiza-
tion pipeline effectively performs filtered matching across
candidate distance-angle pairs. Peaks in the resulting mul-
tipath profile correspond to constructive phase alignment
between the measured channel response and the hypoth-
esized propagation geometry, thus enabling estimation of
dominant propagation paths and user locations.

The final stage of the localization pipeline converts the de-
tected distance-angle coordinates into Cartesian coordinate
estimates. For a detected multipath peak (𝑑, 𝜃 ), the estimated
location is computed as

𝑥 = 𝑑 cos𝜃, 𝑦 = 𝑑 sin𝜃 (13)
allowing the system to map wireless propagation measure-

ments into two-dimensional Cartesian coordinates. Because
the localization process depends heavily on coherent phase
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relationships across antennas and subcarriers, perturbations
introduced into CSI phase measurements propagate directly
into multipath peak estimation and downstream spatial lo-
calization accuracy [17, 24].

4 Proposed Privacy Mechanism
The proposed privacy-preserving mechanism operates by
introducing differentially private perturbations directly into
the phase structure of CSI measurements prior to multipath
profile generation. Rather than perturbing the final localiza-
tion estimate itself, the mechanismmodifies the intermediate
steering-vector phase relationships used for angle and dis-
tance estimation [17, 24].

The proposed mechanism perturbs phase relationships by
introducing randomized phase slopes across both subcarriers
and antennas. The perturbation process is calibrated using
the Gaussian differential privacy mechanism such that the
injected noise magnitude is controlled by a privacy budget
(𝜖, 𝛿) [1, 10].
The Gaussian noise scale is determined according to

𝜎 =

√︁
2 ln(1.25/𝛿)Δ

𝜖
(14)

where Δ represents the sensitivity of the localization sys-
tem. Because the localization process depends jointly on
propagation distance and angle estimation, separate sensi-
tivity parameters are defined for distance and angle pertur-
bation:

𝜎𝑑 = Δ𝑑

√︁
2 ln(1.25/𝛿)

𝜖
(15)

𝜎𝜃 = Δ𝜃

√︁
2 ln(1.25/𝛿)

𝜖
(16)

where Δ𝑑 represents the distance sensitivity and Δ𝜃 rep-
resents the angular sensitivity of the system. Gaussian per-
turbations are then sampled independently as

𝛿𝜏 ∼ N(0, 𝜎2
𝜏 ) (17)

𝛿𝜃 ∼ N(0, 𝜎2
𝜃
) (18)

where 𝜎𝜏 = 𝜎𝑑/𝑐 converts the distance perturbation into
an equivalent time-of-flight phase slope.

These perturbations are applied directly to the CSI phase
structure through two complementarymechanisms. A frequency-
dependent phase slope is introduced across subcarriers to
perturb the estimated propagation distance:

𝜙freq (𝑓 ) = 2𝜋 𝑓 𝛿𝜏 (19)

An antenna-dependent phase slope is also introduced
across antenna elements to perturb the angle-of-arrival (AoA)
estimation:

𝜙ant (𝑚) = 2𝜋
𝑑𝑎𝑛𝑡

𝜆
𝑚𝛿𝜃 (20)

where𝑚 denotes the antenna index, 𝑑𝑎𝑛𝑡 is antenna spac-
ing, and 𝜆 is the carrier wavelength. The combined pertur-
bation is then applied multiplicatively to the CSI matrix:

𝐻̃ = 𝐻 ⊙ 𝑒 𝑗 (𝜙freq+𝜙ant ) (21)
where ⊙ denotes element-wise multiplication. This oper-

ation preserves the overall complex structure of the wire-
less channel while introducing controlled uncertainty to the
phase information of CSI.

The perturbed CSI measurements are then processed using
the same steering-vector beamforming pipeline described
previously [17, 23]. Because the perturbation alters phase
coherence across both subcarriers and antennas, dominant
localization peaks within the multipath heatmap become
wider and shifted thus reducing localization certainty while
preserving the overall physical structure of the CSI transla-
tion.

To further obscure the perturbation process and maintain
physically plausible channel structure, this work additionally
introduces an approximate reverse reconstruction mecha-
nism capable of generating CSI-like measurements from a
perturbed multipath profile. Let𝑀𝑃 (𝑑, 𝜃 ) denote a spoofed
angle–distance heatmap. Distance and angle steering matri-
ces are first constructed as

𝐴𝑑 (𝑑) = 𝑒 𝑗
2𝜋 𝑓

𝑐
𝑑 (22)

𝐴𝜃 (𝜃 ) = 𝑒 𝑗
2𝜋𝑑
𝜆

sin𝜃 (23)
The CSI estimate is then reconstructed through pseudoin-

verse projection:

𝐻̂ = 𝐴
†
𝜃
𝑀𝑃𝐴

†
𝑑

(24)

where (·)† denotes the Moore–Penrose pseudoinverse.
This reconstruction produces a CSI estimate whose forward
transformation through a non-noisy mechanism approxi-
mately reproduces the perturbed multipath profile while
maintaining realistic channel characteristics. Therefore, the
resulting spoofed CSI appears physically consistent with the
modified localization output, making direct detection of the
perturbation process significantly more difficult.

It is important to note that the proposed mechanism does
not physically modify the underlying wireless channel or
transmitted communication signal itself. Instead, the pertur-
bation is applied only to the CSI measurements reported to
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the sensing and localization pipeline after channel estima-
tion has already occurred. This differs fundamentally from
systems such as MIRAGE [6], which introduce physical de-
lay perturbations directly into the wireless propagation pro-
cess to manipulate localization outcomes. In the proposed
framework, the perturbed CSI exists purely as a sensing-
layer representation used for localization processing and is
not retransmitted over the air. Directly transmitting heavily
perturbed CSI-equivalent phase distortions through the com-
munication channel would significantly disrupt coherent
demodulation, beamforming, channel equalization, and spa-
tial stream recovery processes required for reliable wireless
communication [15, 33].

5 Theoretical Analysis
To characterize the impact of differentially private phase
perturbations on localization accuracy, this section derives an
explicit bound relating Gaussian perturbation parameters to
Cartesian localization error. The objective is to quantify how
uncertainty introduced into angle and distance estimation
propagates into final spatial coordinate estimates.

Consider a user located relative to the access point using
polar coordinates (𝑑, 𝜃 ), where 𝑑 > 0 denotes propagation
distance and 𝜃 denotes AoA. The corresponding Cartesian
coordinates are given by

𝑥 = 𝑑 cos𝜃, 𝑦 = 𝑑 sin𝜃 (25)
Under the proposed privacy mechanism, Gaussian pertur-

bations are independently introduced into both the estimated
distance and angle measurements following the Gaussian
differential privacy mechanism defined in Equation 10. Let

𝑁𝑑 ∼ N(0, 𝜎2
𝑑
) (26)

𝑁𝜃 ∼ N(0, 𝜎2
𝜃
) (27)

represent the induced perturbations, where 𝜎𝑑 and 𝜎𝜃 are
defined by the sensitivity-scaled Gaussian mechanism in
Equations 15–16. The perturbed estimates become

𝑑 = 𝑑 + 𝑁𝑑 (28)

𝜃 = 𝜃 + 𝑁𝜃 (29)
and the resulting noisy Cartesian coordinates are

𝑥 = 𝑑 cos𝜃 (30)

𝑦 = 𝑑 sin𝜃 (31)
The localization error and its expectation are defined as

∥e∥2 = (𝑥 − 𝑥)2 + (𝑦 − 𝑦)2 (32)

E[∥e∥2] = E
[
(𝑥 − 𝑥)2 + (𝑦 − 𝑦)2

]
(33)

Without loss of generality, set 𝜃 = 0, yielding

𝑥 = 𝑑, 𝑦 = 0 (34)

so that

𝑥 = (𝑑 + 𝑁𝑑 ) cos𝑁𝜃 , 𝑦 = (𝑑 + 𝑁𝑑 ) sin𝑁𝜃 (35)

Substituting into the error expression gives

∥e∥2 = (𝑑 − (𝑑 + 𝑁𝑑 ) cos𝑁𝜃 )2 + ((𝑑 + 𝑁𝑑 ) sin𝑁𝜃 )2 (36)

∥e∥2 = 𝑑2 − 2𝑑 (𝑑 + 𝑁𝑑 ) cos𝑁𝜃 + (𝑑 + 𝑁𝑑 )2 (37)

Taking expectation over independent perturbations yields

E[∥e∥2] = 𝑑2 − 2𝑑 E[(𝑑 + 𝑁𝑑 ) cos𝑁𝜃 ] + E[(𝑑 + 𝑁𝑑 )2] (38)

Using independence and zero-mean properties,

E[(𝑑 + 𝑁𝑑 )2] = 𝑑2 + 𝜎2
𝑑

(39)

E[(𝑑 + 𝑁𝑑 ) cos𝑁𝜃 ] = 𝑑 E[cos𝑁𝜃 ] (40)

For Gaussian 𝑁𝜃 ∼ N(0, 𝜎2
𝜃
),

E[cos𝑁𝜃 ] = 𝑒−𝜎
2
𝜃
/2 (41)

Thus,

E[∥e∥2] = 𝜎2
𝑑
+ 2𝑑2

(
1 − 𝑒−𝜎

2
𝜃
/2
)

(42)

For small perturbations,

1 − 𝑒−𝜎
2
𝜃
/2 ≈

𝜎2
𝜃

2
(43)

∴ E[∥e∥2] ≈ 𝜎2
𝑑
+ 𝑑2𝜎2

𝜃
(44)

Substituting the Gaussian mechanism noise scales defined
in Equation 15–16 yields

E[∥e∥2] ≈

(
Δ2
𝑑
+ 𝑑2Δ2

𝜃

)
2 ln(1.25/𝛿)

𝜖2
(45)

This establishes a direct relationship between differential
privacy parameters and expected localization error, showing
that uncertainty scales inversely with 𝜖2 while increasing
with both distance and angular sensitivities.
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6 Experimental Results
This section evaluates the effectiveness of the proposed dif-
ferentially private WiFi sensing mechanism through experi-
mental analysis of localization error, persistence of angular
perturbation after refinement, and consistency of CSI re-
construction behavior. Experiments were performed using
real-world WiFi channel measurements obtained from the
Wireless Indoor Localization Dataset (WILD) dataset[5], and
CSI-based localization traces following standard WiFi sens-
ing methodologies[15, 17]. The results demonstrate that the
proposed mechanism produces localization uncertainty con-
sistent with the derived theoretical bounds while maintain-
ing physically plausible channel structure after perturbation
and reconstruction.
Unlike traditional localization systems that focus on im-

proving absolute positioning accuracy against prior systems,
the goal of this work is to validate the derived theoretical
relationship between differentially private perturbations and
localization error. Therefore, the evaluation is designed as a
self-consistency study where empirical measurements are
directly compared against the derived error bound rather
than against external localization baselines.

6.1 Experimental Noise Bounds
To experimentally validate the derived theoretical localiza-
tion error bound, evaluations were conducted using the
channels_jacobs_July28.mat dataset from theWILD dataset.
Starting from the first packet in the dataset, every 100th
packet was sampled in order to reduce temporal correlation
between consecutive CSI measurements while capturing en-
vironmental diversity across the dataset[15].

For each sampled packet, the proposed differentially pri-
vate phase perturbation mechanism was applied using vary-
ing privacy budgets 𝜖 ∈ {0.8, 1, 1.5, 2.2, 3, 4}, following the
Gaussian differential privacy mechanism[1, 10]. For each
privacy budget, Gaussian perturbations were independently
sampled according to the mechanism described previously
and injected into both the distance and angular phase steer-
ing components of the CSI measurements. The resulting
noisy multipath profiles were then converted into Cartesian
coordinate estimates, and localization error was measured
using mean squared error (MSE) in the XY-coordinate space.
1

To reduce stochastic variance caused by random Gaussian
sampling, the experiment was repeated 50 times for each
privacy budget for each sampled packet and the resulting lo-
calization errors were averaged. Furthermore, injected noise
variance was clipped to three standard deviations to avoid

1All implementation code and experimental evaluation scripts used in this
work were written in MATLAB and are publicly available for reproducibility
at: https://github.com/WIRES-UB/CSI_to_DLocFeatures.git.

outlier influence on the results. Figure 1 shows the distri-
bution of observed MSE values across the tested privacy
budgets.

Figure 1: Distribution of localization mean squared er-
ror under varying differential privacy budgets 𝜖. Lower
values of 𝜖 introduce stronger perturbations and corre-
spondingly larger localization uncertainty.

The results closely follow the theoretical relationship de-
rived in the analytical bound:

E[∥e∥2] ≈
(Δ2

𝑑
+ 𝑑2Δ2

𝜃
)2 ln(1.25/𝛿)
𝜖2

(46)

which predicts inverse quadratic scaling between localiza-
tion error and the privacy budget 𝜖[9, 10, 21]. As expected,
smaller privacy budgets produce significantly larger local-
ization uncertainty due to increased Gaussian perturbation
magnitude. Additionally, the variance of the localization er-
ror distributions decreases as 𝜖 increases, reflecting reduced
stochastic influence under weaker privacy constraints.
Although individual trials occasionally exceed the pre-

dicted expected bound due to the probabilistic nature of
Gaussian sampling, the aggregate experimental behavior
remains strongly consistent with the derived theoretical ap-
proximation. These results demonstrate that the proposed
perturbation mechanism provides controllable and mathe-
matically predictable spatial uncertainty through direct ma-
nipulation of CSI phase structure.

6.2 Persistence of AoA Error
An important consideration for privacy-preserving WiFi
sensing systems is whether an attacker can remove or refine
perturbations through post-processing techniques. Many
WiFi sensing systems utilize multiple access points and tri-
angulate user positions through angle-of-arrival (AoA) es-
timation. To evaluate robustness, we test whether injected
perturbations persist after refinement.

https://github.com/WIRES-UB/CSI_to_DLocFeatures.git
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To evaluate perturbation persistence, the proposed mech-
anism was applied to CSI measurements prior to AoA esti-
mation and multipath profile generation. The resulting noisy
profiles were subjected to several refinement operations in-
tended to simulate attacker recovery attempts, including
common-phase removal and subspace-based denoising tech-
niques such as singular value decomposition (SVD) filtering
and phase slope regression[15, 30].

Figure 2: AoA recovery experiment comparing origi-
nal CSI localization peaks against differentially pri-
vate perturbations and post-processing refinement at-
tempts.

The clean localization profile exhibits sharp and well-
defined peaks corresponding to dominant propagation paths.
After applying the proposed perturbation mechanism, the
AoA response becomes broadened and shifted, introducing
ambiguity into direction estimation. While refinement op-
erations partially recover coarse structure, the original lo-
calization peaks are not fully restored, and residual phase
inconsistencies continue to degrade precise angle estimation.

6.3 Spoofing Raw CSI
In addition to perturbing localization outputs, the proposed
framework introduces a reverse reconstruction mechanism
capable of generating plausible CSI measurements from per-
turbed multipath profiles. This reconstruction is intended
to obscure the existence of the perturbation mechanism by
producing channel measurements that remain physically
consistent with the modified localization output.

To evaluate reconstruction quality, a noisy angle-distance
multipath profile generated using the proposed mechanism
was reconstructed into CSI using the steering-vector formu-
lation described in prior work on CSI-based localization[17].
The reconstructed CSI was then passed back through the
original localization pipeline to produce a second multipath
profile. Figure 3 compares the original noisy multipath pro-
file against the reconstructed CSI projection.

The reconstructed multipath profile preserves the domi-
nant structure of the original perturbed heatmap, including
the locations and relative intensities of major peaks. This
demonstrates that the reverse reconstructionmechanism pro-
duces CSI measurements whose forward projection closely
matches the intended perturbed sensing output.

Figure 3: Comparison between a noisy multipath pro-
file and the resulting multipath reconstruction ob-
tained after CSI spoofing and re-projection through
the localization pipeline.

From a privacy perspective, this is significant because it
enables generation of physically plausible CSI that is con-
sistent with observed localization behavior. Prior work on
WiFi sensing and CSI-based inference highlights that such
channel statistics remain sufficient for accurate localization
in the absence of perturbations[16, 20].

7 Related Works
7.1 Wireless Localization
Indoor localization and wireless sensing technologies have
become increasingly common as they provide location aware-
ness without requiring dedicated sensing infrastructure [22,
34]. While GPS performs well outdoors, its performance de-
grades significantly indoors due to signal attenuation, multi-
path propagation, and frequent non-line-of-sight conditions
[14, 19]. As a result, a wide range of alternative localization
approaches have been proposed, including Bluetooth bea-
cons, RFID, ultra-wideband (UWB), inertial sensing, vision-
based tracking, and WiFi-based systems [16, 31]. Among
these, WiFi-based localization is particularly attractive be-
cause it leverages already-deployed infrastructure and avoids
the need for additional hardware deployment [7, 26].
Bluetooth beacon-based localization is a widely studied

approach that relies on low-energy Bluetooth transmitters
placed at known locations, where receivers estimate posi-
tion using RSSI measurements [13]. Although BLE systems
are low-cost and easy to deploy, RSSI-based measurements
are highly sensitive to multipath fading, device orientation,
and environmental dynamics, which leads to significant in-
stability in localization performance [13, 16]. Additionally,
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achieving high accuracy typically requires dense beacon de-
ployments, increasing infrastructure and maintenance over-
head in large-scale environments [31].

Camera-based localization systems provide an alternative
sensing modality that can achieve high spatial accuracy un-
der controlled conditions, but they require line-of-sight and
are sensitive to illumination changes and occlusions [35].
More importantly, vision-based systems introduce signifi-
cant privacy concerns because they continuously capture
visual data of the environment, enabling potential identi-
fication and tracking of non-consenting users [35]. These
limitations restrict their applicability in public or privacy-
sensitive environments despite their strong performance in
controlled settings.

WiFi-based localization systems originally relied on RSSI
fingerprinting, where signal strength measurements are col-
lected during an offline calibration phase and later matched
to estimate user location [8, 32]. While these systems are in-
expensive and simple to deploy, they suffer from poor robust-
ness in dynamic environments due to multipath effects and
temporal variations in signal strength [13, 19]. Furthermore,
fingerprinting approaches require extensive site surveys and
periodic recalibration, which limits scalability in large or
frequently changing environments [16]. These challenges
motivated the development of more physically expressive
wireless representations.

CSI-based methods have emerged as stronger alternatives
to RSSI by exposing fine-grained amplitude and phase infor-
mation across subcarriers and multiple antennas [15]. Un-
like RSSI, CSI captures detailed multipath structure, enabling
significantly improved spatial resolution and robustness in
complex indoor environments [26, 29]. CSI-based methods
have enabled a wide range of applications including local-
ization, motion tracking, and device-free sensing, extending
beyond traditional positioning tasks [20, 28]. By exploiting
phase coherence and spatial diversity, CSI-based systems can
infer fine-grained spatial information that is not observable
in RSSI-based systems [7].
Several landmark systems have demonstrated the effec-

tiveness of CSI for high-accuracy localization. SpotFi intro-
duced joint angle-of-arrival and time-of-flight estimation
using commodity WiFi hardware, achieving decimeter-level
localization accuracy by exploiting multipath structure [17].
Chronos further demonstrated sub-nanosecond ToF estima-
tion using frequency hopping across channels, enabling pre-
cise distance estimation without specialized hardware [24].
ArrayTrack leveraged antenna arrays and spatial signal pro-
cessing techniques to achieve fine-grained indoor tracking
accuracy [30]. Together, these systems demonstrate that mul-
tipath propagation, traditionally treated as interference, can
instead be exploited as a rich source of spatial information
for localization [17, 24].

Beyond device-based localization, device-free WiFi sens-
ing systems have been developed to infer human presence,
motion, and activity directly from wireless channel varia-
tions [3, 28]. These systems eliminate the need for users to
carry devices by exploiting changes in signal propagation
caused by human movement and environmental dynamics
[20]. Prior work has demonstrated applications including
gait recognition, gesture recognition, occupancy estimation,
and human identification using CSI measurements [4, 27].
More recent surveys further categorize these systems into
passive sensing, activity recognition, and behavioral infer-
ence frameworks [20, 28]. However, as sensing accuracy
improves, the same CSI measurements increasingly expose
sensitive user behavior and spatial information [36].

The fine-grained nature of CSI makes it particularly pow-
erful for inference tasks, but also introduces significant pri-
vacy risks. Wireless signals propagate through walls and
obstacles, enabling sensing systems to observe users without
direct interaction or consent [2]. Prior work has shown that
WiFi-based sensing systems can reconstruct human motion,
infer identity from gait patterns, and detect fine-grained
activity signatures from CSI measurements [4, 27]. As a re-
sult, WiFi sensing systems inherently introduce a tension
between sensing utility and user privacy, motivating the need
for privacy-preserving approaches that operate directly on
physical-layer measurements rather than application-level
data [36].

7.2 Privacy Implementations
Privacy risks in WiFi-based localization systems have been
shown in a variety of implemented CSI-based sensing sys-
tems, where CSI is directly used to infer user position through
AoA, ToF, or fingerprinting methods [17, 24, 30]. Systems
such as SpotFi explicitly recover AoA and ToF information
fromCSImeasurements to estimate user location at decimeter-
level accuracy using commodity WiFi hardware [17]. Simi-
larly, Chronos implements fine-grained ToF estimation by
sweeping acrossmultiple frequency channels to improve tem-
poral resolution, enabling accurate distance estimation from
standard WiFi cards [24]. These implementations demon-
strate that CSI inherently encodes precise spatial information,
which can be exploited for localization without requiring
user participation.
One of the earliest practical privacy protections in WiFi

sensing systems is access restriction at the driver or firmware
level, where CSI extraction is only exposed through modified
network interfaces such as the Intel 802.11n CSI Tool [15].
In these implementations, raw CSI samples are only accessi-
ble to privileged applications, effectively limiting who can
perform localization. However, systems built on top of this
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infrastructure still directly use unmodified CSI for localiza-
tion tasks, meaning that privacy is enforced only through
access control rather than data protection. Once CSI is ex-
posed, systems such as ArrayTrack and SpotFi demonstrate
that it can be directly used for accurate spatial inference
without further safeguards [17, 30].

CSI fingerprinting systems such as FIFS and deep learning-
based localization frameworks explicitly store or learn map-
pings from CSI measurements to physical locations [26, 29].
In these implementations, localization is performed by train-
ing classifiers or regression models on CSI feature vectors
collected from known reference points. While these systems
achieve high localization accuracy, they also implicitly en-
code location information into model parameters or finger-
print databases, making them vulnerable to inversion or
inference attacks if the trained models or datasets are ex-
posed. This highlights that privacy risks arise not only from
raw CSI but also from learned representations derived from
it.
Device-free WiFi sensing systems further demonstrate

privacy risks in implemented localization pipelines by en-
abling position inference without requiring users to carry
any transmitting device. Systems such as WiWho and other
CSI-based passive localization frameworks infer user posi-
tion or identity based on perturbations in wireless channels
caused by human presence and movement [27, 28]. These
implementations show that even when no explicit device is
associated with a user, CSI measurements can still be used
to reconstruct spatial trajectories; while this paper focuses
solely on systems with device involvement, this point rein-
forces the inherent privacy leakage in wireless localization
systems.

7.3 Differential Privacy
A major advantage of differential privacy over heuristic
privacy-preserving approaches is the ability to provide math-
ematically quantifiable guarantees on information leakage
through probabilistic noise mechanisms [10, 11]. In partic-
ular, the Gaussian mechanism has become one of the most
widely studied and implemented approaches for achieving
(𝜖, 𝛿)-differential privacy due to its strong composition prop-
erties and compatibility with high-dimensional optimiza-
tion problems [1, 11]. Prior work has shown that Gaussian
noise calibrated according to the sensitivity of a function can
bound the distinguishability between neighboring datasets
while still preserving sufficient utility for downstream in-
ference tasks [9, 21]. Because of these properties, Gaussian-
based DP mechanisms have become foundational in modern
privacy-preserving machine learning systems, specifically in
iterative optimization frameworks such as DP-SGDwhere re-
peated queries to sensitive data require careful accounting of

cumulative privacy loss [1, 12]. These theoretical guarantees
make Gaussian differential privacy particularly attractive for
wireless localization systems, where privacy mechanisms
must balance formal privacy protections against degraded
utility in localization.

Differential privacy has beenmost commonly implemented
in machine learning systems through differentially private
stochastic gradient descent (DP-SGD), which introduces gra-
dient clipping and Gaussian noise during model training [1].
In practical implementations, DP-SGD is used to train neu-
ral networks while limiting the influence of any individual
training sample on the final model parameters. This mecha-
nism has been deployed in large-scale systems for privacy-
preserving analytics and learning tasks, demonstrating that
DP can be effectively integrated into iterative optimization
pipelines.
To improve practical utility in deployed systems, Rényi

Differential Privacy (RDP) has been introduced as a tighter
privacy accounting mechanism that tracks cumulative pri-
vacy loss more efficiently than classical (𝜖, 𝛿)-DP [21]. In
implemented machine learning systems, RDP is commonly
used to monitor privacy budgets during long training proce-
dures involving repeated gradient updates, enabling more
accurate control over privacy-utility tradeoffs compared to
standard composition theorems.

In applied machine learning systems, differential privacy
has been integrated into end-to-end training pipelines where
noise injection is performed either at the input level, gradient
level, or output level depending on system design constraints
[1, 11]. These implementations demonstrate that DP is not
limited to theoretical formulations but can be embedded di-
rectly into practical learning systems, particularly in settings
where data sensitivity is high and repeated queries to private
data occur.

Despite these advances, existing DP implementations are
primarily designed for structured data domains such as tabu-
lar datasets, images, or gradients in deep learning models [1].
On the other hand, CSI-based localization systems operate
on highly structured physical-layer signals where small per-
turbations in phase or amplitude can lead to disproportionate
effects on AoA and ToF estimation outcomes [17, 24]. As a
result, directly applying standard DP implementations to
wireless localization pipelines is not straightforward and re-
quires mechanisms that account for the structure of wireless
propagation itself.

8 Conclusion
This work presented a privacy-preserving framework for CSI-
based WiFi localization through the application of differen-
tially private phase perturbations directly within the sensing
pipeline. By introducing calibrated Gaussian perturbations
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into the steering-vector phase structure used for angle and
distance estimation, the proposed mechanism produces con-
trolled uncertainty within distance-angle multipath profiles
while preserving the overall physical structure of thewireless
environment. Unlike traditional privacy mechanisms that
focus primarily on encryption, access control, or anonymiza-
tion in the communication or data layer[11, 12, 36], the pro-
posed approach directly targets the sensing information en-
coded within wireless channel measurements themselves.
This work derives an explicit analytical relationship be-

tween differential privacy parameters and downstreamCarte-
sian localization error. Theoretical analysis demonstrated
that the expected localization error scales proportionally
with both angular and distance sensitivity while increasing
inversely with the square of the privacy budget 𝜖[9, 10, 21].
Experimental evaluation using real-world CSI measurements
further validates the derived bounds and shows strong agree-
ment between theoretical predictions and observed localiza-
tion behavior across multiple privacy budget configurations.
The experimental results additionally demonstrate that

phase perturbations remain effective even after refinement
and post-processing operations commonly used in CSI-based
localization systems[15, 30]. Although adversarial recovery
methods are capable of partially restoring coarse spatial
structure, the perturbations continue to introduce persistent
localization uncertainty due to the sensitivity of steering-
vector beamforming to coherent phase alignment.

Furthermore, the proposed reverse reconstruction mech-
anism successfully generates physically plausible CSI mea-
surements whose forward transformation reproduces the
intended perturbed multipath profiles, leveraging standard
CSI modeling and beamforming formulations from prior
WiFi sensing systems[17, 20]. This helps further obscure
the existence of the underlying privacy mechanism while
maintaining consistency with observed channel statistics.

While the results presented in this work establish a strong
foundation for privacy-preserving WiFi sensing, several im-
portant directions remain for future research. One promising
direction involves implementing the proposed mechanism
directly within commodity router firmware or lightweight
access-point hardware in order to evaluate real-time deploy-
ment feasibility and computational overhead in practical
wireless environments[15, 24]. Prior work has demonstrated
that practical WiFi sensing systems often require careful
optimization at the hardware and firmware level to achieve
real-time performance under commodity constraints[24].
Additionally, future work may extend this framework

to multi-router or distributed localization systems where
multiple synchronized access points jointly estimate user
position[17, 30]. Such distributed sensing architectures are
widely used in high-accuracy indoor localization systems to

improve spatial resolution and robustness through spatial
diversity.

In such systems, deriving formal bounds on angle-of-arrival
recovery and localization uncertainty under coordinated
sensing architectures remains an open problem, particularly
when multiple separated observations are combined under
noise or perturbation models[31, 34].
Overall, this work demonstrates that differential privacy

can be integrated into CSI-basedWiFi sensing systems through
physically meaningful perturbations applied at the chan-
nel level. By establishing both theoretical error guarantees
and experimentally validated privacy behavior, the proposed
framework provides a foundation for future wireless sensing
systems capable of controlling the utility–privacy tradeoff
of sensing systems.
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