White Paper

2025 NSF US-Southeast Asia Regional
Workshop on Responsible Artificial Intelligence

Organizer: Junsong Yuan (University at Buffalo)
Local Chair: Xinchao Wang (National University of Singapore)

Steering Committee: Tsuhan Chen (National University of Singapore), Yew-Soon Ong (Nanyang
Technological University), Michael Zeller (Temasek);

Participants: Junsong Yuan (University at Buffalo); Huynh Thi Thanh Binh (Hanoi University of
Science and Technology); Thittaporn Ganokratanaa (King Mongkut's University of Technology
Thonburi); Koteswar Rao Jerripothula (Indian Institute of Technology Kanpur); Wiboonsak
Watthayu (King Mongkut's University of Technology Thonburi); Supavadee Aramvith
(Chulalongkorn University); Jianfei Cai (Monash University); Sansanee Auephanwiriyakul
(Chiang Mai University); Anirban Chakraborty (Indian Institute of Science); Basabdatta Sen
Bhattacharya (BITS Pilani, Goa); David Doermann (University at Buffalo); Tong Xin (National
University of Singapore); Ye Wang (National University of Singapore); Rakesh Nagi (Singapore
University of Technology and Design); Xinchao Wang (National University of Singapore); Mohan
Kankanhalli (National University of Singapore); Bihan Wen (Nanyang Technological University);
Wei Lu (Singapore University of Technology and Design); Roy Ka-Wei Lee (Singapore University
of Technology and Design); Arne Suppe (Singapore Management University); lvor Tsang
(A*STAR CFAR); Yiyu Cai (Nanyang Technological University); Frank Guan (Singapore Institute
of Technology); Xiaoli Li (ASTAR Institute for Infocomm Research); Sijia Liu (Michigan State
University); Hao Wang (Rutgers University); Maja Pantic (Imperial College London); Amy Zhang
(University of Texas at Austin); Yingli Tian (City College of New York); James M. Rehg (University
of lllinois Urbana-Champaign); Qiang Ji (Rensselaer Polytechnic Institute); Yiwei Wang
(University of California, Merced); Daniel Schiff (Purdue University); Narendra Ahuja (University
of lllinois Urbana-Champaign); Yujun Cai (The University of Queensland); Wei Tang (University
of lllinois Chicago); Grigorios Chrysos (University of Wisconsin—Madison); Sharon Li (University
of Wisconsin—Madison); Huaiyu Dai (North Carolina State University); Tsuhan Chen (National
University of Singapore); Michael Zeller (Temasek); Yew-Soon Ong (Nanyang Technological
University); Vladimir Pavlovic (Rutgers University); Aw Ai Ti (A*STAR Institute for Infocomm
Research)



Table of Contents

Preface..... .ot et e e e b e e s et e b bt e e a b e e s re e e bee e sreeeareeas 4
EXecutive SUIMIMATY ......cocoiiiiiiiicce et s r e e e nre e 5
1.Risks, Challenges, and Opportunities of Responsible Al.............ccccoooiiiiiiiiiiiii e 6
1.1. Risks Of IrreSPONSIbIE Al............ooeeiiiiiiie e e e re e e et e e e e seb e e e e snbe e e s raeean 6
1.1.1 Who is ReSPONSIBIE? ... e et e e et eeta e e e anees 6
1.1.2 Unpredictable Future Irresponsible BEhaviors .............cccccoiviiiiiiiiiiiieiiriie et sieee s 7
1.1.3 Rapid Deployment vs. CONTIOl...........cccoiiiiiiiiiiiiiie ittt s tee e st e e ebee e e ssbeeeesees 7
1.1.4 Deterioration of Human INtelligence................ccoooii it 8
1.2 Challenges of ReSPONSIDIE Al .............oooiiiiiiiiiiiie e e e e e be e e e rte e e e eanaeas 9
1.2.1 Subjectivity and Inconsistent Definition of Responsibility...............cccccoeiiiiiiiiiiiiiicicie, 9
1.2.2 Difficulty in Control and Regulation ..............ccccceiiiriiiii it s 10
1.2.3 EValuation Chall@nge.............ooiiiiiiiiiiiec ettt e e s st e e s s tae e e s naeeeeas 11
1.3 Opportunities of ReSPONSIDIE Al..............ooooiiiiiiiiie et e e e e e e reeas 13
1.3.1 Policy, Regulation, and LICENSING..............cccuviiiiiiiie i eavae e ee s 13
1.3.2 Understanding and CONIOl ..............cccuiiiiiiiiiiiiiiee e ssree s s e s s sre e e s s sneeeeas 16
1.3.3 Education and Public Awareness of Responsible Al ..............ccoccoeiiiiiiiniiiiii e 17
1.3.4 Interdisciplinary Collaboration ..............ccocuiiiiiiiiii i 19
2.Development of RESPONSIBIE Al ............oooiiiiiiiiee e e e e e e st ee e e e re e e e e e reeas 20
2.1 Two Pillars of Responsible Al Development..................ccooiiiiiiei e 20
2.2, Certification and Reliability ............ccccooviiiiiiiiiii e 21
2.3 Working Condition as a Foundational Concept...........cccccceviiiiiiiiiiiiiei e 23
2.4 Performance vs. Responsibility Tradeoff ...............c.ooor i 24
3. Evaluation of ReSponsible Al ...............oooiiiiii e e aae e e e aae e e eanrae s 25
3.1 What's Going Well and Where Are the Gaps? ...........cooooiiiiiiiiii ittt 25
3.2 Research Gaps and NeW QUESTIONS ............coeicuiiiiiiiiieeiiiiee s esrieee st eessbte e e s sbee e s ssbaeeesssreeeesnnseaessanes 27
3.3 Connecting Research to Practice and POliCy...........c..cccovviiiiiiiiiei i 29
3.4 Challenges, Opportunities, and ACtioN...............ccoooiiiiiiiii i sreee e 29
3.4.1 Evaluating Al at Scale and Across DOMAINS..............cococcveiiiiiiei e 30
3.4.2 Open-Ended Al and Benchmarking the Unknown ...............c.ccccocoiiiiiiiiii e, 30
3.4.3 Measuring Secondary Effects and Societal Impact .............cccccovviiiiiiniiii e, 30
3.4.4 Defining Trust Thresholds and Risk Tolerance. ...........c.ccccccovviiiiiniiei e 31
3.4.5 Addressing the "Unknown UnKNOWNS" .................coiiiiiiii et 31



3.4.6 Interpretability and Grounding in Generative Al .............cccoocieiiiiiiii e 31

4.Responsible Al — Global Alignment, Local ACtion.............ocoeiiiiiiiiiiiie e 32
4.1 Regional Insights from Southeast Asia COUNLIIES ............cccceeeriiiiiiiiiiee e 32
(N T T L TSSO P PP U PP PRSPPI 32

AN VA =14 - o O PR PP 32

TH TRAIANG ettt e st sh e st st e st e ae e et e e b e bt e sbe e s be e ne e nnenaee 33

SG SINGAPOIE eeeeieieei ittt ettt et e e e ettt e e e e es s abtteeeeeeaaaaaebbaeteeaeeenasb e b aeeeeaanrbeeeeeeeeeannreaeeeeeeaannree 33

AU AUSEEATIA 1ottt ettt e e bt e bt e e a b e e st e e e b et e ste e e bt e e ereeennreesnee e snneenans 33

4.2 A Shared Responsibility: Building Trust and Accountability in a Global Al Landscape................... 33
4.3 Common Themes and Collaboration Opportunities.............cccccceveeciieiicciee e 35
4.3.1 The Imperative for International Collaboration..............ccccccoeviiiiiniiiiiiiii e 35
4.3.2 Building Shared Infrastructure and Standards................cccccooviiiiiiiiiiiiiii e 35
4.3.3 Addressing Cultural Context, Fairness, and Bias..............c..ccccocuvviiiiiiiieiiiiie e 35
4.3.4 Cross-Cultural Interaction and AF AGENTS ............oooviiiiiiiiiiee et e e eaee e 36
4.3.5 Regulatory and Ethical CONVErgENCE..............ocuiiiiiiiiiiiiiiee ettt ssee e s e e saaee e s 36
4.3.6 Coordinated Responses to Misinformation and Al MiSUSE .............ccccoiiieeeeiieciiiieeee e 36
4.3.7 Joint Efforts in High-Impact DOMAiNS............ccccciiiiiiiiiiiiiie e e e 37
4.3.8 Talent Development and Institutional Partnerships.............ccccoccooviiiiiiiiii e 37
4.3.9 Cross-Regional Themes and Shared Priorities............ccccccvveeiiviiie e 37

4.4 U.S./NSF’s Role and Mutual Benefits ..............ooouviiiiiiiieieeiiceeec ettt et ettt 38
5.5UMMAry and CONCIUSIONS ............ooiiiiiiiiiiiiiiie ettt e e s e s s ste e e essae e e s sbaaessnssaeessnnnsees 39
ACKNOWIEAZEMENL ... et s e e e e be e e e eatae e e e e tba e e e e abeeesessaeeeaanbeeeeassreeeesssens 39



Preface

The US-Southeast Asia Responsible Artificial Intelligence (Al) Workshop was held on April 29 -
30, 2025, at Al Singapore, located on the campus of the National University of Singapore. This
workshop was supported by the U.S. National Science Foundation (NSF) and Al Singapore. With
the rapid advancement of multi-modal foundation models, agentic Al, and embodied Al, a new
wave of Al technologies is transforming nearly every aspect of our lives. The widespread
availability of increasingly powerful Al tools holds the potential to fundamentally reshape how we
communicate, work, live, and learn, while raising profound new questions about ethics and society
[1]. As Al becomes more ubiquitous, its progress shows no signs of slowing. In fact, we are
witnessing intensifying global and regional competition in Al-related domains such as data,
computational resources, and workforce development [6]. Less frequently addressed, but equally
critical, is the risk associated with the development and deployment of Al systems. As the pace of
Al innovation accelerates, it becomes essential to assess and forecast these risks, raise public
awareness, and help promote the responsible development and use of Al

This workshop was organized to explore some of the key questions surrounding Responsible Al:

o What are the main challenges and opportunities in developing responsible AI?

o How can we develop responsible Al and grow a workforce aligned with responsible Al
principles?

e How should we evaluate responsible Al technologies?

e And to what extent are international collaborations essential for advancing responsible
Al?

To address these questions, the workshop convened researchers from across the United States and
Southeast Asia, as well as thought leaders in computer science, engineering, statistics, Al policy,
and ethics. Through a combination of online surveys and in-person discussions, participants
examined the goals and evaluations of responsible Al, the barriers to its development, and the roles
that both the U.S. and Southeast Asian countries can play in shaping its future.

This report aims to summarize our collective reflections and findings as of summer 2025, offering
a snapshot of thinking in this rapidly evolving field. The report also highlights promising directions
for collaboration and partnership between federal funding agencies in the United States and their
counterparts in Southeast Asia. For decades, the NSF has been a key enabler of both domestic and
international scientific research, especially in Al and related areas. Basic research, combined with
international partnerships, continues to fuel the U.S.’s leadership in Al innovation. The training of
a diverse and globally engaged AI workforce has helped make the U.S. a vibrant hub for
technological progress. Sustained support for academic research and international collaboration
[53] will be critical to ensuring that Al technologies are developed not only with excellence, but
with responsibility, inclusivity, and global impact in mind.



Executive Summary

Artificial Intelligence (Al) is advancing rapidly and is recognized as a strategic national priority
in both the United States and Southeast Asian countries. While the capabilities of Al technologies,
such as large language models, multi-modal systems, and autonomous agents, are progressing at
an unprecedented pace, their associated risks are becoming more complex [2, 8] and intertwined
with daily life. High-profile concerns, including deepfake content generation, privacy violations,
hallucinatory outputs in response to complex queries, and autonomous driving incidents, highlight
the urgent need for proactive approaches to responsible Al. To date, much of Al research and
development has focused on technical performance and benchmarks, often overlooking the
frameworks, metrics, and methodologies needed to make Al safe, ethical, and aligned with societal
values [9]. Now is a pivotal time to strengthen the connection between Al capability and Al
responsibility, moving beyond performance toward accountability.

This workshop emphasized the need to approach responsible Al through both technical and non-
technical aspects, recognizing the mutual influence between Al and society. Three key dualities
define this relationship:

1. Power and Risk: Al offers immense benefits but also carries risks if misused or under-
regulated. Assessing and addressing these risks is essential to building trust and ensuring
safe, long-term innovation.

2. Technology and Humanity: Responsible Al is not solely a technical issue and it depends
on how people are trained to develop, use, and govern it. Education and workforce
development play a vital role in shaping ethical Al practices.

3. National Investment and Global Collaboration: International partnerships are crucial
for sharing policies, standards, and successful use cases. Cross-border collaboration
enables scalable, inclusive approaches to responsible Al across diverse contexts.

Key Opportunities:

e Integration between Technology and Humanities: Responsible Al requires close
collaboration between technologists and scholars in the humanities to integrate ethical,
technological, and societal perspectives into design. Academic research plays a key role,
as its incentives align with public benefit rather than corporate interests. While companies
focus on “individual” Als for their products, academia can explore broader goals including
Al alignment, ensuring that decisions benefit society at multiple levels and that conflicts
among diverse interests are properly managed.

e Global, Interdisciplinary, and Culturally-Aware Collaboration: Responsible Al
requires coordinated efforts across countries and disciplines, which brings together
policymakers, lawyers, social scientists, economists, and technologists, while also
appreciating cultural diversity. This integration aims to foster Al systems that respect
cultural norms, reduce bias, and align with legal, ethical, and societal frameworks, enabling
globally responsible and inclusive Al development.

e Applied and Translational Research with Human-Centered Computing Focus
Al moving from theory to real-world deployment demands careful attention to safety,
usability, and ethics. Human-Centered Computing (HCC) plays a key role in designing
interpretable, user-friendly systems that support transparency, accountability, and
meaningful human oversight.



1.Risks, Challenges, and Opportunities of Responsible Al

1.1. Risks of Irresponsible Al
1.1.1 Who is Responsible?

A fundamental problem in responsible AI [100-104] is determining who bears responsibility when
Al systems fail, mislead, or cause harm. As Al models become more autonomous and their outputs
increasingly influence real-world decisions whether in medicine [82-84], finance [85-87],
education [88-90], or justice [91-93], the question of accountability becomes both more urgent and
more complex [94-96]. The issue is not only about legal responsibility but also about ethical
obligation and system design [11]: who should be expected to anticipate, detect, and mitigate
undesirable Al behavior?

At the individual level, users of Al, especially those in professional or high-stakes contexts, do
bear some responsibility. For instance, a PhD student using a large language model to draft a
literature review is expected to critically verify the content, ensuring accuracy and integrity before
incorporating it into academic work. However, placing the full burden on individual users is
unrealistic and inequitable. Not all users possess the same levels of Al literacy, and many are
unaware of the limitations and risks inherent in Al-generated outputs. Expecting the average user
to scrutinize hallucinations, assess model confidence, or detect subtle biases, often without
transparency tools, creates an uneven and potentially harmful landscape.

Organizations that develop or deploy Al systems carry a heavier burden of responsibility.
Enterprises integrating Al into consumer-facing products or critical decision-making pipelines
must design systems with appropriate fail-safes, such as uncertainty quantification, interpretability,
human-in-the-loop verification, and auditing mechanisms. In domains like banking, insurance, and
healthcare, where algorithmic decisions affect lives and livelihoods, organizations are responsible
not only for compliance with regulatory standards but also for ethical deployment and transparency
in Al use [83]. Simply disclaiming responsibility because “the model made a mistake” is no longer
acceptable when organizations actively choose to operationalize Al in consequential settings.

Responsible Al is not solely a technical problem. It is a sociotechnical challenge that requires legal
infrastructure, public oversight, and cultural adaptation. Just as societies have evolved laws and
norms around industrial safety, consumer protection, and environmental responsibility, a similar
collective framework must emerge for Al. This includes policy-making that sets liability standards,
educational efforts that promote digital literacy, and public institutions that can adjudicate harm
and enforce accountability. Without such frameworks, the diffusion of responsibility may allow
harmful Al deployments to go unchallenged and uncorrected.

Ultimately, the risks of responsible Al are not just about what the models do, but about how
societies choose to allocate responsibility across the Al lifecycle, from research and development
to deployment and use. Ensuring that responsibility is distributed in a fair, transparent, and
enforceable manner is essential for trust, safety, and long-term societal alignment.



1.1.2 Unpredictable Future Irresponsible Behaviors

A significant risk associated with the rapid advancement of Al technology is the emergence of
unpredictable and irresponsible behaviors that can cause harm in unforeseen ways. As Al models
become more autonomous and capable of self-exploration, they may develop emergent properties,
unexpected behaviors or abilities not explicitly designed or anticipated by their creators [4]. These
emergent properties can result in unintended creativity, hallucinations, or even harmful actions,
posing serious risks to safety and trust [34]. Moreover, the potential for adversarial misuse
amplifies these risks, as malicious actors can exploit AI’s power to deceive, manipulate, or cause
disruption on a large scale [35].

Embodied Al systems, robots and autonomous agents interacting physically with the world,
introduce tangible risks that go beyond digital errors. Hallucinations or failures in robustness
within these systems can translate into dangerous real-world consequences [34], such as accidents,
property damage, or bodily harm to humans [84]. For example, an autonomous delivery robot
misinterpreting its environment might collide with pedestrians, or a medical robot might execute
incorrect procedures due to faulty perception. These risks emphasize the high stakes involved
when AID’s digital decisions have direct physical impact, making failures potentially catastrophic
[40].

Similarly, the rise of Al systems capable of generating and executing code presents an amplified
threat surface. Such code-generating Al can autonomously write software that may contain
vulnerabilities, bugs, or even malicious functionality. If left unchecked, these models could
inadvertently or intentionally be used to deploy cyberattacks, malware, or automated exploitation
of security flaws. This capability increases the risk of widespread harm across digital
infrastructures. The absence of reliable external controls or “guardrails” on these Al agents raises
the possibility of misuse or accidental damage, compounding concerns about their safe deployment.

Finally, the unpredictability of advanced Al behaviors, especially as agents gain greater autonomy
and physical or computational agency, mirrors risks seen in other high-stakes domains, such as
biosecurity. Just as research labs take extreme precautions to prevent accidental release of
dangerous pathogens, Al development demands rigorous safeguards to prevent harmful “escape”
of unsafe behaviors. Without comprehensive understanding and regulation, the unintended
consequences of errors, hallucinations, or malicious use could cause significant physical,
economic, and societal damage [30]. These risks highlight the urgent need for robust frameworks
that anticipate not only known failures but also the unknown, emergent risks posed by increasingly
capable Al systems.

1.1.3 Rapid Deployment vs. Control

One of the critical risks of irresponsible Al arises from the sheer speed at which Al models can be
duplicated, adapted, and deployed across the globe. Unlike traditional technologies that require
manufacturing, physical distribution, or lengthy certification processes, Al systems, once
developed, can be copied and put into use almost instantly by anyone with access. This rapid
proliferation challenges the ability of developers, organizations, and regulators to enforce proper



training, ethical guidelines, and safety protocols. As Al innovation accelerates, the infrastructure
for oversight and responsible deployment will struggles to keep pace, creating dangerous gaps in
accountability and control [5, 11].

This speed-driven diffusion amplifies risks because insufficiently tested or poorly understood
models can be unleashed at scale without adequate safeguards. Unvetted deployments increase the
likelihood of harmful outputs such as biased decisions, misinformation, or unsafe autonomous
behaviors. Moreover, the decentralized nature of Al development means that many actors, from
individual hobbyists to large corporations, may deploy powerful models with varying levels of
expertise and ethical awareness. This diversity further complicates efforts to bring consistent
standards and effective governance, exposing users and society to unpredictable risks stemming
from uncontrolled Al use.

A particularly alarming aspect of rapid Al deployment is the so-called “Self-Inflecting Code
Problem,” where Al systems gain the ability to autonomously write, modify, and execute their own
code. This capability expands the threat landscape dramatically, as an Al agent might generate
new software or scripts without human review, potentially introducing malicious, buggy, or unsafe
functions. The autonomous generation and execution of code could enable the creation of self-
propagating malware, sophisticated cyberattacks, or automated exploitation of vulnerabilities at
unprecedented speed and scale. Without robust technical controls, such as external sandboxing,
runtime monitoring, or strict permission systems, the rapid and unsupervised use of self-modifying
Al raises profound risks for cybersecurity, privacy, and system integrity.

In summary, the tension between rapid Al deployment and the ability to maintain effective control
represents a critical risk factor for irresponsible Al. While accelerated innovation can drive
tremendous benefits, it also magnifies vulnerabilities inherent in underdeveloped oversight
mechanisms. Balancing this tension demands urgent development of scalable safety frameworks,
regulatory approaches, and technical guardrails that can keep pace with the velocity of Al
dissemination, thereby mitigating harms before they escalate beyond manageable levels.

1.1.4 Deterioration of Human Intelligence

As artificial intelligence becomes increasingly embedded in education, workplaces, and daily life,
a critical concern is emerging around its unintended cognitive and social consequences,
specifically, the deterioration of human intelligence through over-reliance. While AI offers
unprecedented capabilities in enhancing productivity and decision-making, there is a growing risk
that individuals, institutions, and even entire societies may gradually lose essential cognitive skills
as they defer to Al systems in tasks ranging from information retrieval and problem-solving to
writing and planning [97-99].

This over-dependence carries multiple dimensions. One of the most immediate concerns is skill
erosion, particularly among students and knowledge workers. When learners rely on generative Al
tools to complete assignments, code, or compose essays without engaging in the cognitive labor
behind them, they risk weakening the very competencies that Al is meant to support. Similarly,
professionals who routinely use Al to summarize information or suggest solutions may experience



a gradual decline in independent reasoning and analytical thinking. If education and public
awareness fail to keep pace, learners may grow dependent on Al without fully grasping its
limitations, biases, or contexts of misuse. Gaps in lifelong learning and professional development
can leave individuals across all demographics ill-equipped to question or challenge Al systems,
even those labeled as “responsible.”

Another significant risk associated with skill erosion is addiction to convenience. The ease with
which Al tools generate coherent and seemingly authoritative outputs can discourage users from
applying their own judgment or seeking alternative perspectives. Over time, this frictionless
interaction may lead to cognitive passivity, a behavioral shift where users instinctively turn to Al
for answers without critically engaging with the underlying issues. This problem is compounded
by the phenomenon of hallucinations, where Al systems produce incorrect or fabricated
information with high confidence and persuasive language. There are already harmful use cases of
hallucinations in domains such as healthcare [69, 70], legal advice [71, 72], and education [73, 74],
and over-reliance on Al without verification can amplify these risks. As users become conditioned
to trust Al-generated responses, they may fail to detect errors, leading to misinformation, flawed
decisions, and the erosion of critical thinking. Such habits, once formed, can be difficult to reverse
and may ultimately compromise intellectual agility and creativity [23].

In parallel, concerns around equity and fairness further complicate this dynamic. Access to high-
quality Al tools and the skills to use them effectively are not evenly distributed across populations
or regions. Over-reliance on Al may disproportionately benefit individuals or communities with
greater digital literacy and infrastructure, while others fall behind, which will deepen existing
inequalities in education, employment, and civic participation. Furthermore, users with limited
understanding of AI’s limitations are more vulnerable to being misled by biased or inaccurate
outputs, such as fake contents generated by Al, exacerbating risks for already marginalized groups.

Finally, even when deployed with the intention of being responsible, Al can still carry significant
risks if evaluation focuses too narrowly on technical system performance. Without a framework
that prioritizes human—AlI collaboration, there is a danger that responsible Al will still erode rather
than strengthen human cognition. Overemphasis on replacing human decision-making, rather than
augmenting it, can lead to diminished learning, insight, and judgment, even in systems designed
with ethical safeguards. The absence of benchmarks for measuring cognitive engagement and user
agency creates further risks. Responsible Al tools that lack transparency, fail to explain their
reasoning, or provide “black box™ answers can inadvertently encourage passive acceptance of
outputs. This undermines critical thinking and reduces the user’s role to that of a consumer of
decisions, rather than an active participant in them.

1.2 Challenges of Responsible Al
1.2.1 Subjectivity and Inconsistent Definition of Responsibility

A fundamental challenge in building responsible Al systems is the lack of consistent definitions
for core terms such as “responsibility,” “trustworthiness,” and even “reliability.” These terms are
often used interchangeably across technical, policy, and public discussions, yet they carry different



meanings depending on the context [41]. For example, what one stakeholder considers
“responsible” behavior in an Al system, such as prioritizing user privacy, may not align with
another stakeholder’s priorities, such as maximizing accessibility or efficiency. The ambiguity
around these hampers the development of clear benchmarks and regulatory standards [47, 151],
making it difficult to measure or enforce responsible behavior across different domains and
applications. As an alternative, some have proposed defining “irresponsible Al behaviors” as a
way to delineate unacceptable outcomes, including examples like generating misinformation,
breaching user privacy, or manipulating user behavior [10].

This definitional ambiguity becomes even more problematic when attempting to evaluate specific
model behaviors. A key example is the challenge of defining and detecting “hallucination” in large
language models [41, 131, 133]. While some see hallucination as a form of bad generalization,
where a model offers plausible but incorrect outputs, others regard it as genuine, or even intentional,
fabrication, untethered from any input or external reality. This latter view is particularly relevant
in the context of machine unlearning [39, 142], where “hallucination” may reflect the unlearned
model’s attempt to remove unwanted behaviors to some extent, corresponding to its capability of
degenerating the original, undesired response. The lack of consensus on what constitutes a
hallucination affects how models are evaluated and fine-tuned, especially in high-stakes settings
like healthcare or law. Without a clear, shared understanding of the phenomenon, detection and
mitigation techniques remain inconsistent, and models may continue to produce misleading
outputs under the guise of fluency and confidence [41]. This definitional gap not only impacts
performance metrics but also impedes efforts to hold Al developers accountable for harms caused
by model outputs.

Not only the definition of responsibility changes based on the type of AL but also the degree of
responsibility changes. For example, Embodied Al must be much more responsible because it can
cause physical injury and harm. Further complicating the issue is the inherent subjectivity of what
counts as “responsible” behavior, particularly when designing training objectives or reward
functions in reinforcement learning. Ideally, responsible Al systems should align with user values
and societal norms, but encoding these values into mathematical formulations is inherently
difficult. Reinforcement learning systems, for instance, are especially prone to reward hacking
[10], where agents exploit poorly specified or superficial reward signals to achieve high
performance in unintended ways. This creates a disconnect between intended outcomes and actual
behaviors, undermining efforts to build Al systems that behave ethically or safely. Designing better
reward models that resist such exploitation, and reflect human-centered objectives, remains an
open and critical research area. Until these subjective aspects can be reliably translated into
technical specifications, the challenge of defining and achieving responsible Al will persist.

1.2.2 Difficulty in Control and Regulation

A major challenge in ensuring responsible Al lies in the fundamental difficulty of controlling and
regulating its development and deployment. Unlike physical technologies such as nuclear energy
or biological materials that are naturally constrained by material access, supply chains, and
infrastructure, Al is a digital, intangible technology that can be easily copied, distributed, and
modified across borders [47]. Its non-physical nature makes it inherently difficult to contain or
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monitor. Once an Al model is trained or released, especially if made open-source, its downstream
uses become diffuse and difficult to track [43], allowing actors with vastly different intentions and
capabilities to appropriate it for both beneficial and harmful purposes. This ease of replication and
modification makes traditional models of regulation, based on scarcity or central control, largely
ineffective for Al governance.

The global and decentralized nature of Al development adds further complexity. While some
jurisdictions may implement strong regulatory frameworks, others may act as safe havens for
unregulated Al experimentation. This disparity creates loopholes and uneven enforcement, making
it difficult to establish coherent global norms [47]. Moreover, many existing legal frameworks lack
the agility to keep pace with the rapid evolution of Al technologies, from foundation models and
autonomous agents to generative tools and decision-making systems. Even well-intentioned efforts
to impose licensing, usage restrictions, or compliance auditing often encounter pushback [44] due
to fears of stifling innovation or restricting access to valuable technologies. Unlike other regulated
sectors like healthcare or aviation, Al lacks mature institutions to enforce safety, accountability,
and certification standards across the development pipeline.

A closely related problem is the lack of effective forensic and attribution mechanisms [43]. When
Al systems are misused, for example, to generate harmful deepfakes, automated scams, or
manipulative content, it is often exceedingly difficult to identify the origin or hold users
accountable. Many Al models can be accessed anonymously or through loosely governed APIs,
and the outputs they generate are frequently indistinguishable from human content. While
watermarking and digital fingerprinting have been proposed as partial solutions, these techniques
remain fragile and are easily circumvented by adversarial users [41]. As a result, malicious or
negligent use of Al can often proceed without consequence, raising significant concerns for law
enforcement, national security, and civil society.

Moreover, even benign uses of Al can create serious risks when deployed without adequate
safeguards. For example, autonomous systems in transportation, healthcare, or finance may behave
unpredictably in rare or adversarial conditions, yet existing regulatory protocols are often too slow
or fragmented to respond effectively. The lack of clear liability frameworks [17] further
compounds this problem. When an Al-enabled decision harms someone, it is often unclear whether
responsibility lies with the developer, deployer, or user [47]. These ambiguities complicate efforts
to enforce ethical standards or legal redress.

In summary, the challenge of controlling and regulating Al is not only technical but deeply
institutional and geopolitical. It requires the development of novel frameworks that account for
Al's unique characteristics: its digital malleability, its potential for autonomous behavior, its global
reach, and its integration into both public infrastructure and private enterprise. Addressing these
issues will require international coordination, robust auditing infrastructures, legal innovation, and
cross-sector collaboration to support that Al can be safely and fairly governed in the public interest.

1.2.3 Evaluation Challenge

A core challenge in advancing responsible Al lies in how to evaluate it meaningfully and
consistently. Despite rapid technical progress, the field lacks clear, standardized methods for
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assessing whether Al systems behave in ways that are safe, ethical, and aligned with human values
[39, 41]. Existing benchmarks often fall short, focusing on narrow tasks or superficial indicators
that fail to capture the complexity of real-world behavior. Moreover, the definitions of core
evaluation targets, such as fairness, truthfulness, or responsibility, are often subjective or context-
dependent. This makes it difficult to develop universal metrics or cross-system comparisons. As
Al systems grow in scale and complexity, including those that operate in physical environments
or make autonomous decisions over time, the inadequacy of current evaluation paradigms becomes
even more pronounced.

Large language models (LLMs), including multi-modal variants, present significant and evolving
challenges in responsible evaluation. While hallucination, the generation of plausible but factually
incorrect or fabricated content, remains a well-documented concern, it is only one facet of the
broader evaluation dilemma. Another persistent difficulty is determining whether an LLM can
answer questions safely and ethically, particularly when prompted with ambiguous, adversarial, or
sensitive queries. Unlike traditional software systems, LLMs do not operate based on explicitly
coded rules; instead, their outputs emerge from statistical correlations learned from massive
datasets, making it difficult to predict or constrain their behavior in edge cases. Evaluating their
ability to avoid reinforcing stereotypes, propagating misinformation, or generating harmful advice
requires nuanced assessments that go beyond accuracy or coherence. Moreover, there is no reliable
way to confirm whether an LLM has truly “unlearned” unsafe or outdated content after retraining
or fine-tuning, or if such content can resurface under different prompts or contexts [39]. Attempts
at fine-grained control, through alignment techniques or post-hoc moderation, are often brittle and
non-transparent. These challenges are compounded by the lack of universally accepted
benchmarks [46] for safety, responsibility, or ethical compliance, leaving developers to rely on ad
hoc tests and shifting norms. To make meaningful progress, the field must develop more
systematic, adversarial, and context-aware evaluation methodologies that can test not only what
LLMs know, but how they reason, when they fail, and whether they behave consistently with
human values under uncertainty.

When it comes to embodied Al systems that perceive and act in the physical world, responsible
evaluation introduces unique complexities. While objective performance metrics such as task
completion, safety, and energy efficiency offer a grounding advantage over purely digital systems,
many ethical and social dimensions remain difficult to measure. For example, how should we
evaluate a robot’s behavior in terms of cultural norms, interpersonal etiquette, or accessibility for
vulnerable populations? Current evaluation protocols focus heavily on mechanical functionality,
often neglecting the social and moral implications [25] of physical presence and interaction.
Moreover, real-world testing environments are costly and limited, while simulations may not
accurately capture the unpredictability and nuance of human-robot engagement. This gap
highlights the need for new interdisciplinary evaluation frameworks that can assess not only
physical outcomes but also the human experience of embodied Al systems in shared environments.

Agentic Al systems, which exhibit long-term planning, memory, and autonomy, pose perhaps the
most formidable evaluation challenge for responsible Al. These systems operate across time, learn
from past interactions, and often adapt to evolving goals, characteristics that make static or one-
off benchmarks inadequate. Traditional metrics may fail to capture issues like value drift, where
an Al system’s objectives subtly diverge from human intent as it learns. In multi-agent scenarios,
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further complications arise around collective dynamics such as collusion, unfair competition, or
emergent strategic behavior, where responsibility is distributed and outcomes are harder to predict.
Current tools are ill-equipped to evaluate how these systems manage trade-offs, resolve ethical
dilemmas, or maintain alignment over time. As Al agents take on more decision-making roles in
finance, education, healthcare, and governance, the need for longitudinal, behaviorally rich, and
ethically aware evaluation strategies becomes increasingly urgent.

1.3 Opportunities of Responsible Al
1.3.1 Policy, Regulation, and Licensing

The development of responsible Al presents a vital opportunity to establish new technical
interventions, policy frameworks, regulatory standards, and licensing systems [37, 12], in order to
build Al technologies that are safe, ethical, and accountable. Just as human drivers must be licensed
due to public safety concerns, a similar model can be envisioned for the deployment and access to
powerful Al systems. These frameworks could include user authentication, model certification,
third-party auditing, and system-level licensing, particularly when Al is used in high-risk domains
such as healthcare, transportation, or content generation.

Responsible Al governance demands more than technical interventions; it requires coordinated
efforts that span the legal, ethical, and societal dimensions of Al Participants in the US—Southeast
Asia workshop emphasize the opportunity to proactively shape how Al aligns with public interest,
by defining clear social objectives, setting enforceable boundaries, and creating systems of
accountability that scale with the power of Al models [50].

Key opportunity areas for technical interventions include:

e Embedding Explicit Ethical Rules in Al Training

A forward-looking strategy is to incorporate explicit normative rules and ethical constraints
directly into the training process of AI models. Much like physics-based constraints prevent
scientific simulations from producing implausible results, ethical guidelines embedded into
learning objectives can help steer Al behavior toward responsible outcomes. While technically
promising, defining culturally relevant and enforceable ethical norms remains a significant
challenge, particularly for issues like fairness, bias, and value alignment [37].

e Formal Methods and Verifiable Guarantees

Responsible Al also opens the door for applying formal methods and mathematical proofs to Al
system design. These techniques, well-established in safety-critical engineering domains, can offer
strong guarantees about system behavior, correctness, and reliability. The shift from performance-
driven benchmarks to verifiability and robustness marks a foundational opportunity for
transforming how Al is validated and trusted.
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 Refusal Mechanisms and Built-in Constraints

Another promising direction is the development of refusal mechanisms within Al systems,
capabilities that allow a model to decline certain requests when they are unsafe, unethical, or
beyond its scope. Such built-in constraints would support more autonomous and principled
decision-making, reducing the burden on external content filters and moderation systems.
Meanwhile, such refusal mechanisms should be robust and honest, genuinely declining requests
that would trigger harmful knowledge generation, rather than merely appearing to do so for
specific phrasings while remaining susceptible to jailbreak attempts via alternative formulations.

e Forensics and Traceability for Accountability

The rise of synthetic media and autonomous decision-making raises the need for forensic tools and
traceability protocols. Responsible Al initiatives can lead to the design of systems that watermark
generative outputs, log interaction histories, and preserve audit trails to attribute content or
decisions [51] to specific actors. These capabilities not only enable legal accountability and
enforcement but also help protect victims and maintain public trust in Al applications.

Key opportunity areas for policy innovations include:

e Global Policy Innovation and Licensing Standards

As Al becomes a shared global infrastructure, the opportunity exists to coordinate international
standards for model licensing, risk classification, and safety thresholds [65]. Southeast Asia and
the U.S., with their respective regulatory traditions and technological strengths, can work together
to pilot cooperative frameworks that balance innovation with public protection. Joint development
of certification schemes and open benchmarking could further encourage trust and interoperability
across borders.

e Al Risk Taxonomies and Tiered Regulation

Establishing risk-based Al classification systems allows policymakers to tailor regulatory
obligations based on use-case severity. Low-risk applications (e.g., grammar correction) may
require minimal oversight, while high-risk areas (e.g., autonomous weapons, hiring systems, or
medical diagnostics) warrant stringent licensing, testing, and monitoring. Tiered approaches can
help balance innovation and risk mitigation, a need echoed across both U.S. and Southeast Asian
contexts.

e Al Incident Reporting and Safety Disclosure Requirements

Creating standardized protocols for Al incident reporting, which is similar to aviation safety or
cybersecurity [15], can foster transparency and rapid response to harm. Responsible Al systems
can support automated logging and alerting, enabling policymakers and researchers to learn from
failures and close safety loopholes early.
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e Regulatory Sandboxes for Responsible Innovation

Countries and regions can promote responsible Al by supporting regulatory sandboxes, where
companies and researchers can test new Al applications under real-world conditions with
temporary regulatory waivers and close oversight. These environments encourage safe
experimentation, rapid feedback loops, and public-private collaboration in governance design.

e Licensing Al Development Platforms, Not Just Models

Beyond licensing deployed models, there's an opportunity to license or certify Al development
environments, e.g., cloud-based APIs, foundation model hubs, or agent-building platforms. This
aims to establish upstream safeguards and embed responsible defaults during model development.

e Cross-border Data Governance and Trust Frameworks

Responsible Al benefits from interoperable data governance frameworks, especially when training
data and Al systems span national borders. Southeast Asia and the U.S. could co-develop trusted
data-sharing agreements, privacy-preserving protocols, and harmonized accountability standards,
which can form a shared baseline for responsible global Al practices.

e Third-Party Auditing Ecosystems

There is a growing opportunity to develop an independent ecosystem of Al auditors and evaluators,
such as nonprofits, academic centers, or certified firms tasked with assessing Al systems for safety,
fairness, and transparency. Regulatory regimes could mandate external auditing before high-risk
Al systems are deployed in public-facing roles.

e Dynamic Policy Toolkits and Al Governance Playbooks

Policymakers need agile tools to keep pace with fast-moving Al developments. A major
opportunity lies in developing modular Al governance toolkits, such as risk assessment templates,
best-practice checklists, and impact reporting frameworks. These can be shared across nations and
updated iteratively based on empirical evidence.

e Public Engagement and Participatory Policy Design

Responsible Al policy must reflect societal values. There is a unique opportunity to foster inclusive
public deliberation through citizen panels, community consultation, and open comment periods on
Al governance proposals. Southeast Asia’s diverse sociopolitical contexts offer valuable insights
into localized ethical priorities that should shape Al regulation.
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1.3.2 Understanding and Control

As Al systems grow more powerful and autonomous, ensuring that their behavior is both
understandable and controllable has become an urgent research priority. Participants emphasized
that responsible Al development hinges not only on improving raw performance, but also on
advancing our ability to interpret, guide, and constrain these systems in ways that align with human
values, societal norms, and legal frameworks.

e Interpretability and Value Alignment

The inner workings of large Al models remain largely opaque, making it difficult to predict how
training data influences downstream outputs. This lack of interpretability poses serious risks when
models are deployed in high-stakes domains [37]. There are research efforts focused on
understanding model internals [78-81], such as attribution techniques [ 78], data influence methods
[79], and transparency tools [75-77, 81]. They can help practitioners and auditors trace outputs to
training inputs, diagnose failure modes, and evaluate bias [147]. Moreover, as general-purpose Al
systems increasingly serve multilingual and multicultural user bases, the challenge of value
alignment grows more complex. Aligning model behavior with diverse cultural expectations
requires moving beyond one-size-fits-all ethics to design mechanisms that can adapt to context-
specific values.

e Guardrails and Control Mechanisms

With the growing autonomy of Al systems, particularly those capable of code generation, decision-
making, and agent-like behavior, the risks of unintended or harmful actions increase. As a result,
we may need more robust guardrails that can monitor, constrain, and intervene in Al behavior,
especially during deployment. These include sandbox environments, runtime monitors, and
externalized control layers that can act as safety valves when Al outputs deviate from acceptable
parameters [15]. Defining what constitutes a “guardrail” remains an open research question. It
involves not only technical constraints but also policy decisions about who sets the boundaries,
how they are enforced, and under what circumstances intervention is necessary.

e Controllability through Design

We should explore the potential for smaller, more modular models that, while potentially less
powerful than state-of-the-art systems, offer advantages in transparency, debuggability, and
controllability [39]. We can look into scaling laws for controllability design, to understand what
types of attributes do successfully scale from smaller models to larger ones. In parallel, there is a
growing interest in prompt engineering, control knobs, and external tools that give end-users more
control over model outputs. Embedding such control structures at the architecture or training level,
rather than as post-hoc filters, may offer more reliable and accountable outcomes.

e Scientific Inquiry into Model Behavior

The community is beginning to treat large-scale AI models as scientific objects, such as complex
systems that must be studied rigorously using both empirical investigation and formal analysis
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[11]. This includes not just performance benchmarking, but deeper studies into the causal
mechanics of learning, generalization, and error propagation. For instance, Al models trained for
drug discovery and other scientific applications offer enormous promise for innovation, but also
pose risks if their discoveries cannot be verified, reproduced, or interpreted by human experts. A
science-of-Al approach could help bridge this gap by establishing frameworks for validating
discoveries and identifying potentially dangerous misapplications.

e Incorporating Constraints during Training

Techniques like regularization using physics-based laws [138, 139], semantic constraints, or
structured representations can help make models respect known boundaries and behaviors. These
constraints may prevent harmful generalization, encourage ethical reasoning, or simply ground
models in physical and logical truths, which contribute to both performance and responsibility.

Taken together, these insights indicate that a responsible Al ecosystem requires not just stronger
models, but more interpretable, controllable, and constrained systems. Whether through design
choices, scientific investigation, or the implementation of robust external guardrails, the future of
responsible Al depends on our collective ability to understand and guide the systems we build.

1.3.3 Education and Public Awareness of Responsible Al

As artificial intelligence (Al) systems grow increasingly capable and pervasive, fostering public
understanding and cultivating a collective sense of responsibility have emerged as critical
components of responsible Al development. The risks associated with Al are not confined to
speculative or future-oriented scenarios. Rather, they are already manifesting in the present,
through financial fraud, the spread of misinformation, psychological manipulation, and broader
societal disruption. As such, educating both Al practitioners and the general public is not a
supplementary task but a foundational pillar in shaping the societal trajectory of Al

A recurring theme throughout the discussions was the indispensable role of education and public
awareness. As Al technologies become more deeply integrated into everyday life, it is imperative
for individuals to possess a foundational understanding of how these systems function, their
inherent limitations, and the potential avenues for misuse. Early integration of algorithmic literacy
and data ethics into educational curricula may need to be considered.

One of the key philosophical questions raised concerned the notion of whether Al can or should
be considered “responsible.” While frameworks such as the ACM architecture and the IEEE 7000
and 7010 series provide guidance [37] for embedding ethical considerations into Al design,
responsibility ultimately rests with human stakeholders. Developers, users, regulators, and society
at large must share accountability for the design, deployment, and consequences of Al systems.
Despite their growing autonomy, Al systems should not be treated as moral agents; instead,
humans must retain ownership of the ethical outcomes.
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Concerns were also raised regarding the maturity and transparency of existing Al systems. Users
often overestimate these systems' capabilities and place unwarranted trust in so-called “guardrails,”
which may be poorly defined or inconsistently implemented. Therefore, responsible Al design
must include mechanisms to acknowledge and communicate system limitations, such as
quantifying uncertainty [119, 120, 140], explaining sources of error [39, 121, 141], and adapting
in ways that mitigate risk [122, 123]. This reinforces the urgent need for public education that
clarifies what Al can and cannot do, and why its outputs may be flawed or misleading.

The societal risks posed by unregulated Al particularly in the realm of psychological manipulation,
were identified as especially urgent. The most dangerous uses of Al may not involve robots or
physical devices but rather invisible influences, such as targeted scams that exploit vulnerable
individuals or the malicious use of generative models in cases of intimate partner violence [35].
These threats necessitate a dual response: technical safeguards and public awareness campaigns
designed to foster resilience against manipulation and exploitation.

Education was also discussed as a proactive form of soft regulation. Early instruction in
algorithmic thinking, ethical reasoning, and an understanding of machine learning’s limitations
was proposed as a vital countermeasure to the naive or uncritical use of Al tools. The
aforementioned examples from Singapore serve as a cautionary tale, illustrating that digital fluency
does not equate to ethical or technical literacy. To address this gap, integrating responsible Al
content into both formal education and informal outreach initiatives could be considered.

At a broader level, the discussions called for a systemic shift toward sustainable Al development
practices. Participants expressed concern over the prevailing industry paradigm, which often
prioritizes performance gains through ever-larger datasets and increased computational power,
frequently at the expense of data quality, environmental sustainability, and ethical oversight. A
transition toward a more sustainable development model, grounded in safety, interpretability, and
long-term societal benefit, is an urgent necessity.

While legal and regulatory frameworks were acknowledged as important, the consensus was that
they alone are insufficient. Effective responsible Al governance must also include self-regulation,
adherence to evolving societal norms, and the implementation of technical constraints such as
sandbox environments and runtime monitors. The possibility of Al systems contributing to their
own evaluation, through self-checking mechanisms and benchmark assessments, was identified as
a promising direction for future research and development.

In conclusion, education and public awareness are foundational to responsible Al. Ensuring that
individuals at all levels, such as developers, policymakers, and end users, are empowered to
understand, critique, and shape Al technologies is essential not only for mitigating harm but also
for guiding these technologies toward inclusive, equitable, and democratically aligned outcomes.
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1.3.4 Interdisciplinary Collaboration

The responsible development and deployment of artificial intelligence (AI) extends beyond
technical sophistication or computational power; it requires sustained, interdisciplinary
collaboration. The workshop highlighted the imperative of engaging not only computer scientists
and engineers, but also experts from diverse domains such as the social sciences, psychology, law,
medicine, philosophy, and the physical sciences. Addressing the societal impacts of Al, such as
fairness, accountability, transparency, and long-term social consequences, necessitates an
integrated approach that draws upon multiple perspectives and epistemologies.

A key area of emerging interdisciplinary research is the incorporation of responsibility into
reinforcement learning frameworks. Scholars are investigating how human preferences, ethical
norms, and social values might be systematically encoded into the reward structures that guide Al
training [50]. While this research avenue introduces complex questions regarding whose values
are prioritized and how normative frameworks are formalized, it also offers a promising path
toward the development of Al systems that are more aligned with human intentions and ethical
expectations.

Another frontier at the intersection of disciplines involves the creation of performance benchmarks
that evaluate Al in the context of human-AlI collaboration. Rather than measuring Al capabilities
in isolation, this paradigm emphasizes augmentation, which assesses how Al systems enhance,
complement, or co-evolve with human decision-making and creativity [12]. Such metrics are
essential for incentivizing the development of Al tools that support human judgment rather than
supplant it, reinforcing the vision of cooperative, human-centered intelligence.

Beyond research, interdisciplinary collaboration also plays a critical role in shaping public policy
and governance. As governments and regulatory bodies grapple with the accelerating pace of Al
innovation, there is a growing need for empirically grounded evidence and scientifically credible
risk assessments to inform regulatory decisions. Interdisciplinary academic teams are uniquely
positioned to offer such guidance, ensuring that policymaking is informed by both technical
realities and an understanding of social, ethical, and legal implications [37].

We believe that responsible Al cannot be achieved within disciplinary or institutional silos.
Meaningful progress requires ongoing dialogue across sectors, the co-creation of standards and
norms, and the development of integrated frameworks that span technical innovation and societal
considerations [64]. Interdisciplinary partnerships are not merely additive; they are foundational
to ensuring that Al technologies serve the public good in a manner that is equitable, transparent,
and aligned with shared human values.
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2.Development of Responsible Al

2.1 Two Pillars of Responsible Al Development

The development of responsible Al rests on two foundational and interdependent pillars: (1) the
technological advancement of Al systems in ways that enhance their safety, transparency, and
accountability, and (2) a human-centered approach that cultivates responsible usage through
education, engagement, and empowerment. These pillars are mutually reinforcing. Technological
safeguards are most effective when users understand and apply them, while human oversight is
only meaningful when supported by trustworthy systems [13, 58].

Technological Pillar: Building Robust, Explainable, Trustworthy, and Certifiable Al

To promote responsible Al deployment, it is essential that Al systems are designed with technical
features that support safety, reliability, and ethical use. Achieving this requires progress across
several key dimensions:

e Robustness and Safety: Al models must be resilient to adversarial attacks, data poisoning,
and other perturbations [152-155]. This includes stress-testing systems in diverse
environments, improving generalization across contexts, and implementing fail-safe or
fallback mechanisms in high-stakes applications [11, 34].

o [Explainability and Transparency: Systems should be capable of generating human-
interpretable explanations of their outputs, particularly in domains such as healthcare,
finance, and legal decision-making. Efforts to improve model interpretability, such as
attention visualization, feature attribution methods, and counterfactual explanations,
should be prioritized in both research and deployment [39, 44].

e Trustworthiness and Accountability: Building trust requires not only technical
transparency but also traceability and auditability. Al systems should include built-in
mechanisms to log decisions, flag anomalous behavior, and identify the sources of bias or
error. Moreover, developers and organizations must be accountable for model performance
and behavior in real-world settings [41, 50].

o Certification and Standards: A robust ecosystem of evaluation and certification is needed
to guide the development and adoption of responsible Al systems. This includes third-party
audits, standardized benchmarks, ethical compliance protocols, and formal methods for
verifying safety and fairness. Collaborations with regulatory agencies and international
standards bodies (e.g., ISO, IEEE) will be crucial to institutionalizing these processes [12,
64, 156].

Investments in research, toolkits, and open-source infrastructure that operationalize these
principles are necessary to ensure that technical innovation is aligned with responsible deployment.

Human-Centered Pillar: Educating and Empowering Responsible Users

Parallel to technical improvements, responsible Al development requires empowering individuals
and communities to use Al technologies with awareness, critical thinking, and ethical judgment.
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This human-centered approach emphasizes education and cultural transformation across multiple
levels [56, 60]:

e Education for Students and Developers: Curricula at both secondary and tertiary levels
should integrate topics such as algorithmic fairness, data ethics, and socio-technical
systems. For developers and researchers, continuing education through certifications,
workshops, and interdisciplinary training programs can help embed responsibility into
professional practice [61].

e Public Awareness and Digital Literacy: Members of the general public should be
equipped with foundational knowledge about how Al systems work, what their limitations
are, and how they can be misused. Outreach efforts, community forums, and media
engagement are vital tools for fostering critical Al literacy and countering misinformation
or undue trust in algorithmic outputs [26].

e Promoting Responsible Use Culture: Beyond formal education, cultivating a culture of
responsibility among users involves shifting incentives and norms. This may include
organizational policies that discourage over-reliance on Al systems, interface designs that
promote human oversight, and public campaigns that emphasize the role of human
judgment in Al-mediated environments [45].

e Guarding Against Over-Reliance and Misuse: Al tools should be framed as decision-
support systems rather than decision-makers. Interfaces can be designed to highlight
uncertainty, offer alternative perspectives, or require user justification for critical decisions.
Teaching users when not to use Al is as important as teaching them how to use it [13].

Together, these strategies aim to democratize Al understanding, reduce systemic risks of misuse,
so that Al technologies serve as tools for augmentation rather than replacement. The success of
responsible Al hinges not only on the systems we build but also on the people who design, deploy,
and interact with them.

2.2. Certification and Reliability

As Al systems become increasingly embedded in high-impact domains, from healthcare
diagnostics and financial services to public decision-making [137]. There is growing interest in
developing formal mechanisms to certify their trustworthiness and reliability [105-107]. Similar
to established standards in other sectors, such as ISO 42001 for Al management systems, the IEEE
Authorized Assessor program, or the USDA Organic certification in agriculture, Al certification
aims to provide stakeholders with confidence that these technologies meet defined thresholds for
safety, performance, and ethical alignment [20, 37].

Certified Al systems should be explicitly constrained to domains and conditions where their
behavior can be systematically verified. Rather than making broad or unqualified claims about
general capability, certification efforts should focus on well-bounded use cases. Any tasks with
objective evaluation, such as simple mathematical calculations, structured factual queries, or
domain-specific classifications, can be included in such certifications. Equally important is the
definition of operational boundaries. Al systems should be certified to function within known
“working conditions,” such as specific input ranges, sensor configurations, or task contexts. This
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enables the articulation of bounded guarantees, such as “99% accuracy within a constrained input
space,” providing clarity on where performance claims are valid and where caution is required.

In many scenarios, it may be more feasible to certify the process by which an Al system is
developed and maintained rather than attempting to certify all possible outcomes it may generate
in deployment. Process certification involves evaluating the integrity of training data, the
reproducibility of the development pipeline, documentation of model parameters, and governance
structures for monitoring and updates. While this does not eliminate the possibility of failure, it
supports systems built under rigorous, transparent, and accountable conditions. Outcome
certification, on the other hand, remains essential in domains with high risk and clearly defined
performance metrics, such as medical imaging or autonomous control systems. In such contexts,
performance guarantees must be empirically validated and independently audited [33, 148, 149,
151].

To accommodate the diverse risk profiles of Al applications, a multi-tiered certification approach
is essential. Low-risk or general-purpose systems may require only baseline assurance, while high-
stakes systems in regulated domains demand more stringent oversight, including domain-specific
benchmarks, formal verification, and periodic recertification [47]. Certification should remain
dynamic, incorporating continuous monitoring, compliance checks, and mechanisms for recourse
in the event of harm or failure. A central question is what kinds of Al systems require certification:
Should it apply only to corporations, or also to individual researchers like PhD students? Does it
cover only “large” models, by parameters, compute, or capability, or also smaller models deployed
at scale? The framework must be flexible enough to survive rapid technological change, which
suggests focusing on risk and impact rather than size alone. High-risk systems, such as those in
healthcare, finance, law, critical infrastructure, or mass-consumer applications, clearly warrant
certification, while low-risk applications may require minimal oversight. Certification should
primarily apply to major developers and corporate entities, with academic projects generally
exempt unless scaled for public release. Open-source models present unique challenges, requiring
voluntary certification labels or responsible release protocols.

Equally important is what compels creators and users to adopt certified models. In highly regulated
sectors like medicine, banking, or law, compliance can be enforced through existing legal
frameworks that bind professionals. But what compels general users of Al assistants or tutors to
prefer certified models, and what incentivizes creators of consumer-facing Al to seek certification?
If certification is optional in such cases, adoption may lag unless paired with strong incentives and
enforcement mechanisms [43]. Possible approaches include liability frameworks that hold
developers accountable for harm caused by uncertified models, platform-level enforcement
through app stores and cloud providers, and trust labels that signal reliability to consumers.
Detection of rogue Als will require technical measures like watermarking and fingerprinting,
combined with compliance audits.

Ultimately, certification serves not only as a technical safeguard but also as a tool for public trust
and governance [40]. Considering companies often guard their datasets, training parameters, and
other proprietary assets, it makes full transparency difficult. This gap could be addressed by
establishing a trusted third-party certification body, or by developing new technological solutions
that enable meaningful transparency while safeguarding trade secrets. As global interest in
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certified Al continues to grow, the development of standardized, transparent, and scalable
frameworks will be essential for aligning technological advancement with societal expectations.
These efforts need be pursued in concert with legal regulation, technical standards bodies, and
interdisciplinary stakeholder engagement to fit for purpose.

2.3 Working Condition as a Foundational Concept

A foundational concept in the responsible development of artificial intelligence is the idea of
defining clear “working conditions”: the specific environments, input ranges, and task parameters
under which an Al system is expected to perform reliably. This concept, grounded in traditional
engineering practices, introduces a critical layer of operational discipline to Al system design [25].
Just as mechanical or electrical systems are only certified to function within known tolerances, Al
systems should be evaluated and deployed under similarly bounded conditions.

Defining working conditions enables a shift away from the pursuit of overly generalized systems
toward more targeted, modular Al models that are optimized for well-defined use cases. Smaller,
context-specific models, when confined to clear operational domains, may in fact offer greater
trustworthiness and accountability than large-scale general-purpose systems operating across
unconstrained and unpredictable environments. In high-stakes applications such as healthcare,
education, and critical infrastructure, such bounded reliability is more valuable than nominal
generalizability.

By explicitly stating and enforcing working conditions, Al developers and deployers can improve
system reliability, support certification, and set clearer expectations for users. These conditions
serve as guideposts for both technical performance and ethical use, informing where and how Al
can safely operate, and where human oversight or additional controls are necessary. In this context,
generalization is no longer presumed to be limitless but must be justified and validated before
extending system scope.

This framing opens up significant research and policy opportunities [12]. From a research
perspective, several key questions remain unanswered: Can Al systems be made modular and
downgradable, allowing them to operate in controlled, constrained settings suitable for training,
education, or lower-risk applications? How should responsible-use boundaries be defined and
enforced, especially in open or semi-open environments? And what new metrics are needed to
balance raw performance with ethical and context-sensitive deployment?

These technical challenges are mirrored by emerging policy needs. One urgent step is the formal
definition of acceptable working conditions, both at the model and application level. This could
include specifying operational domains in regulatory guidance, procurement standards, or platform
governance rules. Governments and international bodies should support the creation of third-party
certification authorities that can assess whether Al systems meet these operational standards. In
parallel, Al-generated content, particularly in education, software development, and research
publications, should be accompanied by clear disclaimers and traceability mechanisms, ensuring
that users are aware of the provenance and limitations of such outputs.

23



Adopting working conditions as a central design and governance principle also encourages a more
gradual and responsible pathway to Al scaling. Rather than releasing models into open-ended,
high-risk domains without constraint, developers can expand their systems incrementally,
validating each new deployment context through empirical testing and stakeholder review [55].
This not only builds public trust but also aligns technical progress with evolving social
expectations and ethical norms.

In sum, working conditions provide a foundational framework for making Al both safer and more
accountable. By operationalizing the boundaries of responsible use, they bridge the gap between
engineering rigor and societal governance—anchoring Al development in clearly defined contexts,
and enabling both research innovation and regulatory action to proceed in a principled, aligned
manner.

2.4 Performance vs. Responsibility Tradeoff

A central tension in contemporary Al development lies in balancing the pursuit of performance
with the imperatives of responsibility. The research community has long prioritized state-of-the-
art (SOTA) results, often measured through benchmarks that reward raw accuracy, scale, or speed.
While this has driven rapid progress in model capability, it has also created incentives that may
conflict with responsible Al practices. The most powerful models, those trained on vast datasets
with billions of parameters, are not necessarily the most trustworthy, transparent, or ethically
aligned. In many cases, a less powerful but well-bounded model may be better suited for
deployment, particularly in sensitive or high-stakes environments.

This tradeoff is not merely theoretical. Large, general-purpose models frequently operate in open-
ended contexts where their behavior is difficult to predict or verify. These systems often lack clear
boundaries of applicability, offer limited transparency about how outputs are generated, and can
be prone to biased or misleading responses. In contrast, smaller, modular, or domain-specific
models, designed with narrowly defined working conditions, may sacrifice some degree of
generality or benchmark performance, but offer higher reliability, interpretability, and
accountability. Such models are often more amenable to certification, monitoring, and responsible
integration into human workflows [46].

Addressing this tradeoff requires a deliberate rebalancing of values within the Al ecosystem.
Performance should no longer be defined solely by technical metrics, but by a more holistic
evaluation of how well a system aligns with ethical principles, social needs, and user expectations.
Metrics that account for user trust, robustness under defined conditions, and cognitive support
rather than substitution, must become standard components of model evaluation [56]. Without
such recalibration, the field risks developing increasingly powerful systems that are functionally
impressive but socially irresponsible.

This challenge also opens up a range of research and policy opportunities. On the research front,

open questions include how to design modular and downgradable Al agents for use in controlled
environments such as education or training, where cognitive engagement is prioritized over
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automation. Further inquiry is needed into how to define and enforce responsible-use boundaries,
particularly in settings where Al tools may be repurposed in ways that diverge from their original
intent. Most critically, the field must grapple with the development of new evaluation metrics that
capture the tradeoff between raw performance and responsible use, including metrics for
explainability, user understanding, and unintended consequences.

In terms of policy, a number of concrete actions were identified during the workshop. Regulators
and standards bodies should begin by defining acceptable working conditions for Al systems in
specific domains, providing clarity on where and how models can be safely deployed. The
establishment of third-party certification bodies, which is analogous to those in medicine,
engineering, or food safety, will be essential for assessing compliance with these standards.
Additionally, policies requiring disclaimers and traceability for Al-generated outputs, especially
in education, software, and publishing, can help mitigate the risks of uncritical reliance and
misinformation [51].

Ultimately, resolving the performance—responsibility tradeoff does not imply halting innovation,
but rather redirecting it toward long-term societal benefit. This includes creating models that not
only perform well under ideal conditions but also behave predictably, ethically, and transparently
in the real world [23]. Shifting research incentives, publication criteria, and funding priorities to
reflect these values is a necessary step in aligning Al progress with public interest.

3. Evaluation of Responsible Al
3.1 What's Going Well and Where Are the Gaps?

Efforts to evaluate responsible Al have seen promising advances in certain areas. Developers have
implemented guardrails that help prevent Al systems from responding to harmful or unsafe queries,
using moderation layers, prompt filtering, and refusals to reduce toxic, biased, or misleading
outputs [108-110]. Significant progress has also been made in identifying and mitigating
hallucinations when Al systems generate factually incorrect or fabricated content [111-113]. This
is particularly important in high-stakes domains like medicine [82], where hallucinations can have
serious consequences. Fortunately, the presence of well-established medical guidelines provides a
concrete basis for evaluating factual alignment and appropriateness in this domain.

One notable development in responsible Al evaluation is the use of large language models to
evaluate other LLMs [114-116]. This “LLM-as-a-judge” paradigm offers scalability and efficiency,
allowing for automated assessments of coherence, helpfulness, and safety without requiring
exhaustive human annotation. It holds promise for accelerating the feedback loop in model
development and deployment, particularly in rapidly evolving applications. However, this
approach is still in its early stages, and critical challenges remain. Chief among them is the question
of reliability: since many LLMs share similar architectures, training data, and biases, using one
model to evaluate another can lead to circular reasoning. This risks reinforcing shared blind spots,
such as subtle forms of bias, misinformation, overconfidence, or reasoning errors, rather than
exposing them. Without robust external validation or grounding in objective standards, such
evaluations may provide a false sense of rigor. The lack of standardized benchmarks and the
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reliance on static, culturally limited datasets further compound these concerns. As a result, the
current landscape of LLM-based evaluation remains fragmented and ad hoc—described by many
as “the wild west”—with inconsistent metrics, opaque methodologies, and little consensus on what
constitutes meaningful success in responsible Al [56].

More fundamentally, current evaluation efforts lack a shared world ontological model, namely a
structured, agreed-upon representation of commonsense knowledge, logic, and real-world
relationships that Al outputs can be verified against. Without such a grounding framework,
evaluations of factuality, reasoning, and ethical alignment are often ad hoc, dataset-specific, or
limited to surface-level checks. Traditional knowledge representation tools, such as symbolic
reasoning, formal logic, and curated knowledge bases, have not yet been fully integrated into
modern LLM evaluation pipelines. This leaves a significant gap in verifying whether an Al's output
truly reflects valid reasoning [39] or conforms to established truths across disciplines.

Another key challenge in LLM evaluation is data leakage and contamination, whether
unintentional or intentional. Benchmarks often overlap with training data, leading to inflated
scores that misrepresent true generalization [46]. This issue is further complicated by proprietary
models, which do not disclose their training corpora, making it difficult to assess contamination
risks. Reliable evaluation thus requires stricter data provenance checks and safeguards against both
inadvertent and deliberate leakage. Moreover, many existing evaluation datasets, such as those
used to measure toxicity, bias, or fairness, are static and often fail to capture cultural nuance,
evolving norms, or real-world complexity. As a result, they offer limited generalizability and
robustness. Overall, while parts of responsible Al evaluation are maturing, the field still lacks the
foundational infrastructure, both conceptual and empirical, needed for rigorous, reliable, and
context-aware assessment [16].

Emerging domains such as embodied Al, where Al agents interact with the physical world through
sensors, actuators, or robotic platforms, present new evaluation challenges and opportunities. On
one hand, embodied Al benefits from clear grounding in physical reality, allowing for objective
evaluation based on task completion, safety constraints, and measurable real-world outcomes. For
example, robotic manipulation or navigation tasks can be assessed using concrete success metrics
like precision, energy efficiency, or compliance with human safety standards. However, current
evaluation approaches are often limited to technical functionality and overlook broader social and
ethical dimensions of physical interaction, such as respecting personal space, adapting to cultural
norms, or ensuring inclusivity. Standardized benchmarks for these aspects are still lacking.

Similarly, agentic Al, systems that exhibit persistent goals, planning, memory, and autonomous
decision-making, raises novel concerns for responsible evaluation. These agents can act over
extended time horizons, interact with users repeatedly, and adapt dynamically to complex
environments. Progress has been made in building simulation platforms and multi-agent
environments (e.g., virtual economies, strategy games, or embodied simulators) to support long-
term evaluation of planning, goal alignment, and cooperation. However, these environments often
abstract away critical real-world variables, such as human values, long-term accountability, and
unintended consequences. One notable gap is the absence of protocols for evaluating value
alignment over time: how do we ensure that an agent’s evolving behavior continues to reflect
human intentions as it learns or generalizes? Another unresolved issue is evaluating responsibility
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in multi-agent settings, where outcomes arise from complex interactions between agents and
humans. There are already companies advertising LLMs as synthetic human users for testing
products [117, 118]. However, these LLMs are not sufficient to model the full extent of human
behavior even in narrow testing conditions. LLMs are still too “malleable” in the sense that they
defer to whatever prompt they are provided with and cannot stay consistent to the original context
(the description of the user they are simulating). Existing tools are not yet equipped to assess
distributed accountability, emergent ethical dynamics, or strategic deception, challenges that will
become increasingly salient as Al agents grow more autonomous and socially embedded.

Another persistent gap in responsible Al evaluation lies in our limited understanding of the
performance thresholds required for human trust and adoption. Contrary to the assumption that
achieving human-level performance is enough, research in human-computer interaction and
cognitive science indicates that Al systems often need to outperform humans significantly, both in
accuracy and consistency, before users are willing to trust and rely on them, especially in domains
like healthcare, transportation, or legal decision-making. Even minor unpredictable errors can
severely erode trust, particularly if they diverge from human reasoning patterns or are difficult to
explain. Encouragingly, interdisciplinary efforts are starting to quantify these trust thresholds
across different tasks and populations. However, a universal or calibrated benchmark for
“trustworthy performance” remains elusive. This presents a serious challenge: traditional
performance metrics (e.g., accuracy, F1 score) may not fully capture user perceptions of
competence, transparency, or fairness [13, 57]. To bridge this gap, evaluation frameworks will
need to go beyond technical benchmarks and incorporate human-centered criteria such as
interpretability, consistency, and value alignment.

To advance the field of evaluating responsible Al, there is an urgent need for transparent,
reproducible, and domain-specific evaluation protocols, ones that assess Al behavior not only in
controlled settings but also in terms of real-world social, cultural, and ethical implications. Only
by integrating technical performance with human values and lived realities can we build truly
responsible and trustworthy Al systems.

3.2 Research Gaps and New Questions

Responsible Al systems become increasingly integrated into high-impact domains, ranging from
clinical decision support to creative content generation and educational tools. As a result, new
challenges emerge that traditional evaluation metrics are ill-equipped to handle. This calls for a
rethinking of not just what we evaluate in Al systems, but how and why we evaluate it [29].
Addressing these challenges demands filling several key research gaps and confronting critical
new questions that cross disciplinary and sectoral boundaries.

A foundational research gap involves better understanding the secondary effects of Al systems,
particularly in terms of user experience, trust, and productivity. While much of the current
evaluation effort focuses on primary outcomes such as accuracy or fairness, users increasingly face
a deluge of Al-generated outputs that may be irrelevant, distracting, or even misleading. This is
especially problematic in creative or open-ended domains like educational content or consumer
entertainment, where quality control is more subjective and harder to enforce [23]. Research is
needed to quantify these "soft harms", such as wasted time, decision fatigue, and erosion of
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confidence in human judgment, and to develop evaluation metrics that capture such indirect yet
significant impacts.

A second, critical set of questions arises from the fundamental distinction between prediction and
generation tasks. Predictive Al systems, used for applications such as medical triage, financial
forecasting, or recommendation engines, are typically evaluated on criteria like precision, recall,
and calibration. Generative Al systems, however, pose novel challenges due to their open-ended,
subjective, and often context-sensitive outputs. For example, generating a music track or a
synthetic educational video requires not only technical fluency, but cultural relevance, emotional
resonance, and ethical appropriateness. How should evaluation frameworks adapt to the unique
risks and responsibilities tied to creative generation? And how do we draw boundaries between
what is considered "responsibly creative" and what is potentially manipulative or harmful,
particularly for vulnerable groups like children or patients?

Another pressing research gap concerns responsibility attribution in human-Al collaborations.
Increasingly, Al-generated outputs, like clinical summaries, legal drafts, or student feedback, are
adopted without significant human revision. This blurs the line of accountability between the Al
system and the human expert, raising complex questions about liability, trust, and oversight [99].
How often are AI outputs used “as is”? What types of users are more likely to rely on Al
suggestions without verification? Systematic empirical studies are needed to analyze human-Al
interaction data, including modification rates, trust thresholds, and decision-making pathways, to
inform more robust responsibility-sharing frameworks.

Furthermore, the evaluation of creativity in generative systems remains an underexplored area with
significant societal implications. Current proxies, such as output diversity or linguistic novelty, do
not capture whether creative outputs are meaningful, contextually appropriate, or aligned with
broader human values. In some cases, seemingly novel outputs may replicate or amplify harmful
stereotypes or misinformation. Particularly in domains like health education or mental wellness,
Al-generated content must be evaluated not only for creative merit but also for psychological
safety and cultural sensitivity [95]. This demands interdisciplinary research across fields such as
cognitive science, media studies, and behavioral psychology.

To address these challenges, the field must shift toward process-based evaluation models, inspired
by regulatory science frameworks such as those used by the FDA or USDA. These models
emphasize the importance of oversight across the entire Al lifecycle: from data collection and
model training to deployment and monitoring, rather than focusing exclusively on output quality.
For Al this could involve staged evaluation pipelines, pre-deployment audits, stress-testing under
edge cases, and post-market surveillance. Importantly, these processes must be transparent,
reproducible, and adaptable, especially as Al systems continue to learn and evolve in deployment.
Research is needed to define what such a process-based evaluation should look like for Al, what
documentation and artifacts should be required, and how independent verification and public
accountability can be operationalized.

Finally, addressing these gaps will require new data infrastructures and interdisciplinary methods.

For example, building repositories of human-Al interaction logs, especially in expert domains like
medicine or education, can help reveal how decisions are made, revised, or ignored in practice.
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Similarly, the development of socio-economic evaluation frameworks is essential to assess how
Al systems redistribute value, labor, and risk across different populations. Just as public health
agencies evaluate both individual-level and systemic effects of interventions, responsible Al
evaluation must account for both micro- and macro-level impacts.

In sum, responsible Al evaluation is no longer a purely technical challenge. It is a complex socio-
technical endeavor that calls for deep integration of methods from computer science, social science,
humanities, and regulatory policy. By addressing these research gaps and embracing new questions,
the field can move toward evaluation frameworks that are not only rigorous and actionable but

also aligned with the broader societal values and ethical imperatives that define truly responsible
AL

3.3 Connecting Research to Practice and Policy

A central challenge in responsible Al is that evaluation research informs not only academic
discourse but also the decisions and practices of those most affected, like practitioners deploying
Al, auditors and regulators overseeing compliance, and communities impacted by these systems.
Despite advances in responsible Al frameworks, dissemination often remains fragmented and
inaccessible, with research outputs typically technical and aligned with academic priorities rather
than real-world needs. Researchers can bridge this gap by engaging stakeholders as co-designers
of evaluation tools, priorities, and outcomes. Collaboration with advocacy groups and community
coalitions is particularly important, as they bring contextual knowledge and trusted relationships.
This engagement helps align evaluation frameworks with lived experiences and supports
development of concrete, actionable outputs such as audit checklists, risk assessment templates,
transparency scorecards, and lifecycle monitoring protocols, designed to integrate with regulatory
and organizational workflows.

From the perspective of government agencies, regulators, and other decision-makers, trust relies
on credible, comprehensible, and contextually relevant evaluation evidence. Standardized,
validated tools, independent audits, and third-party certifications provide documentation beyond
marketing claims [51, 37]. Accessible summaries for non-technical stakeholders clarify risks,
trade-offs, and mitigation strategies, supporting accountability and public trust. Rigorous
evaluation also requires meaningful engagement with impacted communities, with evidence that
feedback influenced design decisions, evaluation metrics, and deployment strategies. For example,
an Al system for education should document how teachers, students, and parents informed fairness
criteria or content moderation policies. Embedding participatory design and evaluation as core
principles strengthens legitimacy, relevance, and trustworthiness, helping Al development better
reflect accountability, equity, and long-term public interest.

3.4 Challenges, Opportunities, and Action

The rapid advancement and widespread deployment of Al systems have introduced unprecedented
complexity in evaluating their responsibility, safety, and societal impact. As models become more
capable, autonomous, and domain-diverse, the field of responsible Al evaluation faces a growing
set of methodological, infrastructural, and epistemic challenges. At the same time, new
opportunities are emerging, from synthetic evaluation agents to interpretability advances. They
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can guide more robust and scalable evaluation approaches. This section synthesizes key challenges
identified during the workshop, highlights corresponding opportunities, and outlines priorities for
immediate action.

3.4.1 Evaluating Al at Scale and Across Domains

Challenge: Al systems are being deployed across a wide range of domains, from education to
medicine to creative arts, each with unique risk profiles and evaluation needs. Evaluating these
systems at scale and across disciplinary boundaries is inherently difficult, especially when domain
expertise is required to understand appropriate uses and harms.

Opportunity: One promising solution is the use of Al-for-evaluation. Training synthetic agents
on domain-specific knowledge to act as evaluators of other Al systems. However, such evaluators
must be designed to be orthogonal and independent from the systems they assess, avoiding
contamination or bias.

Priority for Action: A key next step is to identify high-impact use cases such as Al in healthcare
or education and develop domain-specific methods, agent architectures, and protocols for synthetic
evaluation. These agents could perform diagnostic probing, simulate user experiences, or assess
alignment with normative goals, enabling a scalable yet context-sensitive approach to responsible
Al evaluation [54].

3.4.2 Open-Ended Al and Benchmarking the Unknown

Challenge: Many generative and conversational Al systems operate in open-ended domains where
factual labels may be insufficient or unavailable. Evaluating such models, especially regarding
their capacity for unintended harms, hallucinations, or creative misuse, is fundamentally
challenging when ground-truth labels do not exist.

Opportunity: The field can look to the success of standardized benchmarks in adjacent areas (e.g.,
ImageNet or GLUE) and adapt these strategies to open-ended tasks. Additionally, modeling
evaluation after regulatory processes, such as those used by the FDA, could create structured
pipelines for risk assessment and public accountability [67].

Priority for Action: Responsible Al efforts must prioritize the creation of systematic, multi-
dimensional benchmarks for open-ended Al outputs. These benchmarks should incorporate not
only correctness but also societal impact, user trust, and robustness. At the same time, a regulatory-
style evaluation process model, with defined stages, inspection points, and feedback loops, should
be developed to assess Al systems over their lifecycle.

3.4.3 Measuring Secondary Effects and Societal Impact
Challenge: Many Al applications now play roles in guidance, counseling, and decision support,

which may lead to secondary effects—changes in user behavior, perception, or social interaction—
that are difficult to capture using traditional model performance metrics.
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Opportunity: While some technical model benchmarks exist, much less attention has been paid
to the human and societal outcomes of these systems. This presents an opportunity to study specific
use cases—e.g., Al in mental health support, educational feedback, or legal advice—and derive
cross-domain metrics for indirect impact.

Priority for Action: Develop interdisciplinary research programs to understand how different use
cases manifest secondary effects, and identify generalizable metrics and reporting protocols for
them. These metrics could include user trust dynamics, decision dependency, cognitive offloading,
or societal equity outcomes, and should be incorporated into standard evaluation pipelines.

3.4.4 Defining Trust Thresholds and Risk Tolerance

Challenge: There is currently no consistent definition or threshold for what constitutes
"sufficiently responsible" Al. This ambiguity hinders evaluation, procurement, and regulation, and
leaves public institutions without a clear standard for acceptable risk.

Opportunity: Structured engagement with stakeholders—including users, regulators, domain
experts, and advocacy groups—can clarify the conditions under which Al systems are considered
trustworthy, and help define the criteria for deployment-readiness.

Priority for Action: Initiate stakeholder-driven consultations to define trust thresholds across
various domains. These efforts should not only capture technical expectations but also include
ethical, cultural, and legal perspectives on acceptable trade-offs, ultimately feeding into guidelines
for procurement and policy.

3.4.5 Addressing the "Unknown Unknowns"

Challenge: Harmful outputs, unintended uses, and emergent behaviors remain difficult to
anticipate during pre-deployment evaluation. As Al systems grow more complex, identifying and
mitigating these "unknown unknowns" becomes both more critical and more elusive.

Opportunity: Techniques such as uncertainty quantification [120,121], red-teaming [27], privacy
leaks testing /34, 35], and adversarial testing [152,153,155] offer ways to stress-test systems
under diverse conditions and surface hidden failure modes. In parallel, articulating intended and
unintended use cases [15,50,44], which is similar to drug labeling, can enhance transparency.

Priority for Action: Build uncertainty estimation and adversarial evaluation into standard
evaluation pipelines. Additionally, require system developers to submit formal descriptions of
expected and prohibited use cases, potential failure cascades, and mitigation strategies.

3.4.6 Interpretability and Grounding in Generative Al

Challenge: Generative Al models often produce content that appears plausible but lacks

grounding in underlying data or context. Evaluating interpretability, attribution, and input-output
alignment remains a technical and conceptual challenge.
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Opportunity: Advances in attribution techniques, explanation generation, and grounding
verification are opening up new possibilities for assessing how faithfully generative models reflect
their source material [81].

Priority for Action: Establish standardized benchmarks for interpretability and grounding,
including provenance tracking and justification scores. These benchmarks should be domain-
sensitive and adaptable to multiple modalities (e.g., text, images, video) to make broad
applicability.

4.Responsible Al — Global Alignment, Local Action

4.1 Regional Insights from Southeast Asia Countries

The landscape of responsible Al development and evaluation varies considerably across countries
in South and Southeast Asia and the broader Indo-Pacific region. Each country presents unique
socio-cultural contexts, infrastructural realities, and policy priorities that shape how Al can be
responsibly researched, deployed, and governed. Understanding these regional nuances is critical
to designing evaluation frameworks and Al systems that are both effective and equitable. Below
we summarize key insights from five representative countries—India, Singapore, Vietnam,
Thailand, and Australia—highlighting common themes and distinctive opportunities.

IN India

India’s vast diversity presents both a challenge and an opportunity for responsible AI. A major
challenge is the lack of data that is essential to designing Al-based technology responsibly where
these could cater to bespoke regional problems in healthcare, law etc. Another challenge is in
training and education to develop skills at multiple levels [ 143]. Education and curriculum changes
at high school level are also being developed and implemented [143, 144, 145]. All of these are
key thrust areas of the India Al Mission [1, 145], which has launched a comprehensive ecosystem
aimed at democratizing Al infrastructure, improving data quality, and sharing compute resources
to foster responsible Al [144] development nationwide [9]. Focused applications in autonomous
driving [2], remote healthcare [3], and smart agriculture [4, 5] not only address India’s priorities
but also hold promise for regional adoption across Southeast Asia and Australia.

VN Vietnam

Vietnam has seen strong governmental support for Al since 2020, characterized by initiatives like
“Al for Vietnam” and collaborations with expatriate scientists to boost local research capacity. A
particular focus lies in developing regional language models tailored to the Southeast Asian
linguistic landscape, often in partnership with Singapore and neighboring countries. This
underscores the critical need for regional collaboration to create Al solutions that reflect shared
cultural and linguistic identities across Southeast Asia. Vietnam’s emphasis on open-source
models also points to a strategic commitment to inclusive, community-driven Al development.
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TH Thailand

In Thailand, there are Al embedded in many platforms/systems including medical diagnosis
developed from industrial and education sectors. However, Al applications in agriculture stand out
as a major opportunity with potential for cross border technology transfer within Southeast Asia.
National programs promoting inclusive education and skills training aim to build Al literacy
among adults and youth, preparing a workforce equipped to engage with emerging technologies.
Al innovation in applications and in all sectors is also promoted by the Thai government. However,
challenges remain, particularly in expanding "Responsible AI" awareness in all sectors, a common
issue across the region. Thailand’s experience highlights the importance of tailored training
initiatives and infrastructure investments to bridge digital divides.

SG Singapore

Singapore’s approach to Al development is grounded not merely in technological advancement
but in strong cultural and structural foundations. A long-term planning ethos, high-quality
governance, and a globally respected legal system create a trusted environment for innovation [53,
65, 66].. Singapore places particular emphasis on high secondary education standards, though there
is growing recognition of the need to expand Al-related PhD capacity. As a cross-cultural hub,
Singapore positions itself as a neutral, high-trust global platform where East meets West, enabling
international Al collaboration across sectors like manufacturing and healthcare [134, 135].
Additionally, it aspires to global leadership in combating Al-driven misinformation by leveraging
interdisciplinary R&D and its unique trust profile to act as a clearinghouse for truthful, responsible
Al content [136].

AU Australia

Australia’s Al landscape is marked by a strong commitment to respecting Indigenous communities
and cultural sensitivities, ensuring that Al solutions align with local values and governance
structures. Efforts to improve technology access in rural and remote regions leverage Al-powered
tools, such as portable medical imaging devices, to reduce disparities between urban and regional
healthcare delivery. Australia also recognizes opportunities for Al to address national-scale
challenges including telehealth expansion and climate change mitigation, positioning Al as a
strategic asset for large, diverse geographic contexts.

4.2 A Shared Responsibility: Building Trust and Accountability in a Global Al Landscape

The global rise of artificial intelligence (AI) has prompted urgent reflection on the appropriate
scope and structure of its governance. Should responsible Al be regulated primarily through
national frameworks, reflecting each country’s unique legal, cultural, and technical circumstances?
Or is there a need for more unified global oversight, given the inherently transnational nature of
AT’s development, deployment, and impact? This section explores these questions and emphasizes
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the emerging consensus: while implementation must be context-sensitive, responsible Al is a
shared global responsibility requiring international coordination and trust [6].

Al’s capacity to influence economies, political processes, education systems, healthcare, and
public discourse is no longer constrained by geography. Much like climate change, the externalities
of Al do not recognize national borders. Participants from across the Asia-Pacific region, including
representatives from Vietnam, Australia, and Singapore, echoed the importance of building
globally interoperable norms while attending to local realities. Vietnam’s national Al strategy
illustrates how countries are actively shaping Al policy with global awareness, while Australia’s
efforts to harmonize its standards with those of the European Union and the United States
demonstrate the potential for alignment across democratic contexts. Yet, these same examples also
reveal persistent barriers: digital infrastructure remains uneven, access to computational resources
like GPUs is highly asymmetrical, and educational pipelines are not equally prepared to support
the ethical development of Al

There was broad agreement among experts that shared principles, e.g. fairness, safety,
transparency, accountability, and human agency, should be established through collaborative
international frameworks. Institutions like UNESCO and ISO offer potential pathways to
formalize these principles into guidance or standards. However, we cautioned that such high-level
norms must be flexibly adapted during implementation [49]. Ethical priorities may differ across
societies; values such as individual autonomy, collective well-being, or relational trust are
interpreted differently depending on cultural context. Local legal systems, civic traditions, and
data governance models will necessarily shape how responsible Al is put into practice [59].

Despite the aspirational nature of global alignment, several persistent challenges must be
acknowledged. First, enforcing responsibility across multinational technology companies remains
a major jurisdictional hurdle. These entities often operate across borders, complicating efforts by
any single country to regulate harmful content, discriminatory algorithms, or opaque business
practices. Second, inequities in access to the computational and data infrastructure that underpins
Al development threaten to widen the global digital divide. Without targeted support, many low-
and middle-income countries may remain consumers of Al, rather than contributors to its shaping.
Third, achieving cultural alignment in Al ethics remains elusive. While universal principles are
attractive, they risk erasing context-specific norms and practices. Education and engagement must
therefore be grounded in local values and lived experiences.

As one speaker poignantly summarized, “the Pandora’s box is open.” The global community must
now move beyond reactive containment strategies and toward proactive, collaborative governance.
Doing so requires a delicate balance between establishing universal norms and respecting local
nuances. It calls for researchers, educators, policymakers, and civil society actors to work together
across borders and disciplines. Above all, the development and deployment of Al must be guided
by intentionality, humility, in principle “love and care”, a recognition that the tools we create will
shape societies for generations to come.
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4.3 Common Themes and Collaboration Opportunities

As artificial intelligence continues to grow in global reach and influence, it is increasingly clear
that addressing its societal impacts demands transnational coordination. While the challenges of
responsible Al development are frequently discussed in national contexts, the implications of Al
systems often transcend borders. Accordingly, regional and global collaboration is not only
beneficial but essential. Through international engagement, we can foster inclusive innovation,
bring cultural relevance, and harmonize ethical standards to guide the future of responsible Al

4.3.1 The Imperative for International Collaboration

Many state-of-the-art AI models are trained on data collected in the United States or other Western
nations. However, their applications are global, affecting populations with vastly different cultural,
linguistic, and infrastructural contexts. This mismatch risks reinforcing biases, misrepresenting
non-Western perspectives, and exacerbating digital inequalities. International collaboration offers
a path to correct this imbalance. By co-developing evaluation frameworks and research agendas,
countries can enforce that Al systems meet diverse needs and respect varied social norms.

Collaboration also supports the creation of interoperable governance structures. With the
proliferation of national Al strategies and regulatory proposals, there is a growing risk of
fragmentation [48]. Coordinated policy dialogue and joint technical standardization can mitigate
this risk and confirm that safety, fairness, and transparency are consistently prioritized [29].

4.3.2 Building Shared Infrastructure and Standards

Effective Al evaluation relies on diverse, high-quality data and robust computational infrastructure.
Yet access to these resources remains highly uneven across regions. To democratize responsible
Al development, international partnerships must prioritize shared infrastructure. This includes
pooled compute resources, open-source models, and accessible data repositories, particularly in
domains such as healthcare, agriculture, and education.

Standardization efforts are equally critical. Agreements on data collection protocols, annotation
practices, sensor compatibility, and privacy-preserving techniques (such as federated learning) will
support more consistent and equitable model performance across different use cases and
geographies [33].

4.3.3 Addressing Cultural Context, Fairness, and Bias

Cultural sensitivity is essential for meaningful Al deployment. Language, behavior, and social
expectations vary widely across regions, and models trained in one context may fail or produce
harmful outcomes in another. Rather than merely translating Al systems, it is vital to ground them
in local realities. This includes developing culturally aware evaluation metrics and ensuring that
fairness is assessed not only in technical terms, but also relative to societal norms.

Collaborating with local stakeholders, particularly community-based organizations and domain
experts, can make Al systems reflect local values and serve local needs [17]. Grounding generative
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Al models in region-specific data and sociocultural understanding can also mitigate the risk of
miscommunication and bias.

4.3.4 Cross-Cultural Interaction and Al Agents

As conversational and generative Al agents become more embedded in daily life, their capacity to
navigate cross-cultural settings becomes increasingly important. These agents must understand
local customs, interpret gestures and idioms appropriately, and adjust behavior depending on
regional norms. Designing culturally fluent agents is not simply a matter of translation, but of
embedding deep contextual understanding into their training and evaluation.

International efforts to define what cultural fluency means in practice, and to evaluate whether Al
systems achieve it, can support broader goals of user trust and inclusivity. This includes the
development of benchmarks for cultural alignment and methods for measuring how well systems
adapt to diverse communication styles and expectations.

4.3.5 Regulatory and Ethical Convergence

As countries pursue their own frameworks for Al oversight, inconsistencies in regulation and
ethical standards are emerging. Divergent requirements for transparency, risk classification, and
liability can hinder cross-border collaboration and increase compliance burdens for developers. At
the same time, shared concerns around consent, data rights, and algorithmic accountability present
an opportunity for convergence.

While allowing for cultural specificity, efforts to harmonize standards can improve interoperability
and create clearer pathways for responsible innovation. This includes developing shared
definitions of responsible Al recognizing common audit requirements, and facilitating the mutual
recognition of certifications and evaluations. Intergovernmental bodies and international standard-
setting organizations can play a vital role in anchoring this alignment.

4.3.6 Coordinated Responses to Misinformation and Al Misuse

The rise of Al-generated misinformation, such as deepfakes and synthetic content, scam calls with
fake identities, presents a shared challenge. The rapid spread of such false or misleading content
can cause confusion, fear, and even division in society. For countries like Singapore or USA, with
a multi-cultural, multi-religious or multilingual population, harmful Al-generated content that
plays on cultural misunderstandings, language differences, or social sensitivities can quickly
disrupt social stability. No single country can address these threats in isolation. International
cooperation is essential to develop shared tools for detection, attribution, and provenance
verification. This may include watermarking techniques, cryptographic content signatures,
creation of multilingual and multi-cultural misinformation dataset, active detection Al of factually
incorrect content, and collaborative moderation frameworks.

Equally important is the need for coordinated response strategies. Whether responding to
misinformation during elections, public health crises, or climate-related disasters, countries must
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work together to warrant that their Al systems and response protocols reinforce instead of
undermining trust and public safety [36].

4.3.7 Joint Efforts in High-Impact Domains

Several application domains are particularly well suited for cross-regional collaboration. In
healthcare, for instance, initiatives to build regional data repositories, akin to the UK Biobank,
could improve population health modeling and support Al-enabled diagnostics across Southeast
Asia and the Pacific. In education, shared Al infrastructure can help deliver equitable learning
opportunities and support Al literacy in multiple languages. In agriculture and environmental
monitoring, cross-border data sharing can support regional food security and climate resilience.

Even data from widely used social media platforms can be leveraged cautiously as a proxy for
understanding local norms and behaviors. When governed ethically, such data can support the
development of culturally sensitive models and inform the design of Al systems attuned to local
priorities.

4.3.8 Talent Development and Institutional Partnerships

Sustained international progress in responsible Al requires investment in people as much as in
technology. Building equitable talent pipelines involves supporting institutions in underserved
regions, facilitating student and faculty exchanges, and creating joint training programs. These
partnerships can help build research capacity, foster mutual understanding, and bring future Al
leaders who are equipped to operate in globally interconnected environments.

By emphasizing co-supervision, shared research agendas, and multilingual educational resources,
such efforts can promote both excellence and inclusivity in the global Al ecosystem.

4.3.9 Cross-Regional Themes and Shared Priorities

Across the countries represented in this workshop—including India, Vietnam, Thailand, and
Australia—several common themes emerge that reinforce the need for regional cooperation.

First, localization is essential. Al systems must be designed with a deep understanding of local
contexts, languages, and infrastructure. Solutions that work in one country may not translate
effectively elsewhere without adaptation. Second, inclusive capacity-building is critical. Broad-
based education and digital inclusion efforts, especially for rural and marginalized populations,
are necessary to democratize Al benefits. Third, collaborative ecosystems that span government,
academia, civil society, and industry can support innovation while embedding mechanisms for
transparency and accountability.

In addition, ethical alignment must be grounded in local values while remaining interoperable with
global frameworks. Culturally sensitive governance structures are necessary to balance the rights
of individuals and communities with the promise of technological advancement. Finally, scalable
infrastructure, including shared compute power, public datasets, and open-source tools, can
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support a more equitable Al landscape by lowering barriers for small actors and underrepresented
regions.

By weaving these themes into the fabric of responsible Al research and evaluation, international
collaborations can help build Al systems that advance not only technological goals, but also
societal well-being across interconnected and diverse global communities.

4.4 U.S./NSF’s Role and Mutual Benefits

The U.S. National Science Foundation (NSF) is uniquely positioned to play a catalytic role in
fostering international collaborations on responsible Al. With its global credibility, long-standing
commitment to fundamental research, and robust funding mechanisms [26], NSF can support high-
impact partnerships that advance both U.S. strategic interests and the responsible deployment of
Al technologies worldwide.

NSF affiliation adds credibility and trust to collaborative efforts, particularly in regions where
international projects may face skepticism or require endorsement from reputable institutions. This
institutional standing can ease access to localized datasets, facilitate regulatory permissions, and
encourage participation from governmental and academic stakeholders in partner countries.
Moreover, NSF’s emphasis on ethical and responsible research aligns well with many countries’
growing interest in Al that serves the public good [42], thereby laying a solid foundation for
mutually beneficial engagement.

International collaboration in Al evaluation offers clear reciprocal advantages. For the U.S., such
partnerships provide access to diverse environments and user populations, which are invaluable
for testing the robustness, fairness, and generalizability of Al systems. Whether evaluating Al tools
in low-resource healthcare settings, language-rich environments, or dense urban infrastructures,
these varied testbeds allow researchers to uncover failure modes and biases that may not emerge
in U.S.-only contexts. This improves not only the reliability of Al but also its readiness for global
deployment.

Conversely, partner countries benefit from collaboration through access to cutting-edge research
tools, technical expertise, and capacity-building resources. NSF-funded initiatives can support
technology transfer, co-development of evaluation tools, and the training of researchers and
practitioners. These contributions help strengthen local innovation ecosystems and promote self-
sufficiency in the development and evaluation of Al systems.

A practical and scalable collaboration model would involve NSF funding the U.S. side of research
activities, while partner countries support their domestic contributions. This distributed investment
model promotes joint ownership and sustainability, and it builds on successful precedents in other
domains of international science cooperation. Importantly, it allows for flexible alignment with
national research priorities and funding structures.
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To operationalize such partnerships, several mechanisms can be considered. NSF could expand
support for U.S. graduate students, postdoctoral researchers, and faculty to engage in collaborative
fieldwork abroad, working alongside local partners on contextually grounded projects.
Memoranda of Understanding (MOUs) between NSF and counterpart agencies in partner countries
can help formalize collaboration in specific thematic areas, like Al for crowd management,
localized autonomous driving systems [ 146], or health data collection for underserved populations.
These joint efforts would not only advance scientific discovery but also reinforce shared values
around equity, safety, and human-centered design in Al [57].

Through these engagements, NSF can serve as a global convenor of responsible Al research,
ensuring that the benefits of technological progress are equitably distributed, culturally relevant,
and aligned with democratic values. In doing so, the U.S. can strengthen its role as a trusted partner
in shaping the global future of Al.

5. Conclusions

The NSF US-Southeast Asia Responsible Al workshop highlighted the risks, challenges and
opportunities in advancing Al that is safe, equitable, and socially beneficial [28]. Key themes
emerging from the workshop included the critical role of global interdisciplinary collaboration, the
need to bridge the gap between research and practice, and the value of risk-based governance and
evaluation frameworks. Responsible Al is not only a technical endeavor but also a social one: it
requires engaging diverse stakeholders, appreciating cultural contexts, and embedding
accountability throughout the Al lifecycle [55]. By fostering collaboration between technologists,
human-centered computing experts, policymakers, social scientists, and community advocates, we
can advance both the development of responsible Al and the evaluation of responsible Al, creating
frameworks and tools that are actionable and adaptable across diverse regional and global contexts
[32].

Looking ahead, sustaining responsible Al will depend on flexible and forward-looking strategies,
including certification and compliance mechanisms, participatory evaluation practices, and
globally coordinated standards [31]. These efforts should aim to promote transparency, fairness,
and inclusivity while supporting innovation. The workshop underscores that responsible Al is a
collective pursuit: success requires commitment from researchers, industry, regulators, and civil
society to co-create Al systems that serve public interest, mitigate harm, and reflect ethical and
societal values [61]. By translating research insights into practical tools, policies, and guidelines,
this collaborative effort can strengthen both the development and evaluation of responsible Al
shaping Al in ways that are accountable, culturally aware, and aligned with long-term public good.
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