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Internet of Things

Smart people

Smart machines

Smart everything

Connected world 

- connected machines; devices and people through 

internet
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Big Data
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Applications

Healthcare

Food

Disaster prediction  

Weather

Transportation

Smart homes

Day-to-day support

Scientific discovery

Personal health
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Smart shopping
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Challenges and requirements

 Things that connect

 Homes; devices and more

 Network expanding

 More connections; more nodes; ipv6

 Sensors and data

 Heterogeneous devices; languages; protocols, 
processors and systems

 Power constraints

 Anytime Anyplace Anything

 Context aware systems – data centric – Service 
oriented
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More on Challenges and requirements

Scalable

Cloud support

Security at all levels

Reliability

Trust

Privacy

Opportunities at every level
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Features

Sensor Network

Security at all levels

Reliability

Trust

Privacy

Opportunities at every level
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IoTs – topics involved - features

Networking

IP protocols

Many to many connectivity 

- device to device

- device to human

- device to system

- local, regional 

- global
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IoTs – topics involved - features

Sensor Networks

Embedded System

Processor Capabilities

Scalability

Systems of Systems connections

Inter operability

Support to wide ranging operating systems, 

environments
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Iot - Features

Sensor network

• Always on connectivity

• Ultra low power

• Energy Harvesting

• Wireless

• Tolerance to device failure or mortality
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IoT - Processor

Scalability

Common architectural features

Hardware – Software CoDesign

- SoC features

Adaptability to varying needs 

specialized features add on through hardware or 

software depending on the application

Power aware design
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IoT – Embedded system

System level adaptation to needs

Domain specific features

Embedded memory

Novel Memory technologies (leading to ultra low 

power)

IoT platform for varying applications that can be 

tweaked to the needs
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Energy aware design

Processor level / System level / Application level 

/domain specific adaptation for power

- energy aware mobile solutions

- experimental measure of energy consumption 

- determining the features to tweak for better energy 

consumption

- user adaptability

- modeling various components contribution to power 

consumption and using that to determine overall 

energy adaptation
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Applications - Healthcare

Understanding diseases, healthcare and public health

Developing novel cures based on IoT based data

Wearable devices/computing/monitoring

Getting support to locations where there is need

Telemedicine – supporting many who don’t get 

healthcare
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Applications – People support

City wide IoT adaptation

Smart city – Energy control through lighting adapted to 

external light through dimming control

Structural control – bridge sensors

Smart homes 

simple control to total support

Automated maintenance related support
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Automotive

Support in automobiles

Lane travel

Accident reporting

Assistive driving

Numerous safety features

Entertainment

Easy navigation

Gesture control

Computing/Communication/IoTs interaction
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Automotive

Cloud support

Varying services

Upgrades

Customized features based on biometric or other 

recognition
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Autonomous vehicles

IoT plays a key role in autonomous vehicles

They enable these vehicles performance
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Industrial automation

Robotics + IoT

Process control

Safety

Monitoring environmental conditions

even across places across cities around the world
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Data

Data acquisition

In usable format to the applications

Big Data

Size of the data in application scenarios
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Security/Privacy

Privacy

Users need to trust; uniform rules across countries

Security

Adding security features

Hardware and software

Hardware security through MEMS

Special Memory structures
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Miscellaneous criteria

Fast time to market

Low cost

Mobility

Compatible with network needs
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Miscellaneous

Intel

IBM

Cisco

TSMC

Bosch

Samsung

Research at the Universities

Network based

Big Data

Limited work in hardware systems side
27



Internet of People to Internet of Things

What is IoT?

http://www.intel.com/content/www/us/en/internet-of-

things/videos/iot-platform-chalk-talk-video.html
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Summary

 Internet of Things provides great opportunities in all 

fields of Engineering and Computer Science

 World population will reach 9 billion by 2020: IoT –

50-200 billion (with internet connections)

 Application in all fields

 Makes life better for all; more lives saved; food 

reaches everyone; resources are better utilized; 

crimes are prevented with more data; disasters are 

averted
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