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Abstract

The Timed-Buffer Distributed Voting Algorithm (TB-DVA),
a secure distributed voting protocol, is introducedand de-
scribed.A formal specificationof thealgorithmis developed
usingLamport’s specificationlanguage TLA+. Thenstrate-
gies for proving the correctnessof the specificationusing
Lamport’sTemporal Logic of Actions(TLA)are discussed.

INTRODUCTION

The Timed-Buffer DistributedVoting Algorithm wasdevel-
opedto fulfill a needfor inexact voting [1] in a potentially
hostiledistributedenvironment,while maintainingthegoals
of fault-tolerance,security, andperformance.A description
of the algorithm,along with a detailedperformanceanaly-
sisandcomparisonto otherdistributedvoting protocols,has
beenpreviously publishedin [2, 3, 4]. In this paper, we
presentana formal specificationof thealgorithmandprove
thecorrectnessandcompletenessaspectsof theprotocol.

Lamport’s Temporal Logic of Actions (TLA) [5] and
TLA+ [6] arethe ideal tools for this purpose.TLA (aswell
asTLA+, which is built on topof TLA) is aneasyto uselan-
guagedesignedspecificallyto reasonaboutconcurrentand
distributedsystems.Using thesetools andthe specification,
theproofsbecomefairly simpleanddirect.

Thenext threesectionsdiscusstheTB-DVA algorithmand
its assumptionsandproperties.Next, both TLA andTLA+�
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arebriefly summarized.The TB-DVA specificationis then
presentedandexplained.Last,thestrategiesfor proving both
partial correctnessandterminationof thealgorithmarepre-
sented.

ASSUMPTIONS

TheTB-DVA algorithmhastwo setsof participants.Oneis
thesetof voters,whichcanbearbitrarily largebut musthave
at least threeelements. Thesevotersare completelyinde-
pendent;the only exchangeof information that takesplace
betweenthemis thecommunicationof thevoters’individual
results.Theothersetcontainstheuserandaninterfacemod-
ule. The interfacemodulebuffers the userfrom the voters
(seeFigure1). The interfacemoduleconsists,in its abstract
form, of a simplememorybuffer andtimer. A task is sent
from theuser, throughtheinterfacemodule,to thevoters.At
theterminationof thealgorithm,theinterfacemodulepasses
thefinal resultbackto theuser.

The environmentfor the algorithm is a network with an
atomicbroadcastcapabilityandboundedmessagedelay(e.g.,
a local areanetwork). It is assumedthat a fair-usepolicy
is enforced,so that no hostcan indefinitely appropriatethe
broadcastmedium(asdescribedin [7]). It is alsoassumed
thatnovoterwill commitanansweruntil all votersareready
– thiscanbeeasilyenforcedby settinganapplicationdepen-
dentthresholdbeyondwhichall functionalvotersshouldhave
their resultsready;any commitsattemptedbeforethis thresh-
old is reachedare consideredautomaticallyinvalid. Each
voter can commit only once– this is enforcedat the inter-
facemodule,which ignorescommitsfrom a voterwhich has
previouslycommitted.Themostimportantassumptionmade
is that a majority of the participatingvoters are fault-free
andfollow theprotocolfaithfully (thesearecalledtrustwor-
thy voters). Increasingthe effort requiredfor an attacker to
breachsecuritycanenforcethis assumption.To successfully
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Figure1: SystemArchitecture

overtake a majority of voters,eachhaving diverseintrusion
detectionpackagesanduserinterfaces,requiresattackersto
possessgreaterexperienceandability, andcoststhemmorein
termsof bothfinancialcostandelapsedtime[8]. No assump-
tionsaremadeabouttheremainingvoters(theuntrustworthy
voters)– they canrefuseto participate,sendarbitrarymes-
sages,commit incorrectresults,etc.; they arenot boundin
any way.

DESCRIPTION

Eachof the(trustworthy)voterswill follow thestepsbelow:

1. If no othervoterhascommittedananswerto the inter-
facemoduleyet, thevoterdoessowith its own vote; it
thenskipstheremainingsteps.

2. In the casethat anothervoter hascommitted,the voter
comparesthecommittedvaluefrom theothervoterwith
its own vote.

3. If theresultsagree,thevoterdoesnothing;otherwiseit
broadcastsits dissentingvoteto all theothervoters.

4. Onceall votershavehadachanceto comparetheirvotes
with thecommittedvalue(this interval would bedeter-
minedby a timer), thevoteranalyzesall thedissenting
votesto determinea dissentingvote exists which is in
themajority.

5. If nomajorityexists,thenthevoterdoesnothing.

6. If a new majority exists (or if another, perhapsuntrust-
worthy, voter commitsa new result),thenthe voter re-
turnsto step1.

Theinterfacemodulewill follow thesesteps:

1. Oncea commit is received, the result is storedin the
buffer and the timer is started. The timer is set to al-
low timefor all thevotersto checkthecommittedvalue,
dissent,andrecommitif necessary.

2. If a new commit is received beforethe timer runsout,
thenew resultis writtenover theold resultin thebuffer,
andthetimer is restarted.

3. If no commitoccursbeforethe timer runsout, thenthe
interfacemodulesendstheresultin its buffer to theuser,
andthealgorithmis terminated.

DISCUSSION

Replicationandmajority voting are the conventionalmeth-
odsfor achieving fault tolerancein distributedsystems.Dis-
tributedvotinghasbecomethestrategyof choice,andhashad
anumberof incarnations[9, 10, 11]. Heavy reliancehasbeen
placedonthe2-phasecommitprotocol[12], in whichthevot-
ersfirst exchangevotesandindependentlydeterminethema-
jority result,andthenonearbitraryvoter within the major-
ity commitsthis value to the user. This methodis widely
advocatedin designingfault-tolerantopen distributed sys-
tems[13]. Theproblemwith this typeof protocollies in the
committalphase.If thevoterchosento committheresultfails
right beforeor during the committal,the userwill receive a
badresult. The probability of this happeningis slight, and
usuallyfalls within acceptablerisk parameters.However, if
securityaswell asfault-toleranceis to betakeninto account,
thentheproblemis greatlyexacerbated.If a hostileattacker
hastaken control of the committingvoter, thenthe attacker



cancontrolwhatresultstheusersees,regardlessof theother
voters’results.

The purposeof the TB-DVA algorithm is to provide the
userwith a correctanswerdespitea known numberof the
participatingvotersbeingfaulty, or even actively hostile. It
alsoallowsfor inexactvoting(votingin whichtwo votesmay
be effectively equal,even if not necessarilybit-wise identi-
cal). This is particularlyimportantfor applicationswhich in-
terfacewith therealworld, suchasdistributedsensorarrays.
TB-DVA is a radicalapproachto distributedvoting because
it reversesthe 2-phasecommit protocol: a committalphase
(to a timedbuffer) is followedby a voting phase.This con-
ceptuallysimplechangegreatlyenhancessecurityby forcing
an attacker to compromisea majority of the votersin order
to corruptthesystem;whereasin the2-phasecommitproto-
col only onevotermustbecompromisedto achievethesame
end. It doesall this in a high-performancemanner, asdis-
cussedin [3]. To summarizetheresultspresentedin thatpa-
per, theaverageasymptoticperformanceof TB-DVA is �������
with respectto thenumberof votersemployed,while these-
curity andfault-toleranceof thesystemriselinearly with the
numberof voters.

For thecorrectexecutionof thevoting algorithmit is nec-
essarythatthecommitssentto theinterfacemodulefrom the
variousvotersbe authenticated,aswell asthemessagesbe-
tweenthe votersthemselves. Any known sophisticatedau-
thenticationtechniquescanbe usedto enforcesecurecom-
munication(suchas thosein [14]), but it shouldbe done
without increasingthe complexity of the interfacemodule.
For authenticationbetweenthevoters,theparticularmethod
usedisn’t asimportantsincethereis plentyof computational
power available. The interfacemodule,however, shouldbe
keptassimpleaspossible.

Thefunctionof theinterfacemoduleis to recordacommit
from a voter, setup a timer, wait until the timeoutexpires,
anddeliver theresultto theuser. It is possiblethat thetimer
may be resetseveral timesbeforepassingthe final result to
the user. In addition, the interfacemoduleshouldhave the
capabilityto authenticatevoters,so that it cantrack thevot-
ersto ensurethateachcancommitonly oncein a givenvot-
ing cycle. In orderto reducethelikelihoodof attackson the
interface,it shouldbeisolatedfrom therestof thevotercom-
plex andbebuilt to haveminimal interactionwith theoutside
world.

Dependinguponthe level of voting, the designof the in-
terfacemodulemayvary. Votingmayproceedat eitherhard-
ware or software levels. It essentiallydependson the vol-
ume of data,complexity of computation,and the approxi-
mationandcontext dependency of the voting algorithms. If
low-level, high-frequency voting is to be done,a hardware
implementationmight bepreferred;if high-level voting with
low-frequency is desired,a software implementationof the

interfacemodulemaybesuitable.This is becausethevoting
is generallymuchmorecomplex at higherlevelsof abstrac-
tion. A software implementationis fairly simple,although
consideringthereal-timenatureof the timer, a real-timeop-
eratingsystemwouldprovidebetterperformancethana non-
real-timeoperatingsystem;thenon-real-timeoperatingsys-
temwould requiremultiple context switchesin orderto pro-
cesseachevent, providing a muchcoursertime granularity
thanareal-timeoperatingsystem.

CORRECTNESS

In orderto provethecorrectnessof thisalgorithm,weturn to
Lamport’sTemporalLogic of Action (TLA) [5]. This tempo-
ral logic is ideally suitedto proving propertiesof distributed
or concurrentprocesses.

Thefirst stepis to utilize TLA+ (a specificationlanguage
basedon TLA; [6]) to write a precise,formal specification
for thealgorithmwhich faithfully followedthestepsoutlined
above.Thisspecificationcanthenbeusedto provethepartial
correctnessof TB-DVA (i.e.,if thealgorithmterminates,then
it producesthecorrectresult).Secondly, thespecificationcan
be usedto prove termination(i.e., the algorithmalwayster-
minates). From thesetwo properties,we canconcludethat
thealgorithmis correct(it terminates,andwhenit terminates
it producesthecorrectresult).

Thenext sectionbriefly describessomepropertiesandter-
minologyof TLA andTLA+. Thenthespecificationis pre-
sentedand explained. The two sectionsafterwardsdiscuss
theproofsof partial-correctnessandtermination.

Temporal Logic of Actions

TLA

TLA is atemporallogic specificallydesignedto reasonabout
concurrentanddistributedalgorithms.In thissectionwewill
discussthe subsetof TLA relevant to the specificationand
proofsbelow. More completeinformationcanbe found in
[5, 6, 15].

All TLA formulascanbeexpressedusingthefamiliar op-
eratorsof predicatelogic (e.g., � , � , � ), in additionto a few
new operatorssuchas � (prime)and � (readasalways), which
will bediscussedbelow. TLA is a state-basedlogic – weuse
it to describestatesandstate-transitions,whereastateis sim-
ply amappingfrom thesetof variablenamesto thecollection
of possiblevalues.Everystateis universal,in thesensethatit
assignssomevalueto everypossiblevariablename(although
usually, we areonly interestedin a small subsetof thevari-
ablesandignoretherest).TLA is typeless,meaningthatany
variablecanassumeany value. If type-invarianceis desired,
thatpropertymustbeenforcedby theformulasused(i.e., the



formulasmustmakecertainnot to assignmorethanonetype
of valueto any onevariable).

In orderto reasonaboutan algorithm,we have to have a
preciseway of expressingthatalgorithm.Normally, analgo-
rithm canbe describedasa sequenceof stepsthat aregone
throughin someorder. In TLA, a particularexecutionof
an algorithm is describedby the sequenceof statesit goes
through.A completesequenceof statesgonethroughby the
algorithmis calleda behavior(technically, a behavior is an
infinitesequenceof states,whereterminationof thealgorithm
is representedby thefactthatatsomepoint,therelevantvari-
ablesstopchangingvaluesandremainstatic). An algorithm
is uniquelydescribedby the setof all possiblebehaviors it
canexhibit, i.e.,thesetof all possiblesequencesof statesthat
it cango through.

An actiondescribesa statetransition– it representsa rela-
tion betweenanold stateanda new state.An actionexpres-
sion is formed using variables,constants,and primedvari-
ables,e.g.  �"!  $#%� . The primedvariablesrefer to the
variablesof the new state,while the unprimedvariablesre-
fer to the variablesof the old state. Therefore,the example �&!  '#(� is sayingthat the valueof the variable  in the
new stateis 1 greaterthanthevalueof  in theold state.An
actionrepresentsoneatomicinstructionof a concurrentpro-
gram.

Temporalformulasare createdby using the � operator,
along with a statementin ordinary predicatelogic. )+*,��-�.)0/�� , �-�.),*1�2)0/ ), and �&�3�4),*657)0/�� areall temporalfor-
mulas.We caninterprettheseformulasasanassertionabout
a behavior. Any loneexpressionnot associatedwith an � is
referringto only thefirst stateof thebehavior. The � opera-
tor assertsthattheassociatedexpressionis truethroughoutall
statesin thebehavior. For example, ),*&�8�3�4)0/�� statesthat),* is true in thefirst stateof thebehavior, and )0/ is true in
all statesof thebehavior.

An examplecan help make this clear. Here is a simple
programexpressedin pseudocode:

int x = 0;
while (TRUE) 9

x = x + 1;:
It declaresanintegerx, which is initializedto zero,andin-

crementsit by onein aninfinite loop. Theequivalentprogram
in TLA wouldbeexpressedas:

;�<
=?> @!  !BAC6D >E=GF1< @!  � !  �#H�I @! ;�<J=?> �K�3� C-D >4=GFL< �
Theformula

I
statesthatin thefirst state is equaltozero,

andit is alwaystruethatthevalueof  in thenext stateof the

sequenceis onegreaterthan the valueof  in the previous
state.

TLA+

TLA+ is a languagebuilt atop the foundationof TLA that
enablesthe precisedefinition of algorithmic specifications.
In thissectionwewill introducesomeof theTLA+ operators
that areusedin the specificationof the TB-DVA algorithm.
More aboutTLA+ andthe TLA+ operatorscanbe found in
[6].

TheCHOOSE OperatorTheCHOOSE operatoris alsoknown
asHilbert’s M . If thereexists some  which satisfiesan ex-
pressionN , then CHOOSE  PO�N is definedto be that  . If
thereis morethanone  possible,thentheactual  chosenis
arbitrary. If nosuch exists,thenthevalueof CHOOSE  QORN
is undefined.

IF...THEN...ELSEThe expressionif N then S�* else ST/ is
equalto SL* if N is true,otherwiseit is equalto SU/ .
LET The let constructallows a local definitionwithin anex-
pression.For instance:

let  @! V3W0X
in  W  

is thesameas � V3W0X � W � V0W0X �
EXCEPTIf Y is a function, then Z Y EXCEPT [�Z\SL*�] ! ST/^] is
equalto Y , exceptthat in thenew function, Y_Z`SL*a] is replaced
by S / . For instance,if YRZb��] ! � , YRZ cL] ! c , andY_Z dL] ! d , thenZ Y EXCEPT [�Z c�] !fe ] equalsthe function gY where gYRZh�^] ! � ,gYRZ cL] !ie , and gYRZ d1] ! d .
UNCHANGED UNCHANGED j is shorthandfor theexpres-
sion ��j �k! jl� . It statesthat the variable j doesnot change
valuefrom theold stateto thenew.

DOMAIN DOMAIN Y is thedomainof function Y .

JunctionLists TLA+ usesjunction lists and indentationto
eliminateparentheses.A list bulletedwith � or � indicates
theconjunction(disjunction)of theelementsof that list. For
example:

� C�m�Kn�io



is identicalto
C �p�.nH�qo-� .

SetsTLA+ usesthetraditionalsetoperatorsr (elementof), sr
(not anelementof), t (union), u (intersection),and v (sub-
set). Theoperator w denotessetdifference(

C w�n is theset
of elementsthatarein

C
but not in n ).

SetConstructorsFinite setscanbeconstructedusingoneof
two methods.9� mryxzO{N : denotesthesetof all elementsofx which satisfytheexpressionN . 9|S}O0 ~rix : denotesthe
setof expressionsof theform S for all elementsof x .

FunctionsTLA+ definesa function asa setwith an associ-
ateddomain.Functionapplicationis expressedusingsquare
brackets,so YRZ\S^] is the valueobtainedfrom function Y with
argumentS .
TuplesA tupleis a functionwith domain 9����^�\�\�b� < : thatmaps=

to SL� . Therefore,if S hasat least
=

components,then S�Z = ] is
the

=
th componentof S .

The Specification

Explanation of the Specification

ThissectioncontainstheTLA+ specificationfor theTB-DVA
algorithm. More informationaboutTLA+ canbe found in
[6]. Herewe provide a brief explanationof this particular
specification.Theactualspecificationis givenin Figure2.

Thefirst partof thespecificationcontainsthedeclarations
for variousconstantsandvariables,anddetailsassumptions
that hold for the specificationas a whole. Rememberthat
TLA is a typelesslanguage,andthereforethesedeclarations
do not specifywhatkind of constantor variableis beingde-
clared.Type-invarianceis a propertythat,if desired,mustbe
enforcedby the specificationitself (which this specification
does).

Theconstantsare: � FL> S��a� , C < ����S��a� , � =h���l> C < ����S�� , x V Y�S ,
and four distinct � s. � FL> S��a� is the set of all voters in
the system.

C < �a��S^�a� is the set of all possibleanswers.� =h�T�|> C < ����S�� is the particularanswerthat is the correctre-
sult. x V Y�S is anarray, eachelementof which correspondsto
a voter. Theelementsof this arraywill beTRUE or FALSE to
represent,respectively, trustworthyanduntrustworthyvoters.
The � saretime intervals.

Thevariablesare: X���� S^� , � �^S�� , D j , j FL> S�� , � D jL� D FL����=?> ,� = �a�^S <
> S�� , V < VL���U� Sa� , ��� � D F1����=?> , four distinct � variables,
and

<�F � . X^��� S^� representsthebuffer in the interfacemod-
ule, which recordseachcommittal. � ��S^� representsthe end
userthat receivesthe final result.

D j is a tuple that records
the voters that have alreadycommitted. j FL> S�� is a two-
dimensionalarray, eachrow and column of which corre-
spondsto a voter – j FL> S���Z = ]�Z ��] representsthe vote which

voter
=

received from voter � . � D j�� D FL����=?> , � = ���^S <
> Sa� ,V < VL���U� Sa� , and ��� � D FL����=?> areall booleanarrays,eachel-
ementof whichcorrespondsto avoter. For � D j�� D F1����=?> , an
elementis TRUE if thatvoterhasreceivedacommitfrom an-
othervoter, FALSE if it hasnot; for � = �a��S <
> Sa� , anelementis
TRUE if that voterhashada chanceto dissentto a commit-
tal, FALSE otherwise;for V < V1���U� S�� , anelementis TRUE if the
correspondingvoter hasanalyzedthe resultsof the various
dissentsfrom all thevoters,FALSE otherwise;andfinally for��� � D FL����=?> , anelementis TRUE if thecorrespondingvoter
is readyto commitavalue,otherwiseit is FALSE. To beclear,
thesearraysarenotnecessarilypartof theprotocolitself, but
simplykeepstateinformationaboutthesystem.For instance,
thespecificationhasall thevoters,includingtheuntrustwor-
thy ones,recordin the � = �a��S <
> arraywhetherthey have had
a chanceto dissent.In a real system,this would beobvious
to all the voterssimply by recordingwhetherany particular
voterbroadcasteda dissentover thenetwork. Thevariables
hereareabstractions,anddonotcorresponddirectly to a real
implementation.The � and

<�F � variableshave to do with
the real-timeaspectof the algorithm,andwill be explained
later.

Theassumptionsstate,in order, that: � =h�T�|> C < ����S�� is an
elementof the set

C < ����S^�a� (i.e., the right answeris oneof
the set of possibleanswers);that ’?’ is not an elementofC < ����S^�a� ; thatall elementsof x V Y�S areeitherTRUE or FALSE;
thatthenumberof TRUE elementsin x V Y�S is greaterthanthe
numberof FALSE elements;andfinally that the � variables
areall real numbersgreaterthanzero. The assumptionsre-
garding x V Y�S imply the assumptionsthat the set � FL> S��a� is
finite, andthattherearea majorityof trustworthyvoters.

The secondpart of the specificationcontainstwo helpful
definitions. The o V ��� operationis a recursive function that
returnsthecardinalityof the(finite) setgivenasanargument.
The j V � definitioncollectsthevariousvariablesinto onecon-
venienttuple.

Thethird partcontainsthecoreof thespecification.In this
sectionaredefinedthe initial conditionsof the system,and
the variousactionswhich model the actualalgorithm. The
definitionsare

;�<J=?>
, o F1����=?> ��jl� , � = �a�^S <
> ��j�� , C < V1���U� S���j�� ,

and �JS�� ��=?< V > S .
The initial conditionsare an importantpart of the algo-

rithm – if theseconditionsarenot met, the behavior of the
systemwould be unpredictable,and likely incorrect.

;�<J=?>
definestheseconditionsfor TB-DVA: X^��� S^� and � �^S^� are
equalto ’?’ (i.e.,they arenotrecognizedaspossibleanswers;
seeassumptionsabove);

D j is empty (no votershave com-
mitted yet); for all trustworthy voters

=
, j FL> S���Z = ].Z = ] equals� =h�T�|> C < ����S�� and all other elementsof j FL> S���Z = ] equal ’?’

(all trustworthyvotershavecomputedthecorrectanswerand
have not received any votesfrom other votersyet); all el-
ementsof � = �a�^S <J> Sa� and V < VL�h�U� Sa� equal FALSE (no voter



haseitherdissentedto a committalor analyzedany votes);
andfor all trustworthy voters

=
, ��� � D F1����=?> Z = ] equalsTRUE

and � D j�� D F1����=?> Z = ] equalsFALSE (all trustworthyvotersare
ready to commit an answer, and have not yet received a
committal from anothervoter). Note that the initial condi-
tionsmake no statementsaboutwhat theuntrustworthy vot-
ershave recordedin j FL> S�� , ��� � D F1����=?> , or � D jL� D FL����=?> .
Beinguntrustworthy, we can’t sayanything abouttheir state.� = �a�^S <
> S�� and V < VL���U� Sa� arespecialcases– theseareglobal
variables,not local to eachvoter. Also note that the initial
conditionsrequireall trustworthy votersto have alreadycal-
culateda resultbeforethe algorithmbegins,asdescribedin
theassumptionsin section3.1.

o F1����=?> ��j�� takesa voter j asanargument.This voter is
thecommittingvoter. o FL����=?> alsohastwo localdefinitions
– V < ����S^� , which is definedas � =h���l> C < ����S^� if j is trustwor-
thy, as somerandomanswerotherwise;and o0� , which is
definedasthesetof elementsof the tuple

D j . Theenabling
conditionsfor o FL����=?> ��j�� (i.e., theconditionsunderwhich
theaction o FL����=?> ��j�� is ableto beperformed)are: � �^S�� is
not anelementof

C < ����S��a� (thealgorithmhasnot yet termi-
nated); j is not anelementof o0� ( j hasnot committedbe-
fore); and ��� � D FL����=?> Zbj1] is TRUE ( j is readyto commit). If
theseconditionsaremet,then j is addedto thetuple

D j (mak-
ing surethat j cannotcommitagain); X���� S�� is setto V < ����S^� ;
all elementsof � = �a�^S <
> S�� and V < V1���U� S�� aresetto FALSE; and
for all trustworthy voters

=
, ��� � D FL����=?> Z = ] is set to FALSE

(oncea voter hascommitted,no othervoter shouldcommit
until thecommittalhasbeenanalyzed),� D jL� D FL����=?> Z = ] is set
to TRUE (thevoterhasreceiveda commit),and j F1> S���Z = ]�Zhj�] is
setto V < �a��S^� (eachvoter recordsthecommittalvalue). No
statementis madeas to what the untrustworthy votersmay
do.

� = �a�^S <J> ��jl� also takesa voter j asan argument. Again,
thereis a local definitionof V < ����S^� , definedthe sameasino FL����=?> ��j�� . The purposeof � = �a��S <
> ��j�� is for the voter j
to have a chanceto dissentto the committal if it thinks the
committedvalue is incorrect. The enablingconditionsare:� �^S�� is notanelementof

C < ����S��a� (thealgorithmhasnotter-
minated);if j is trustworthy then � D jL� D FL����=?> Zbj1] is TRUE

(trustworthy votersshouldonly dissentif they have actually
receiveda committal);and � = �a��S <
> Sa��Zbj1] is FALSE ( j hasnot
alreadydissentedto this committal). If theseconditionsare
met, then � = �a��S <
> Sa��Zbj1] is setto TRUE (ensuringthat j can’t
dissentagainuntil thenext committal);andfor all trustworthy
voters

=
, if � D jL� D FL����=?> Z = ] is TRUE (thereactuallyis a com-

mittal to dissentto), then j FL> S���Z = ].Zbj1] is set to V < ����S�� (i.e.,j broadcastsits dissentingvote, and all trustworthy voters
recordthatvote). Again, no statementsaremadeasto what
untrustworthyvotersmaydo.C < VL�h�U� S���j�� , aswith the last two, takesa voter j asanar-
gument.It alsomakestwo local definitions– � V � F � =?> � � = � is

definedasthe particularelementof j FL> S�Zbj1] which a major-
ity of otherelementsagreewith (i.e., themajorityvote);

� V �
is definedas the result of � V � F � =?> � � = � if it exists (in other
words,if thereis a majority vote),otherwiseit is definedas
’?’. Theenablingconditionsfor

C < VL���U� S���jl� are: � �^S�� is not
anelementof

C < ����S^�a� (thealgorithmhasnotterminated);all
elementsof � = �a��S <
> Sa� areTRUE (everyvoterhashadachance
to dissent);and V < VL�h�U� Sa��Zbj1] is FALSE ( j hasnotalreadyana-
lyzedthevotes).If theseconditionsaremet,then V < VL���U� Sa��Zbj1]
is setto TRUE; andif j is trustworthy andthemajority vote
is equalto thecommittedvalue,then ��� � D FL����=?> Z = ] is setto
FALSE, otherwiseit is setto TRUE (if thecommittedvalueis
correct,thendon’t commitanotherresult,otherwiseindicate
that j is readyto commitits own result).

Finally, �JS^� ��=?< V > S is thelastactionthatcanbetaken– it
is theactionthatterminatesthealgorithm.It makesthesame
local definition of o0� that wasmadein o FL����=?> ��j�� . The
enablingconditionsare: � ��S^� is not anelementof

C < �a��S^�a�
(the algorithmhasnot terminatedyet); and for all the vot-
ers
=

whichhavenotcommittedyet, V < VL�h�U� Sa��Z = ] is TRUE and��� � D FL����=?> Z = ] is FALSE (thevotershaveanalyzedthevotes,
andeachhasdecidednot to commit anothervalue). When
thisconditionis met, � �^S�� is setto thevalueof X^��� S�� (which
containsthe valuewhich was last committed). This termi-
natesthealgorithm,sinceall actionsrequirethat � �^S�� is not
anelementof

C < ����S^�a� , andthereforenomoreactionscanbe
taken.

Thefourthpartof thespecificationtakestheseactionsand
usesthemto definetheactualspecification. +S� > is thenext
stepfunction– it stateswhatthepermissiblestepsof thealgo-
rithm are.Here,  �S� > is definedaseithersomevoter j takes
oneof theactions o F1����=?> ��jl� , � = �a�^S <J> ��jl� , or

C < V1���U� S���j�� ,
or the �
S^� ��=?< V > S action is taken. The specificationitself,
named

I
, is thendefinedas

;�<J=?> �¡�3Z  �S� > ]G¢�£�¤ , whichmeans
thatthesystemstartsin a statesatisfying

;�<J=?>
, andeachstep

eitherleavesall variablesin j V � unchanged,or is oneof the
actionsdefinedin  �S� > .

The final part of the specificationdefinesa real-timever-
sion of the specification.The initial specification,

I
, setsa

safetyconditionon the algorithm– it will only take an al-
lowablestep. However, that statementis satisfiedby a se-
ries of stepswhich never changethe valuesof the variables
(i.e., time standsstill). In orderto force the behavior of the
specificationto take someaction,we have to enforcesome
timing constraints.This is what the � constantsandthe �
and

<�F � variablesare for. The
I6¥

specificationdefinition
basicallystatesthat eachaction ( o FL����=?> ��j�� , � = �a��S <
> ��j�� ,C < V1���U� S���j�� , and �
S^� ��=?< V > S ), musttakeplacewithin � time
units of when they are first enabled. In other words, once
it is possibleto take a particularaction,that actionmustbe
takenwithin somesettimelimit. For moreinformationabout
real-timeTLA, consult[15].



moduleTB-DVA

CONSTANTS � FL> S��a��� C < ����S^�a����� =h���l> C < ����S^���^x V Y�S��a�§¦4¨�©�© � ¥ ���§ª ��«4«�¬4 ¥ �a� £�1£�® ¯�°�¬ �a� ¥ ¬4¤ © �h1£ ¥ ¬
VARIABLES X^��� S^��� � �^S��l� D j
�Uj F1> S����U� D jL� D FL����=?> �T� = ���^S <
> Sa��� V < VL�h�U� Sa���U��� � D FL����=?> �l�3¦.¨�©±© � ¥ ��3ª ��«4«�¬. ¥ �|� £�1£�® ¯�°�¬ �|� ¥ ¬.¤ © ���£ ¥ ¬ � <�F �
ASSUME �m� =h���l> C < ����S���r C < ����S��a��m²'sr C < ����S��a��´³ = rµ� F1> S^�a�pOkx V Y�S�Z = ]¶r·9 TRUE � FALSE

:
�io V ������9 = r¸� FL> S^�a�pOkx V Y�S�Z = ] : �2¹%o V ������9 = rµ� F1> S^�a�pO��ºx V Y�S�Z = ] : ��8�4� ¦.¨�©±© � ¥ r¡�-S VL� ���·�E� ¦.¨�©±© � ¥ ¹ A ��8�4� ª �h«E«�¬4 ¥ r$�6S VL� �»�K�4� ª �h«E«�¬4 ¥ ¹ A ��8�4�´£��£�® ¯�°�¬0r¡�-S VL� ���·�E�§£��£�® ¯�°�¬0¹ A ��8�4� ¥ ¬4¤ © �h1£ ¥ ¬3r¡�-S V1� ���·�E� ¥ ¬.¤ © ���£ ¥ ¬3¹ A �

o V ���¼��x¶� @! let
D Z �½r SUBSET x_] @! if � ! 9 : then A

else �º# D Z �pwº9 CHOOSE �+rm� : ]
in

D Z�x_]j V � @! ¾�X^��� S^�l� � �^S��l� D jJ�^j FL> S����U� D j�� D FL����=?> �T� = ���^S <
> Sa��� V < VL�h�U� Sa���U��� � D FL����=?>�¿
;�<J=?> @! � X���� S�� !¸� �^S�� ! ²� D j !À¾ ¿�´³ = �G�ÁrQ� FL> S��a�yOkx V Y�S�Z = ]¼5Âj F1> S���Z = ]�Z ��] ! if

= ! � then � =h�T�|> C < ����S�� else ²�´³ = rQ� FL> S^�a�pO��Ã� = ���^S <
> Sa��Z = ] !½V < VL���U� Sa��Z = ] ! FALSE�·x V Y�S�Z = ]»5Ä�8� D jL� D FL����=?> Z = ] ! FALSE�8��� � D FL����=?> Z = ] ! TRUE

o FL����=?> ��j�� @! let V < ����S^� @! if x V Y�S�Zbj1] then � =h���l> C < ����S�� elseCHOOSE
= r C < ����S��a�o0� @! 9 D j�Z ��]+O��År DOMAIN

D j :
in � � ��S^�§sr C < ����S^�a��8jmsrÆo0��8��� � D FL����=?> Zbj1] ! TRUE� D j ��!(¾ j ¿¼Ç D j� X���� S^� �J!%V < ����S^��§³ = rQ� FL> S��a�yO��Ã� = ���^S <
> Sa��Z = ] ��! FALSE� V < VL�h�U� Sa��Z = ] ��! FALSE�·x V Y�S�Z = ]»5Ä�y��� � D FL����=?> Z = ] ��! FALSE�y� D j�� D F1����=?> Z = ] ��! TRUE�´³º�Èr¸� FL> S^�a�»w&9 = : O2j FL> S���Z = ].Z �1]?� !ÀV < ����S��� UNCHANGED ¾ j FL> S���Z = ]�Z = ] ¿� UNCHANGED ¾T� �^S�� ¿

� = ���^S <
> ��j�� @! let V < ����S�� @! if x V Y�S�Zbj1] then � =h�T�|> C < �a��S^� elseCHOOSE
= r C < ����S^�a�

in � � �^S^�§sr C < ����S��a��·x V Y�S�Zhj�]�5É� D jL� D FL����=?> Zhj�] ! TRUE�Ã� = ���^S <
> Sa��Zhj�] ! FALSE�Ã� = ���^S <
> Sa� �J! Z\� = ���^S <
> Sa� EXCEPT [�Zhj�] ! TRUE]�´³ = rµ� F1> S^�a�pOkx V Y�S�Z = ]»5Âj FL> S���Z = ] ��!
if ��j F1> S���Z = ]�Zbj1]&Ê!ÀV < ����S��1�¼�·��� D jL� D FL����=?> Z = ] ! TRUE � then Zbj F1> S���Z = ] EXCEPT [�Zbj1] !ÀV < �a��S^�T]

else j FL> S���Z = ]� UNCHANGED ¾LX���� S^�l� � �^S^��� D jJ� V < VL�h�U� Sa���U� D j�� D F1����=?> �U��� � D F1����=?>L¿



moduleTB-DVA (cont)C < V1���U� S���j�� @! let � V � F � =?> � � = � @! o V ������9��ÅrQ� F1> S^�a�pO2j FL> S���Zhj�].Z �1] ! = : �k¹%o V ������9��År¸� F1> S^�a�pO2j FL> S���Zhj�].Z �1]ºÊ! = : �� V � @! if Ë = r C < ����S^�a�pOk� V � F � =?> � � = � then CHOOSE
= r C < ����S��a�·Ok� V � F � =?> � � = � else ²

in � � ��S^�§sr C < ����S^�a��§³ = rQ� FL> S��a�yO6� = �a�^S <
> S��¼Z = ] ! TRUE� V < V1���U� Sa��Zhj�] ! FALSE� V < V1���U� Sa� ��! Z V < V1���U� S EXCEPT [�Zbj1] ! TRUE]�yx V Y�S�Zbj1]¼5É��� � D FL����=?> Zhj�] ��! if
� V �mÊ!½X^��� S�� then TRUE elseFALSE�§³ = rQ� FL> S��a�Rw&9�j : O UNCHANGED ¾ ��� � D F1����=?> Z = ] ¿� UNCHANGED ¾LX^��� S��l� � ��S^�l� D j
��� = �a�^S <J> Sa���Uj F1> S����^� D jL� D FL����=?>L¿

�JS�� ��=?< V > S @! let o0� @! 9 D j�Z ��],O��Ár DOMAIN
D j :

in � � ��S^�§sr C < �a��S^�a��§³ = r¸� FL> S^�a�»w0o3�ÌO�� V < V1���U� S��¼Z = ] ! TRUE�y��� � D F1����=?> Z = ] ! FALSE� � ��S^� �J!%X���� S^�� UNCHANGED ¾LX^��� S^��� D jJ�T� = ���^S <
> Sa��� V < VL�h�U� Sa���Uj F1> S����U� D jL� D F1����=?> �^��� � D F1����=?>L¿
 +S� >Í@! �KË3jÁrµ� F1> S^�a�yO��io FL����=?> ��j���m� = �a�^S <
> ��j��� C < V1���U� S���j���µ�
S^� ��=?< V > S
I @! ;�<
=?> �p�-Z  +S� > ] ¢�£�¤
I6¥ @! � I �¡�,� ¢�£�¤�´³�j�rQ� F1> S^�a�pO��½�k� =?� S^�|�T�3¦.¨�©±© � ¥ Zbj1].��o FL����=?> ��j������§¦.¨�©±© � ¥ �^j V �1�¼�K� V  �� =?� S����3¦.¨�©±© � ¥ Zbj1]Î��½�k� =?� S^�|�T� £��£�® ¯�°�¬ Zbj1].� C < V1���U� S���j������ £��£�® ¯�°�¬ �^j V �1�¼�K� V  �� =?� S���� £�1£�® ¯�°�¬ Zhj�]?��½�k� =?� S^�|�T�3ª ��«4«�¬4 ¥ Zhj�]4�a� = �a�^S <J> ��jl���a�´ª �h«E«�¬4 ¥ �Uj V �1�»�m� V  �� =?� S��T�3ª ��«4«�¬4 ¥ Zhj�]?��¸�2� =?� S^�|�T� ¥ ¬4¤ © ���£ ¥ ¬1�l�JS�� ��=?< V > S���� ¥ ¬4¤ © ���£ ¥ ¬1�^j V �1�¼�K� V  �� =?� S���� ¥ ¬.¤ © ���£ ¥ ¬T�

Figure2: TLA+ Specificationof TB-DVA



Proof of Partial Correctness

The proof of partial-correctnessis long (approximately13
pages),but conceptuallyit is notverydifficult. An algorithm
is partially-correctif the following statementis true: if the
algorithmterminates,then it producesthe correctresult. In
termsof thespecification,wecandescribethesamestatement
as:

I 5Â�-� � �^S^�+r C < ����S^�a�65 � ��S^� ! � =h�T�|> C < �a��S^�1�
In otherwords, the specification(

I
) implies that it is al-

waystruethatif Ï�ÐUÑTÒ�r¡Ó6Ô»ÐUÕ6ÑTÒLÐ (i.e.,thebuffer haspassed
ananswerto theuserandthereforethealgorithmhastermi-
nated),then Ï�ÐUÑTÒ !%Ö-×4ØÚÙÚÛ Ó6Ô»ÐUÕ6ÑTÒ (thealgorithmhaspro-
ducedthecorrectresult).

This property is an invariant – the statementis true
throughouttheentireexecutionof thealgorithm. In orderto
provethis,wewill takeadvantageof oneof therulesof TLA,
namelytherule INV1:

; �·Z  §]�Ü,5 ; �; �K�3Z  ¡] Ü 5Â� ;
This statementsaysthat if Ý remainstrue after eachand

every stepof the algorithm,thenwe canconcludethat Ý is
an invariant(i.e., it is alwaystrue). In the caseof our spec-
ification, Ý is the statement� ��S^�Br C < �a��S^�a�q5 � �^S^� !� =h�T�|> C < ����S�� ,   !  �S� > , and Y ! j V � . However, we can’t
prove this statementdirectly, becausethespecificationis too
complicated.We’ll needto useanintermediateinvariantÝ�Ô�Þ .
Thereforetherearethreestatementsweneedto provein order
to provethepartial-correctnessof TB-DVA:

;�<J=?> 5 ;�< j (1);�< j-�pZ  �S� > ]G¢�£�¤-5 ;�< j�� (2);�< j�5Â� � �^S���r C < �a��S^�a�-5 � �^S�� ! � =h���l> C < ����S��1� (3)

Theactualinvariantusedin thisproofconsistsof elevencon-
juncts, chosenspecificallyin order to prove the statements
above.Fromthesestatements,wecanthenconclude:

I 5 ß By definitionof à»á;�<
=?> �p�-Z  +S� > ]Î¢�£�¤5 ß By (1) aboveá;�< j6�p�-Z  +S� > ]Î¢�£�¤5 ß By (2) above andrule INV1 á� ;�< j5 ß by (3) aboveá�3� � �^S���r C < ����S��a�-5 � �^S^� ! � =h���l> C < ����S^�L�

Proof of Termination

The proof of terminationis much shorterand simpler than
the proof of partial-correctness.It is proved using a sim-
ple loop terminationargument. To show this, Figure3 pro-
videsa graphicalview of theflow of controlof theTB-DVA
algorithm. It can be clearly seenthat essentiallythe algo-
rithm loops throughthe â0ã�ä´ä ×.Û , å × Ð�ÐUÑTÔ Û , and ÓæÔ¼çlèÎé|ê�Ñ
functions until the criteria are met for falling through toë ÑTÒ�ä × Ô¼ç Û Ñ . The basic argument is that each time theâ0ã�ä§ä ×.Û action is taken, the numberof votersleft that are
ableto commit is decrementedby one(sinceeachvotercan
commitat mostonce,asenforcedby the interfacemodule).
Eventually, therewill beno votersleft thatarebothableand
willing to commit. However, that circumstancesatisfiesthe
exit criteria for the loop, andthe algorithmterminates.The
actualproof is consistentwith scenariosin which all thevot-
ersattemptto commit (henceexhaustingthesetof available
voters),aswell asthosein whichtheremainingvotersdecide
not to commit, therebyleaving somevotersableto commit,
but not willing to do so. The algorithmterminatesin either
case.

To formalizethis argument,we selecta boundaryvariableÛ , whichhasthreeimportantproperties:

1. Initially, Û ¹ A .
2. Û§!PA 5 the algorithmterminates(i.e., formula B in

Figure3 is satisfied).

3. Û is decrementedeachtime throughtheloop.

By provingthesethreeproperties,weprovethattheloopmust
terminate.For this proof, Û2! â0ç�ÒLìJ�4í+ã Û ÑTÒ1Ð��±î~â0ç�ÒLìJ�4â"íÈ�
(thedifferencebetweenthecardinalityof thesetof all voters
andthecardinalityof thesetof voterswhohavecommitted–
i.e., Û equalsthecardinalityof thesetof voterswho have not
yetcommitted).

CONCLUSION

Themain purposeof this paperhasbeento offer a rigorous
proof for the TB-DVA voting protocol, which incorporates
securityaswell as fault-tolerance.The voting protocolhas
applicationsin critical systemsthatrequireassuranceagainst
bothaccidentalandintentionalfaults.

UsingTLA andTLA+, wehaveformallyspecifiedandver-
ified theTB-DVA securedistributedvotingalgorithm.As ex-
pected,the processof formalizing the algorithm led to the
discovery of severalambiguitiesor outrighterrorsin the ini-
tial formulationof the algorithm,which weresubsequently
corrected. As an example,initially the algorithmprovided
for thecasewherea voterwould commita valueto theuser
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Figure3: TB-DVA Flowchart

beforetheothervotershada chanceto calculatea result– if
the othervotersdidn’t have a result, thenthey didn’t know
whetherthey shoulddissentor not. We overcamethis diffi-
culty by providing a special’not ready’ vote, which a voter
would usefor exactly this circumstance.A majority of ’not
ready’voteswould thenforcethetimer in theinterfacemod-
uleto stop,giving thevoterstimetofinishtheircomputations.
Uponcloserexamination,however, thisprovedto beaninef-
fective method.It is possiblefor eachvoter to finish its cal-
culationsbeforeany of theremainingvotersdo(e.g.,thefirst
voterfinishesbeforetheothersandcommits;theothervoters
vote’not ready’andstopthetimer; thesecondvoterfinishes
beforetherestandcommits;theothervotersvote’not ready’
andstop the timer; et cetera). In sucha situation,a faulty
votercouldcommitanincorrectresult,andtheremaynot be
amajorityof trustworthyvotersleft thathavenotcommitted.
We solved this difficulty by removing the ’not ready’ votes
and establishinga global time threshold,beyond which all
functionalvotersshouldhave calculateda result. Any voter
which tries to commit beforethis time is ignored;therefore
all trustworthy votersareguaranteedto have a result ready
whenavalueis committed.

TB-DVA reversesthe2-phasecommitprotocolby initiat-

ing acommitto a timedbuffer andthenallowing for aperiod
of dissenstionin a votingphase.Althoughconceptuallysim-
ple, this changeforcesanattacker to overcomea majority of
the votersin orderto compromisethe system.This hasim-
portantsecurityimplicationsbecauseit greatlyincreasesthe
costof a successfulattack.To ensurethat theTB-DVA pro-
tocoldoesnotsuffer from any flawswhichwouldnegatethis
benefit,wesubjectedit to therigorsof formalmethodsusing
theTemporalLogic of Actions. Theverificationof the pro-
tocol, in additionto the realisticassumptionsuponwhich it
is based,give convincing evidencethat it canbe effectively
employed.
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