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Course Information

 Office hour: 10-12 Wednesday (Davis 330)
« Email: wenyaoxu@buffalo.edu

» Course Website:
https.//www.cse.buffalo.edu//~wenyaoxu/cour
ses/fall2017/cse741c
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 This seminar course will discuss emerging
biometrics and IOT security.

 Each student will present 1 research papers
and review 2 research papers.

« (HW: each student need to send me 3 paper candidates to
present; 4 paper candidates to review by *TODAY*)

— Each presentation will be about 25 minute.
* Discuss with me before Wednesday.

— Each reviewer need to write a review comment.




» Each research paper presents a research
direction.

— Don’t just present the paper content. Do expand
your thought on this topic.

— For example, In face recognition, can we
e Distinguish twins?
« Can we recognize lineage relation?
 Can we recognize incomplete face image?
« Can we match with aging effect or plastic surgery?
 Spoofing and Anti-spoofing




Q1: Contributions (novelty, creativity, and technical depth of
the paper.)

Q2: Briefly summarize the main ideas/the approach to the
solution.

Q3: What are the paper's strengths? Be brief.
Q4: What are the paper's weaknesses? Be brief.
Q5: Comment on the paper's evaluation methodology.

Q6: Are there any issues/directions this work left open? List a
few possible extensions of this work.

Q7: Any other comments/questions.

© courtesy of Dimitrios Koutsonikolas




Required Readings

‘ Week 1 (3/1) Overview and Logistics /A [CSETAIC pdf] Wenyao Xu
|17 Authentication Using Pulse-Response Biometrics [pdf] [slides]
Week2 (98) Pulse-Response Biometrics and Hacking
|[21 Exoken Hearted: How to Attack BCG Bicmstrics [paf) [slides]
[(3] Biometric dentification via Ey in Readings [pdf]
Wesk 3 (3/15) ‘Eye Movement Biomatrics/
Key stroke Dynamics 4K iomeri ion [pdf]
(5] Towards Implicit Visusl Memory-based uthentication [pdf]
Wask 4 (922)
Authenticating Intexnet of mobile things 6] KEHGait: Towards a Mobile Healthcare User Authentication Svstem by Kinetic Enevey Harvesting
[pac]
Week 5 (929) [[7] Brainprint: Assessing the uniquensss, ility, and Fanovel
EEG (Brainwave) Biometrics
(2] EEG Biometrics for Individual Recognition in resting state with closed eyes [pdf]
Week 6 (10/6) Sacial Authentication 191 1t not what you know, but who you know [pdf]
Answering a call?
Mobile is in dangar [[10] Mind How You Answer Me! [pdf]
Biometrics/ [[11] Use of language as  cognitive biometric trait [pdf]
Week 7 (10/13) Posture Biometrics
Multi-modal Biometrics: Finger VeindPrint&Shape [[12] The value of Posture, Build and Dynamics in Gesture-based user Authentication [pdf]
[A1A L o iomtri Finger Vein and Fingerprnt [odf]
Week § (10:20)
Multimode Authentication [[14] Mltimodal biometric method that combines veins, prints and shape of a finger [pdf]
Weak 9 (1027 I[15] ActivPass: Your Daily Activity is Your Password [pdf]
Daily Activity 2s 2 biometrics/
Daily memory a= 2 biometries [[16] Exploring capturable every memery iographi ication [pdf]
Week 10 (11/3) [17] Fingerprinting Electronic Comtrol Units for Vehicle Intrusion Detection [paf]
Know your devices
[[15] Blind Recognition of Touched Keys on Mobile Devices [pdf]
Week 11 (11/10) No class
[[E5 & sraphical Pr—— e - o)
Week 12.(11117) Mobile User Authentieation
Miscellansous [[20] Your love is public [pdf]
Wesk 14 (1124) Na Class (holidays)
Weak 15 (121} TED
Week 16 (125) TED
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My Research Work:
Internet of Medical Things

‘ Smart .
Bedsheet Ch

WE- CARE - ;

Pervasive
Healthcare




Internet of Things (2010)




What s IoT?

The Internet of Things (IoT) 1s the network of physical objects—devices, vehicles,
buildings and other items embedded with electronics, software, sensors, and

network connectivity—that enables these objects to collect and exchange data.

10




Where 1s IoT?

It’s everywhere!
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The Smart Internet of Things School

Digital classroom
white boards and  iBeacons
display

Personalized learning
with adaptive
eTextbooks

/A\ Complete coverage with high performance Wi-Fi

4 Wearables for
~ athletics and
attendance
tracking

Video recorders for
lecture capture

International
Collaboration
and social exchange

Supplies and inventory
tracking by sensor

Sensors on trash with auto-reorder

Online testing
, . receptacles
s y

s"'

*‘ g "*!‘J—;“-\';’
Student devices ‘)‘

& eTexthooks &

-~

Robot

Augmented
cleaning

and : , , Makerspaces with 3D printers
virtual = AW Y and laser trimmers

* Notebooks ‘ realify

. ~ e ’ ;
Tablets \/ s P _.

* Smartphones -9 o~ \ ' N Internet of Things-based

HVAC

File and program storage, local . e [ i ; i | A 1 L1l

or cloud-based ) \ A L. [Nl A ¥ | ~ " 78 Monitor and display of air

* Demographics, academics, Robotics for STEM and LIl I : quality throughout school
behavior, interests remote presence —_—— ' inn

¢ LMS, CMS, SIS .

=0 Mg i Sensors track buses and

verify student passengers

Surveillance

security cameras Wi-Fi sensors and locks
*  Entrances and exits
*  (Classroom doors

Network application analytics |
V to monitor devices and Sensors in parking lot and ™.
‘ network behavior .

driveways

¢ Educational programs and l &
applications
N
¢ Video files: lectures and

recorded lab experiments



Smart Appliances

Wearable
Tech

Healthcare




M2M World of Connected Services
The Internet of Things

Consumer &
Home




The Internet of Things (IoT)
Security Considerations for Higher Education

gggets frammeworks
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Introduction to Biometrics

[Biomtlatricsj

[Physiol;ogicalj [Beha\'rioralj

Hface [

—fingerprint !

—(hand .
-iris ()

o &
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Proving one’s identity

|
- dm

Face-to-face interactions Remote interactions

Human-machine
interactions
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Traditional modes of authentication

keys, etc.
WHAT YOU HAVE

Online Banking =|

e Knowledge-based schemes |/,

SErmanme

Based on passwords, PINs, | seenes o)
etc- Forgot Password?
Sign Up | Learn More | Securi ty

WHAT YOU KNOW

Other Online Services

| Select Service hd | ZG_u\
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[dentity Theft

eIdentity thieves steal PIN
(e.g., date of birth) to open
credit card accounts,
withdraw money from
accounts and take out loans




I HAVE A
NEW HOBBY.
ITS CALLED

© Scott Adams, Inc/Dist. by UFS, Inc,

I SEND FAKE BANKING
E-MAILS TO GULLIBLE
EXECUTIVES. THEN I
FIND OUT THEIR
FINANCIAL INFOR~
MATION AND USE

IT TO STEAL THE

Q905 02006 500m Adama, Inc /Dist. by UFS, Ing.

Something “Phishy”

Dear Customer,
This is your baek, We forgot your
social security number and password.
Why don’t you send them 10 us so

WE Cn Prodect Yo
Sincerely,
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SECUFItY. Iinreats

e Dealing with individuals
whose claimed identity
cannot be trusted solely
based on their
identification documents

Surrogate representations of identity based on
credentials (passwords, ID cards) no longer suffice
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Biometric Recognition

Boitano, AP

Recognition of a person by his body, then linking that body to an
externally established “identity”, forms a very powerful tool for
identity management




Blometric recognition

¥ AN
RN
RN
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Biometric Functionalities

e Identification Query image Template image
(Vincent)

Who is this person? (1:N match)

e Watch List
Is this a wanted person?

Only biometrics can provide negative
identification (i.e., I am not he)
capability. It can search for multiple
enrollments by the same individual

Template database




Verification

e Features compared against record associated with
claimed identity (1:1)

e QOutput: Genuine or Impostor
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[dentification

e Features compared against all records in database (1:N)

e Output: User's identity or Reject

e Recognition/Authentication: Verification or Identification

29
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Biometric Characteristics




Physical vs Behavioral Traits

¢ \ein Pattern

e Hand Geometry
e Face

e Fingerprint

 Behavioral Characteristics:

o Keystroke dynamics

e Signature dynamics
e Gait

Voice biometric has a strong “biological” and
“behavioral” component
32




PFOPEFtIES Of @ BIOMETLrIC lralt
eUniversality (all users possess this biometric)
e Uniqueness (varies across users)

e Permanence (does not change over time)

eMeasurability (can be acquired and measured
quantitatively)

e Performance (low error rates and processing time)
o Acceptability (is it acceptable to the users?)

e Circumvention (can it be easily spoofed?)
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Cos Po P

NSNS,

Iris: Haj pilgrims in Saudi
Arabia

Iris: Identifying insurgents

Fingerprint:
Point of sale

Fingerprint: Mobile

phone

Fingerprint, Face, Iris:
Australia airport security

Palm Vein: Japan ATM

qoy/dv




Biometric Applications

Face: Surveillance
Applications

[ ——

Stephen J. Boitano, AP

Fingerprint: US-VISIT Finger Vein: Accessing

T program ATMs in Japan

Hand Geometry: Ben Gurion 36
Airport

Flectr
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v por tu futuro

(like drivers licenses, etc)

Adopted fingerprint authentication:

e Registered over 8M users for access to accounts at bank tellers
and point of sale

e Conducts over 500k transactions per day with fingerprint
e Access w/ fingerprint into Internet banking

Courtesy DigitalPersona
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VWNO'IS Sher.

e The Afghan girl identified via iris (and facial scar) match

{) ol N/

A LIEE REVEALED

http://magma.nationalgeographic.com/ngm/afghangirl/

1984 and 2002



http://magma.nationalgeographic.com/ngm/afghangirl/

Identifying Disaster. Victims

be used

e At ground zero, among victims
identified in the first year, ~20%
were identified using dental records

A forensic expert examines a

e By mid-March, 2005, 90% of the fi_Im_ of_the teeth of a.tsunami
. o . : : victim in Phuket, Thailand, on
identified victims of Asian tsunami Jan. 11. 2005

were done so by dental records
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[DESIGNIaNGIRERGHManGe

EVallation
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Operation of; a BIoMEetric System
e The sensor acquires the raw biometric data

e The feature extractor processes the biometric data
to extract a compact feature set that represents
the identity of the individual

= When this feature set is placed in the database
it is known as a template

e The matcher compares two such feature sets and
generates a match score

e The decision module uses the match scores to
determine the identity or verify the claimed
identity




ENroliment

e The process of creating and including an identity in
a database

e An individual’s biometric traits are extracted and
stored in a database (possibly) along with some
biographic information

e Database can be centralized or decentralized

http://www.cl.cam.ac.uk/~jgd1000/SchipholEnrollment.jpg



http://www.cl.cam.ac.uk/~jgd1000/SchipholEnrollment.jpg

L

eTo ensure total personal privacy of employees'
fingerprint database, fingerprint templates can now be
stored on a Smart Card

oWith Smart Cards, the biometric fingerprint template is
stored on the card's internal memory only. The scanned

fingerprint is compared with the template stored within

the card

Taken from http://www.smesolutions.com.au/index.php?action=ProductsAndServices/IDCards

/_t\- & e
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Example of lemplates

Hand features: Face features: Fingerprint features:

Length & width of (a) PCA-coefficients (b) Minutiae coordinates and
fingers, width of palm LDA-coefficients local ridge orientation
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Fingerprints

e Description: graphical flow like ridges present in human fingers
e Formation: during embryonic development

e Permanence: minute details do not change over time

e Uniqueness: believed to be unique to each finger

e History: used in forensics and is well studied
46




Fingerprint Matching

Fingerprints from two different fingers

47




Fingerprint Matching

\




IHSTRECOENIGIGN

49




Iris Matching using Iriscodes

i
BlIER I
(Bl I

http://www.cl.cam.ac.uk/~jgd1000/ 50
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A Grand Challenge

99%
¢

99.999%

B

Unusable ®

Hard to Use 90%

Easy to Use

Transparent to User

Usability

99.99%

>

Accuracy
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Challenges in Biometric Systems
Design

e Segmentation

e Noisy and distorted images

e Population coverage & scalability

e System requirements (error rate, speed, cost)
o Attacks on the biometric system

e Individuality of biometric characteristics
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High throughput: Disney World,
Orlando

Throughput: order of 1000’'s
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During
authentication

enrolment

Noise due to smearing, residua_l deposits, cuts and folds, etc




Rotation and [lranslation




Non-linear Deformation




Failure to Enroll

Faded ﬁngerprmfs cost
former welder a job

“I first ran into a problem
with it three or four years ago,”
Strickler said. “They said my
fingerprints weren't valid. But at
the time they accepted a picture
ID as f of identity.”

Enrﬁotbzsyuar. w:hen he tried

Bridgman, where he had worked
before, his application was turned
down because of the worn-down

Four impressions of a user’s fingerprint

AssoaiATED PrEss ridges on his fingertips.

I passe except
DECATUR — The years for the > Strickler
Chuck Strickler spent as a weld- said adding that the application
er provided him with the expe- process included a comprehen-
rience he needed as a welding sive psychological examination
inspector at power plants across and criminal background check.
‘the nation. “The  plant

But the welding also has left sent the
Strickler, 60, of Decatur, lacking prints to the FBI,
a full set of intact i and they said it’s
required under new, stepped-up outside the realm
security regulations at nuclear of the Homeland
plants. Since the USS. Security’s guide-
of Homeland issued the lines (for what is
new rules in the wake of Sept. 11, needed). It was a
the reams of documents Strick- little o
ler has attesting to his identityno A person has about 100 iden-
longer are sufficient. tification marks on his or her fin-

gerprints, and most adults have
about 80 that can be used to
identify them.

But because of his welding
work, Strickler has only about
30 of the identification points.

Strickler is free to work at non-
nuclear plants. But he says he pre-
fers to have the option of working
for the nuclear facilities.

“This cuts my income in half”
he said.
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SENSOr Interoperabllity.
e There is a degradation in matching accuracy when the sensors
used for enrollment and recognition are different

= Fingerprint images of the same
finger acquired by different
commercial scanners:*

a)Biometrika FX2000,
b) Digital Persona UareU2000,
c) Identix DFR200,

d) Ethentica TactilSense T-
FPM,

e)STMicroelectronics
TouchChip TCS1AD,

f) Veridicom FPS110,

g)Atmel FingerChip
AT77C101B,

h) Authentec AES4000

*Maio, Maltoni, Jain, Prabhakar, "Handbook of fingerprint recognition”, Springer 2003




Spoofing a Biometric Tirait

Enlarged View

. e }in'.'

Dummy finger created from
a lifted impression Artificial skin/fingers
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Emerging Biometrics

We start to learn how to explore new biometrics.
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