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Abstract

User authentication based on biometrics such as finger-
print, iris, face, speech or gait has been around for many
years. Recently, intentional user gestures have been shown
to be a promising modality for user authentication. How-
ever, it is unclear how much of the performance can be at-
tributed to pure biometric information that a user has no
control over, such as individual limb lengths, and how much
to the gesture dynamics, that a user can fully control. A
related question is: How easy is it to copy these dynam-
ics? In this paper, we propose a framework to decompose a
gesture into three components: initial posture, limb propor-
tions, and gesture dynamics. We then study the impact of
each component and various component combinations on
the performance of gesture-based user authentication us-
ing a dataset of 36 users performing 3 gestures of vary-
ing complexity. We also study spoof attacks using the same
dataset and show, somewhat surprisingly, that amateurs are
unable to copy gestures with sufficient accuracy so as to sig-
nificantly degrade the overall authentication performance
even when they are trained on users that they are closest
to. While training certainly improves an attacker’s ability
to copy gesture dynamics, it seems that the unique limb pro-
portions (which cannot be altered) and the initial posture
(which amateurs attackers fail to pay attention to), more
than make up for the loss due to compromised dynamics
(which can always be renewed).

1. Introduction

Face, iris, voice and fingerprints contain natural hu-
man characteristics that are extremely inconvenient to
change. For all practical purposes they are intrinsically non-
renewable.! Clearly, a renewable form of biometric would
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be invaluable. If such a biometric were to be (partially)
compromised, one could (partially) change it like a pass-
word.

In this paper, we consider intentional user gestures® as
a form of biometric. Although user gestures inherently de-
pend on body build which is not renewable, the voluntary
dynamics involved in performing a gesture can be altered —
simply pick a new gesture.

A gesture can be captured in many different ways, e.g.,
by means of accelerometers attached to user limbs, a video
camera or an RGBD camera, such as the Kinect. The use of
a Kinect camera is more convenient than using accelerom-
eters (no need to attach sensors to the limbs) and more reli-
able than a video camera due to the extraction of depth in-
formation (using structured light or time of flight approach).
Furthermore, the Kinect SDK produces skeletal joint coor-
dinates that can be used directly as input data for an authen-
tication algorithm.

In the context of human-computer interaction, the Kinect
has seen extensive use in gesture recognition [0, 10, 14,
15, 18, 22, 23]. However, little work has been reported
on gesture-based authentication using the Kinect [11, 20,
21]. Lai et al. [11] have proposed using empirical log-
covariance matrices of features extracted from a sequence
of body silhouettes computed from Kinect depth maps for
user authentication. Wu et al. [20] proposed an alterna-
tive approach using dynamic time-warping (DTW) across
the skeletal joint estimates obtained from the Kinect SDK.
These two works have demonstrated the potential for a fu-
ture use of gestures in authentication.

However, neither of these prior works nor, to the best of
our knowledge, other works related to gait-based authenti-
cation [7, 12, 13, 19], have made an attempt to study and
quantify which components of a gesture are the most in-
formative for authentication and which are most resilient to
spoofing. Is it the non-renewable information from a user’s
body build or is it the voluntary dynamics performed by a
user? The aim of this study is to answer these questions
by systematically decomposing a gesture into three funda-

2 As opposed to unintentional user motion such as gait.



mental components: initial posture, limb proportions, and
gesture dynamics. We also study the related issue of vul-
nerability to spoofing. If an attacker were able to capture
a video recording of a user’s gesture, would he/she be able
to easily break-in by training to imitate the user’s gesture?
To what extent can the dynamics be copied? To what extent
does the non-renewable component offer protection against
such an attack?

2. Gesture Decomposition

We posit that a gesture contains three types of user in-
formation: initial posture, limb proportions (build), and
dynamics. The first two types of information have no user
intent. A posture is related to user habits, whereas limb pro-
portions (body build) are inherent characteristics that cannot
be easily changed. Contrary to this, dynamics have an intent
— depending on the gesture, the dynamics change.

As we explain in the sequel, one or more of these three
types of information can be individually isolated and sup-
pressed using a spherical coordinate representation of limb
vectors. The effect of the initial posture can be suppressed
by initializing the limb orientations to a standard initial
posture obtained by averaging the initial posture across all
users. The effect of build can be suppressed by setting all
limb proportions to standard limb proportions obtained by
averaging the limb proportions across all users. Finally, the
effect of dynamics, can be removed by only considering the
first frame of a gesture. In the following sections, we detail
these information suppression processes, and show how we
manipulate this information to study the impact of compo-
nents, in isolation or in combination, on user authentication.

2.1. Skeletal Representation of Gestures

We can describe a gesture as a sequence of a user’s skele-
tal joints in rectangular coordinates across time. The ad-
vantages of using skeletons over silhouettes, depth-maps,
or images are two-fold: (i) skeletal data is sparse yet in-
formative and (ii) skeletal data is relatively insensitive to
changes in clothing, personal effects, and lighting condi-
tions. Conveniently, the Kinect SDK [1, 17] provides rect-
angular coordinates of 20 skeletal joints on the human body
for each frame at 30 frames per second. These coordinates
are extracted from each depth frame and correspond to the
following locations: head, neck, spine, center hip, and left
and right versions of the hand, wrist, elbow, shoulder, hip,
knee, ankle and foot (Fig. 1). A skeleton’s evolution in time
can be represented as a sequence of features f* as follows:

fl=[st sh,....sh] t=1,...T, (1)
where st = (zf,y!, 2!) € R isa 1 x 3 row vector which

denotes the x — y — z coordinates of the i-th skeletal joint
in frame number ¢ and 7T is the total number of frames.

Figure 1. Example of a skeleton produced by the Kinect SDK.

2.2. Gesture Component Extraction

A skeleton can be represented in many equivalent ways.
The simplest and most direct representation is as a tuple of
20 joint vectors in rectangular coordinates as in (1). An
alternative representation which is more convenient for iso-
lating the individual effects of initial posture, limb propor-
tions, and dynamics, is as a tuple of 19 limb vectors together
with one reference joint vector (see Fig. 1). In this context,
it is useful to view the skeleton as a rooted tree with, for
concreteness, the spine joint (joint number 1) as the root (or
the reference joint) of the tree and the outgoing connected
joints as the children. By knowing the coordinates of the
root s% ;.. = s, and the outgoing edge vectors from the
root, the entire skeleton can be reconstructed. If we denote
the limb connecting joints ¢ and j at time ¢ by the limb vec-
tor v} ; 1= s} — s, then

ftz{st b

spine> Vi,jv 2W)

=1,...,20:9 < 4 (i,7) = limb}.
2

To ensure that the initial position of the reference joint
remains the same across different repetitions of a gesture,
we subtract Sipine from all the joint vectors across all the
frames, or equivalently, subtract sipme from only the refer-
ence joint vector across all frames in the limb vector repre-
sentation (2). By doing this we ensure that the spine joint
in the first frame is always at the origin of the coordinate
system.

Let r; i 9; ;»and d)g,j denote, respectively, the radius, az-
imuth angle, and elevation angle of the limb vector v;?, s i.e.,
the spherical coordinates of vﬁj ;- Rectangular and spherical
coordinates are information-equivalent representations of a
vector and one can readily convert from one set of coordi-
nates to another, i.e.,

vig = (@ =25y — vy z — 2) © (15,07 5,6l )

The initial posture for each gesture can be thought of as
the unintentional, habitual orientation of one’s body parts.



This orientation can be described via the azimuth and ele-
vation angles of all skeletal edges in the first frame, f':

{(0:5, 95,

Subsequent postures in the sequence pertain to the gesture’s
dynamics. The limb proportions describe the shape of a
user’s body (user build) regardless of the gesture that he/she
performs. Ideally, limb lengths should not change across
frames. However, the estimates of joint coordinates pro-
duced by the Kinect SDK are not perfect. We address this
issue by computing the average length of each limb in a ges-
ture across all frames and dividing it by the average length
of the spine limb as follows:

St

_ t=1"12,j

Tij = ST 3)
Zt:l Tspine

where 7t

tpine = T is the spine limb length (Fig. 1) and
7,7 is the limb proportion for limb (4, j). Thus, for a given
gesture sequence with 20 skeletal joints, there will be 19
limb proportions,

Dvinj=1,...,20:i < j, (4, §) = limb}.

r:={r;1j=1,...,20:4 < j,(4,7) = limb},
where 712 = 1. From the above discussion it follows
that we can represent any gesture as the combination of
three sets of values: initial posture, {(6;;,¢; ), Vi, ]
(i,j) = limb}, limb proportions T, and dynamlcs
{(€f7j,¢§7j),Vi7j : (4,7) =limb,t =2,...T}.

2.3. Gesture Component Suppression

Our approach to study the individual and combined ef-
fects of initial posture, limb proportions and dynamics on
user authentication performance is to first transform a given
set of gestures to new ones (in rectangular coordinates)
in which one or more gesture components (initial posture,
limb proportions, dynamics) are either retained or sup-
pressed and then evaluate the authentication performance
on the transformed set of gestures.

The advantage of this approach, is that it allows us to
use a single classifier and a single common feature space,
namely the rectangular skeletal coordinates, for all the com-
ponent combinations. If separate classifiers were developed
for each combination of components (which live in differ-
ent feature spaces), it would be unclear whether any per-
formance differences are due to the components or/and the
specific classifiers.

2.3.1 Suppressing Initial Posture

To remove the effects of user-specific initial pos-
ture, we introduce a limb-specific angular offset,
(AHﬁ'ﬁfSEt A¢°ff56t) to every single frame. The goal of

this is to orient the initial posture (1st frame), to a standard
initial posture. As a result, this also re-orients subsequent
frames in a sequence. The standard initial posture can be
found by averaging the initial posture angles across all sam-
ples of all the users to yield (91 Smndard, d)l St‘mdard) The
angular offsets are then the angular dlfferences between the
standard initial posture and the user’s initial posture:

(Aegffset A¢foset) _

(83’,]§tandard 01]7 ¢)1 ,standard o Q%J) (4)

The transformed gesture (in rectangular coordinates) with
the initial posture suppressed (i.e., standardized) is then
given by adding the angular offsets to the spherical coor-
dinates of all frames and converting the result back to rect-
angular coordinates:

(7_,2_7j’9;57j +A92§f§et,¢lj +A¢)Off56t) N (VE:;LOPOStUTe).
&)

2.3.2 Suppressing Limb Proportions (Build)

To remove the effects of limb proportions, we replace the
radial distances (limb length proportions) with a set of stan-
dard limb proportions. Standard limb proportions are found
by averaging the limb proportions across all samples of all
users to obtain ¥5**"927¢ The transformed gesture (in rect-
angular coordinates) with the limb proportions suppressed
(i.e., standardized) is then given by replacing the radial dis-
tances (limb length proportions) with the standardized limb
length proportions in all frames and converting the result
back to rectangular coordinates:

( t, nobuzld) (6)

dard
(Tstan ar 9t7]’¢ ) g

2

2.3.3 Suppressing Dynamics

The suppression of dynamics is quite straightforward: just
keep the first frame and discard the others.

2.3.4 Suppressing Component Combinations

In the last few sections, we described how to remove each
of the three types of information. To remove more than one
type of information at a time, we only need to combine the
procedures of the information we want to remove. Table 1
describes various combinations of information that we eval-
uate. We do not evaluate the case where all components are
suppressed, as all gesture samples would be identical. Us-
ing this methodology we show in Fig. 2 a few samples of
so-constructed gestures including the standard posture and
build sample.



Information Initial Limb Dynamics
Suppressed Posture | Proportions
Nothing v v v
Dynamics v v
Build v v
Posture v v
Dynamics+Build v
Dynamics+Posture v
Posture+Build v

Table 1. Various combinations of components we consider when
reconstructing gesture sequences.

&

Initial postures (1st frame)

)

Intermediate posture.

SN S 7

Figure 2. Skeletons with various components suppressed. Top
row suppressions (left to right): Dynamics, Dynamics+Posture,
Dynamics+Build, Dynamics+Posture+Build (standard initial
posture and standard build). Bottom row suppressions (left to
right): Nothing, Posture, Build, Posture+Build.

3. DTW-based Skeletal Distance

We aim to understand the impact of different gesture
components on authentication performance. In this work
we do not aim to develop the best conceivable authenti-
cation algorithm for our problem by optimizing features,
learning algorithms, and tuning parameters. Keeping this in
mind, we focus on a simple yet time-tested authentication
algorithm that is based on thresholding the nearest distance
between a query and the enrolled gesture samples as ex-
plained in Section 6. We use dynamic time warping (DTW)
to measure the distance between two gesture sequences of
possibly different durations. DTW is a non-linear alignment
algorithm that is relatively popular and has been extensively

studied in the literature [3, 9, 16]. A modified version of this

algorithm, as suited to our problem, is detailed below.

LetF, = I8, £ and By, = [6], - £22] be
two feature matrices of skeletal features corresponding to
gestures g1 (7% frames long) and go (15 frames long). A
distance based on the cost of aligning Fg,, and F g, can be
computed from a 7} x T5 cost matrix. Let the cost matrix’s
1, j-th entry be the cost of aligning the skeletal feature in
frame-7 of gesture g; with the skeletal feature in frame-; of
gesture go:

20
cost(fy ,f;,) = Z 18p.g1 = Sp.gall2-
p=1

An admissible alignment scheme is a path P through the
cost matrix defined as follows

P= {(ik7jk)7k: la“-aK:il :jl = 1;7'K :Tla
jK = T2>Vk7ik?+1 - ik7jk+1 _jk? S {07 1}}

where max (T}, Ty) < K < T + Ty is the path-length. The
cost of a path is defined as follows:

Z cost(f;’f,fg;“)

(ik,jr)EP

pathcost(P,F,, ,F,,) =

The path of interest is the one with the least cumulative cost.
This path can be solved recursively using dynamic program-
ming in quadratic time. The final cost is defined as follows:

dprw (Fy,,Fy,) = n%)in pathcost(P,F,, ,F,,)

4. Dataset

Datasets for gesture recognition and gesture authentica-
tion share some commonalities. The goal in recognition is
to identify the gesture performed irrespective of the user,
whereas the goal in authentication is to identify the user ir-
respective of the gesture. It might seem that a given dataset
can be used interchangeably for both problems, e.g., analyz-
ing user-authentication performance using a gesture recog-
nition dataset. In reality, however, this is not the case since
gesture datasets are typically gesture-centric meaning that
they have a large gestures-per-user ratio (many gestures to
classify, few users performing them) whereas studying au-
thentication requires the opposite, namely a user-centric
dataset which has a high users-per-gesture ratio, since one
of the goals of authentication is to to ensure resilience
against intentional and unintentional copying of gestures.
With this guideline, our acquired dataset maintains a high
users-per-gesture ratio of 12 (36 users, 3 gestures).

In total, about 1.8 hours of data were recorded, with each
user averaging 3 minutes of data (each sample about 3 sec-
onds long). Users were all college-affiliated (25 males, 11



females) mostly in the age range of 18-33 years. In or-
der to strive for realistic intra-class variability and reduce
pose bias, users were instructed to leave (for approximately
one minute) and re-enter the recording area between gesture
samples. This dataset is available online [2].

The 3 gestures, designed to be of increasing complexity,
involved movement in both the upper and the lower body
(Fig. 3):

o Left-right gesture: user reaches right shoulder with
left hand, and then reaches left shoulder with right
hand,

e Double-handed arch gesture: user draws an arch from
left to right with both hands,

e Balancing gesture: user first raises right arm forward
while pulling left arm back, then balances by forward
sweeping left leg while simultaneously tucking left
arm in and bringing right arm to rest.

Gesture samples were collected in two sessions that were
separated by one week. In the first session, each user was
instructed how to perform each gesture through a text and
video prompt (a multi-modal instruction scheme). In the lit-
erature, a multi-modal instruction scheme is known to im-
prove gesture reproducibility over a single-modal instruc-
tion scheme (e.g. text or video only) [4]. After instruction,
users performed each gesture 10 times.

In order to facilitate our gesture spoofing study (Sec-
tion 5), each of the 3 gestures of each user was matched to
an attack target after the first session. Attack targets were
found by comparing the “centroid” samples of each user.
If A := {Si,...,S,,} denotes a user’s first-session sam-
ples (feature matrices) of a given gesture, then we define

3, ¢

the user’s “centroid” sample for that gesture as follows:

m

Scentroid = arg Isnelil Z dDTW(S, Sz) (7)
1=1

A user’s attack target (in the second session), for a given
gesture, is the owner of the closest centroid sample (nearest-
neighbor) for that gesture. The aim of matching attackers to
their “easiest victims” is threefold: 1) all participants can
serve as attackers in the study 2) no participant is asked to
attack more than one user which balances the burden across
all participants, and 3) the odds of users succeeding as at-
tackers are improved, which somewhat compensates for the
lack of experience and the limited practice-time available
for an attack. Under this matching scheme, vulnerable users
would get attacked more often than others (very distinct
users never get attacked). Furthermore, attackers may end
up attacking up-to three distinct users (one for each gesture)
Most users had one attacker. The maximum number of at-
tackers that a user had was seven. We describe these attacks
in the following section.

We would like to note that both the data-capture and the
subsequent processing for authentication are in real-time
with a delay on the order of half a second on a modern lap-
top or PC. Although our dataset is somewhat small (only
36 users and 3 gestures), in total there are 20 samples per
gesture (10 own and 10 attack) for each user. The accuracy
margin of error-rate-calculations is therefore on the order
of 1/360. It is our hope that our dataset, which is publicly
available online, will serve as a small starting point for fu-
ture research in gesture-based authentication.

5. Spoofing Study

A natural question for any form of authentication is how
easy is it to spoof? In the context of our study this question
acquires an additional dimension. How much resilience to
spoofing does each gesture component offer? We aimed to
answer this question for gesture authentication by having
amateur attackers attempt to mimic authorized users that
they are closest to with some additional training.

Following the work of Gafurov et al.[5] we consider min-
imal effort impersonation attacks where our attackers have
basic knowledge of the system (a gesture used for authen-
tication), a limited time to study a target, and a set number
of attacks. We limited the time to study a target to 1 minute
and permitted 10 trials (10 recorded samples) by each at-
tacker on a single target per gesture. For practice, attack-
ers were allowed to view a looping video recording of their
target’s “centroid” sample from the first session. Attackers
were given a chance to “mirror” the gesture by being shown
streaming video of their practice. Once they were com-
fortable or a minute had elapsed, the spoof attempts were
recorded.

6. Performance Evaluation

We consider entry control performance in the context of
authentication [8]. In authentication, a user provides two
pieces of information: his/her claimed identity and a bio-
metric. If the biometric closely matches an enrolled sample
of the given identity, the user is allowed entry. Otherwise,
he/she is rejected. Two kinds of errors are considered in this
case: false acceptance and false rejection. The false accep-
tance rate (FAR) is the rate at which unauthorized users are
allowed entry. The false rejection rate (FRR) is the rate at
which authorized users are denied entry. In any practical
system, FAR and FRR will have trade-offs. One can find
these trade-offs by applying various acceptance thresholds
across the system. A common metric of performance is the
equal error rate (EER) which occurs when FAR and FRR
are equal. We compute EER scores for each authorized user
separately (user-specific EER), and report the resulting av-
erage EER and standard deviation. We briefly recap this
process below.



Left-right gesture

Balancing gesture

Figure 3. Snapshots of the gestures each user performed in our dataset (Kinect depth shown).

Let A; = {S1,...S,,} be a set containing m gesture
samples from a single authorized user ¢. Let U; be a set
of gesture samples that do not come from authorized user
1. The FRR is found by comparing samples in A; amongst
themselves (each sample in A4, is treated as a query sample),
and the FAR is found by comparing samples in /; to sam-
ples in A4; (each sample in I; is treated as a query sample).
We use a nearest-neighbor criterion dy n (-, -) to compare a
single query sample Q to the authorized set A;.

dyvn(Q, As)

For a given threshold value 6, the FAR and FRR are cal-
culated by:

= HliIng_A,L dDTW(Q: S)

>_qea; Ldvn(Q, AN{Q}) > 0)
| Al
Y qew, Hdnn(Q, A) < 0)
||

FRR(A;, )

FAR(A;, U;, 0) =

where the indicator function 1(condition) equals 1 if the
‘condition’ is true and equals O otherwise. Note that for
the FRR, we use leave-one-out cross validation such that
each sample in the authorized set A; is compared to the set
A\{Q} with itself removed.

The EER for (A;,U;) can be found by first computing
these FAR and FRR values for different values of 6. After-
wards, the EER is determined by finding the boundary of
the convex hull of these FAR-FRR pairs, and locating the
point on the boundary of the convex hull where FAR equals
FRR. This process is repeated for each authorized user who
each has his/her own unique set (A;,U;). All user EERs
are then aggregated to yield the values shown in our results
(mean).

Information . Double- .
Suppressed Left-right handed arch Balancing
Nothing 1.97% 0.25% 0.68%
Dynamics 3.83% 3.01% 2.12%
Build 2.09% 0.38% 1.20%
Posture 3.75% 0.61% 1.30%
Dynamics
L Build 4.29% 4.88% 3.72%
Dynamics | g 5, 4.76% 4.39%
+Posture
Posture
+Build 6.91% 0.91% 3.22%

Table 2. User authentication EER (average of user-specific EERs)
with zero effort attacks when various components are suppressed
(please see Table 1 for component combinations). The best-
performing EERSs for each gesture are in bold-face text.

7. Results
7.1. Effects of Posture, Build, and Dynamics

We computed authentication EER for all 36 users from
first session samples for each of the 3 gestures. This is
equivalent to considering all 36 users as performing zero-
effort attacks against one another in the worst case sce-
nario when they all select the same gesture. The 7 com-
binations of gesture components that we described in Sec-
tion 2.2 were applied to each of the 3 gestures, as shown in
Table 2. If each user has a different gesture, the EER perfor-
mance would only be better (lower) than the values shown
here.

In terms of gestures, the “double-handed arch” performs



Gesture Information Matched Zero-Effort | Matched Spoof | EERspoor — EERzZero—Effort
Suppressed EER EER

Left-right Nothing 2.78% 2.35% -0.43
Posture+Build 7.33% 10.28% +2.95
Double-handed arch Nothing 1.24% 1.13% -0.11
Posture+Build 3.78 % 4.22 % +0.44
. Nothing 2.66% 2.06% -0.60

Balancing
Posture-+Build 5.60% 6.36% +0.76

Table 3. EER shown for matched zero-effort attacks, and matched spoofing attacks. We show results for when no information is suppressed
(Nothing), and when user-unique initial posture and build information are removed.

best, followed by “balancing”, and then the “left-right” ges-
ture. The “left-right” gesture should be expected to per-
form the worst as it is the least sophisticated (complex) of
the three gestures. We originally expected the “balancing”
gesture to perform the best due to its high complexity (it
requires hand-leg coordination and body balancing). Sur-
prisingly, it was only second-best. This can be explained, in
retrospect, by the difficulty of reliably reproducing a com-
plex gesture which has the effect of increasing the FRR
and thereby the EER. So while complex gestures may be
psychologically appealing as having higher discriminative
power, they may actually be counterproductive because they
can be difficult to reproduce.

In terms of gesture components, the suppression of dy-
namics has the single largest impact on the EER for ev-
ery gesture followed by, somewhat surprisingly, the initial
posture, and finally build. For example, for the “double-
handed arch” gesture, the EER increases by 2.76% (from
0.25%) when the dynamics are suppressed, by 0.36% when
the posture is suppressed, and by 0.13% when the build is
suppressed (Table 2). Clearly dynamics play an important
role. However, the role of posture and build is not insignifi-
cant. For instance, for the “left-right” gesture, the EER with
posture and build retained but with dynamics suppressed
is 3.83% which is lower than 6.91% when only dynamics
are preserved. When all components are used, the EER
is 1.97%. Similarly for the “balancing” gesture the EER
with only posture and build (no dynamics) is 2.12% which
is smaller than 3.22% when only dynamics are preserved.
When all components are used, the EER is 0.68%. Thus,
while dynamics is the most significant component of the
three, the combination of all components results in a signif-
icant improvement.

7.2. Effects of Amateur Spoofing Attacks

In order to evaluate spoofing attacks, we considered EER
in two contexts: matched zero-effort EER and matched
spoofing EER. In order to compute the matched zero-effort
EER, we only use samples from the first session and only
consider the pool of authorized users who will be attacked

in the second session (approximately 16 users attacked for
each gesture). For each authorized user, we only consider
unauthorized samples from users who will attack them in
the second session. As we only use first-session samples,
all these unauthorized samples are “matched” zero-effort at-
tacks.

Following this train of thought, the matched spoofing
EER is computed across the same authorized users with the
only difference being unauthorized samples that are now
second-session spoof attacks instead of first-session ones.
These results are shown in Table 3.

Intuitively, one would expect the EER to increase after
a matched spoofing attack relative to a matched zero-effort
attack. Surprisingly, for our dataset, the EER performance
actually slightly improves for all 3 gestures. This suggests
that it is non-trivial for lay persons to effectively copy a
user’s gesture even when they are explicitly asked to attack
their most vulnerable target and they have the opportunity to
practice using a video-recording of their target performing
his/her gesture.

Despite the unexpected decrease in EER of the matched
spoofing attack relative to the matched zero-effort attack,
interestingly, the EER based on dynamics alone, i.e., with
posture and build suppressed actually increases consistently
across all three gestures (see the last column of Table 3).
This suggests that training does improve the ability of a lay
user to copy the dynamics. Thus, body build and initial pos-
ture offer a limited but non-negligible level of protection
against spoofing attacks.

8. Conclusions

The authentication power of a gesture does not lie solely
in posture, body build, or dynamics. Each gesture compo-
nent plays a non-trivial role. For zero-effort attacks with a
single component suppressed, the suppression of dynamics
causes the most significant degradation followed by posture
and then build (Table 2). In the context of matched spoof-
ing, although attackers may be able to improve their abil-
ity to replicate dynamics through training, posture and limb



proportions serve to make the gesture more secure. This ef-
fectively comes full circle — gestures do indeed serve as a
renewable biometric. Should a breach occur and dynamics
get compromised, the biometric can be partially changed by
performing a different dynamic.

This study focused on the Kinect sensor, but the broad
conclusions are not device-centric. Although the cost of
the Kinect is not negligible today, ubiquitous depth sen-
sor integration is expected in next-generation smartphones,
PCs, and tablets. As a final point, this work focused on
understanding the value of posture, build, and dynamics in
gesture-based authentication and not so much on optimiz-
ing the system for yielding the best possible EERs. Yet, the
EERs reported in this study are reasonably small. Still, we
believe that there is much room for improvement, since all
users in our study used the same gestures. In a realistic sys-
tem, users would select different gestures which would only
lead to lower EERs.
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