The Journal of Systems and Software 85 (2012) 1157-1165

The Journal of Systems and Software

journal homepage: www.elsevier.com/locate/jss

Contents lists available at SciVerse ScienceDirect

o

i

il

A graphical-based password keystroke dynamic authentication system for touch
screen handheld mobile devices

Ting-Yi Chang?*, Cheng-Jung Tsai®, Jyun-Hao Lin?

2 Graduate Institute of e-Learning, National Changhua University of Education, No. 1, Jin-De Road, 500 Changhua City, Taiwan, ROC
b Department of Mathematics, National Changhua University of Education, No. 1, Jin-De Road, 500 Changhua City, Taiwan, ROC

ARTICLE INFO

Article history:

Received 24 May 2011

Received in revised form

26 December 2011

Accepted 26 December 2011
Available online 11 January 2012

Keywords:

User authentication

Keystroke dynamics authentication
Keystroke feature

Graphical-based password authentication

ABSTRACT

Since touch screen handheld mobile devices have become widely used, people are able to access vari-
ous data and information anywhere and anytime. Most user authentication methods for these mobile
devices use PIN-based (Personal Identification Number) authentication, since they do not employ a stan-
dard QWERTY keyboard for conveniently entering text-based passwords. However, PINs provide a small
password space size, which is vulnerable to attacks. Many studies have employed the KDA (Keystroke
Dynamic-based Authentication) system, which is based on keystroke time features to enhance the secu-
rity of PIN-based authentication. Unfortunately, unlike the text-based password KDA systems in QWERTY
keyboards, different keypad sizes or layouts of mobile devices affect the PIN-based KDA system utility.
This paper proposes a new graphical-based password KDA system for touch screen handheld mobile
devices. The graphical password enlarges the password space size and promotes the KDA utility in touch
screen handheld mobile devices. In addition, this paper explores a pressure feature, which is easy to use
in touch screen handheld mobile devices, and applies it in the proposed system. The experiment results
show: (1) EER is 12.2% in the graphical-based password KDA proposed system. Compared with related
schemes in mobile devices, this effectively promotes KDA system utility; (2) EER is reduced to 6.9% when
the pressure feature is used in the proposed system. The accuracy of authenticating keystroke time and
pressure features is not affected by inconsistent keypads since the graphical passwords are entered via
an identical size (50 mm x 60 mm) human-computer interface for satisfying the lowest touch screen size
and a GUI of this size is displayed on all mobile devices.

© 2011 Elsevier Inc. All rights reserved.

1. Introduction

Whenever people use services such as e-bank and e-mail,
servers should have the ability to authenticate the users’ iden-
tities. Otherwise, anyone can easily impersonate a legal user to
login to the server. Password-based authentication schemes are
simple and practical solutions to user identification because they
allow people to choose their own passwords without any device to
generate or store them. For personal computers, passwords con-
sist of letters, numbers, and special punctuations on a standard
QWERTY keyboard. This is called text-based (alphanumeric-based)
password authentication. Handheld mobile devices do not have
standard QWERTY keyboard to conveniently enter text-based pass-
words. Mobile devices often use numeric passwords, which is
called PIN-based (Personal Identification Number) authentication.
Though the password space size of text-based passwords is larger
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than that of PINs (i.e., the password space size of an 8-character
text-based password and an 8-digital PIN are 648 =2.8 x 10'4 and
108, respectively), text-based passwords are preferred natural lan-
guage phrases that people can recognize easily and are therefore
susceptible to dictionary attacks. On the other hand, PIN-based
authentication is widely used in mobile devices, but it provides a
small password space size and therefore compromises security.
The KDA (Keystroke Dynamic-based Authentication) system
was first proposed by Gaines et al. (1980). It is a biometric mea-
surement method to provide additional security for text-based
passwords. Many studies (Aradjo et al., 2005; Bergadano et al.,
2002; Bleha et al., 1990; Boechat et al., 2007; Chang and Yang,
in press; Haider et al., 2000; Harun et al.,, 2010; Hwang et al.,
2009b; Killourhy and Maxion, 2009; Ru and Eloff, 1997; Shih and
Lin, 2008; Xi et al.,, 2011) have been proposed to improve the
text-based password KDA system utility. KDA systems confirm
the correctness of passwords and also identify users based on
individual password keystroke time features. The keystroke time
features include the duration of a keystroke (keystroke hold time)
and the interval of the keystrokes (keystroke latency time). Even if
the password is revealed by dictionary attacks or shoulder surfing
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attacks, the probability of breaking authentication is reduced. The
KDA system has the following advantages. It is low-cost with no
extra device to obtain the user’s features, and does not require
complex computations to capture the user’s features. Since the
process of capturing features is done when the user enters his or
her password, it does not create any additional burden on users.
Compared with other biometric authentication methods such as
fingerprints, eye scan, iris, and signature, the KDA system is simple
and useful for providing additional security in identity verification.

As is well known, mobile devices are widely used for accessing
various data and information. Campisi et al. (2009) proposed a
text-password KDA system that uses a cellular phone keypad.
On the other hand, many studies (Clarke and Furnell, 2007a,b;
Hwang et al., 2009a) have applied KDA systems to enhance the
security of PIN-based authentication in mobile devices. However,
the sizes or layouts of keypads of the mobile devices produced
by different manufacturers are inconsistent. A user may not get
used to entering his or her PIN or text-based password through
different mobile devices. This will result in the user’s features
being entered inconsistently and KDA system verification failing if
users enter their PINs or text-based passwords through difference
mobile devices. Consequently, the KDA system utility for mobile
devices (Campisi et al., 2009; Clarke and Furnell, 2007a,b; Hwang
et al., 2009a) is worse than that for QWERTY keyboards (Killourhy
and Maxion, 2009; Shih and Lin, 2008).

This paper develops a novel graphical-based password KDA sys-
tem to improve PIN-based authentication for mobile devices. The
password space size of the proposed system is larger than those
of PIN-based authentication schemes. Regardless of the size of the
user’s mobile touch screen, users enter their graphical passwords
through clicking or touching an identical human-computer inter-
face. Therefore, the accuracy of users authentication is not affected
by inconsistent keypads. In addition, this paper explores the pres-
sure feature, which is a new biometric keystroke feature found
in touch screens. The proposed graphical-based password KDA
system is implemented in an Android-compatible phone. Serial
experiments show the utility of the proposed graphical-based pass-
word KDA system is better than the related text-based password
and PIN-based KDA systems (Campisi et al., 2009; Clarke and
Furnell, 2007a,b). Moreover, when the pressure feature is applied
in the proposed system, it further promotes system utility.

The organization of this paper is as follows. Section 2 reviews
and discusses studies on graphical-based password authentication
and the PIN-based KDA system, respectively. Section 3 proposes the
architecture of the methodology, which includes the enrollment
phase, the classifier building phase, and the authentication phase.
The pressure feature is also introduced in this section. Section 4
presents the experimental results of this paper and compares them
with other related studies. At the same time, the performance of the
proposed system is presented. It is suitable for low-power mobile
devices. Finally, conclusions are given in Section 5.

2. Related works

To improve on the drawbacks of PIN-based KDA systems, this
paper first combines a graphical password with the KDA system.
This section introduces these two related studies in Sections 2.1
and 2.2, respectively.

2.1. Graphical-based password authentication

The common method for identity authentication is text-based
password authentication. In terms of security, a text-based pass-
word should consist of a string of eight or more random characters.
However, a user is limited by the ability of his or her long-term

memory to remember passwords. If the length of the text-based
passwords is long, a user’'s memory load is heavy. Further, peo-
ple may frequently forget and confuse their text-based passwords
(Wiedenbeck et al., 2005a). Users typically cope with text-based
password problems as follows. First, they write down their pass-
words. Second, they use one password for many systems. Third,
natural language phrases are preferably used as passwords so they
can be recognized easily. However, this leads to some text-based
passwords becoming weak passwords that are vulnerable to dic-
tionary and shoulder surfing attacks.

Graphical-based password authentication is an alternative
method to withstand dictionary attacks, as originally described
by Blonder (1996). Today, graphical-based password authenti-
cation can be divided into two categories: recognition-based
and recall-based graphical passwords. Recognition-based systems
authenticate the users’ identities based on a sequence of images
selected and remembered by users. These include the Passface
system (Brostoff and Sasse, 2000) and Déja Vu system (Dhamija
and Perrig, 2000). However, they are vulnerable to shoulder surf-
ing attacks. As such, Sobrado and Birget (2002) have developed
convex-hull click, movable frame, and intersection to withstand
such attacks (please see Sobrado and Birget, 2002 for more details).
Further, Wiedenbeck et al. (2005a) extended Blonder’s idea and
developed the PassPoint system. In Weidenback et al.’s method, a
user clicks on an image to create his or her graphical password and
a tolerance around each chosen pixel is calculated. To authenticate
identity, users must click within the tolerance of their chosen pix-
els and also in the correct sequence. Therefore, the password space
size in Weidenback et al.’s method is larger than text-based pass-
words. On the other hand, the best known recall-based method is
DAS (Draw-A-Secret), proposed by Jermyn et al. (1999). In their
method, a user is asked to draw a simple picture on a 2D grid, and
then the system authenticates the user’s identity based on the order
of the drawn picture. Moreover, Syukri et al. (1998) used a signature
as a substitute for drawing a simple picture. The advantage of using
the signature is it is self-given and difficult to copy. Unfortunately,
most users require additional devices to finish their signatures since
they are not used to writing their signatures with a mouse. Thus,
this is inconvenient for users.

Recently, touch screen handle mobile devices have been becom-
ing more widespread. A user inputs his or her password by clicking
or touching the touch panel. Because the touch screen size is too
small, Sobrado et al.’s and Weidenback et al.’s methods are unsuit-
able for authentication in mobile devices. Therefore, Jansen (2003)
proposed a recognition-based graphical password authentication
system for mobile devices. Jansen’s system divides an image (e.g.
sea, cat, etc.) into thirty thumbnail photos. A user selects several
different thumbnail photos and the sequence of these thumbnail
photos is the user’s graphical password. Further, Jansen (2004)
improved his method by allowing the thumbnail photos to be cho-
sen repeatedly. Therefore, the password space size is larger than
before. For example, a user chooses three photos and then the pass-
word space size is enlarged from 30 x 29 x 28 to 303. However,
Jansen’s methods still cannot withstand shoulder surfing attacks.

The graphical-based password authentication has the following
advantages. First, a person’s long-term memory need not store all
the images, but rather a meaningful interpretation (Mandler and
Ritchey, 1977). Psychologists have shown images are remembered
more easily than words or sentences (Mandler and Ritchey, 1977;
Revett et al., 2005; Wiedenbeck et al., 2005a). In this case, a user
is able to remember a complex password and then the password
space size will be larger. Second, these graphical-based password
authentication methods assume the number of possible images
is sufficiently large. Thus, the password space size of the graphi-
cal passwords is larger than the text-based passwords. Third, it is
able to withstand dictionary attacks. Since the recognition-based
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Fig. 1. The flow chart of PIN-based KDA systems (Clarke and Furnell, 2007a,b; Hwang et al., 2009a).

graphical passwords use mouse input instead of keyboard input,
there are no pre-existing searchable dictionaries for mounting a
dictionary attack. Although some recall-based graphical passwords
are susceptible to dictionary attacks, it increases the cost of mount-
ing a dictionary attack because the password space size of the
graphical passwords is large. Overall, graphical passwords are less
vulnerable to attacks than text-based passwords (Hu et al., 2010).

2.2. Keystroke Dynamic-based Authentication

PIN-based authentication is most widely used in identity ver-
ification for mobile devices. However, the security of the system
is disintegrated when the PIN is captured by mounting a shoul-
der surfing attack. Many studies (Campisi et al., 2009; Clarke and
Furnell, 2007a,b; Hwang et al., 2009a) have applied the KDA system
for the PIN-based authentication scheme in mobile devices. Fig. 1
shows three phases in the KDA systems.

In the enrollment phase, a user is asked to enroll his or her PIN
and the corresponding keystroke features are recorded. Because
users will probably not endure such a long enrollment procedure,
Aratjo et al. (2005) suggested the number of training samples
should not be more than 10 in this phase. Hwang et al. (2009a) used
an artificial rhythm or cue to improve the keystroke data quality
when the user enters his or her PIN. A user inserts pauses, staccatos,
and legatos while he or she is entering the PIN according to his or
her artificial musical rhythm and then a metronome is used to help
the user keep tempo. That is, the user must memorize the number of
pauses, the lengths of pauses, and the positions of pauses. Although
this method improves keystroke data quality and thus promotes
KDA system utility, it causes an additional burden on users.

In the classifier building phase, a classifier is built according
to collected samples in the enrollment phase. Clarke and Furnell
(2007a,b) used various neural networks to build classifiers, such as
Feed Forward Multi-Layer Perceptron (FF-MLP), Radial Basis Func-
tion (RBF), and Generalized Regression Neural Network (GRNN).
However, these neural network classifiers require the impostors’
patterns to train the network. That is, the system must provide the
legitimate user’s password and ask other people to enter the same
password so the impostors’ patterns can be obtained. Obviously,
this is impractical in real applications. In addition, the system com-
putation is complex for training the network and it thus needs more
time for building the classifier. Later, Campisi et al. (2009) proposed
many statistical methods for classifier normalization, such as the
z-score, median, and min-max. These methods can be combined for
building classifiers and are suitable for low-power cellular phones.

Recently, touch screen mobile devices have become widely used
and the most basic equipment in various devices. To apply the KDA

system to touch screen mobile devices without keypads, Saevanee
and Bhatarakosol (2008) and Chang et al. (2010) used the notebook
touch pad and the mouse to simulate users clicking on the touch
panel, respectively. Saevanee and Bhatarakosol found the pressure
feature on the notebook touch pad and claim it can be utilized on
the touch panel of mobile phones. Unfortunately, their experiment
used only 10 users to verify system utility and twenty training
samples were needed. The simulation result was unable to accu-
rately reflect the touch screen result in handheld mobile phones.
Further, Saevanee and Bhatarakosol’s classifier is designed by the
KNN (K-Nearest Neighbor) algorithm. Although the KNN classifiers
require no impostors’ patterns, they compare other users’ samples
to determine which login sample belongs to which user in the sys-
tem. Thus, the system load will increase based on the number of
users in the system and lead to the users spending more time on
performing identity authentication. On the other hand, Chang et al.
used a neural network to build a classifier. They still required the
impostors’ patterns to construct the classifier. Under these situa-
tions, the simulation results of both Saevanee et al.’s and Chang
et al.’s are inapplicable to touch screen handheld mobile devices.

In the authentication phase, the KDA systems confirm the valid-
ity of the PIN and also verify the corresponding keystroke features.
If the PIN is correct, the system continues to verify the keystroke
features. One will reject the PIN as an impostor’s pattern if the dis-
tance between the prototype and the pattern is greater than a given
threshold. Several studies (Campisi et al., 2009; Clarke and Furnell,
2007a,b) used keypads to enter PINs or text-based passwords. If a
user uses different mobile devices, then the user’s features will be
inconsistent.

The performances of the KDA systems are measured based on
the recognition error rates, which are defined as follows, and the
relationships between these measures are shown as in Fig. 2.

(1) False Rejection Rate (FRR): the rate of the system rejecting a
legitimate user. FRR is also called Type I error.

(2) False Acceptance Rate (FAR): the rate of the system accepting an
impostor. FAR is also called Type Il error.

(3) Equal Error Rate (EER): the value at which FAR equals to FRR,
which is the most balanced performance index.

(4) Zero False Rejection Rate (ZeroFRR): FAR is ZeroFRR when FRR
equals zero. It uses for analysis the probability of impostor when
legal user all can login.

(5) Zero False Acceptance Rate (ZeroFAR): FRR is ZeroFAR when FAR
equals zero. It uses for analysis the probability of legal user
when impostor all can reject.

When these measures are closer to zero, it means the system of
authentication is better. FRR and FAR have a negative correlation,
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Fig. 2. The relationships of five evaluation criteria.

meaning, when FRR decreases, FAR increases. This means to
enhance the security of the system, it would be more difficult for
legitimate users to login. Otherwise, if legitimate users login eas-
ily then the security of system is low. FRR and FAR only analyze
whether the user is legitimate or an impostor. EER can be used to
analyze the accuracy of the system. Therefore, this paper uses EER
to assay the proposed system.

3. Methodology

This paper develops a graphical-based password KDA system
for touch screen mobile devices. After observing users using touch
screen handheld mobile devices, we found users enter their data
through the touch screen in characteristic fashion. The force of each
person clicking or touching the touch panel is not necessarily the
same when they enter their data, thus, the system captures differ-
ent pressures from the touch panels on mobile devices. Therefore,
this paper assumes the pressure feature can be a new biometric
feature and improve data quality. Under this situation, this paper
analyzes whether the authentication utility after adding the pres-
sure features is improved. Three phases are the same as in the KDA
systems, which are described separately in the following subsec-
tions.

3.1. Enrollment phase

The graphical passwords in our system are based on Jansen’s
method, but there are no edges around each thumbnail photo
(because the edges would be ugly and limit the user’s freedom of
choice for clicking the photos (Wiedenbeck et al., 2005b)). A user
was asked to choose his or her favorite image. Regardless of the size
of the image, it is transformed into a 50 mm x 60 mm frame and the
system cuts it into thirty thumbnail photos each with an identical
size of 10 mm x 10 mm. Though the sizes of mobile touch screens
are inconsistent, the size of the human-computer interface in our
system is identical. The user chooses 3-6 thumbnails in the image
through the touch panel on the mobile device and the sequence of
these photos is the user’s graphical password.

Users enter their graphical passwords through the
human-computer interface as shown in Fig. 3. Users enter
their graphical passwords by clicking the image in the middle of
the view, or clicking the re-enter button to enter their graphical
password again, and clicking the submit button to pass their
graphical passwords. The message area at the bottom shows the
number of times the user needs to enter their graphical passwords.

& 1:20 PM

enroliment

Fig. 3. The human-computer interface for a user to enter his or her graphical pass-
word.

This paper provides feedback for users by vibrating so a user knows
when he or she enters his or her graphical passwords successfully.

When a user’s finger presses the touch screen of the handheld
mobile device at thumbnail photo; the system captures a pressure
feature. In the interval between the press and release of the photo;,
it will have four kinds of time features. In the ith training sample,
the relationships between the above features are shown in Fig. 4,
where user clicks ‘photoq, photo,, photos, photoy’.

(1) Down-Up (DU) time: In the ith training sample, the time dura-
tion of press and release of photo; is called DU;;.

(2) Up-Down (UD) time: In the ith training sample, the time interval
between the release of photo; and press photo;.; is called UD;;.

(3) Down-Down (DD) time: In the ith training sample, the time
interval between the press of photo; and press photo;.; is called
DD;;.

(4) Up-JUp (UU) time: In the ith training sample, the time interval
between the release of photo; and release photoj.; is called UU;;.

(5) Pressure: In the ith training sample, the pressure of the user
pressing the screen for photo; is called P;;.

In Aratjo et al.’s research (2005), the best combination of time
features for authentication was DU, UD, and DD time. The combina-
tion of time features and pressure features was used in this paper.
When the user chooses k photos as his or her graphical password,
there are (4k — 2)-dimensional features. These features of the user’s
ith training sample include k DU time features, k pressure features,
k — 1UD time features, and k — 1 DD time features. They are denoted
separately as DU; set, UD; set, DD;, and P; set as follows:

DU; = {DU; 1, DU; 5, ..., DUj; i}

UD; = {UD,-J ,UDj, ..., UD; 1}

DD; = (DD; 1,DD; 5, ..., DD;y_1}
Py = {Pi1,Pi2, ..., Pk}
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Fig. 4. Keystroke time features and press feature when a user enters a graphical password ‘photo,, photo,, photos, photo,’.

These sets of the ith training sample are denoted as:

feat; = {DU;, UD;, DD, Pi} = {X; 1, Xi 2, - - - » Xi ak—2)}

Note, every user in the system only needs to provide five training
samples (i=1-5) in the enrollment phase, which is smaller than that
in Aragjo et al.’s suggestion.

3.2. Classifier building phase

The classifier is built to verify the user’s identity after obtaining
the personal features. This paper employs a computation-efficient
statistical classifier (Boechat et al., 2007). The mean psand the stan-
dard deviation oyare calculated for each element in feat; by Eqs. (1)
and (2), respectively.

5
1
MfZgZXi,f’ where f=1to4k—2. (1)
i=1
5
1
Uf:ﬁzlx"*f_ﬂfl’ where f=1to4k — 2. (2)

i=1

The classifier does not require the impostors’ patterns to build.
Egs. (1) and (2) can be calculated efficiently and are suitable for
low-power mobile devices.

3.3. Authentication phase

In this phase, the classifier is used to verify the user’s iden-
tity. After the user enters his or her graphical password, the
system compares the sequence of it with the registered one in
the enrollment phase. If it is inconsistent, the system rejects
the user’s login request. Otherwise, the corresponding features
are examined. An unknown user’s features are denoted as feat,
= {DUy, UDy, DDy, Py} = {Xy,1, Xy.2, - . ., X, ak—2} and the system cal-
culates the average distance D between each element in feat, and
feat; by Eq. (3). The system then accepts or rejects the user’s login
based on a threshold t. If D<=t, then the user is legitimate. Oth-
erwise, the system rejects the user’s login. That is, a user is able
to login to a system only if he or she can be successfully authen-
ticated via the graphical password and the KDA authentications.

Thus, even if the password is revealed by shoulder surfing attacks,
the probability of breaking the authentication is reduced.

1 4k—2X "

_ v.f — Ff

b= 4k -2 fz: of (3)
=1

This phase only analyzes the distance between the user’s login
sample and the training samples. Even if the number of users
increases, the time for finishing the authentication will not be
affected. Similarly, computation in this phase is efficient.

4. Experimental results

This paper provides a graphical-based password KDA system
developed by Java language and implemented in Android-
compatible devices. The handheld mobile devices used in the
experiment were a Motorola Milestone (with an ARM Cortex A8
550MHz CPU and 256 MB memory), an HTC Desire HD (with a
Qualcomm 8255 Snapdragon 1GHz CPU and 768 MB memory),
and a Viewsonic Viewpad (with an Intel Atom N455 1.66 GHz
CPU and 1 GB memory). The features in our system were obtained
by Android API MotionEvent function library. The press time
and the release time were obtained by the getDownTime() and
getEventTime() methods, respectively. The system calculated DU,
UD, and DD time based on the press time and the release time.
The keystroke time features were measured in ms (milliseconds).
Android also provided the pressure value via the getPressure()
method and it exerted on the device in kilopascals (Meier, 2010)
(please see Android function library for more details).

Fawcett (2006) pointed out the KDA system utility can be mea-
sured by a ROC (Receiver Operation Characteristic) curve. This
paper uses Fawcett’s method to calculate FRR and FAR to build the
ROC curve and calculates EER to obtain the most balanced optimum
threshold for the system. The EER is the system utility when the
optimum threshold is obtained. The ROC curve is better than others
ifits southwestern point is close to the southwest (FAR is lower, FRR
is lower, or both). Fig. 5 shows two ROC curves in the experimen-
tal results. The solid line denotes the result that uses time features
and the dashed line denotes the result that uses time +pressure
features. Fig. 5 shows the dashed line is close to the southwest; in
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other words, the pressure feature is useful for promoting system
utility.

One hundred participants who were frequent mobile users took
part in the experiments. Table 1 lists the age, sex, and which finger
was used to input a graphical password.

The one hundred users could freely choose their favorite photos
to construct their graphical passwords and provide 10 samples. Five
samples were collected at the same time through the same mobile
phone (Motorola Milestone 3.7 in. screen) and used in the enroll-
ment phase to build the classifier. The other five samples were
collected over a period of five weeks through two mobile devices
(HTC Desire HD 4.3in. screen and Viewsonic Viewpad 10.1in.
screen). These had different screen sizes in the enrollment phase
provided for users and for the legitimate user’s login test. Similarly,
Giot et al.’s (2011) used two keyboards (the original laptop key-
board and a USB keyboard plugged into the laptop) to analyze the
system utility. The purpose here was to show screen size and time
will not affect system accuracy. The total number of legitimate user
samples was 100 x 5=500. The total number of impostor samples

Table 1
The data of one hundred users.
Age
Less than 20 72
21-25 25
More than 26 3
Sex
Male 62
Female 38
3-6 Thumbnails
3 66
4 24
5 8
6 2
Which finger is used to input a graphical password
Right thumb 7
Right index finger 87
Right middle finger 4

Left thumb

Left index finger

1
1

was 10 x 100 x 5=5000, which was obtained by 10 people who
were given the graphical passwords of the one hundred users and
told to act as an impostor five times (the feature data of our exper-
iment has been linked at http://ty.ncue.edu.tw/N27/data.html).
Dividing the number of times the system rejected a legitimate user
by the number of legitimate users obtains the FRR; dividing the
number of times the system accepted an impostor by the number
of impostors obtains the FAR. Table 2 shows the time + pressure
feature (t=2.69, EER =6.9%) is superior to others. Since the number
of legitimate samples and the number of impostor samples differ,
the confidence intervals for specific FAR and FRR are provided in
the time feature, pressure feature, and time + pressure features.
The reader has a 95% level of confidence with the results in Table 2.
Since the related studies of graphical-based password authen-
tication do not combine with the KDA system, Table 3 directly
compares the performance with related works (Campisi et al., 2009;
Clarke and Furnell, 2007a,b; Hwang et al., 2009a; Saevanee and
Bhatarakosol, 2008) that apply the KDA system in mobile devices.
In Clarke and Furnell (2007a,b), the EER is a range because they
calculate the EER for every person. Here, the EER in this paper and
in Campisi et al. (2009) and Hwang et al. (2009a) is a value for the
system. That is, the EER is able to analyze the system utility rather
than each user utility. Compared with Clarke and Furnell (2007a,b)
and Campisi et al. (2009), this paper requires only five training sam-
ples for constructing the classifier and the EER is superior. Further,
the classifiers building in Clarke and Furnell (2007a,b) require the
impostors’ patterns and complex computations to train the neu-
ral network. Compared with Saevanee and Bhatarakosol (2008),
although their EER is better, only 10 users participated in the exper-
iment and more than five training samples were needed. The KNN
classifier requires other users’ samples to determine which login
sample belongs to which user in the system. The EER of Hwang et al.
(2009a) is better than our system, but the users have to memorize
the number of pauses, the lengths of the pauses, and the positions
of the pauses. Without causing any additional burden on users, our
system adds the pressure features for improving data quality and
the EER of our system is better than all of the above related works.
Like the keystroke time features, the keystroke pressure features
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Table 2
The EER with the most balanced optimum threshold of our system.
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Time feature

Pressure feature Time + pressure features

Threshold t 2.33

EER (%) 12.2

Legitimate user samples 500

# of times to reject a legitimate user 61

FRR (%) 12.2

Confidence interval? [0.0927,0.1513]
Impostor samples 5000

# of times to accept an impostor 561

FAR (%) 11.22

Confidence interval? [0.1033,0.1211]

230 2.69
146 6.9

500 500

73 34

146 6.8

[0.1144, 0.1776] [0.0455, 0.0905]
5000 5000

727 346

14.54 6.92

[0.1354, 0.1554] [0.0620, 0.0764]

2 Confident level = 95%, sampling error = y //ﬁ(l —/ﬁ)/n, where;)\is FRR or FAR, and nis # of legitimate user samples or impostor samples (Chernick, 2007).

Table 3
Comparison of the related works.
Password # of training Password space size # of training Classifier EER (%)
participants samples

Clarke and Furnell (2007a,b) 4-digit PIN 30 1x10* 30 Neural network 9-16
Clarke and Furnell (2007a,b) 11-digit telephone number 30 1x10M 30 Neural network 5-13
Clarke and Furnell (2007a) 6-character text 30 265=3x108 30 Neural network  15-21
Saevanee and Bhatarakosol (2008) 10-digit number 10 1x 1010 20 KNN 1
Campisi et al. (2009) 10-character text 30 26103 x 10 6 Statistical 13
Hwang et al. (2009a) 4-digit PIN 25 1x104 5 Statistical 4
This paper (time feature) 3-6 Thumbnails 100 303-30°=2.7 x 10 to 7.29 x 108 5 Statistical 12.2
This paper (pressure feature) 3-6 Thumbnails 100 303-306=2.7 x 10t07.29 x 108 5 Statistical 14.6
This paper (time + pressure features) ~ 3-6 Thumbnails 100 303-30°=2.7 x 10 to 7.29 x 108 5 Statistical 6.9

captured will not cause any additional burden on users. Note, the
design of our experiment is via different mobile devices. The exper-
imental results precisely show our system is able to promote the
security of PIN-based authentication in mobile devices and system
accuracy will be not affected by screen size.

In comparisons of password space size, if the graphical pass-
word consists of six photos, the password space size of our system
is larger than the 6-character text-based password of Clarke and
Furnell (2007a). However, the 11-digit telephone number of Clarke
and Furnell (2007a,b) and the 10-character text-based password
of Campisi et al. (2009) are larger than ours. On the other hand,
the keystroke features are affected special in text-based passwords
while the sizes or layouts of the touch panels on mobile devices are
inconsistent. These passwords are too long and put a heavy memory
burden on users, while the text-based passwords are susceptible to
dictionary attacks. Compared with the PIN-based authentications
of Hwang et al. (2009a) and Clarke and Furnell (2007a), the pass-
word space size is 303 =2.7 x 104 while a user clicks three photos as
his or her graphical password, which is larger than those methods
1 x 10* when a user chooses a 4-digit PIN. In summary, our system
is able to enlarge the password space size and improve the security
of PIN-based authentication without causing any additional burden
on users. In addition, the features captured are not affected by the
inconsistent sizes or layouts of keypads on mobile devices.

Since the EER=6.9% at the threshold t=2.69 is for the system
rather than each user, Table 4 lists the FRR and FAR on differ-
ent numbers of thumbnails at the threshold t=2.69. A greater the
number of thumbnails to construct a graphical password leads
to a larger password space size. According to Wiedenbeck et al.’s

Table 4

Comparison of different numbers of thumbnails.
# of thumbnails FRR (%) FAR (%)
3 7.27 5.73
4 8.33 10.67
5 0 7.25
6 0 0

research (2005a), graphical password users agreed more strongly
than alphanumeric users that the rules for creating a password
made it easy to remember the password.

On the other hand, Aradjo et al. (2005) suggested the training
sample size should not be more than ten; otherwise, the user will
feel uncomfortable. The number of training samples in our system
is five which satisfies Aratijo et al.’s suggestion and is less than other
systems. Fig. 6 analyzes the system utility on different numbers of
training samples. The experiment randomly chooses the samples
(from 2 to 5, when the number of training samples=1, Eq. (3) can-
not be determined) in the enrollment phase to build the classifier.
Obviously, when the sample size increases, the system utility will
increase.

Table 5 shows the average time for performing the classi-
fier building phase and the authentication phase in the proposed
scheme for different numbers of photos and different combinations
of features. The average time for the classifier building phase is
between 1 ms and 4 ms and the average time of the authentica-
tion phase is between 1 ms and 2 ms. Even for the proposed system
uses time and pressure features; the worst times for the classifier

Table 5

The average time (ms) of the building classifier phase and the authentication phase
for different numbers of thumbnails for graphical-based passwords and different
combinations of features.

Time feature Time and pressure

features

3 Photos

Classifier building phase 1 2

Authentication phase 1 1
4 Photos

Classifier building phase 2 2

Authentication phase 1 1
5 Photos

Classifier building phase 2 3

Authentication phase 1 1
6 Photos

Classifier building phase 3 4

Authentication phase 1 2
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Fig. 6. Comparison of different numbers of training samples.

building phase and the authentication phase were 4 ms and 2 ms,
respectively. The pressure features used in the statistical classifier
are still suitable for low-power mobile devices.

5. Conclusion

In this paper, we proposed a graphical-based password KDA sys-
tem for touch screen handheld mobile devices. A user enters his
or her graphical password through an identical human-computer
interface and therefore the user’s keystroke features will not be
affected if the user uses different devices. In the experiment, the
novel pressure feature applied to touch screens could improve data
quality and further promote KDA system utility. The time and pres-
sure features are obtained when a user enters his or her graphical
password so this system does not cause any extra burden on users.
In our system, a user is able to login to the system when he or she
can successfully authenticate via the graphical password and KDA
authentications. Namely, even if the graphical password is revealed
by a shoulder surfing attack, the probability of breaking the authen-
tication is reduced. Finally, the performance of the proposed system
is excellent, and is suitable for low-power mobile devices.
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