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Inventory management is pivotal in the supply chain to supervise
the non-capitalized products and stock items. Item counting, indexing and identification are the major jobs of inventory management.
Currently, the most adopted inventory technologies in product
counting/identification are using either the laser-scannable barcode
or the radio-frequency identification (RFID). However, the laserscannable barcode is entangled by an alignment issue (i.e., the laser
reader must align with one barcode in line-of-sight), and the RFID
is economically and environmentally unfriendly (i.e., high-cost and
not naturally disposable). To this end, we propose FerroTag which
is a paper-based mmWave-scannable tagging infrastructure for the
next generation inventory management system, featuring ultra-low
cost, environment-friendly, battery-free and in-situ (i.e., multiple
tags can be simultaneously processed outside the line-of-sight).
FerroTag is developed on top of the FerroRF effects. Specifically, the
magnetic nanoparticles within the ferrofluidic ink reply to probing mmWave with classifiable features (i.e., the FerroRF response).
By designating the ink pattern and hence the location of particles,
the related FerroRF response can be modified. Thus, a specifically
designated ferrofluidic ink printed pattern, which is associated
with a unique FerroRF response, is a remotely retrievable (a.k.a.,
mmWave-scannable) identity. Furthermore, we augment FerroTag
by designing a high capacity pattern system and a fine-grained
identification protocol such that the capacity and robustness of
FerroTag can be systematically improved in mass product management in inventory. Last but not least, we evaluate the performance
of FerroTag with 201 different tag design patterns. Results show
that FerroTag can identify tags with an accuracy of more than 99%
in a controlled lab setup. Moreover, we examine the reliability, robustness and performance of FerroTag under various real-world
circumstances, where FerroTag maintains the accuracy over 97%.
Therefore, FerroTag is a promising tagging infrastructure for the
applications in inventory management systems.

1

INTRODUCTION

An impressive amount of capital in the U.S., about 1.1 trillion dollars in cash which are equivalent to 7% of the entire U.S. GDP, is
tightly associated with inventories [13]. As a result, inventory management (i.e., the supervisory mechanism for tracking the flow of
goods from manufacturers to warehouses and from storage to the
point of sale [2]) has become a critical component in the whole
commercialized business. According to the newest 2019 report from
Statista [15], business respondents, who are all manufacturers and
retailers, rated the warehouse management as the most important
business investment in 2017 as 90% of the inventory are stationary
(e.g., stored in warehouses) [14]. The reports also indicate that most
of companies are willing to upgrade the current existing inventory
management systems to further promote efficiency in daily routines
and manage business growth [4].
Currently, there are two types of tagging technologies employed
in most of existing inventory management systems, i.e., barcode
and radio-frequency identification (RFID) [1]. Barcode is a printed
patternized identity which is read by a laser scanner [7]. However,
since barcode technology relies on invisible/visible light (i.e., a
medium can hardly travel through obstacles) for information acquisition, the scanner must align with the barcode in line-of-sight
to recognize the identity [65]. In addition, ordinal scanners limit to
processing one barcode at a time [21]. Different from the printable
barcode, an RFID is an electronics consisting of a circuit and an
antenna, which encodes and transmits the data/identity in RF wave
(i.e., a medium can pass through barriers) [26]. Although RFID has
the advantage over the barcode in term of scanning efficiency, there
is a significant hindrance causing the financial and the environmental costs. One RFID tag costs from 0.18 − 30 US dollars [3, 16].
Moreover, RFID tags cannot be naturally degraded after the use and
become a kind of e-waste in most of cases [55]. Giving the fact that
the inventory system is essential for business growth, there is an
urgent need to develop a better paradigm for tagging technologies.
To this end, we introduce FerroTag as an advanced tagging infrastructure to promote inventory management system, i.e., a critical
part in the modern commercialized business. In particular, FerroTag is featured as (1) Ultra-low cost: the tag is highly affordable
for large scale deployment; (2) Environment-friendly: the tag is
based on ordinal papers and with non-toxic inks, which are safely
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of the FerroRF effects and response, we study a systematic approach
to optimize the variation of the FerroRF effects by designate tag patterns such that it contains only succinct geometric features but can
be used to room high-capacity identities in the tagging infrastructure. More specifically, we investigate and evaluate an innovative
nested pattern for tagging design in FerroTag, which can provide
a large number of identities with regulations to a vast amount of
products in inventories.
Our contribution can be summarized in three-fold:
• We investigate the FerroRF effects and discover the magnetic nanoparticles within the ferrofluidic ink modulates
probing mmWave with classifiable characteristics. Moreover,
we model and advance the FerroRF infrastructure with an
innovative nested tag pattern.
• We design and implement FerroTag with one working prototype machine. Specifically, we develop a new hardware and
software stack support, and retrofit a commodity printer into
the application of FerroTag fabrication. It is a paper-based
mmWave-scannable tagging infrastructure. Each tag is made
with low-cost, naturally degradable paper and ferrofluidic
ink. Outside the line-of-sight, multiple tags can be remotely
scanned by a cost-efficient mmWave probe to extract the
identities.
• We evaluate FerroTag from three aspects. First, we study the
spec of our infrastructure including cost, time budget, sensing accuracy and more. Second, we test the reliability with
variances in sensing distances, orientations, environments,
barriers and more. Finally, we investigate the performance
of FerroTag and measure the stability in a case study on
complex scenes.

Figure 1: FerroTag, a paper-based mmWave-scannable tagging infrastructure, can replace the traditional tagging technologies for mass product counting and identification in inventory management.
disposable and naturally degradable; (3) Battery-free: the tag is
completely passive requiring no power supply; (4) In-situ: multiple tags are accurately read by a scanner outside the line-of-sight.
As shown in Figure 1, the application scenes of FerroTag include
manufacturing factories, warehouses and retail offices.
Specifically, FerroTag is a paper-based mmWave-scannable tagging infrastructure. A pattern printed by naturally degradable ink
is served as an identity [61]. Thus, it is highly economical, environmentally harmless and fully passive in its origin. In order to realize
FerroTag, we need to address two technical challenges in this work:
(a) design and implement a paper-based mmWave-scannable tagging
infrastructure for the inventory management system. The foundation
of FerroTag rests on the FerroRF effects. When RF signals meet
surfaces and objects, a responsive RF signal will be generated [78].
In our application, when there is an RF signal passing through, a ferrofluidic ink print will generate a recognizable response (hereafter,
the FerroRF response) which is associated with the ferrofluidic print
pattern (i.e., the tag identity). To retrieve and recognize the identity,
a fine-grained response analysis protocol is developed. First of all,
to protect the FerroRF response from distortions, a range resolution
analysis and an envelope correlation function are applied. Secondly,
we extract a set of critical scalar features (n = 25), including ten
most impactful ones based on Mel-Frequency Cepstral Coefficients.
At the end, the selected features are fed into a classifier containing
a cluster of decision trees (m = 150) for identification. In addition,
by analyzing the angle of arrival, multiple tags can be simultaneously detected and identified. (b) Model and optimization of the
FerroRF effects for high capacity. We first investigate and establish a
mathematical model of the FerroRF effects. The FerroRF response
is generated by the magnetic nanoparticles within the ferrofluidic
ink. Since the quantity and the arrangement (i.e., three-dimensional
locations) of particles are varying along with any variation in a
ferrofluidic ink printed pattern, a unique pattern can be served as a
non-contact retrievable identity as it can generate a unique FerroRF
response. Secondly, with the in-depth modeling and understanding

2 BACKGROUND AND PRELIMINARIES
2.1 FerroRF Effects
Ferrofluidic ink is colloidal liquids, whose core components are
magnetic nanoparticles (e.g., ferrite compound-Magnetite powder),
carrier fluid that suspends the nanoparticles (e.g., organic solvent),
and the surfactant that coats each magnetic nano-particles [77].
The quantity and the arrangement of these magnetic nanoparticles
reflect into the unique characteristic frequency responses when
tags are probed by broadband radio frequency (RF) signals as shown
in Figure 2. When a fundamental tone is passed through the ferrofluidic ink, magnetic nanoparticles modulate the response signal
and generate additional frequency tones besides the fundamental
one as formulated in Section 2.2.

Figure 2: The ferrofluidic pattern generates a FerroRF response under the RF beam. The FerroRF response is associated with intrinsic physical characteristics of tag pattern.
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mmWave is an emerging technology (e.g., 5G network) and it is
worth to mention that object (e.g., tags) presence detection, tracking
and localization through mmWave signals are intensively studied
in the past years [19, 75, 81, 83, 85]. In contrast to other RF sensing modalities such as WiFi [79] and acoustics [48], mmWave has
an excellent performance in term of the directionality and owns
the superiority in high tolerance to ambient noises (e.g., sound,
light, and temperature) and less surface scattering. Furthermore,
mmWave facilitates a micron-level shape change resolution making
it feasible to monitor the pattern shape change, which in case of
shape size occurs at the range of 2-3mm [69]. Considering that
mmWave is becoming the key carrier in the next-generation wireless communication, we will investigate the FerroRF effects under
the applications of mmWave signals.
Hypothesis: It is indeed the FerroRF response (i.e., harmonics or
inter-modulation) that contains the unique characteristics of the
tag, which can be treated as an intrinsic and persistent identity of
the tag. Different geometric shapes and sizes of ink patterns on tags
can be meticulously designed; these discrepancies are sufficient
to alter the frequency responses and induce unique, measurable
fingerprints which associate with the ink patterns. Therefore, it
is possible to utilize a mmWave probe to force tags to radiate the
response signature that reflects their unique properties and can be
used for object counting and identification.

2.2

d represents the diameter of the ferromagnetic particles; a is the
size of the wide wall of the wave-guide; π is the ratio of a circle’s
circumference to its diameter. ϵ0 and µ 0 are the electric and magnetic constants, respectively; ϵ and µ ∗ are the permittivity and the
permeability of the medium that fills the wave-guide cross section,
in which ferrofluidic presents, respectively. This shows the relationship between ferrofluidic’s permeability of millimeter wave and
and the volume makeup, which we further model with Equation 3.
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H , σ is a combined parameter of the magnetic fluid;
3

Md is a saturation magnetization of the solid magnetic. V = π 6d is
the volume of a ferromagnetic particle; ξ is the damping constant
of the electromagnetic wave in the magnetic fluid; For spherical
ferromagnetic particles, it is assumed that the dielectric properties
of the magnetic fluid are independent of the magnetic field [73, 74].
To summarize the foregoing exploration, the FerroRF response can
be affected by adjusting the ferrofluidic ink pattern shape and size.

In this part, we further explore the FerroRF effects. Before completely understanding the tag modulation on the response signal, it
is crucial to model the FerroRF effects. When a fundamental tone
is passed through the tags, the ferrofluidic patterns modulate the
response signal and generate additional frequency tones besides
the fundamental one as formulated in Equation (1):
Ì

(3)

where τ is the volume makeup of ferrofluid which is manipulated
′
with our tag design, as shown in Figure 3. χm and χm ” are the
real and imaginary parts of the magnetic susceptibility, respectively
1 − 1 ); H = γ H ;
[74]. Hn is the reduced magnetic field η = ξ ( L(σ
n
σ
ω
)

Modeling on FerroRF Effects

r (f , τ , t ) = R f , t (τ )
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(1)

where r (f , τ , t) is the signal modulation function of ferrofluidic
due to the stimulation of millimeter wave [74]. R f ,t (τ ) is the signal reflection function based on: τ -volume
Ëmakeup of ferrofluidic,
f-range of frequency, and t-time instant.
stands for convolution
computing and h f (t) is the ideal band-pass filter function for the
carrier bandwidth [41]. In the following equations, we model the
relation between τ -volume makeup of ferrofluidic and signal modulation function, in which the volume makeup, consisting of three
dimensions, is the geometric pattern that can be manipulated with
tag pattern design.

R f , t (τ )1
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,



R f , t (τ )2
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 γ 2 (τ ) = 2 − ω 2 ϵ0 µ 0 ϵ µ ∗ (τ ),

a

(2)

Figure 3: The FerroRF responses (in the red box) of six different patterns (in the upper right corner) are distinct in both
frequency spectrum and amplitude after the modulation, indicating the feasibility of FerroTag counting and identification.

R f ,t (τ ) has two parts in the mathematical presentation. γ 0 and
γ are the propagation constants in the empty and ferrofluidic parts
of the wave-guide, respectively; γd is the propagation constant of
the wave in the dielectric. L is the thickness of dielectric insertion.
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copy paper. The tag patterns can be highly customized. The tag can
be manufactured via a variety of mass-produced, easy-to-use and
widely accessible manufacturing methods.
Tag Scanning and Identification: A mmWave probe is proposed
to remotely and robustly acquire the tag’s FerroRF response for
identification. Specifically, the probe transmits a mmWave signal
and processes/demodulates the reflected response signal. Once
receiving the data, the tag identification module first performs
the preprocessing to correct the distortion and extracts the spatialtemporal features. After that, an effective classification algorithm is
developed to count the tag number and recognize the tag identity.

The FerroRF Effects on Tags

Proof-of-concept: To gain evidence on the validation of the Hypothesis, we conducted a preliminary experiment using 6 different
tags with different patterns. Each tag pattern is attached to the
right in Figure 3. These tag patterns are made by ferrofluidic ink
with a regular copy paper following the Arabic numerals shapes of
1 to 6, which are different from aspects of the size and the shape.
Six different tags are stimulated with the mmWave probe with a
distance from the devices. The reflected signal profile is explored in
the spectrum domain. As shown in the range frequency spectrum
graph (see Figure 3), the x-axis is the frequency, and the y-axis is
the amplitude of the received signal. The various sub-carrier frequencies can be clearly observed that, separated from the clutter of
the artifacts, their FerroRF responses are distinct at the frequency
and amplitude. To conclude, the results are significantly promising,
implying that given the massive amount of tags, variations have
sufficient space to be served as powerful identity resources.
A Study on Package Box: After we confirm the FerroRF responses
from different tag patterns are diverse, there is still one remaining
challenge. In real-world applications, FerroTag can be placed on the
package box. As a result, we need to investigate whether the surroundings, such as package box, will disturb the FerroRF response
and interfere the tag identification. We investigate an example of
the interference from the package box, when a mmWave signal
comes through the tag, in Figure 4. We first put a package box
without the tag before the mmWave probe. As shown in the range
frequency spectrum graph (see Figure 4(a)), where the x-axis is the
frequency of the received signal, the y-axis is the power spectral
density (PSD) [82] of the received signal, we can observe that the
reflective signal from the package box is stable and visible. Furthermore, we attach a tag on the package box, and then reacquire and
analyze the mmWave signal as shown in Figure 4(b). A comparison
between these two trial results confirms that these two PSDs are
significantly distinguishable, which proves the feasibility of the
tagging infrastructure in real practice.

4 TAG DESIGN AND IMPLEMENTATION
4.1 Basic Tag Pattern Study
To diffuse ferrofluidic materials in to the substrate, we print a ferrofluidic ink pattern directly on the substrate surface. In this process,
the depth variation compared to its length and width is negligible
(typically less than 0.1% on a tag that is 20x20mm), and the pattern
can be considered pseudo-2D. As a result, we utilize 2D geometric
shapes to characterize these ferrofluid printed pseudo-2D patterns
and test the FerroRF response.
For designing an appropriate tag pattern, we analyze the area
to perimeter ratios of some typical geometric shapes. The area to
perimeter ratios of triangle, rectangle/square, pentagon, and circle
are around 0.14l, 0.25l, 0.2l, and 0.25l, respectively. It is worth to
mention that other shapes (e.g., hexagon, octagon, and decagon)
can be decomposed by two or more regular shapes. Among our
design in Figure 6, both the square and the circle have the highest
area to perimeter ratio, but the circle saves more than 21% space
compared to the square. Also, we notice while the tag pattern is
more complex, the pattern has more forms of presentation (i.e. more
potential component combinations and identity capacity under certain layouts). We further introduce a formal approach to generating
a nested geometric for robust and high-capacity tag design.

4.2

Prototyping of FerroTag

4.2.1 FerroTag Pattern Design Systemization. In order to better
characterize the tag capacity, we propose the pattern complexity
score ϕ(z) of a tag pattern to evaluate the pattern complexity. Specifically, ϕ(z) is estimated in Equation (4):








(a) The object package PSD analysis
without the tag.






 ϕ(z) =


(b) The object package PSD analysis
with the tag.

L−1
Õ
0
L−1
Õ

z i p(z i ),
(4)
2

(z i − ψ ) p(z i ),

0

where z is the grayscale of the image, p(·) is the histogram of the
image, L is the grayscale level, ψ is the average of z, and ϕ(z) represents the complexity of the tag, which is also the variance of the
histogram [62]. As shown in Figure 7, all scores of the basic patterns
((a)-(h)) are below 200. Besides, the complexity of a nested pattern
(see Section 5) is at least twice than that of the basic pattern. Therefore, we define the threshold as 400 empirically. When the score is
larger than 400, the tag is treated as a nested one. Based on ϕ(z), the
tag can then be categorized according to the corresponding rules
in Section 4.1 and 5.

Figure 4: An example of the object package PSD estimation
analysis without and with interference from FerroTag.

3

ψ =

FERROTAG SYSTEM OVERVIEW

We introduce FerroTag, a paper-based mmWave-scannable tagging
infrastructure to facilitate mass object counting/identification of
the inventory management. The end-to-end system overview is
shown in Figure 5.
Tag Fabrication: The primary physical components of FerroTag
are a series of ferrofluid patterns printed on a normal substrate, e.g.,
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Figure 5: The system overview for FerroTag to in-situ identify the tag patterns. It comprises of the ultra-low cost tag with one
mmWave sensing module in the front-end and one tag identification module in the back-end.
which is time-efficient and prevents the residue from contaminating ferrofluid. After injecting the ferrofluidic ink to the Cartridge
and replacing manufacture cartridge with 3D printed Cartridge,
procedures including print-head alignment, cleaning, and testing
are carried out to remove ink residue in the printer. To prevent
the printer from printing with an empty Cartridge, we design the
Supply Manager module that estimates the ferrofluidic ink level
in the printer based on Cartridge’s usage.
Software Development: To reduce the tag edit time, we develop a
FerroTag Generator in the software stack that can efficiently generate tags in a mass scale, as shown in Figure 8(b). Users first input
the number of tags to be printed, then the FerroTag Generator
activates the Randomizer to generate parameters for the Executor. Afterwards, the Executor utilizes the parameters and follows
Algorithm 1 (mentioned in Section 5) to generate tag image files.
After obtaining the generated patterns, we need a layout management to efficiently arrange tags on the substrate. Therefore, we
add a custom-built Layout manager that transforms a set of tag
images into a print-friendly printing layout, which is compatible
with native printer drivers. The Layout editor first trims the tag
images by removing white or transparent pixels, then, the size of
each image is adjusted to user defined value from the Size controller
via image processing technique such as bi-linear interpolation [47].
After that, the Layout editor concatenates images in a layout that
best fits the paper size selected by users.

Figure 6: The design of four basic tag patterns.

Figure 7: Representative tag designs with different complexity scores.
4.2.2 FerroTag Printing.
FerroTag Substrate: A paper based ferrofluidic ink printed tag is
selected to achieve ultra-low cost, wireless, and secure counting
of target objects. Papers are extremely low cost nowadays, and its
price can become minimal in mass production [6].
FerroTag Printing Machine: To rapidly prototype the tags, we
design a new FerroTag printing machine that is capable of producing printed tags. The prototype is based on a commodity printer,
including two system support components.
Hardware Development: For the ease of implementation, we employ the modal of inkjet printers as the base of our printing machine.
The main task is to revitalize an ink cartridge for ferrofludic printing.
As shown in Figure 8(a), in order to replace printer ink or refill with
ferrofluidic ink, a syringe is used to transfer ferrofluidic ink from
container to cartridge safely. Syringe with needle diameter greater
than 3mm is preferred due to the sealing nature of ferrofluidic ink,
which causes plunge from pushing it into a cartridge. The needle
needs to be kept at least 1cm below the surface of container and
cartridge, as the ferrofluidic ink tends to form bubbles and splash
over working area. In case that a cartridge is not revitalizable, we
fabracate a 3D printable Cartridge that is physically compatible
with manufacture’s cartridge. After 3D printing the Cartridge, we
inject the ferrofluidic ink without the need to remove ink residue,

Figure 8: (a) shows the experimental setup for the retrofitted off-the-shelf printer employed for the mass manufacture. (b) illustrates the improved system architecture with
hardware and software developments.
Alternative Fabrication Solution: With consumer-grade 3D printers becoming more pervasive, accessible, and reliable, users employ
3D printing technology to print FerroTag molds. As shown in Figure
9, we propose a new method of producing FerroTag utilizing the
inexpensive, reusable, and durable 3D printed molds with basic
geometric shape, as an alternative of modified inkjet printing. After
the 3D printing stage, a firm tag can be drawn on the paper with a
basic brush in seconds.
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of the spiral line in term of angle in degrees for each layer, given
the ability to rotate 360◦ , we set each possible starting position
exactly 1◦ apart, resulting Cst ar tpos = 360. Cendpos is the cardinality of ending position relative to starting position in degrees
for any layer, this determines the length of the spiral line length
= endpos.We set Cendpos = 361 to hold values 0 to 360, where 0
represents absence of spiral line and 360 represents a complete
ring. In summary, the capacity contributed by spiral lines can be
calculated as (Cst ar tpos × (Cendpos − 2) + 2)N , where (Cendpos − 2)
acknowledges empty spiral line and full ring being same in any
starting position.
Hollow: To allow a range of error tolerance, we develop hollow
structure. As the ink takes time to sink into paper substrate, it can
overlay with another line from the printer head, a hollow structure
can reduce the probability that ink spreads and overlays on top
of other undesired lines. In addition, enlarging hollow space can
reduce ink usage and lower cost.
Connection: Adding connections increases tag capacity with the
variations of connection between every two layers. We first define K, the number of connections between two layer, and C K ,
the number of connections between adjacent layers. C KV is the
binary cardinality for each connection to be present or not, a connection is absent represented by KV = 0, and present presented
with KV = 1. The capacity of connections alone can be calculated
(N −1)
by C KV (C K )
.

Figure 9: Several molds by 3D printing for the accessible
manufacture.
Cost Analysis: The total printing costs originate from the printer
and the consumable items. The commercial printer costs around
$60 [12]. In our system, the 3D printing mold costs less than $1,
the ferrofluidic ink costs around $9 for 60ml (around 0.15$/mL)
[8], and the Staples copy paper we use costs $57 per 5000 sheets
[9]. We find that per 10ml of ferrofluidic ink could produce more
than 500 sheets and one sheet can carry more than 24 tag patterns.
Therefore, the cost of one tag (i.e., ferrofluidic ink and paper) is
less than one cent. Moreover, the cost can be further reduced under
massive production.

5

FERROTAG ADVANCEMENT

In this section, we further investigate the advanced pattern design
to enlarge the tag capacity and strengthen the robustness. The traditional approach is to utilize the stripe pattern design [28], which has
a fixed stripe layout and completes the tag pattern change through
the line width. However, such design is not applicable for this application since the ink can expand and involve the adjacent lines,
which can severely devastate the corresponding FerroRF response.
Therefore, we develop an advanced nested geometric design. Inspired by the concentric zone model [5], the nested pattern is a
multiple-layer pattern produced through a series of iterations of
components. With this multiple-layer iteration mode, the nested
pattern allows tag capacity to increase exponentially with respect
to the increment in number of layers, which shows a huge capacity
for this application. Besides, we introduce a component, Hollow,
between layers to aid resisting the ink expansion interference. Furthermore, learned from our preliminary design exploration from
the volume of ferrofluidic ink, the design complexity as shown in
Figure 3 and Figure 7, respectively, we propose the design protocol,
containing three key components: spiral line, hollow, connection
as shown in Figure 10.

Figure 11: Four different advanced ferrofluidic nested tag
patterns.
Algorithm 1 Nested Pattern Design Generation in FerroTag
Input: N : The number of spiral line layer
R: Array of radius for spiral lines
L: Array of length of spiral lines
S: Array of starting point of spiral lines
K: Array of connection positions
Output: I : The generated tag pattern
1: Initialize N, R, L, S;
2: I.append(SpiralLine(index, 0, L, S));
3: index ← 1;
4: while index < N do
▷ Iterate for each component
5:
I.append(SpiralLine(index, R, L, S));
6:
I.append(Connection(index, R, R−1 , K));
7:
index + +;
8: end while
9: return I;

Figure 10: The illustration of the advanced tag pattern design, including three components: hollow, connection and
spiral line.
Spiral Line: FerroTag is based on a set of nested circles that effectively utilizes two dimensional substrate surface space. To reduce
ferrofluid usage on paper substrate, we apply a set of nested arcs
(i.e., spiral lines) to substitute nested circles. The parameters of
spiral lines can be adjusted to manipulate the tag capacity. We first
define the number of spiral line layers and the cardinality as N
and C, respectively. Cst ar tpos is the cardinality of starting position

Tag Design: The design of ferrofluid nested pattern is illustrated
in Algorithm 1. For a nested pattern (see Figure 11), the number
of spiral line layers, radius of each spiral line, length of each spiral
line, and starting position of each spiral line are preset by users
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Table 1: List of features extracted from the FerroRF response.

or randomly distributed as input. We establish SpiralLine() and
Connection() functions based on the preset parameters. By calling
these functions, array of tuples that stores spiral line and connection points are generated. The algorithm iterates layers by layers
to generate tag patterns. In detail, the algorithm first transforms
between polar coordinate and Cartesian coordinate, and then performs trigonometric calculations for each position such that pixel
coordinates in the pattern are stored directly after calculation.
The Tag Capacity Estimation: We estimate the capacity of the
tag with the model of Equation (5), where N is set as five for high
capacity and proper size, and K is set as six to avoid overlapping
connections as well as enable enough tag capacity. C N is the total
cardinality based on N . Based on these settings, the tag capacity
can be mathematically modeled as follows:
N > 1, C K = 2, C KV = 2,





C

s t ar t pos = 6,



C endpos = 7,


(N −1)


C N = (C s t ar t pos × (C e ndpos − 2) + 2) N × C KV (C K )





 = (6 × (7 − 2))5 × (224 ) > 8.5 × 1012,


Category

Features
Mean Value, 50th percentile, 75th percentile,
Standard Deviation, Skewness [49], Kurtosis
[22], RMS Amplitude , Lowest Value, Highest
Value
Mean Value, Standard Deviation, Skewness,
Kurtosis, Crest Factor [11], Flatness [39]
MFCC-10 [64]

Temporal Feature

Spectral Feature
Others

compensate for the distortion accordingly. However, such a solution hardly handles cumulative errors over time that are unlikely
to be accessible to end-users [53]. To address this issue, we employ
the range resolution analysis solution [51]. The range resolution
c , where c is the light speed, and B is the bandwidth
is ∆RES = 2B
of one periodic chirp. This solution can automatically align the
signal distortion based on different conditions. When the distortion displacement < ∆RES, the signal has a minute frequency shift
that is invisible on the FerroRF response. When the distortion displacement > ∆RES, it will result in the misalignment issue of the
FerroRF response. To align spectrum response S(w), we utilize the
envelope correlation function between the shifted spectrum and its
corresponding reference spectrum Q (w), formulated as:

(5)

6

MMWAVE-SCANNABLE IDENTIFICATION
SCHEME
6.1 FerroRF Response Signal Acquisition

E(τ ) =

Õ

|Q (w )| · |S (w − τ )|,

(7)

w

We introduce the RF hardware in FerroTag to stimulate and acquire
the FerroRF response from tags. Pulse-Doppler radar that emits
a set of periodic powerful pulse signals has been largely used in
airborne applications [46], such as the target range and shape detection. However, when a short-time pulse stimulus, which has
an infinite frequency band, is applied to illuminate the electronics, the corresponding FerroRF response will be overlapped with
the stimulus signal and difficult to recognize. Therefore, FerroTag
selects a frequency-modulated continuous-wave (FMCW) radar
with a narrow passband filter [60]. The FMCW radar continuously
emits periodic narrow-band chirp signals whose frequency varies
over time. Non-linear interrelation to these narrow-band stimuli
will generate distinct frequency response, and the received signals
will carry the distinguishable FerroRF responses when the stimuli signals hit the target tag. Specifically, the transmitted FMCW
stimulation signal is formulated as Equation (6).

where τ is the frequency shift. The optimal frequency shift can be
calculated as:
τ opt = arg max E(τ ).

6.3

(8)

Spatial-temporal FerroTag Intrinsic
Fingerprint Extraction

As the above mentioned, the FerroRF response contains the unique
identity of the tag. As a result, we exploit the internal traits in
the FerroRF response signal by extracting scalar features in spatialtemporal domains. The feature are listed in Table 1. These features
represent the FerroRF response signal from different aspects. Notably, we employ 10 features in Mel-Frequency Cepstral Coefficients
(MFCC) [64]. MFCC are coefficients, which are based on a linear
cosine transform of a log power spectrum on a nonlinear Mel scale
of frequency as illustrated in Equation (9), (10), and (11) [67].
0, k < fm−1 and k > fm+1,






 k − fm−1 , f

≤ k ≤ fm ,
Bm [k] = fm − fm−1 m−1



fm+1 − k



, f ≤ k ≤ fm+1,
 fm+1 − fm m

∫t
j(2π f 0 t + 0 2π ρt dt )

T (t) = e
, 0 < t < Tr ,
(6)
where T (t) is the transmitted signal, Tr is one chirp cycle, f 0 is the
carrier frequency and ρ is the chirp rate. In our application, when
T (t) passes through the tag, the ferrofluidic patterns on the tag act
as a passive convolutional processor (see Figure 2), and generates
non-linear distortions to T (t). After the manipulated signal radiates
from the tag, the non-linear spectrum response will be captured by
the RF probe receiver antenna (Rx). Once the FerroRF response
signals are received, FerroTag will first preprocess the signal and
extract the effective feature vector from the FerroRF response. After
that, an identification model is developed to identify the tag.

6.2
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Y [m] = log(

fÕ
m+1

|X [k ]| 2 Bm [k ]),

(9)

(10)

k =fm−1

c[n] =

M
π n(m − 0.5)
1 Õ
Y [m] cos(
),
M m=1
M

(11)

where X [k] is the input signal applied by the Fast Fourier Transform (FFT), Bm [k] is the Mel filter bank, Y [m] is the Mel spectral
coefficients, m is the number of filter bank, n is the number of
cepstral coefficients. Intuitively, the fingerprint with more MFCC
coefficients will contain more unique physical characteristics of the
tag. MFCC combines the advantages of the cepstrum analysis with

Signal Preprocessing

In practice, the received FerroRF response always contain the signal
distortion. A natural countermeasure is to model a digital filter and
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Algorithm 2 FerroTag Identification Algorithm

a perceptual frequency scale based on critical bands, and can improve the tag recognition performance by boosting high-frequency
energy and discovering more intrinsic information.
However, it also increases the computation overhead. To balance
this trade-off, we empirically choose n = 10. Thus, MFCC-10 collectively make up the robust representation of the short-term power
spectrum in the received signal, which is related to the tag pattern.
Besides, apart from the MFCC-10, for example, the skewness is
a scale of symmetry to judge if a distribution looks the same to
the left and right of the center point, and flatness describes the
degree to which they approximate the Euclidean space of the same
dimensionality. Thus, after analyzing with the forward selection
method for the feature selection [18], a fingerprint containing 25
features from the temporal and spectral parts is formed.

6.4

Input: γ : The FerroRF response traces from a tag
Output: R: The identification result
1: ϑ ← 150
▷ Set the tree number
2: δ ← 0
▷ Initial the count
3: ϱ(i) = Preprocessinд(γ (i));
▷ Preprocesse signal
4: for i ∈ {1, . . . , n} do
▷ Extract features
5:
ϵ1(i) = FeaturesT emp(ϱ(i));
6:
ϵ2(i) = FeaturesFreq(ϱ(i));
7:
ϵ3(i) = FeaturesMFCC(ϱ(i));
8:
ϵ(i) = [ϵ1(i), ϵ2(i), ϵ3(i)];
9: end for
10: for i ∈ {1, . . . , n} do
11:
R(i) = RandomForest(ϵ(i), ϑ );
▷ Classify traces
12:
δ + +;
13: end for
14: return R

FerroTag Identification Algorithm

After we obtain the input data, a 25-dimensional feature vector extracted from the FerroRF response, we use FerroTag for the tag identification. We utilize our FerroTag identification algorithm which
can be formulated as a multi-class classification problem as shown
in Algorithm 2. A traditional approach to address this problem is
the Convolutional Neural Network (CNN) classification. Although
some scholars adopted the CNN approach in their particular applications [84], the CNN is intractable requiring intricate network
topology tuning, long training time and complex parameters selection. Moreover, CNN based solutions, which learn features automatically, are not always effective due to the local convergence
problem. Thus, we employ a customized random forest method,
which is an ensemble learning method for classification task that
operates by constructing a multitude of decision trees at training
time and outputting the class that is the mode of the classes of the
individual trees [42]. The advantage of adopting the random forest
is that it utilizes the unbiased estimate to achieve the generalization
error, and subsequently has an outstanding performance in generalization. Moreover, the random forest can resist the overfitting,
be implemented without massive deployment and has an excellent ability to be interpreted [25]. Therefore, we use an ensemble
learning method for classification of the FerroRF response signal.
Particularly, we deploy a random forest with 150 decision trees
as a suitable classifier for our system. The set of features selected
through Section 6.3 are used to construct a multitude of decision
trees at training stage to identify the corresponding tags for every
20ms segment of the RF signal in the classification stage.

6.5

different Rx (the distance of propagation) vary, which causes phase
shifts among the received signal on multiple Rx. The AoA solution
is to calculate these phase shifts to induce tag signal sources and
count tags [66]. The phase shifts ∆ω can be formulated by:
2π ∆d sin θ
,
(12)
∆ω =
λ
where ∆d is the distances between two Rx and θ is the AoA. According to the above equation, we can get the AoA resolution ∆θ
as:
2π
2π ∆d max
(sin(θ + ∆θ ) − sin θ ) >
∆ω RES =
λ
ν
(13)
sin(θ +∆θ )−sin θ ≈∆θ cos θ
λ
,
−−−−−−−−−−−−−−−−−−−−−−→ ∆θ >
ν ∆d max cos θ
where ν is the number of sample points.

7

SYSTEM PROTOTYPE AND EVALUATION
SETUP

Experimental Preparation: The deployment of FerroTag is shown
in Figure 12. The distance between the tag and the probe is denoted
as D. Note that D is adjustable based on the requirement of real
applications. In this setting, D is set as 60cm empirically. The corresponding tag sizes are made in 28mm (1.11in) (diagonal). Each tag
is attached to three standard boxes for scanning: two USPS package
boxes and an Amazon package box.

Multiple Tags Counting and Identification

To further facilitate inventory management, FerroTag can count and
identify multiple tags at the same time. This ability helps FerroTag
with scanning multiple items in the same box or shelf, which can
magnificently improve the scanning efficiency. To count the multiple tags, the spectral signature based solution is widely adopted
[33]. The solutions detect if there are several wavelengths much
greater than their footprints, when the designed tags resonate at
frequencies. However, the resonation only occurs when the ink
on the tag is conductive, while the ferrofluidic ink is the opposite.
Thus, owing to multiple Rx on the probe, we employ the Angle
of Arrival (AoA) to count the tags. The distances from the tags to

Figure 12: System implementation (designated FerroTags
with a mmWave sensing probe).
FerroTag Fabrication: Without loss of the generality, we employ
two off-the-shelf economic printers (i.e., Epson Expression Home
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XP-400 and Canon Pixma MG2922) and retrofit printers to produce
massive tags with 201 different nested patterns in the experiment.
Each tag pattern is printed with different size (see Section 8.4 in
detail). We collect a total of 300 traces with a 44.1K sampling rate
for each tag, including 210 traces randomly selected for training
and 90 traces for testing. As a result, there are entirely 42,210 traces
for training and 18,090 for testing.
Application Protocol: FerroTag has the enrollment and identification mode. At the enrollment mode, FerroTag extracts features from
tags introduced and stores them in a database. At the identification
mode, FerroTag extracts features introduced and compares them
to the template ones. FerroTag returns the tag ID and counts the
object number.
Scanner Design: The FerroTag prototype employs an ordinal FMCW
mmWave system [59]. The mmWave signal is processed using standard FMCW and antenna array equations to generate the FerroRF
response, which is then utilized for the tag identification and counting. The transmission power is less than 1.2W. The cost is lower
than $100. Besides, the probe can be easily mounted on the wall or
integrated with other devices like laptops, smartphones, and mobile
inspection instruments.
Performance Metric: To better evaluate the system performance,
we adopted a confusion matrix, in addition to straightforward techniques such as accuracy, precision, and recall. In the confusion
matrix plot, the darker the shade, the higher the classification performance [24].

Figure 13: The identification performance for FerroTag with
201 different type tags. Confusion matrices of ten types are
enlarged in the green box. These ten types are the same as
others following the same pattern design. These ten types
verify that most are classified correctly.
represented as:
ξ =

Pr
(4π )3 d 4
,
Pt G t G r
λ2

(14)

where ξ is the RCS, Pr is the power of the received modulated tag
signal, Pt is the power transmitted by the probe, G t is the gain
of the probe transmit antenna, G r is the gain of the probe receive
antenna, λ is the wavelength and d is the distance to the tag [20].
To evaluate the RCS of tags, we utilize 30 different tags. The RCS of
the tags are between −37dBsm to −29dBsm under mmWave, which
implies that the tag owns a similar exceptional performance to
passive RFID tags [76].

8 FERROTAG SYSTEM EVALUATION
8.1 Identification Performance
We evaluate the ability of FerroTag to recognize the different tags in
the controlled lab environment. The resulting average classification
performance for each tag is shown on a heat map (aka. a confusion
matrix) in Figure 14. The rows represent the selected tag ID classified by the random forest classifier and the columns represent
the actual tag ID. Evidently, the diagonal cells are the darkest blue,
implying that the traces from tag i were indeed classified as class i.
While little light blue cells are appearing outside the diagonal cells,
instances of misclassification are rare. The identification accuracy is
99.54%, with 99.52% precision and 99.49% recall, which implies that
the feature vector effectively reflects the unique FerroRF response
characteristics in each tag. To better illustrate the classification performance, we select ten types and enlarge their confusion matrices.
Upon careful analysis, we notice that No.77 tag is misclassified as
No.80 tag even though their shapes are significantly different. The
reason is due to the nature of our algorithm which describes the
FerroRF response, primarily based on the FerroRF effects, rather
than their visual characteristics. In conclusion, our results demonstrate that paper-based printed tags can be precisely recognized by
FerroTag.

8.2
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Figure 14: The tag uniqueness analysis

8.3

Tag Uniqueness

For a tagging infrastructure, it is essential to recognize the overall
distinguishability of tags. In this evaluation, we employ 201 different fingerprints in Section 8.1 and differentiate the fingerprints
into two groups, i.e., intra-group (within the same tag) and intergroup (among different tags). We leverage Euclidean distance, a
widely used technique for measuring the fingerprint distance. The
fingerprint distance between intra- and inter-groups is illustrated in
Figure 14. The average of intra group is 2.51, which is significantly
smaller than the average of inter group 32.04. Also the results show
the tags can be completely separated with little overlap. Thereby,
we prove the independence between two tags, even with the similar
pattern.

FerroTag Sensing Tests

It is essential to detect and recognize tag identifies in a tagging
infrastructure. To evaluate this performance, we employ the radar
cross-section (RCS), that is an important characteristic that indicates the power of the backward tag signal [56]. The RCS can be

332

SenSys ’19, November 10–13, 2019, New York, NY, USA

8.4

Z. Li et al.

Performance Characterization of Different
FerroTag Configurations

In this section, to further reflect the actual performance in real
practice (e.g., the tag size, the tag ink intensity, the reading rate,
the tag pattern complexity and substrate material), we conduct the
following experiments.
Figure 17: Tag identification Figure 18: Performance unwith different scanning time. der different tag complexities.
are because the contained information in traces with 5ms cannot
comprehensively represent the characteristics of FerroTag. After
increasing the scanning time, the performance gradually increases.
Generally, we find that a turning point at 20ms where the performance saturates afterward (reaching 99.54% accuracy), which
means we can scan 50 tags per second, which is a magnificent
improvement in scanning speed compared to the optical-based
solutions.
Tag Pattern Complexity: In the practical implementation, the tag
pattern can be highly customized to satisfy different manufacture
methods and appearance requirements. To understand its impact
on the identification accuracy, we set basic group and advanced
group according to the tag complexity and 50 different tags are
employed for each. The results are shown in Figure 18. The identification accuracy for both groups remains high (above 99.1%), which
implies that the system performance is insensitive to the tag pattern
complexity.
Substrate Material: We consider the scenario where the user may
use different substrates to build the tags according to various applications. Particularly, we collect four different daily-achievable materials as shown in Figure 19. The cumulative distribution function is
plotted in the figure, where we can see that the overall identification
error rate for each is less than 1%. Certain materials slightly affect
the performance to some extent. This is because FerroTag utilizes
high-frequency signal and therefore, has small wavelength and
limited penetration ability. As a result, it is prone to the scattering
reflection upon some specific materials. But in general, FerroTag
still provides reliable performance in tag recognition.

Figure 15: Tag detection and Figure 16: Performance unrecognition with different der different ink densities.
sizes.
Tag Size: The tag size is a crucial consideration in a real application,
which is related to the tag cost and the occupancy. specifically, we
design 50 different advanced tags with four different size settings
between 10mm × 10mm (0.39in × 0.39in) to 30mm × 30mm (1.18in ×
1.18in). For each size setting, we follow the same methodology
described in Section 7 and re-prepare the training and testing set.
Figure 15 shows the performance results. For the smallest size of
10mm × 10mm, FerroTag only obtains the accuracy of 87.22%. The
results are because the ferrofluidic patterns are too small to be
differentiated by the mmWave signal. After increasing the size, the
performance gradually increases. Generally, we find that a turning
point at 20mm × 20mm where the performance saturates afterward
(reaching the accuracy of 99.54%). Considering the printed-based
tag, e.g., barcode, whose width is at least 30mm [10], the results
imply that FerroTag is applicable for various applications.
Tag Ink Density: Intuitively, it is well known that the ink density
of tags profoundly affects the tag cost. Thus, we propose to measure
the tag ink intensity (mL/tag) that shows the ink amount usage for
making a tag. We design 50 different advanced tags with six different density settings varying from 0.004mL/taд to 0.030mL/taд and
evaluate how it affects the accuracy of the tag identification. Figure
16 shows the accuracy is only 92.7%. For the lowest ink density of
0.004mL/taд, FerroTag only obtains 92.74% precision,92.62% recall
and 92.76% accuracy, which shows that lower ink density can diminish the accuracy. The performance improves, along the ink density
grows until 0.020mL/taд. Then the performance keeps constant
around 99.57% precision,99.52% recall and 99.59% accuracy. This
observation can guide us to select the proper density to ensure the
identification accuracy with a minimal cost in specific applications.
Scanning Time: We know that objects screening tasks are challenging due to concise budgeted time for efficiency. As a result, we
are interested in analyzing the performance of FerroTag concerning
different time budgets, i.e., a different time needed for scanning one
tag. Specifically, we select four different time settings between 5ms
to 200ms. For each time setting, we follow the same methodology
described in Section 7 and re-prepare the training and testing set.
Figure 17 shows the performance results. For the lowest duration
of 5ms, FerroTag only obtains the accuracy of 90.17%. The results

Figure 19: The objects detection under different substrate
material.

9

ROBUSTNESS ANALYSIS

Performance in Different Distances: To validate the usability
and effectiveness of FerroTag in the non-contact identification scenario, we set up the device to stimulate the operation distance from
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30cm to 100cm considering the mmWave coverage of the tags in
relation to their response magnitude. In this experiment, 50 different tags (see Section 7) are recruited. Figure 20 manifests that
their performances can achieve up to 99.59% accuracy. Besides, the
identification performance remains above 99% when the sensing
distance varies within 1m. Thereby, FerroTag can facilitate in-situ
and convenient tag scanning in real practice.
Figure 22: The tags detection under different occlusions.
Specifically, we measure the different tag orientations (from 0◦ to
180◦ ). The results are shown in Figure 23. As for the orientation,
the effective sensing range is among (60◦ -120◦ ), since the mmWave
has a narrow beam forming. Although the reflected signal slightly
changes due to the different probe angles for each tag, the interdevice distinguishability among 30 tags is significant such that each
tag can be correctly recognized. Thereby, FerroTag shows a strong
capacity in real practice.
Durability Study: Proving the permanence of identification is crucial. Our generated dataset has included multiple sessions as part
of a longitudinal approach to establishing a baseline comparison of
long-term persistence. 30 different tags participated in the longitudinal study lasting three weeks as shown in Figure 24. Notably,
this study has two phases: the enrollment phase and authentication
phase. In the enrollment phase, training data were collected for each
subject on the first day of this longitudinal study. Each tag finishes
five trials in data collection events with the duration of each test
set as 10 seconds. After that, the long-term authentication phase is
carried out in the following three weeks. Each tag performed five
identification trials every 2 days and each identification duration
is 5 seconds in this study. The accuracy measurement is depicted
in Fig 24. In the three weeks duration, mean values of accuracy
measurement are between 99% and 100%, and standard deviations
are between 0.22 and 0.51. We concluded that the accuracy has no
significant performance decreasing or ascending tendency, which
demonstrates FerroTag is robust against aging in time.

Figure 20: Performance under different sensing distances.
Impact of Environmental Dynamics: The ambient environment
can introduce random noises or even interfere with the tag properties or the probe hardware operation. We consider common noises
in the daily workplace in terms of human factors and ambient factors. Typically, we select four conditions where (1) the environment
temperature is 10◦C (50◦ F ); (2) the humidity of the testing location
is controlled at 70%; (3) the magnetic field strength is set at 400µT ;
(4) the light intensity is 1000Lux. Moreover, we use the result of
the optimal lab environment as the comparison target (the temperature, the humidity, the magnetic field strength, the ultrasound
wave and the light intensity are 20◦C (68◦ F ), 30%, 50µT and 300Lux,
respectively). Again, we evaluate the above four conditions using
50 tags. Figure 21 demonstrates that their performances all achieve
above 99.14%. In conclusion, FerroTag presents a strong tolerance
to different ambient environments.

Figure 21: The tags detection under different environments.

Figure 23: Impact of vary- Figure 24: A three-week ining sensing angles.
vestigation on the accuracy
stability of FerroTag.

Under Blockage: FerroTag usage scenarios may involve non-line
of sight (NLOS) environment, e.g., in inventory management, where
the object (and tag) may be placed inside a package. We mimic
such NLOS cases by blocking the light of sight between the tag
and probe using different materials: paper, wood, glass and plastic.
Specifically, we evaluate the above four conditions using 50 tags.
Figure 22 reveals that blockage has trivial impact on FerroTag’s
counting and identification. The experiment verifies that FerroTag
works in NLOS scenarios where camera-based approaches will fail.

10

A CASE STUDY ON COMPLEX SCENES

As the application environments of tags are mainly in retail, warehouse or places where a large amount of coexisting tags hidden
in the package under NLOS environment, we aim to count their
number and know their types immediately and conveniently without opening the package and protecting the privacy. To achieve
this goal, there are two existing primary concerns in practice: 1)
the unavoidable variance in the signal’s scaling and magnitude;
and 2) the interference from the containing items and the ambient

Impact of Scanning Orientation: In practical scenarios, tags may
place towards different orientations. Therefore, it is important to investigate whether the sensing angle will affect system performance.
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noises. To explore whether FerroTag can identify multiple hidden
tags simultaneously, we continue with the setup in Section 7. Specifically, we employ 6 tags and select four conditions where: (i) and
(iii) randomly select 2 tags, out of 6; (ii) and (iv) randomly select 3
tags, out of 6. In (i) and (ii), tags are attached to cardboard boxes
within the package box, while in (iii) and (iv), tags are attached to
T-shirts. This study is a 6-by-6 scanning with different combined.
We enumerate all possible combinations in these conditions. Figure
25 shows the AoA range profile where the red color areas imply
tag locations, and then we count the tags based on this range profile. The identification results are illustrated in Figure 26, showing
that their performances keep between 97% to 99%. This is owing
to the fact that the FerroRF effects change if we combine two tags
along with the FerroRF response. To sum up, FerroTag suffices as
an accurate and reliable way of ultra-low cost and in-situ tagging
infrastructure in the real-world scene.

Figure 25: The graph shows
the three tags counting.

11

12

RELATED WORK

Paper-based (Chipless) Electronics: Paper-based electronics have
been developed over the last few years. There are three categories
in terms of the way to interact. The first one is the contact-based
solution, that (e.g. microfluidic paper [70], wet sensor [38], touch
sensor [27, 36], ubiquitous device [30, 31, 37, 54, 71], etc. However,
they all need to measure the resistor, inductor, and capacitor (RLC)
change in a contact manner, which are not convenient. The second
category is based on a non-contact optical method. There are some
research works, like linear barcode [7] and QR code [72]. However,
these solutions are limited by the line of sight requirement. The
solutions in the third category can work in a remote and invisible
way, such as using the passive RFID [26, 32], ink-tattoo ID [29, 32]
and mental-shape ID [23]. However, these solutions all employ the
conductive ink or the complex toxic specific-designed chemical ink,
which is neither low-cost nor environment-friendly. Up to date, no
existing work utilizes the FerroRF effects to perform an ultra-low
cost and naturally degradable tagging infrastructure.
mmWave Sensing: In recent years, mmWave has been utilized
for the material characterization and object detection. There are
two main mmWave sensing schemes. In the first category, these
technologies are based on the detection of objects’ geometry and
micro-motion [34, 43–45, 52, 80, 86]. These mmWave sensing works
mainly rely on analyzing the object boundaries and the Doppler
effect of moving objects; thus their techniques cannot be applied
to sense the intrinsic tag pattern. Second, there are some applications focusing on the material response for material component
characterization [57, 58] and the non-linear response introduced by
conductive components [40, 41] when stimulated by the mmWave
signal. FerroTag is the first mmWave sensing work to combine the
material response and the pattern design for identification.

Figure 26: Identification of
combined tags.

DISCUSSION

Potential Health Hazard: There are two aspects for the potential health consideration: wireless sensing and ferrofluidic prints.
Compared to other wireless sensing techniques (e.g., WiFi spots),
FerroTag has a much smaller radiation factor, e.g., a 1.2W power
consumption and an 8dBm radio transmission power. Besides, the
ferrofluidic ink is not inherently dangerous or toxic and has been
applied to the medical domain [17]. Moreover, the ferrofluidic print
can be naturally degradable [35, 61]. Therefore, FerroTag is a considerably safe identification tool with limited health hazard concerns.
Security and Privacy: Privacy-preserving is another fundamental
factor for the object counting and identification as many owners
have extremely high requirements on their privacy protection. Our
system only requires the FerroRF response with a small information
disclosure (i.e., mmWave signal) of the corresponding tag.
Custom Designed Patterns: It is significant to customize the dimensions of patterns as well as the paper substrate in FerroTag, to
satisfy different application requirements. The system robustness
to the tag size and pattern is discussed in Section 8.4.
Future Applications: Beyond the use case of the mass objects
counting and identification, owing to the concept of the FerroRF
effects and the advantages of ultra-low cost and in-situ, FerroTag
can serve as a generic solution to extend the interaction area of IoT
devices, extend the network to new physical dimensions, or serve
as the ‘fingertips’ of the next-generation Internet. It can also be
applied to a variety of applications, e.g., agricultural monitoring,
cell tracking, monitoring patients, and anti-counterfeiting [29, 50,
63, 68].

13

CONCLUSION

In this paper, we presented a paper-based and mmWave-scannable
tagging infrastructure FerroTag, to promote the inventory management technologies. FerroTag is easy to use and low-cost, which is on
the basis of ferrofluidic ink on the paper print and its interference to
the mmWave signal. In this study, we modeled the FerroRF effects to
optimize the tag pattern design, prototyped an end-to-end FerroTag
solution with a retrofited paper printer and a low-cost mmWave
probe. Also, we developed a software framework of detecting and
recognizing a newly designed nested tag pattern in practice. Extensive experiments, including one case study with complex scenes,
imply that FerroTag can achieve the accuracy of 99.54% in a 20ms response time. Different levels of evaluation proved the effectiveness,
reliability, and robustness of FerroTag. FerroTag has a potential to
transform the sensing to new physical dimensions, and serve as
the object identity of the next-generation Internet.
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