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Additive manufacturing, or 3D printing, has been widely applied in product manufacturing. However, the emerging unau-
thorized access of 3D printing data, as well as the growth in the pervasiveness and capability of 3D printing devices have
raised serious concerns about 3D printing product anti-counterfeit. Electronic product tags are the current standard for
authentication purposes; however, often this technology is neither secure nor cost-effective, and fails to take advantage of
other unique 3D printing features. Considering the great usability of the QR code, we are motivated to enhance the QR code
for the practical and cost-effective 3D printing product identification. Particularly, we bring up the all-in-one design, all-in-one
manufacturing concept incorporating the QR code in the complete 3D printing paradigm. In detail, we explore the possibility
of leveraging the random and uncontrollable process variations in the 3D printing system to generate a unique fingerprint for
the integrated QR code. To this end, we present an end-to-end 3D-printed QR code verification framework, which does not
change the original QR protocol and functionality. The entire solution can be implemented with commodity 3D printers and
smartphones. Specifically, we first investigate the inevitable and random process variations in the 3D printing mechanism
and analyze the causality between the variations and detectable geometric deformation. We further develop a fingerprint
extraction algorithm taking into account both the QR code property and the 3D printer characteristics. The system evaluation
indicates that our solution is secure and robust in multiple scenarios.
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1 INTRODUCTION

Additive manufacturing, also known as 3D printing, has become the main driven force of the industrial revo-
lution. Compared to the traditional subtractive way where materials are removed, 3D printing affords greater
personalization, less material waste and shorter product lifecycle. Given these advantages, 3D printing has been
widely applied in rapid prototyping and product customization. Reports indicate that the global value of the 3D
printing market has surpassed 5.1 billion in 2016 [71] and will continuous to grow [35].

Despite its prosperous growth, 3D printing faces the primary challenge of protecting intellectual property, when
unauthorized access and use of proprietary 3D printing design files rapidly emerge [63]. Moreover, the growth in
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the accessibility and capability of 3D printing also lowers the launching barrier of the counterfeit. This causes
security defects especially when the 3D printing applications range from high-intellectual designs (e.g., branded
watches) to high-privacy goods (e.g., biomedical support) that carry health and safety implications [38, 48],
and even mission-critical products (e.g., weapon components) that relate the public safety [35]. However, the
conventional anti-counterfeit tagging technologies (e.g., 1D barcode [39], watermark [66] and radio-frequency
identification [27]) are not effective because: (1) they are prone to security attacks once the attacker hacks the
anti-counterfeit protocol; (2) they require extra hardware and specific external devices to process the identity.

Recently, the Quick Response (QR) code has become the booming trademark technology that links real-world
products with cyber information via smartphones. Producers attach the QR code to the product to deliver the
product-related information to customers. However, we raise the question: is it possible to integrate the product
design with its QR code in 3D printing? This concept can immediately enhance product security because, different
from the traditional QR code usage where the code is detachable from the product, the structure-free characteristic
of 3D printing enables the all-in-one design and all-in-one manufacturing of the QR code and the product at no
extra cost. More importantly, we notice that each 3D printing process contains inevitable and uncontrollable
process variations. Inspired by IC chip process variation for legitimacy verification [34, 58], we hypothesize
that the process variation in each 3D printed QR code can be used as a unique and unrepeatable fingerprint. If
successful, this QR security-enhancement technology can immediately bring three unprecedented advantages to
the 3D printed product identification practice (see Fig. 1):

e High security: the process variation in each 3D printed QR code is random and uncontrollable. Therefore,
it can defend against counterfeits even when the attacker obtains the original design. Also, it will not
incur any additional cost because of its natural integration with the product. No such practical security
technologies exist in 3D printed products.

o Full compatibility: the process variation based verification does not alter the design and content of
QR codes. In other words, the integrated QR code contains two-layer information in our approach: (1)
the product legitimacy verification; (2) the original QR content parsing. Therefore, our approach is fully
compatible with the current QR code practice with ubiquitous smartphones.

o Seamless integration: the designer generates the QR code and integrates it into the 3D product design.
Due to the elegant concept, 3D printing guarantees the natural and seamless integration of the QR code
and the product, which makes it impossible for an adversary to detach them for malicious purposes.

3D digital design Integrated QR code
with the QR code for 3D printed
integrated on the product

\

product verification

3D Printing
Manufacturing

(@) (b)
Fig. 1. (a) A customized ring with the integrated QR code is designed with computer-aided-design (CAD) software. (b) The
real integrated product via 3D printing. The ring and the QR code are in the all-in-one design, all-in-one manufacturing style.

To this end, we present an end-to-end QR code verification framework for 3D printed product anti-counterfeit.
There are three challenges in the methodology development: (1) how to analyze the process variation of 3D
printing manufacturing regarding the multiple hardware components? (2) how to define the QR code fingerprint
in the 3D printing physical space without altering its current practice? (3) how to develop an effective matching
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algorithm considering the physical properties of the QR code and the 3D printer mechanism? We first analyze
in-depth the process variation in the hardware and qualitatively formulate it as the geometric trait into the printed
result. Then, we define the QR code fingerprint in the 3D printing paradigm by leveraging its universal protocol.
Afterward, we specifically purpose a novel fingerprint matching algorithm taking into account the essential
characteristic of geometrical traits as well as the systematic features of 3D printers. Extensive experiments are
conducted to evaluate the security and robustness of our system according to different attacking scenarios. The
results show that process variation in 3D printing is random and uncontrollable, which can be leveraged as the
fingerprint for each integrated QR code on the 3D printed product. In other words, each 3D printed QR code
contains two levels of information: the unclonable fingerprint and the original encoded content. The user employs
the smartphone to scan the QR code to validate the legitimacy of the QR code.

Contribution: our work is summarized as follows:

e We explore and implement a secure end-to-end QR code verification system, by generating a unique
fingerprint for each integrated QR code on the 3D printed product. This solution is fully compatible with
the state-of-the-art QR protocol. To the best of our knowledge, this is the first study on anti-counterfeiting
techniques for 3D printed products.

e We investigate the uncontrollable process variation in 3D printing and model the causality between the
process variations and the thus-derived geometric traits. We analyze the fingerprint, develop a set of novel
fingerprint extraction and matching solutions for practical QR code verification.

o We evaluate the uniqueness of process-variation based fingerprint on integrated QR codes through intensive
experiments using commodity 3D printers and smartphones. We particularly examine the security of our
solution with regard to different attacking scenarios.

2 BACKGROUND

2.1 3D Printing Process

A standard 3D printing process converts a digital design to a physical object. G-code [1] is the de facto 3D printer
machine code to control the printing process. Fig. 2 shows the hardware architecture of a 3D printer including the
stepper motors, the hot-end, and the transmission systems. The X, Y stepper motors move the printer head via the
belt-pulley system. The Z stepper motor vertically moves the platform via the lead-screw system. The material
filament is fed by the extrusion stepper motor through a conveyance channel. Initially, the material is in solid
status. The heater in the printer header then liquefies the filament. To maintain the heating temperature and avoid
damage, the firmware dynamically adjusts the supply current and the cooling fan. The entire process depends
on the physical characteristics of hardware units and the environmental content. Therefore, each mechatronic
process will generate its own process variations, which cause the random and uncontrollable variance in the
printed product. In general, 3D printing manufacturing can be efficiently formulated as [24, 40]: P = F(D) + o,
where P, D and F(D) denote the printed object, the design and the controllable fabrication function of 3D printing
once D is given. o denotes the geometric content generated by the process variation.

2.2 Quick Response (QR) Code

Released in 1994, QR codes were developed by Toyota subsidiary Denso Wave and are two-dimensional (2D)
matrix codes. Unlike the standard UPC barcodes, QR codes can hold more information within the same space.
Specifically, one QR code consists of black squares arranged in a square grid on a white background (each black
or white module represents a 0 or 1), which can be conveniently scanned with a smartphone app, and processed
using the Reed-Solomon error correction [57] until the image can be appropriately interpreted.

Design Evolution: To date, the QR code has 40 different versions with dimensionality ranging from 21 x 21
modules (Version 1) to 177 X 177 modules (Version 40). The larger the symbol, the more the information capacity.
For example, the maximum character storage capacity of Version 40 is 7089 in the numeric type.
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OR Code Landmarks: All QR codes contain the special position-detection patterns, referred as landmarks
hereafter. They are located in three corners of the QR code. The positional relationship of the landmarks allows
quick access to the relevant angle, position and size information contained in the code’s periphery [18].

OR Code Scanning Flow: First, the QR code scanning app on the smartphone takes a photo of the QR code.
Pre-processing operations are conducted such as gray conversion and binarization. Then, the app calculates the
orientation with the detected landmarks and corrects the contorted QR code with the angle information. At last,
the QR code is divided and the information is extracted according to the standard QR code protocol.

Online Verification System
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Fig. 2. The 3D printer hardware includes the stepper Fig. 3. The threat model of the 3D printed product coun-
motors, the hot-end and the transmission systems [4]. terfeit and the corresponding anti-counterfeit approach.

3 APPLICATION SCENARIOS
3.1 Threat Model

Fig. 3 shows the architecture of our threat model. We describe all entities as follows:

e Authorized Producer: who fabricates the genuine products. In order to provide each product a unique
identity, the authorized producer generates a QR code for each product in the all-in-one design, all-in-one
manufacturing manner. The customer of interest can download an authorized smartphone app and verify if
the product in the distributed store is genuine through the QR code verification.

e Illegal Producer: who counterfeits high-intellectual or high-value 3D printed products for malicious
purposes (e.g., illegal profit). The illegal producer knows that the customer of interest (victim) will use the
authorized smartphone apps to verify the genuineness of the products. To convince the customer, he has to
replicate genuine QR codes on his fake 3D printed products.

e Customer: who is interested in purchasing a 3D printed product. Customers want to verify the genuineness
of the product, and they are educated to use the authorized smartphone app to do that. In practice, they
launch the app and scan the QR code on the product they are interested in. Note that the customer can also
be the authorized producer who conducts the product investigation.

3.2 Anti-Counterfeit Approach

We propose an anti-counterfeit approach for the 3D printed product. The approach is cost-free and practical,
which is based on commodity smartphones and 3D printers. Specifically, there are two parts in the proposed
approach, i.e., a QR-Code verification app and an online verification system.

QR-Code Verification App: This app is provided by the authorized producer and aims to help the customer
verify the legitimacy of the 3D printed QR code (the product). Specifically, the app captures the QR code image
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Fig. 4. The end-to-end cyber-physical solution of QR code fingerprint generation and verification. Note that the QR code
contains two levels of information: the unique fingerprint and the original content.

and uploads it to the online verification system. We assume that the app is certificated by the authorized producer,
and customers of interest know how to install and launch the app.

Online Verification System: Once receiving the uploaded image, the online system verifies the fingerprint of
the QR code and returns the result to the app (customer). Note that the verification system is maintained by the
authorized producer and contains all the legitimate QR code fingerprints. We assume that the online verification
system is secure and not hacked by the adversary (e.g., illegal producers). This makes sense in that such kind of
critical resource usually has access limitation and is maintained by the specific person in practice.

3.3 Attack Scenarios

For instance, an illegal producer (hereafter John) maliciously counterfeits the valuable unauthorized products
and plans to sell them to a customer (hereafter Mary). To spoof the verification system, John needs to replicate a
3D printed QR code identical to the genuine one. We assume that John achieves the original integrated design
file via illegal network access. We consider two attacking scenarios.

Ordinary Attack: John obtains the integrated design file whose content includes both the product and the QR
code. To fake the counterfeit product, he purchases the commercial off-the-shelf 3D printers for mass production.
The counterfeit products will be further delivered to the selling market.

Advanced Attack: Besides the integrated design, John can also get access to the actual 3D printers that fabricate
the genuine product (e.g., John can be the employee). We consider it to be a stronger attack because the printers
are exactly the same as the original ones. Note that John cannot break into the verification system.

Mary has no capability of recognizing the genuineness of the purchased product. She installs the QR-Code
scan app provided by the authorized producer and scans the QR code on the 3D printed product. The app will
notify Mary with the verification result whether the product is legitimate or not.

4 APPROACH OVERVIEW

Fig. 4 illustrates the end-to-end 3D printed product anti-counterfeit solution. The solution comprises the physical
part: QR fingerprint generation and the cyber part: QR fingerprint verification. In the former one, we explore the
process variation in 3D printing based on its mechanism. Afterward, we leverage the unclonable variation to
fingerprint each QR code integrated on the product. In the latter one, we study a smartphone-based verification
scheme to extract and verify the fingerprint based on the templates in the secure database. Once its legitimacy is
verified, the original content of the QR code will be parsed. In the end, we also perform a quantitative analysis of
the fingerprint space with regard to our proposed method.
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5 QR FINGERPRINT GENERATION
5.1 Variation-Based Fingerprint

Fabrication variations are caused by uncontrollable factors in machine design and implementation, imposing
uncertain quality impacts in the fabrication process [37, 56]. In the current practice of 3D printing, fabrication
variation exists universally in the process. It is the collaborative result of multiple physical functional units,
containing rich inevitable and uncontrollable process variations due to the complex interaction involved and
dynamic ambient conditions [30]. According to the 3D printing in Fig. 2, the 3D printing process relies mainly on
the operation of stepper motors, the hot end (including a thermistor) and transmission system.

| Deformation

in length

Fig. 5. One example of the geometric deformation in length caused by the random mis-alignment of the stepper motor.

Stepper Motor:A typical stepper motor consists of a slotted stator with two phases (A, B) and a permanent
two-polar magnet rotor. The teeth on each side of the rotor are out of alignment by a tooth-width. During the
operation, the torque on the motor shaft is generated by a moment of force relationship defined by Lorentz.
Due to the mutual or cross-linking of the stator and rotor magnetic flux, the stepper motor produces enough
electromagnetic force to drive the load. The mathematical model for the stepper motor is [17, 31, 32]:

dlf = [va — Rig + Kmwsin(N,0)]/L,

ﬁ = [vp — Rip — Kjpwcos(N,0)]/L, (1)
;_2) = [-Kigsin(N,0) + K,,ipcos(N,.0) — Bwl/],

dar =@

where v,, vp, ig, ip are the voltages and currents in Phase A and B. w, € and B are the rotor speed, the rotor
position and the viscous friction coefficient. J is the inertia of the motor, K, is the motor torque constant, R is the
resistance of the phase winding, L is the inductance of the phase winding and N, is the number of rotor teeth.

We observe that the variation in the factors can affect the motor operation in an unpredictable manner. Besides,
there are other complex interferences such as the slight magnetic coupling between the phases and the variation
in inductance due to the magnetic saturation. Therefore, the actual operation variation is almost impossible
to predict or reproduce, and so are thus-derived geometric discrepancies. For example, the gear tooth can be
randomly misaligned due to the variation in w, 8 and cause step loss. As shown in Fig. 5, this can cumulatively
result in the deformation of length in a printed line. If the step loss happens in the extrusion motor, it will vary
the extrusion amount of the material filament and cause inconsistency in printed traits.

Hot-end: The hot-end locates in the extruder and is arguably the most complex part as it is in charge of the tricky
tasks of melting and extruding material filament, such as polylactic acid (PLA) [50] or acrylonitrile butadiene
styrene (ABS) [3]. Fig. 6(a) shows a hot-end structure and the heat conduction process in an isotropic medium.
Typically, the hot end contains a cartridge heater and a thermistor. The heater is positioned next to the filament
channel and generates adequate heat to melt the extruded material. To prevent the temperature from going too
high, the thermistor and the cooling fans are deployed to monitor and adjust the temperature.
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The heat conduction can be generally modeled as the following heat transfer governing equation [33]:
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where % denotes the temperature change rate, k is the thermal conductivity, p is the material density, C,, is the
heat capacity, é is called thermal diffusivity and q is the internal heat generation. We find that these factors
fluctuate in an uncontrollable way and eventually bring variations to the heating conduction. For example, the
values of k, p, C, highly depend on the uncertain material purity, mutative material conductivity at different
temperature and the real-time heat convection of the surrounding air. Even with the same material, % varies
due to unpredictable manufacturing imperfections [29]. Fig. 6(b) illustrates that the variation in the hot-end
affects the liquefaction of the material, causing the fluctuations of the printed line width.

Transmission System: The actuation systems are the crucial components which connect the motors to the
printing head and the platform. Due to different working frequency and load force, the 3D printer employs the
belt-pulley system for the head movement and the lead-screw system for the platform movement. Specifically,
the belt-pulley system is the complex joint of the belt and the pulley [11]. Belt span tension F at the belt cord
centerline increases in the belt velocity direction. The random vibration component of tensioner-arm and pulley
angular rotation, velocity and acceleration will cause the inhomogeneous driving force conductivity from one
side to the other. On the other hand, the torque in the lead-screw system [7, 52] is determined by the load on
the screw, the mean diameter, the coefficient of friction, the lead angle and other factors, which are affected by
manufacturing imperfections and the random wear-and-tear conditions along the printer usage.

ilament Channel C°"P‘|'eeiti°n
F tC Q
—{ s
ﬂﬂ::w& D
[ L

(a) The thermal conduction diagram. (b) The geometry variation in line width.

Top view of
the header

Fig. 6. The deviation in the temperature control system and the thus-derived small deformation.

Summary: (1) The process variation in 3D printing is a natural integration of multiple sources and its existence is
inevitable; (2) The variation is non-repeatable because it is the complex interaction result among the variations of
multiple physical components; (3) The process variation leads to persistent and measurable traits (e.g., geometric
deformation) embedded on the printed part (e.g., the integrated QR codes).

5.2 QR Fabrication with Fingerprint
We design and fabricate each 3D printed QR code with the unique fingerprint via process variation.

Step 1: 2D QR Code Generation. Users can encode any product information into a 2D QR code. Different types
of the embedded information (e.g., url or text) need to apply different protocol.

Step 2: 3D QR Code Design. We use Materialise Magics [2] to upgrade the 2D QR code into a 3D version, which
will be further integrated into the product as one unit. We employ the dual color to represent the black and white
area of the QR code. Because 3D printing is a layer-wise process, two areas are formed in different layers.

Step 3: 3D QR G-code Generation. We adopt an open source software Cura [64] to convert the 3D QR code to
the machine-readable G-code file. Preprocessing such as slicing [21] and path-planning is conducted.
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Step 4: 3D QR Code Fabrication. The G-code file is downloaded onto the 3D printer for fabrication. The
random variation affects factors such as the head position or the extrusion material, resulting in the geometric
deformation on the QR code. Therefore, each printed QR code naturally contains two levels of information: the
original content (F(D)) from the design and the unique fingerprint (o) from the process variation.

6 QR FINGERPRINT VERIFICATION
6.1 Fingerprint Extraction

We extract the fingerprint using the smartphone to capture the micro-scale geometric deformation generated by
the process variation (we prove the smartphone’s sensing ability in Sec. 9). In the digital domain, the geometric
shape is commonly represented by vertices because they can best represent the global and local details [6, 12]. The
geometric contour of an area-of-interest, which is the combination of vertices, contains abundant information
about the geometric discrepancies. Since a good solution should be compatible with all QR codes regardless of
version or content, we focus on the three landmarks, which are owned by every QR code. CANNY edge detection
is an efficient tool to extract the contour of the landmark [10]. We utilize the improved CANNY edge detection
method to better reduce the noise disturbance via the self-adaptive filter and the morphological thinning [28, 69].

6.2 Fingerprint Matching

Once the fingerprint of a 3D printed QR code is extracted, we compare it with the genuine ones in the database
to verify its legitimacy. In the following, we introduce a new matching approach towards robustly quantifying
the similarity between two extracted fingerprints.

Earth Mover’s Distance: We select Earth Mover’s Distance (EMD) [44, 45] as the basic distance metric because:
1) the unclonable process variation essentially generates the unique geometric distortion in the printed outline,
i.e., the movement (dislocation) of the corresponding vertices on the image, which naturally fits the principle of
EMD; 2) naive Euclidean distance requires the same size of two sets. Instead, EMD supports the N-to-M matching
when the vertex number differs in the fingerprints [13, 45]. Specifically, EMD is commonly formulated as the
well-known transportation problem [25] which is described as follow: let A = {(pl, Wp,) - (Pms wpm)} ,1<i<mg
B = {(ql,wa) i (qn,qu)} ,1 < j < n;and D = [d;;] the ground distance matrix where d;; = ||p; — q;||. We
want to find a flow F = [ f;;] that transports set X to set Y with the least cost [45]:

minp(Xi2y Xy fijllpi — g5l
;11 Z;:l fij 7

with subject to: 1) fi; > 051 < i < m,1 < j < m2) B2iwy, = X7 wy33) X0l fij < wasl <0< msd)
iz fij < wys 1< < n5) Bty iy fij = min(Eily way, 2oy wy,)-
These constraints: 1) move points from X to Y; 2) state that the overall weight of points in X equals the one in
Y and therefore, weight normalization is not required; 3) limit the amount of points in the target that can be sent
by the clusters in X to their weights; 4) limit the clusters in Y from receiving points more than their capacity; 5)
move the maximum amount of points.

EMD(A, B,F) =

3DP-EMD: Considering the 3D printing mechanism and QR code practice, we propose an extended 3D Printing

Earth Mover’s Distance, namely 3DP-EMD, by enhancing two particular aspects:

o First, the process variation will not cause any geometric dislocation larger than one line width because
otherwise it is considered to be a printing defeat [6]. Thus, for a printed product with satisfactory quality,
we can assume the deformation range is bounded. As shown in Fig. 7(a), for each vertex, we set the bounded
space as a sphere with a radius of § and any matching vertex pair (p;, ¢;) with a distance larger than § has no
practical meaning. Accordingly, we add the distance penalty as d;; = inf when ||p; — g;|| > 6.
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Fig. 7. The concept and demonstration of 3DP-EMD for QR fingerprint matching.

e Second, the characteristic of QR code allows people to scan from a flexible angle. As a result, the extracted
point set (A) can be regarded as being applied to certain rigid transformations upon the stored point set (B)
captured via another angle (e.g., orthogonal 0°). To ensure the accurate matching between set A and set B, we
need to eliminate the rigid transformation. Specifically, the transformation in 3D space can be represented
by a rotation (i.e., a 3 X 3 matrix) M and a translation (i.e., a 3 X 1 matrix) Z. As shown in Fig 7(a), set A is
the pre-stored fingerprint and set B is the one captured from another angle. Instead of directly calculating
the EMD of set A and set B, we want to align set B to set A as close as possible to remove the capturing noise
(B"=MB+ 2).

Based on Eq. 3, we define a cost function to find M, Z that gives us the smallest EMD of two sets:

minp(Li21 Xy fijllpi — Mg + 2
;11 27:1 fij '

The problem of minimizing Eq. 4 is a standard L3-norm convex optimization problem with respect to 12 variables
in M and Z. We adopt a flow-transformation iterative algorithm [13, 20, 65] to find the best transformation to
align the two point set and calculate the minimum 3DP-EMD.

Fig. 7(b) shows the matching of two fingerprints. In practice, we compare all three landmarks against the
corresponding templates. Only when each match achieves the 3DP-EMD cost less than a pre-defined threshold
will the QR code be regarded as the genuine one. Note that we only need to store the point set in the database
instead of the entire image. Assume the coordinates of each point are stored in float (4 X 2 bytes) and we extract
200 points from each landmark, the entire storage is 3 X 200 X 8 = 4.8KB. The data size can be further reduced
by lossless compression algorithms such as Run Length Encoding [46] or Huffman Coding [70]. Therefore, our
approach is scalable for a large series of printed parts.

Cost(A, B, F) = (4)

6.3 Feature Space Analysis

To understand the security of our solution, we formulate and analyze the potential feature space of the extracted
fingerprint. Assume each module in the QR code is represented by a X a pixels in the captured image, and
the distortion range of each pixel u is less than a pixels: 0 < u < a. Considering the comparison on one
landmark, the maximum number of extracted vertex is N = 8a X 8a because each landmark is 8 x 8 modules.
Therefore, in the extreme case, the maximum 3DP-EMD is Maxspp_gmp = Nd < 2%a3, and the theoretical space
is 0 < [ < Maxspp_gmp. For three landmarks, the upper bound of the feature space is S = 2 =2184° In the
camera system, let the size of the sensing unit be d, the focal length be f, the FOV (field of view) angle in vertical
be 0 and the capture distance be D. Based on the geometric relationship, the vertical FOV can be derived as:

d
0 =2x arctan(%), FOV; = 2D = tan g.
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For example, the 8MP camera has the pixel size of d = 1.4um and focal length of f = 4mm. If D = 30cm,
FOV; = 0.1mm. Given a QR code of 5cm X 5¢m, the side length of one module in a landmark ~ % = 1lmm.
1

Therefore, a = ;7 = 10. The potential feature space in the ideal condition can reach as large as 218107, which

proves that our method is secure.

7 EVALUATION

In this section, we conduct comprehensive experiments to evaluate the security performance of our proposed QR
code fingerprint. Specifically, we adopt two scenarios where the malicious attacker obtains the original design
file and has access to either the commercial 3D printers or the original printer (see Sec. 3.3).

7.1 System Setup

i | @SS (b))

Fig. 8. We apply four different commercial 3D printers to fabricate 100 QR codes in total.

OR Code Fabrication: As shown in Fig. 8(a), we employ 4 different printers, i.e., Ultimaker 2 Go, Ultimaker 2
Extended+, MakerBot Replicator 2X and XYZ da Vinci Mini Maker (Table 1). For simplicity, we fabricate the
QR code alone instead of the entire product. Each printer fabricates 25 QR codes based on the same design file.
All the 3D printers support the resolution of 20 microns, with the nozzle diameter of 0.4 mm. For the sake of
fabrication quality, we set the printing speed at 1800 mm/min and the nozzle temperature at 215°C. PLA is used
as the filament. Fig. 8(b) shows the fabrication process, and Fig. 8(c) depicts the fabricated QR cluster. The QR
code design contains 3000 sliced layers, and each QR code takes about 2 hours to print.

Sample Database: Afterward, we manually take 100 images for each QR code in the indoor environment. The
images are captured by Galaxy S7, equipped with the built-in rear camera sensor Sony IMX260. Specifically, the
size of camera pixels is 12MP, each single pixel area is 1.4um and the camera aperture is F/1.7. Initially, we apply
the capture distance as 15cm (we will evaluate the distance effect in Sec. 8.2). To avoid the pixel-wise noise caused
by the smartphone position, we apply the burst mode to capture images at fast speed (> 10 images per second).
The sample database contains 100 QR codes and 10, 000 QR code images.

7.2 Performance Metrics

To evaluate the verification performance, we employ precision, recall as the metrics [19]. Precision is the ratio
of correctly predicted positive observations to the total predicted positive observations. Recall is the ratio of
correctly predicted positive observations to all observations in actual positive class. These two metrics emphasize
different aspects in terms of the application scenarios.

For the overall performance, we adopt the balanced accuracy metric (BAC) (see Eq. 5), given its advantage of
non-sensitivity to instance distribution [55]. Let k be the total number of the QR codes (classes) stored in the
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database. For each class i (1 < i < k), TP; is the true positive and TN; is the true negative. Similarly, FN; and FP;,
respectively refer to the false negative and the false positive.

0.5% Y% TP, L 05 Sk TN;
k (TP; + FN;) k (TN; + FP;)

BAC(%) = (5)

Table 1. Specifications of the employed 3D printers.

Num. Printer Model Layer Res. (um) | X/Y Acc. (um)
1 Ulti. 2 Go 20~600 12.5/12.5
2 Ulti. 2 Extended+ 20~600 12.5/12.5
3 MakerBot Rep. 2X 100 11/11
4 XYZ. Mini Maker 100~400 20/20

7.3 System Accuracy

We evaluate the verification performance mainly from three aspects: (1) inter-printer performance, i.e., can our
approach distinguish the QR codes manufactured by different 3D printers? (2) intra-printer performance, i.e., is
our approach able to distinguish the QR codes manufactured by the same 3D printers? (3) alien QR codes, i.e., can
our approach reject unknown cases?
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Fig. 9. The ROC curves of the QR codes. Fig. 10. The confusion matrix of 25 QR codes.

7.3.1 Inter-Printer Verification Performance. For each QR code, we randomly select 30 out of 100 images
as the template set, and use the rest for testing. In total, 3000 images are used as templates and 7000 images are
used as samples. For each sample, we extract its fingerprint and compare it with each template. We determine the
sample to be the specific template’s class as long as the 3DP-EMD distances of three landmark pairs are within
the threshold. If multiple classes meet the criteria, we employ the majority voting strategy to determine the class.
If multiple classes have the same count, we select the one with the minimum average distance. If the genuine
sample is rejected by all classes, we regard it as an FN event.

The receiver operating characteristic (ROC) curve can graphically compare the system performance under
various settings. Specifically, we brute force the threshold and record the corresponding results. For the purpose of
demonstration, we randomly pick 10 curves to depict (Fig. 9). The average result over all 100 QR codes is colored
in red. Zooming into the results, we observe that the average result of 100 QR codes achieves an AUC (area under
curve) of 99.36%, which means that the fingerprint of each QR code remains significantly distinguishable in terms
of different thresholds. Take one specific threshold as an example (as pointed out), we achieve the high TPR of
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96.84% and the low FPR of 0.81% at the same time. This performance is favorable for the customer as she wants
guarantee of a genuine product. On the other hand, the manufacturer will emphasize high TPR since the last
thing she wants is for a genuine product to be incorrectly marked as fake. In the future, we will further improve
the TPR while keeping the low FPR.

7.3.2 Intra-Printer Verification Performance. We validate the system performance when the QR codes
are manufactured by one 3D printer. Similar to the above experimental setup, for each QR code, we withdraw
30 images as the templates and the rest of the images are applied for testing. For the purpose of demonstration,
we illustrate the confusion matrix of the classification result over the 25 QR codes printed by Ulimaker 2 Go.
Fig. 10 shows that 96.27% of the instances are correctly recognized. Such a result substantially proves that the
unclonable process variation exists not only among different printers, but also in the identical one.
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Fig. 11. Avg. precision/recall of four 3D printers. Fig. 12. We use threshold to segregate alien QR codes.

Fig. 11 summarizes the average precision and recall of Ultimaker 2 Go, Ultimaker 2 Extended+, MakerBot
Replicator 2X and XYZ da Vinci Mini Maker. Specifically, the average precisions are 96.41%, 96.18%, 96.42%,
96.49%, respectively and the average recalls are 96.27%, 96.14%, 96.11%, 96.24%, respectively. Here, we focus more
on precision because we want to minimize the chance that the counterfeit product is falsely recognized as the
legitimate one. In this sense, our system achieves good security performance with regard to all four printers,
which shows its capability to deny the advanced adversary attack. Moreover, the overall high recalls indicate that
most of the legitimate products can be verified.

7.3.3 Performance with Alien QR Codes. To identify an alien QR code, we apply a threshold on the
3DP-EMD distance. First, we randomly split 100 QR codes into the pre-registered group (50 QR codes) and the
alien group (50 QR codes). For each pre-registered one, we use 30 images as templates and select 20 out of the
remaining 70 images as samples. Then, we calculate the average 3DP-EMD among the templates and the samples.
Similarly, we select 20 out of 100 images for each alien QR code and calculate the average 3DP-EMD among
them and all the registered templates. In Fig. 12, we observe that the alien QR codes have a larger distance and a
threshold for reliable segregation can be empirically set. We refer to the settings in [19] and select 20 QR codes
for training only. For testing, we regard the remaining 80 QR codes as the alien ones. Fig. 13 reports that even
with the increase of alien codes, our methods can still identify them correctly, with an average precision of 99.75%
and recall of 99.73%.

7.3.4 Performance with Increasing QR Codes. Because the printing duration is time-consuming, it is
impractical to analyze the fingerprint capacity on a large amount. Therefore, we heuristically evaluate this aspect
by investigating the performance tendency with the increasing number of QR codes. To be specific, we increase
the data size from 20 QR codes to 100. As shown in Fig. 14, we report the average BAC and the standard deviation
in each case. With the increase of the QR codes, the classification accuracy remains high and stable, with only
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Fig. 13. Avg. precision/recall for alien QR codes. Fig. 14. BAC tendency when the QR code increases.

0.02% fluctuation from 90 to 100. This provides encouraging signs that our system is likely scalable to a large
amount of QR codes (products).

8 SENSING SENSITIVITY ANALYSIS

We carry out the sensing sensitivity analysis to evaluate robustness and usability. We use the same dataset as
aforementioned, which consists of 100 QR codes.

8.1 Camera Type

Smartphones have different built-in camera sensors. The main parameters are resolution, single pixel area and
aperture. Camera resolution determines the ability to describe the detail in the field of view. The single pixel area
is the sensitive area that receives photons to represent as a pixel. The camera aperture means an opening of the
sensor through which light travels. Larger aperture means more photons (details) can be received.

Without losing generality, we adopt three popular smartphones: Nexus 5, Galaxy S7 and iPhone 6s. The
supported maximum resolution for three smartphones is $MP, 12MP and 12MP. Both Nexus 5 and Galaxy S7
have the single pixel area of 1.4um, while the one for iPhone 6s is 1.22 um. They have different default camera
apertures, which are F/2.4, F/1.7 and F/2.2. Considering the commonly supported resolution, we evaluate 8M, 5M
and 0.9M (some settings are not originally supported and we use 3rd-party software to do the configuration [22]).

Table 2. The performance of different phone types with regard to different resolutions.

w Nexus 5 Galaxy S7 | iPhone 6s
Picture St

8M (3264x2448) | 95.34+0.82 | 96.57+1.12 | 96.26+1.43
5M (2560x1920) | 96.27+1.57 | 96.86+1.46 | 95.38+1.39
0.9M (1280x720) | 95.59+1.60 | 96.32+1.55 | 96.57+1.82

The average BAC is shown in Table 2. Overall, three smartphones obtain the average BAC of 95.73%, 96.58%
and 96.07% respectively under different resolutions. Among them, Galaxy S7 has the comparatively highest BAC
because it has a larger pixel area and aperture, which enables it to capture more fingerprint details. In general,
our approach can provide good performance with most commercial smartphones.

8.2 Capture Distance

The landmarks in three corners allow the fast, omnidirectional scanning of a QR code from a large angle,
eliminating the need to align the scanner with the code. Considering a QR code with common size (5 cm X 5 cm),
we vary the capture distance reasonably from 15 to 55 cm. Fig. 15 reports the average BAC. We can observe that
the average performance fluctuates between 96 ~ 97% when the capture distance changes. For the most practical
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capture range of 15 ~ 35 cm, the performance achieves an average BAC of 97.00%. Therefore, the performance of
our approach will not be affected by the capture distance.
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Fig. 15. Avg. BAC under different capture distances. Fig. 16. The performances under different capture angles.

8.3 Capture Angle

The 2D QR code supports a flexible capture angle due to its resistance to distortion. Different from the plain
2D code, the integrated 3D QR code has elevation in the surface topology (remember the black and white areas
have different heights). Therefore, the tilting reading can cause the rear part to be covered by the front part.
Specifically, we define the orthogonal capture as 0° and gradually tilt the capture angle. Results in Fig. 16 show
that our system achieves almost 100% precision for the capture angle within 15°. Beyond that, overlap occurs and
we cannot fully extract the fingerprint. When the capture angle is larger than 30°, even the QR code cannot be
properly parsed. Note that larger elevation can narrow the angle range because the viewing angle towards the
bottom black area is smaller.

8.4 Landmark Resolution

The resolution of the landmarks directly determines the integrity of the captured fingerprint. For example, if the
landmark capture is too blurred, it will be difficult to extract the accurate fingerprint.
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Fig. 17. Avg. BAC under different landmark resolutions. Fig. 18. Indoor and outdoor performance.

As shown in Fig. 17, we evaluate 5 landmark resolutions from 410 X 410 to 13 X 13 pixels. The average BACs are
97.34%, 97.05%, 97.11%, 91.35%, 85.69% and 72.55% respectively. Performance largely degrades after the resolution
is smaller than 51 X 51 pixels. To better understand this phenomenon, we take one landmark as an example.
When the resolution remains high (the first three cases), the edge boundary can be precisely detected and the
extracted fingerprint is integral. However, when the resolution becomes too low, the capture can no longer
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provide the detailed information about the geometric edge. As a result, the fingerprint cannot be accurately
extracted. Considering the fact that the camera sensor on current mobile devices are capable of capturing a
high resolution of the landmark within the reasonable distance, our system is practical to extract the prints’
fingerprint.

8.5 Ambient Light

QR-based applications are diverse in daily life and the application scenario can be both indoor and outdoor. The
difference in the ambient light can affect the way the camera senses the QR code.

Indoor: We consider the indoor environment as a comparatively constrained place where fluorescent lamps are
placed in fixed positions and generate a certain amount of illuminance according to the Central Nation System
(CNS). In such an environment, white balance may vary in a slight way, but it can be easily adjusted by the
adopted algorithm during the camera sensing process. There are cases where the surface of the material reflects
the light at a specific angle. However, those can be easily addressed by adjusting the camera’s position or using
non-reflective material.

Outdoor: The outdoor environment is much more complex in the sense that the light condition is determined by
various factors. Since it’s impossible to include all the light conditions, we conduct a proof-by-concept evaluation.
As shown in Fig. 18, we capture the QR code image in an open place with a tripod.

Eventually, we plot the average BAC distribution in two scenarios, where the red color represents the indoor
case and the green color represents the outdoor case. Specifically, the overall BAC of indoor and outdoor scenarios
are 96.87% and 91.70% respectively. This means that although the QR code can still be read in the outdoor space,
the sunlight influences the camera when it senses the details of the QR code. Noticeably, the outdoor scenario also
has a larger standard deviation of 6.47%. In future work, we will explore advanced image processing algorithms
to reduce ambient noises and increase the usability of our approach in the outdoor environment.

9 DISCUSSION

Nozzle Travel Speed: 3D printers support a wide range of travel speed (e.g., Ultimaker 2 Go supports up to 18, 000
mm/min) and the determination is usually empirical based on the factors such as temperature and a material’s
thermoplastic properties. For example, the recommended speed for PLA filament is 1800 ~ 5400 mm/min. If the
speed is too high, the printed result may have more variations because of the incomplete liquefaction when the
material is pulled out of the nozzle. In this work, we focus on the uncontrollable process variation given the
recommended speed configuration. Particularly, we set the travel speed at 1800 mm/min.

Heating Temperature: The heating temperature is a critical factor in melting the solid material and affects the
printing result in geometry. Specifically, this parameter setting is closely related to the material bonding. Material
with good bonding properties, such as PLA, can have a constant performance across different temperatures.
Therefore, any temperature within the PLA’s recommended range from 175 ~ 230°C can be applied.

Filament Type: 3D printing has been applied in various domains involving diverse materials from plastic to
metal. For FDM printers, PLA and ABS are the two most widely used types. Based on the unique property, each
material performs differently. Our approach can be applicable with other materials because the process variation
is an inherent feature in the 3D printing system.

3D Scanner: 3D scanning is an alternative way to obtain the digital design and counterfeit the genuine product.
The scanner captures the geometric information of the object and generates the point clouds or polygon meshes in
digital for forgery. However, scanners with ultra-high precision to reconstruct the digital design in the dimension
of the practical QR code are costly and therefore, raise the launching barrier of the attack.

Sensing Dimension: Our method can be further improved with smartphones with advanced sensing modality.
For example, iPhone X is equipped with the TrueDepth Camera System to capture the depth information in 3D
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space [15]. With that, we can obtain the product fingerprint in 3D space and such a system is invulnerable to
image-based attack since it can differentiate the real integrated 3D QR code from the fake 2D image.

Sensing Resolution: The absolute minimum resolvable spot the camera can sense on the object is determined
by its object space resolution (OSR) [23]. For example, Samsung S8 [47] has the camera with 1.4um pixel size. The

1000um/mm 357Ip/mm’. Given the horizontal dimension of 3456 and Field-of-View of

2X1.4pum
77mm, the Primary Magnification is % = 0.0747. Thus, OSR = 357Ilp/mm X 0.0747 ~ 26um, which means
that the current smartphone can perceive the micron-scale. Considering that the nano-scale 3D printing is still

immature and extremely expensive [36], our method is feasible with the smartphone.

image space resolution is

10 IMPLICATION

s
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Fig. 19. The real-world examples where QR codes are naturally integrated within products via 3D printing.

Integration of QR Codes and Products: The elegant layer-by-layer concept grants 3D printing a unique
feature: structure-free, i.e., independence of design complexity. Taking advantage of this attribute, inventors
can integrate the QR Code into the product design such that the product and QR code are fabricated as a whole.
Fig. 19 shows a few examples of the existing applications where QR codes are embedded in the products. Such
seamless integration can further improve product security, cost-effectiveness and aesthetics in multiple aspects.

Fingerprint Formation: In this work, we utilize the QR code as the carrier of the fingerprint because of its
popularity. However, our method can also be extended to other geometrical patterns due to the existence of
unclonable variation in any 3D printed geometry. Introducing random variations in the G-code to fingerprint the
product is an interesting but orthogonal research topic. It requires the systematic design to make sure that the
firmware/hardware can properly support the modified operations in terms of printing overhead and quality.
Unclonable 3D Printing: The implication of our methodology can go beyond the QR code applications. 3D
printing is becoming the next generation manufacturing driven force, and has been applied in many domains
[68]. However, recent studies [5, 26, 54] manifests that 3D printing has security unknowns which might lead
to intellectual property leaks. Our study discovers that 3D printing can weave the unique fingerprint into any
products, and users can conveniently read verify it via smartphones. Our discovery has the potential to yield
success in anti-counterfeit markets and lead to a far-reaching breakthrough of “unclonable 3D printing”.

11 RELATED WORK

Production Identification Technologies: Miscellaneous anti-counterfeit technologies are developed in the
conventional manufacturing area [51]. (1) 1D Barcode, such as Universal Product Code [39], is a well-established
optical-machine readable symbol. It contains simple, but high-density linear codes to embed the specific ID
information. (2) Holography [14] is a photographic recording of a light field based on the principle of interference.
It is generated from the interference patterns obtained through the contact of laser beams by either angular
image or laser technology. The high-definition hologram is used as a security identity. (3) Watermark is originally

IThis unit stands for line-pairs per millimeter.
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an identifying image or pattern in paper that appears as various shades of lightness/darkness when viewed
by transmitted light. Later on, it is more widely extended to the digital domain by coding invisible ID into the
noise-tolerant carrier [66]. (4) RFID tag uses electromagnetic fields to automatically identify and track tags
attached to objects. The tag contains electronically stored ID and communicates with the nearby RFID reader
[27]. However, the aforementioned methods do not fit well in the 3D printing paradigm in that: They are all
design-based and can be easily forged once the design pattern is leaked; (2) They require extra cost and are isolated
from the 3D printing mechanism. No effective method is explored for 3D printed product anti-counterfeit.

OR Security Enhancement: With the increase of QR code applications in identity-aware augmented domains,
many enhancement methods are explored to make the QR code more secure. Researchers tried to integrate the
traditional encryption methods onto the QR code to increase its complexity. For example, Zhenbo et al. employ
a prevalent holographic encryption method, double random-phase encoding in the Fresnel domain, to embed
the hologram upon a QR code [43]. Vongpradhip et al. [67] proposed a method of embedding the watermark
text with the QR code by applying DCT (Discrete-Cosine-Transform) transform. However, both methods can be
hacked by the reverse methods once the attacker knows the integration domain [41, 49, 67]. Tkachenko et al.
proposed a two-level QR code [59] for private message sharing and document authentication. The key idea is to
design a private level independent of the public level (the standard QR code protocol). However, the security of
the embedded information fully depends on the assumption that the attacker does not know the private protocol.
Existing QR security enhancement technologies increase the design complexity but are still vulnerable.

Hardware Fingerprint: Using intrinsic random physical features to identify hardware has a rich history. An
early version of the unclonable identification system was proposed by Tolk [60] based on random optical reflection
patterns generated by the reflective particle tag. Similar works [42, 62] utilized different optical microstructures
based on transparent media. Random, unforgeable fiber texture was studied in [8, 9]. Lukas et al. [34] studied
the camera identification by investigating the unique sensor noise pattern from the captured images. Dey et al.
[19] explored smartphone fingerprints based on the hardware imperfections during the sensor manufacturing
process. Similarly, Das et al. [16] proposed to fingerprint devices through on-board acoustic components. The
randomness of capacitance measurements [53, 61] and the inherent delay characteristics of wires and transistors
[58] were also developed. Therefore, the intrinsic variation in the physical system is random and inevitable.

12 CONCLUSION

With the increasing versatility of QR codes in the identity-aware applications, we present an end-to-end approach
for 3D printed product anti-counterfeit through unclonable QR code generation and verification using commodity
3D printers and smartphones. Considering the general trend of applying 3D printing in product manufacturing,
our paper is the first work to explore and leverage the uncontrollable process variations in the 3D printing
mechanism through the widely accepted QR code. Our extensive experiments verify the viability of the unclonable
OR code fingerprint, which is effective against the 3D printed product counterfeit.
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