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Mobile Communication Among COTS IoT Devices
via a Resonant Gyroscope With Ultrasound
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Abstract— Incompatible protocols and electromagnetic inter-
ference obstruct the realization of an everything-connected
Internet of Things (IoT) communication network. Our system,
Deaf-Aid, utilizes a stealthy speaker-to-gyroscope channel to
build robust communication. Compared with existing solutions
adopting physical covert channels, Deaf-Aid is free from the
limitations of manual receiver distinction, additional hardware,
conditional placement, or physical contact. It exploits ultrasounds
to force gyroscopes embedded in receivers to resonate, so as to
convey information. We investigate the relationship among axes
in a gyroscope to deal with frequency offset and support multi-
channel communication. Meanwhile, receivers are identified
automatically via device fingerprints consisting of diversity of
gyroscopes’ resonant frequency ranges. Furthermore, we enable
Deaf-Aid the capability of mobile communication, which is an
essential demand for IoT devices. We address the challenge of
recovering accurate signals from motion interference. Exten-
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sive evaluations, including that on the commercial off-the-shelf
devices, demonstrate that Deaf-Aid yields 47 bps with BER below
1%. To our best knowledge, Deaf-Aid is the first work to enable
stealthy mobile IoT communication based on inertial sensors.

Index Terms— MEMS gyroscopes, covert channel, mobile IoT
communication.

I. INTRODUCTION

INTERNET of Things (IoT) has attracted increasing atten-
tion in recent years [1]. It connects various electronic

appliances for people’s convenience. It is predicted that the
expenditure on the deployment of IoT will continue to grow
and increase, rising to $726.5 billion worldwide annually [2].
Artificial intelligence and 5G communication technology also
help to combine various devices, aiming at building a com-
prehensive IoT network.

However, creating such an everything-connected IoT
network involves abundant obstacles. Incompatible
communication standards have aggravated the problem
of information exchange via IoT devices. Requirements
in different scenarios promote various protocols, while
devices usually support one or a few of them, making the
cross-protocol IoT communication hard. Wi-Fi and Bluetooth
are widely used in mobile communication. ZigBee and MQTT
are suitable for small-streamed data transmission, especially
with resource constraints. Furthermore, there are EnOcean,
6LowPan in the field of smart home and AMQP, COAP in
industrial IoT. To make matters worse, manufacturers develop
their own protocols and build distinctive systems. These
methods rely only on the electromagnetic wave and would
fail upon the electromagnetic interference and shielding,
as shown in Fig. 1.

To address aforementioned problems, researchers take
advantage of physical characteristics to build a covert channel
between nodes that are physically and logically separated [3],
[4], [5], so that devices can communicate in spite of the proto-
cols. Nevertheless, these systems are confronted with several
hindrances, such as the need of additional hardware, confined
placement, or physical contact. For instance, Ripple [6], [7]
demands specialized vibration motors and physical contact;
BitWhisper [8] can only be applied between two desktop PCs
in a fixed position. Moreover, they are dependent on manual
receiver identification, which is impractical in a comprehensive
and mobile IoT network. More feasible and robust communi-
cation among IoT devices is needed urgently [9].

We turn attention to the channel of speaker-to-gyroscope.
It has been widely reported that micro-electro-mechanical
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Fig. 1. An application scenario for Deaf-Aid in the case of espionage. Spy A
sends private information to Spy B, who can receive it stealthily via various
IoT devices even under the electromagnetic shield.

systems (MEMS) inertial sensors are vulnerable to the ultra-
sonic injection [9], [10], [11], [12]. Ultrasound with the
right frequencies can couple to MEMS gyroscopes and make
them produce low-frequency angular rate readings [13], [14].
However, little attention was drawn to the potential benefits
of its sensibility. Inspired by this, we explore the gyroscope
resonance from a communicative perspective. Despite the lim-
itation of protocols, a robust system is proposed for bridging
a stable transmission in an IoT network, transmitting via
speakers, and decoding them through gyroscopes. The channel
frequency is selected according to the receivers as each
gyroscope has its own unique resonant frequency. Such a non-
contact speaker-to-gyroscope channel in IoT communication
is feasible. Ultrasonic signals can be easily obtained through
commodity high-sampling speakers and most modern phones
without any peripherals. Moreover, gyroscopes have become
an indispensable part of intelligent devices, e.g., smartphones,
VR sets, vehicles, wearable devices, and drones.

Communication among mobile IoT devices should be robust
against motion interference. Movement introduces noise,
masking characteristic signals, especially on inertial-based sys-
tems [15]. Moreover, unpredictable frequency offset confuses
the frequency features, preventing signal recovery using spec-
trum analysis. It is certainly a key issue for gyroscope-based
communication to work stably in a dynamic environment.

For robust gyroscope-based communication, we need to
specifically address several practical challenges: (1) Capa-
bility: How to leverage gyroscopes to build a channel of
high quality with precise receiver identification. (2) Mobility:
How to accurately recover signals in a mobile communication
scenario. (3) Drift: How to deal with the frequency offset
caused by drift to ensure communication stability.

We present a convenient and robust system that exchanges
data over the air, namely Deaf-Aid. It is free from restrictions
including peripherals, position requirements, and artificial
receiver identification. It provides an alternative and com-
plementary communication channel for current IoT devices.
We model the instantaneous and steady-state responses of a
resonant gyroscope, analyze the frequency offset caused by
sampling rate drift, and exploit the inter-axial relation for noise
cancellation. The compositions of Deaf-Aid include receiver
identification, encoding, channel selection, and threshold.
It supports simultaneous communication on double channels,
even with two different transmitters. Movement influence is
also taken into account. Multiple technologies are employed
to adjust our system to a mobile IoT network. We build
prototypes and perform a comprehensive evaluation on several
kinds of commercial off-the-shelf (COTS) IoT devices, includ-
ing smartphones, smartwatches and drones. We exert various
movement on them involving 22 participants to validate the

Fig. 2. Illustrations of the (a) amplitude-frequency and (b) phase-frequency
characteristic of the steady-state response and the (c) steady-state, (d) instan-
taneous, and (e) total response under the forced vibration.

effectiveness under real-world scenarios. We release our source
code [16] to facilitate the gyroscope-based research.

The contribution of Deaf-Aid can be summarized as follows:
• We investigate the possibility of communicating through

a gyroscope and realize a stealthy channel without the
restriction of peripherals, physical contact, fixed place-
ment, and especially the manual receiver identification.

• We comprehensively analyze the relationship among axes
in a resonant gyroscope. Accordingly, noise is eliminated,
which is introduced by intrinsic errors, unstable instanta-
neous response, frequency offset, and motion.

• We develop an accurate communication system for a
mobile IoT network. In particular, we take the initiative
in excavating the potential of inertial sensors applied for
the robust communication against motion interference.

II. PRELIMINARIES

A. A Gyroscope and Its Resonance Principle

A MEMS gyroscope is implemented with Coriolis force [1]
where its Coriolis acceleration ax is proportionate to the
angular rate ω, according to ax = −2ωẏ, where ẏ is a linear
velocity predetermined during manufacture. Coriolis acceler-
ation leads to capacitance change, and then the gyroscope
reading is ultimately obtained after processing – amplifying,
filtering, and converting analog signals to digital ones.

The structure of MEMS gyroscopes can be described as
a single-degree-of-freedom system. Damping is ignored at a
low frequency, and gyroscopes retain linear outputs. As fre-
quency increases, damping gradually dominates, and oscil-
lation occurs. The steady-state characteristics of the forced
vibration [17] are shown in Fig. 2 (a) & (b), indicating that
resonance will introduce an extra phase φR that changes
dramatically from 0 to π and equals π/2 at the natural
frequency fN , where the gain coefficient AR reaches the peak.
As a result, gyroscopes respond to acoustic injection whose
frequency is close to or coincident with such a frequency.

The damping architecture is typically designed to share
the same natural frequency with resonating mass. However,
inevitable errors may bring about natural frequency alterna-
tion. This implies the diversity in fN among gyroscopes.

B. Feasibility Investigation

We demonstrate the feasibility and stealth of the speaker-to-
gyroscope channel in respect of noiselessness, availability, and
inaudibility. Eight mainstream gyroscope models are selected
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Fig. 3. Gyroscopes have resonant frequency ranging beyond human
audibility.

as representatives and the speaker-to-gyroscope channel is
tested on four chips of each model. The resonant frequency
bands of 32 tested gyroscope chips are shown in Fig. 3.

Inaudibility. Resonant frequencies of gyroscopes typically
exceed 18 kHz. They are inaudible to humans [10], [11], [13],
[14] and are always ignored by speech recognition systems,
whose sampling rates are always below 16 kHz (As these
systems are generally focused on humans’ fundamental vocal
band of below 8 kHz and this measure is also beneficial
to reducing the requirement of storage and computing over-
head) [18], [19], [20]. Although accelerometers also resonate
with acoustic injection [21], we do not adopt them as the
receivers in this study due to their audible resonant frequency
(usually below 10 kHz) [12]. Otherwise, accelerometer-based
communication with sound will disturb people nearby.

No peripheral. According to the sampling theorem, speak-
ers induce sound within 24 kHz with a 48 kHz sampling
rate. Therefore, current speakers can support communication
with gyroscopes like L3M6DS3, L3GD20, LSM330, and
BMI160. As for the ultrasound in the higher band, Hi-Fi
speakers and advanced mobiles perform better. For example,
Samsung Galaxy S8 is manufactured with a sound card up to
32 bit/384 kHz. Smartphones, e.g., Vivo X9s, MI 10, Honor 9,
OnePlus 5, and their subsequent models have the sampling
rates of at least 96 kHz. All Reno smartphones support
Hi-Res Audio [22], which means that they can play sound
within 40 kHz without distortion. More modern smartphones
(especially those new or high-end models) are able to support
a high sampling rate of over 48 kHz [23]. Those devices can
emit the required ultrasonic signals for transmission, which is
inaudible to humans. Our pilot experiment on 15 smartphones
(as listed in Tab. II) shows that modern smartphones can
serve as the transmitters of Deaf-Aid, indicating that most
commercial high-sampling speakers and new smartphones
can cover the resonant frequency band of main off-the-shelf
gyroscopes and adopt Deaf-Aid without peripherals.

Little environment interference. Common application sce-
narios of ultrasound, e.g. medical examination, prefer fre-
quency bands of above 40 kHz. Most gyroscopes resonate
in the frequency band between 18 kHz and 40 kHz, where
few devices work. Therefore, Deaf-Aid is shielded from
environmental noise. Meanwhile, the transmission will not
affect the normal operation of surrounding devices.

C. Our Vision

We propose a novel communication system that utilizes
the sensibility of a gyroscope to ultrasound. It will involve
combined efforts from four modules, as shown in Fig. 4.

In a communication channel, it is fundamental to remove
noise for error-free transmission. With the mathematical

model of the ultrasonic resonance mechanism of gyro-
scope in Sec. III, we analyze the source of noise and the
cause of frequency offset, and accordingly propose a novel
offset-independent noise cancellation method in Sec. IV.
Afterward, we design Deaf-Aid with four modules including
receiver identification, encoding, noise reduction, and decod-
ing, as detailed in Sec. V. Furthermore, we suppress the
influence of motion in Sec. VI.

III. RESONANCE MODEL

We develop a physics-based model to quantitatively analyze
the resonant outputs of a gyroscope.

Ultrasound waves impose force of the same frequency on
one axis in a gyroscope. The force can be described as follows,

F (t) = F · sin(2πfRt + φ0), (1)

where F is the magnitude decided by intensity and position
of the sound source, fR is the frequency of the sound source,
and φ0 indicates the initial phase. The force will produce the
resulting steady-state oscillation RS [17] as follows,

RS(t) = ARF · sin(2πfRt + φ0 + φR), (2)

where the gain coefficient AR and phase φR are determined
by the acoustic frequency fR and the natural frequency fN .

Typical MEMS architecture in a gyroscope comprises three
parts: amplifier, filter, and analog-to-digital conversion (ADC).

Amplifier and Filter: The rotation will be converted into
analog signals in a gyroscope. They are processed by an
amplifier and a low-pass filter (LPF) for removing noise.
An ideal LPF can completely remove the high-frequency
noise beyond the cut-off frequency. Nevertheless, filters are
less effective in handling noise whose frequency is much
higher than the cut-off frequency in gyroscopes. Instead, filters
may introduce amplitude alteration besides slight frequency
changes and phase shifts. In general, the analog signal in
gyroscopes follows this formula,

R(t) = A · sin(2πfRt + Φ), (3)

where A is the amplitude of the resonant data after processed
by the amplifier and filter, and Φ = φ0 + φR + φ′ is the total
phase shift while φ′ is introduced during processing. Though
the filter might introduce a slight frequency alteration, it can
be regarded as the constant in a given gyroscope.

ADC: The frequency of ultrasonic input is over 18 kHz,
much higher than gyroscopes’ sampling rate (within 1 kHz).
This leads to aliasing, where the high-frequency signal fails to
maintain the original spectrum characteristics [9] and would
fall into the low-frequency band. Given the sampling rate Fs,
the sampled signal R[k] can be expressed as follows,

fR = nf × Fs + fL, (|fL| < Fs/2, nf ∈ N+)
R[k] = A · sin(2πfLk/Fs + Φ). (4)

where fL is the frequency of digitized gyroscope outputs,
and nf is a constant. For example, an ultrasonic signal
of 23820 Hz will make a BMI160 gyroscope chip with Fs =
200 Hz to output the readings of 20 Hz (=23820-200× 119)
experimentally. The final readings are dependent on the input
frequency and sampling rate, where aliasing induces low-
frequency readings.

Authorized licensed use limited to: University at Buffalo Libraries. Downloaded on November 20,2023 at 17:46:07 UTC from IEEE Xplore.  Restrictions apply. 



LIN et al.: MOBILE COMMUNICATION AMONG COTS IoT DEVICES VIA A RESONANT GYROSCOPE WITH ULTRASOUND 1029

Fig. 4. Deaf-Aid, a speaker-to-gyroscope channel for mobile IoT communication, where the transmitter is realized by a smartphone or a commercial speaker
and the receiver can be any IoT device equipped with a gyroscope.

IV. OFFSET-INDEPENDENT NOISE CANCELLATION

We analyze the influence of noise and the frequency offset.
Here, we exploit the relationship among axes in a gyroscope
and thus propose the offset-independent noise cancellation.

A. Instantaneous Response

The actual oscillation consists of steady-state and instan-
taneous responses, as illustrated in Fig. 2(e). We adopt the
steady-state responses as the signals for communication, while
the instantaneous response RI [17] would act as the noise,

RI(t) = e−2πfN ξtA · [c · cos(2πfN t) + d · sin(2πfdt)],
(5)

where fd is the frequency of the instantaneous response, c and
d are the gain coefficients, and e−2πfN ξt is the attenuation fac-
tor which approaches zero over a short period of time because
of the high damping ratio ξ. fd, c, and d are determined
compositely by the input frequency fR, the natural frequency
fN , and the damping ratio ξ. Since the latter two items are
definite in a given gyroscope, these parameters depend merely
on fR. The instantaneous response RI(t) cannot be ignored
especially in the initial period of the resonance.

The inherent noise of a gyroscope also introduces additional
channel noise. This inherent noise is regarded as independent
Gaussian white noise [24]. Therefore, the gyroscope’s total
response RT (t) under acoustic injection comprises the tar-
geted steady-state response RS , the undesirable instantaneous
response RI , and the inherent noise n(t) as follows,

RT (t) = RS(t) + RI(t) + n(t). (6)

Traditional denoising methods use various filters based on
the spectrum analysis. However, the steady-state response’s
frequency is not always stable due to the sampling rate
drift, detailed in Sec. IV-B. Therefore, these frequency-based
methods might not work. As a countermeasure, we analyze
the law of the frequency offset caused by the sampling rate
drift and explore offset-independent characteristics to remove
instantaneous responses and inherent noise (see Sec. IV-D).

B. Sampling Rate Drift

A severe weakness of sampling rate drift is that it leads to
obvious but unpredictable deviations of output frequency [9],
making the outputs unstable. This is an issue that remains to
be resolved, especially in the mobile communication system.
We assume ΔFs to be the sampling rate drift and substitute

Fig. 5. A sample of the frequency offset caused by the sampling rate drift.

it into Eq. 4. The output frequency alters as

fR = nf × (Fs + ΔFs) + f ′
L, (|f ′

L| < Fs/2)

R[k] = A · sin(2πf ′
L

k

Fs + ΔFs
+ Φ). (7)

where f ′
L is the frequency of gyroscope readings affected by

the drift. Since fR is usually hundreds of times more than Fs,
slight fluctuations in sampling rates may initiate a significant
frequency offset. We inject ultrasonic signals of 21107 Hz into
an L3M6DS3 gyroscope with a sampling rate of 300 Hz for
1 hour, with the spectrum shown in Fig. 5. Following Eq. 4,
this gyroscope produces the signals of 107 Hz. However, due
to the sampling rate drift (merely about 0.6 Hz occurring at
the 46th minute in this measurement), the output frequency
is only 61 Hz. Such a frequency offset makes it difficult to
distinguish signals from noise via spectrum analysis.

We have conducted an experiment to corroborate the ran-
domness and universality of sampling rate drifts. Eight models
of gyroscopes as listed in Fig. 3 run continuously for 24 hours
with an initialized sampling rates of 200 Hz. Their sampling
rates drift from 199.6 Hz to 200.9 Hz. The drift varies
completely randomly over time and the value of the drift is
also random. The inherent hardware defect causes the drift
and hence there is no law to predict it. The receiver cannot
learn and correct its own sampling rate drift. In addition, the
drift has little influence on the measurement of inertia (though
it badly affects the communication via ultrasound), and thus
the manufacturers pay no attention nor take no action on the
drift. Fortunately, in multi-axis inertial sensors, the sampling
operation of each axis occurs synchronously as each axis in a
sensor shares the identical internal clock. Therefore, the drift
of sampling rates (i.e. the drift of the internal clock) occurs
on all axes simultaneously and thus the variation values of the
sampling intervals ΔFss on all axes are equal.

C. Inter-Axial Characteristics

Previous studies focused on the resonance of only one
axis and neglected relations among axes. We thoroughly
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Fig. 6. A scatter plot between X and Y axis and its fitting curves.

investigate these inherent inter-axial characteristics and exploit
the offset-independent characteristics to correct the frequency
offset.

Frequency synchronization. The steady-state responses
occur simultaneously on all axes in a gyroscope. They orig-
inate from the same ultrasonic input, undergo the identical
process of digitization, and thus share the same response
frequency. The sampling rates shift simultaneously if any, and
accordingly, the frequency offsets are equal. On the contrary,
the instantaneous responses (according to Eq. 5), as well as
the inherent noise [17], among different axes are independent
and identically distributed due to the production diversity.

Fixed phase difference. Because of the synchronous res-
onance and the identical digitization process, the phase dif-
ference is only introduced at sensing and resonance stages.
We experimentally discover that each axis oscillates at the
same frequency with a fixed phase difference. Axes differ
in the natural frequency fN owing to production. When
subjected to the same frequency of vibration, the ratios fR/fN

in multiple axes are unequal, bringing about a disparity in
amplitude coefficient AR and phase φR. The scatter plot in
Fig. 6 exemplifies the relationship between each variable pair
from a resonant BMI160 gyroscope. The curve fits an ellipse,
which reflects these variables are coherent, sharing the same
frequency and following a fixed phase difference.

Particularly, the amplitude coefficient and phase difference
are decided only by fR and will not be affected by motion.

D. Coherence-Based Correction

Considering the existence of synchronous frequency and
fixed phase difference, we employ the coherent demodulation.
It leverages a multiplier to convert two coherent signals
into constants and filter out the high-frequency non-coherent
components. Noting that instantaneous responses and the
inherent noise among axes are independent and identically
distributed (i.e. non-coherent), they can be filtered by coherent
demodulation. For example, according to Eq. 6, the combined
channel of the X- and Y-axes is represented as follows,

Unoise
× [k] = RTx[k]×RTy[k] = (RSx[k] + RIx[k] + nx[k])

× (RSy[k] + RIy[k] + ny[k]), (8)

where RTj [k], RSj [k], and RIj [k] are the total, steady-state,
and instantaneous responses in turn, and nj [k] is inherent noise
on the j-axis (j = x, y). We have

U×[k] = Rx[k]×Ry[k] =
AxAy

2
[cos(Φx − Φy)

− cos(4πfR
k

Fs
+ Φx + Φy)], (9)

Fig. 7. An illustration of (a) the coherence-based offset-independent channel
and (b) its performance on noise reduction.

where Rx[k] and Ry[k] are the readings on the two axes and
Ax, Ay, Φx and Φy are their amplitudes and phases respec-
tively. Through filtering, the high-frequency non-coherent
noise (including the instantaneous response and inherent noise)
and the harmonic component cos(4πfR

k
Fs

+ Φx + Φy) are
cancelled. We have a combined channel as follows,

Ubias[k] =
1
2
AxAycos(Φx − Φy). (10)

Such a constant result is independent of the signal frequency,
and thus is free from offset caused by the sampling rate drift.

Briefly speaking, we remove noise based on the coherent
inter-axial characteristics for signal extraction. Two axes are
combined as a channel by a multiplier, with an average filter
for high-frequency components and noise removal, as elabo-
rated in Fig. 7. The combined channel has a higher signal-to-
noise ratio and extends communication distance excellently.

V. SYSTEM DESIGN

We design Deaf-Aid that utilizes the resonate characteristics
of a gyroscope for communication among IoT devices. It is
composed of four modules, as illustrated in Fig. 4.

A. Receiver Identification

Receiver identification is fundamental for mobile communi-
cation, while traditional methods are not suitable in a mobile
IoT network. We propose a novel device fingerprint using the
resonant frequency diversity for receiver identification.

Motivation. The motivation lies in the drawbacks associated
with the use of traditional methods in a mobile IoT network.
Recognizing devices manually is widely used in existing
covert channels. Traditionally, existing covert-channel commu-
nication approaches [6], [7], [8], [25] require users to manually
place the Rx-Tx devices in a specific layout such that no other
devices are in the coverage of communication, because they
cannot distinguish different receivers. Clearly, such treatment
is impractical, especially for mobile IoT networks, where the
networks usually contain extensive IoT devices. In the mobile
scenario, it is possible that an IoT device accidentally enters
the communication range of a pair of communicating Rx-Tx
devices. In this case, the message is likely to be sent to the
wrong receiver. Meanwhile, the routing protocol and address
resolving demand an excessive configuration, especially in
mobile scenarios. However, IoT devices usually have weak
computation ability [26] and cannot support the complex
address resolving in most cases. Hence, it is challenging to
balance between the overheads and automation in designing
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Fig. 8. The bandwidth for 8 identified BMI160 chips.

Fig. 9. (a) The ID ranges for 8 identical BMI160 chips and (b) the confusion
matrix of identification among 12 gyroscopes.

the identification mechanism for Deaf-Aid. To solve this prob-
lem, we design a novel identifier based on device fingerprint.

Solution. Figure 3 reveals that different kinds of gyroscopes
have various resonant frequency ranges. However, these ranges
may coincide and it is difficult to further distinguish different
gyroscopes of the same model. We perceive the diversity
of gyroscopes of the same model in the resonant passband.
Deaf-Aid leverages this diversity as a device fingerprint to
identify receivers in a dynamic position. We measure the
accurate resonant passband ranges where a speaker sends
chirps from 18 kHz to 38 kHz at a step of 100 Hz to
obtain the rough resonate frequencies of target gyroscopes in
front of the speaker 5 cm away, and then the speaker sends
chirps composed of the rough resonate frequencies at a step
of 1 Hz. Conventionally, the frequencies corresponding to√

2/2 of the peak of gain coefficients are deemed as starting
and ending points (fs and fe in Fig. 2(a)), as plotted in Fig. 8.
Experimental results indicate that each gyroscope of the same
model varies in the passband. Additionally, we observe that
each axis in one gyroscope may differ slightly. We make
a comparison of each axis among gyroscopes, as shown in
Fig. 9. The difference of the natural frequency fN , spawned
by the production diversity, accounts for it. We select the
frequency range where at least two axes have a response
as the ID range (the green frame in Fig. 8). It supports
faster authentication than the traversal comparisons in each
axis and avoids the confusion where some gyroscopes share
similar ranges on one axis. Fig. 9(a) confirms the validity
of this fingerprint. In practice, the resonant frequency of a
gyroscope is measured in advance and all information is
known by users. The whole measurement process is very fast
(within several minutes) and multiple devices can be measured
simultaneously.

Use case. Before the transmission of messages, the transmit-
ter sends an identifier to recognize the receiver. The identifier

is composed of ultrasonic chirps modulated by the target
gyroscope’s ID range. The time duration of transmitting the
identifier is about several seconds (1.5 seconds in our defaulted
setting). It pushes the gyroscope in the receiver to oscillate
with the homologous chirps, even if there is an offset or move-
ment disturbance. The device that receives a full identifier will
be regarded as the communication target and it will receive the
following messages. For example, there are eight IoT devices
(i.e., the eight gyroscopes in Fig. 9(a)) in the coverage of a
speaker (as the transmitter). The user wants to send messages
to the 6th gyroscope, whose ID range is (25050,25128). The
transmitter sends an identifier, i.e., the ultrasound sweeping
from 25050 Hz to 25128 Hz every 0.5 seconds for three times.
Only the 6th gyroscope keeps resonating for 1.5 seconds, and
then it will decode the following information. Even though
there might be other gyroscopes whose resonant bands are
overlapped with those of the 6th gyroscope, these gyroscopes
will not keep resonating for 1.5 seconds. Thus, the ID range
identifies the target receiver, i.e., the 6th gyroscope.

Effectiveness. To verify the stability of the ID range,
we prepare an experiment a month after the ranges were first
measured. We test 6 speakers and 12 chips of two models,
including eight BMI160 chips (1-8th) and four L3GD20 chips
(9-12th) referring to the confusion matrix shown in Fig. 9(b).
It achieves an accuracy of 96.32%. There is a slight drop in
the accuracy of the 4th and 5th chips. We note that these errors
are concentrated during the test via a JBL GO2 speaker. Its
poor performance (i.e., the bad frequency resolution around
24.6 kHz) is to blame for the mistakes in identification. Even
in the worst circumstances with speakers of poor frequency
resolution, it still has the capability to distinct multiple devices.

Advantage. In particular, the advantage of the ultrasonic
ID range is two-fold. It realizes an automatic recognition
among various IoT devices, without the requirement of the
manual assistant. On the other hand, the ID range is numeric-
address-free and suitable for IoT devices that have limited
computation ability. In general, using numeric addresses in the
transmission preamble may require the receivers to remember
their own addresses and support the address resolution. If the
computation ability is extremely limited, the IoT devices can
hardly resolve numeric addresses in a timely way or even have
no space to store the address. In comparison, the ultrasonic ID
range is like a hardware fingerprint and does not need numeric
addressing. It only requires that the gyroscopes can detect the
resonance. Thus, the ID range is effective to identify receivers
in a mobile IoT network in most scenarios.

Discussion on limitations/alternatives. The main limita-
tion of ID ranges is that it requires little computation ability
for receiver identification with a penalty of relatively large
latency, i.e., 1.5 seconds for transmitting and receiving an
identifier. A possible alternative is to combine the ID range
with a numeric address in the transmission preamble. Such a
solution may reach a trade-off between latency and computing
complexity.

B. Encoding

We modulate the ultrasound to transmit messages. We define
the high level when the ultrasound is on and lasts for a pulse
width (PW ), and the low level when the ultrasound is off.
With the modulation scheme, we adjust pulse interval encoding
(PIE) [27] to serve as the channel coding, as illustrated in
Fig. 10. Specifically, we encode the data by defining different
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Fig. 10. Encoding scheme of our adjusted PIE.

time gap widths between the rising edges of the pulses where
a short interval (i.e., PW ) indicates ‘1’ and a long one (of
3 × PW ) implies ‘0’. The start of frame (SOF) is defined as
two successive intervals of 5 × PW and PW respectively,
and the end of frame (EOF) is defined as a longer interval
of 7 × PW . In particular, we define that only one rising edge
can be detected in a bit. This scheme can use fewer samples
to represent one bit while the traditional method adopts the
amplitude envelope which needs massive samples per bit at
the sacrifice of speed. This scheme also addresses the issue of
the signal energy fluctuation which is not predetermined and
varies along with the location and energy of sound sources.

C. Noise Reduction and Channel Selection

Benefiting from the inter-axial coherent characteristics,
we remove noise in an offset-independent manner and obtain
an error-free channel in Sec. IV. The higher resonance inten-
sities on the selected axes suggest the higher signal intensity
in the combined channel according to Eq. 10, resulting in
a higher SNR. Rotational energy is a direct metric but is
susceptible to motion interference. We observe that motion
contributes much less than the resonance to the variance of
gyroscope readings. Therefore, we propose the variance-based
selection. Two axes with higher variances are chosen to obtain
the combined channel. Meanwhile, if the gyroscope is moving
in a plane, where at least one axis must have a zero mean,
we give preference to these axes. Such a selection also benefit
the suppression of the motion influence (see Sec. VI).

The appropriate modulation enables the multi-channel com-
munication. Although resonance on each axis is coherent,
it varies in the resonant frequency range. At some frequencies,
only some of the axes oscillate. We choose the band where
only two axes resonate as multi-channels (the black frames in
Fig. 8). The mutual interference on the common axis can be
reduced in the same way in Sec. IV-D. Thus, these channels
can deliver different messages over different frequency ranges.
Taking the 3th gyroscope chip in Fig. 8 as an example, the
ultrasound of 24.41 kHz can resonate with the chip’s X- and
Y-axes, while the ultrasound of 25.5 kHz resonates with the
Y- and Z-axes. Therefore, we can modulate different messages
over the two ultrasound bands (the two ultrasonic signals
can come from one speaker or two different speakers that
play the signals of different frequencies respectively). Though
the ultrasound of 25.5 kHz interferes in the Y-axis when
we decode the messages on the XoY combined channel, the
Coherence-based correction method in Sec. IV-D can focus
on the coherent signals between the X- and Y-axis (i.e., the
components of 24.41 kHz), and similarly, the YoZ combined
channel is free from the disturbance from the ultrasound of
24.41 kHz. Therefore, the messages on the two channels
can be transmitted and received without mutual interference.
In practice, a user can send messages on the two channels
to improve the channel capacity. Or two users can send mes-
sages on respective channels using different frequencies. Such
multi-channel communication provides double capacity or
allows a receiver to listen to two users simultaneously.

Fig. 11. An example of signal transmission.

Fig. 12. Three basic kinds of motion interference.

D. Threshold and Decoding

It is insufficient to rely solely on empirical thresholds.
The signal amplitude relies on several aspects, including
distance, sound source, and resonance intensity. Inspired by
the image threshold, we adopt the maximum entropy threshold
method [28]. The basic idea is to find the maximum entropy
and take the corresponding threshold as the final one. Con-
cretely, for a channel with resolution r and maximum value
K ·r, we decide threshold q = k × r, (k = 1, 2, . . . , K) when
the entropy reaches a maximum as follows,

H(q) = −
∑k

i=1

p(i× r)
∑k

j=1 p(j × r)
log

p(i× r)
∑k

j=1 p(j × r)

−
∑K−1

i=k+1

p(i× r)
∑K−1

j=k+1 p(j × r)
log

p(i× r)
∑K−1

j=k+1 p(j × r)
,

where p(·) is the probability density. Then, we decode the
signals where the points with a value larger than this threshold
are regarded as the high level, or as the low level otherwise.

We establish a gyroscope-based communication channel,
with an illustration of transmission in Fig. 11. This channel
meets the demand for faster transmission speed with less noise,
whereas it still suffers from the motion interference.

VI. MOTION INFLUENCE SUPPRESSION

Motion exerts a huge impact, especially on the gyroscope-
based system. It is possible to be either affected by the mixture
of motion and resonance during communication or disturbed
by obstacles. Fig. 12 illustrates that motion influences can be
resolved into three simple forms: transmitter (Tx) motion, the
line-of-sight (LOS) blocking, and receiver (Rx) motion, which
can combine to form complex motion in practice. We analyze
the motion effect and propose solutions accordingly for robust
communication in a mobile IoT network.

A. Transmitter Motion

Transmitter motion contributes to an unpredictable variation
in transmission distance. It changes the force on gyroscopes
and results in signal fluctuation, including amplitude shifting
and phase offset. The gyroscope output is rewritten as follows,

RTM [k] = A[k] · sin(2πfLk/Fs + Φ[k]), (11)
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where Φ[k] = φ0[k] + φR + φ′. Because of the signal jitters,
a fixed threshold promotes the probability of error, which
results in the instability of communication.

We assume the effect of distance change maintains stable in
a pulse which is roughly measured in millisecond. The com-
munication distance will not sharply change in such a short
time, and thus the intensity and phase changes are negligible
within a pulse. Inspired by the threshold window in image
recognition [29], we calculate threshold in a short time (such
as several bits) to achieve adaptive threshold segmentation,
handling the fluctuation of the pulse. Afterwards, we can
normalize amplitude on the basis of these thresholds.

B. Line-of-Sight Blocking

Sound transmission is affected by the medium especially
on LOS. Though users can avoid obstacles that always block
LOS, moving obstacles are likely to appear disorderly in real
scenarios. This results in a sudden error denoted as SE[k],
and the gyroscope output is rewritten as follows,

RLOS [k] = A · sin(2πfLk/Fs + Φ) + SE[k]. (12)

We utilize interleaving technology to reduce these errors.
Interleaving allocates the transmission bits in the domain of
time, frequency, or both. It changes the information structure
to the greatest extent without content alternation. Thus, the
decoder can treat these errors as random ones, which indicates
that it maximizes the dispersion of concentrated errors during
channel transmission. One of the most common ways is block
interleaver [30]. It writes the input sequence into an m × n
matrix in the order of rows and then reads by columns. The
reading and writing objects are swapped during reordering.
The mapping function is expressed as follows,

I(i) = [(i− 1) mod n] + �(i− 1)/n�+ 1, (13)

where I(i) is the location of the ith (i = 1, 2 . . . , N) data in
the original line, �·� is the floor function, m and n refer to the
number of rows and columns, and N = m× n represents the
interleaving length. This function maximizes the dispersion of
the burst errors in the process of channel transmission and
effectively cuts down the errors aroused by the sudden block.

C. Receiver Motion

Receiver motion triggers distance variation and forces gyro-
scopes to produce additional readings. According to the solved
distance variation and normalization based on the adaptive
threshold in Sec. VI-A, the gyroscope output is rewritten as

RRMj [k] = A′ · sin(2πfLk/Fs + Φ) + Mj [k], (14)

where Mj(j = x, y, z) represents the additional readings of
the gyroscope introduced by movement on the corresponding
axis, and A′ is the normalized amplitude. Particularly, AR and
φR are immune to the motion interference.

Ruled in Sec. V-B, the length of intervals of rising edges
between bits must fall into a definite range. Such a rule
benefits the detection of motion interference. Once the interval
length exceeds this range, it is judged to be disturbed by
the receiver motion during data transmission. Since the initial
objective of gyroscopes is to measure movements, we first
recover the motion to provide timely movement information to
the device’s control center. For more accurate communication
against motion, we propose signal separation methods in two
situations where the receiver is moving in a plane or the space.

Fig. 13. (a) The aliasing of the angular velocity and accumulative errors on
the angle measurement in a resonant gyroscope, and (b) the angle outputs with
and without resonance when a BMI160 gyroscope follows the same trajectory.

1) Motion Recovery: Since the resonant data is sinusoidal
with a peak A′ and the frequency fL, the accumulative error
on the angle measurement is tiny, with the maximum error A′

fLπ
shown in Fig. 13. The average Euclidean distance between the
angle outputs with and without resonance when a BMI160
gyroscope follows the same trajectory is 0.50◦. It is just
a little higher than 0.46◦, the average Euclidean distance
when the BMI160 gyroscope follows the same trajectory for
ten times without resonance. Besides, the frequency of the
sinusoidal oscillations often exceeds that of motion. It could
be removed easily by wavelet transform [31] at the cost of
an acceptable loss of accuracy in angular rate measure. This
method enables Deaf-Aid to transfer data to drone-like devices
that rely on gyroscope heavily without interference in the
normal use of gyroscopes. However, this approach results in
an accuracy loss in signal transmission due to the random
frequency offset generated by the sampling rate drift. It is
essential to separate resonant oscillation from the motion in a
more accurate manner for robust communication.

2) Signal Separation From Plane Motion: Plane motion is
ubiquitous among various devices, like cars, smart assistants,
or cleaning robots. It affects some of axes in a gyroscope,
which means that Mj[k]s in Eq. 14 do not necessarily exist
synchronously. For instance, a motion is concentrated on the
XoY plane, which indicates that the Mz[k] is zero.

We employ coherent inter-axial characteristics for signal
recovery. Such characteristics are robust to motion. We select
Z-axis to multiply another axis as a combined channel accord-
ing to Sec, V-C. Taking X-axis as an example, we have

Umotion
× [k] = RRMx[k]×Rz[k]

= Rx[k]×Rz[k] + Mx[k]×Rz[k]. (15)

It introduces an item Mx[k] × Rz[k], where the energy
of the low-frequency components, if any, is low, and the
high-frequency components are removed by the mean fil-
ter, since Mx[k] is often low-frequency. Therefore, the
plane receiver movement induces no alteration in signal
transmission.

3) Signal Separation From Spatial Motion: Spatial motion
is more widespread and complicated. Its complexity invali-
dates the Coherence-based signal extraction. We leverage the
single-channel blind source separation (BSS) method with
the ensemble empirical mode decomposition (EEMD) for
error-free channels under spatial motion interference.

A BSS model can be represented by

X = AN×MS, (N, M ∈ N+) (16)

where X = [x1[k], x2[k], . . . , xN [k]]T is the N -dimension
observation matrix, S = [s1[k], s2[k], . . . , sM [k]]T is the
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Algorithm 1 Components Reorganization Based on the
Inter-Axial Characteristics

Input: The n-dimension matrices Ŝ1 and Ŝ2;
Output: The resonant data D1[k] and D2[k]

1 Initialize Amax = 0;
2 Bi = [Bi1, Bi2, . . . , Bi(2n−1)](i = 1, 2) are Power Set of

Ŝi, where Bij(j = 1, 2, . . . , 2n − 1) ⊂ Ŝi;
3 Tij [k] =

∑
Bij [k];

4 L← the length of Tij [k];
5 for i ∈ [1, 2n − 1] do
6 for j ∈ [1, 2n − 1] do
7 Q = ∅ ;
8 for m = 1 : L do
9 Q = Q ∪ (T1i[m], T2j[m]);

10 Q fits an ellipse E ;
11 ξ ← the mean square error of fitting;
12 if ξ < 0.01 then
13 A← Area of ellipse E;
14 if A > Amax then
15 Amax = A; imax = i; jmax = j;

16 return D1[k] = P1imax [k]; D2[k] = P2jmax [k];

M -dimension source matrix, and AN×M is an N×M matrix,
where N and M are constants. Typically, it requires that the
number of independent observers is not less than the number
of sources, that is N ≥ M . The goal is to search for inverse
matrix to estimate W = A−1 and obtain the source S. Thanks
to the encoding rules in Sec. V-B, resonance must occur in
the odd number pulse width where the variance is greater
than the mean. We take the subsequent high-frequency parts
after wavelet transform and energy normalization, a mix of the
resonant data and remnant of motion, as the observation X ,
with N = 1 here. However, because of frequency offset and
motion, there are several independent source vectors, that is
M > 2 > N , where the dimension requirement is unsatisfied.

EEMD [32], a noise-assisted improved empirical mode
decomposition (EMD) algorithm, is employed to decompose
the single-channel mixed data to fulfill the requirement on
the dimension of the observation matrix. Different from FFT,
EEMD manages non-stationary signal analysis. It is based on
the data itself and does not require any basic function, making
it more suitable for arbitrary data. EEMD, improved from
EMD, decomposes single-channel data into several intrinsic
mode functions (IMFs). Fundamentally, EMD obtains a series
of IMFs from a unidimensional input x[k] as follows:

x[k] =
∑n

i=1
imfi[k] + rn[k], (17)

where imfi[k] is the ith IMF component, and rn[k] is the
residue component [33]. But it trips up on performance for
its sensitivity to noise [34]. As an improvement for mode
mixing [33], EEMD adds a series of Gaussian white noise
noisenum[k] (num = 1, 2, . . . , K) with the same standard
deviation to the original data, and x[k] in Eq. 17 is replaced
by xnum[k] = x[k] + noisenum[k] cyclically. We have

xnum[k] =
∑n

i=1
imfnumi[k] + rnum[k]. (18)

Fig. 14. Performance comparison on separation methods from spatial motion.

The noise will offset each other after multiple average calcu-
lations to recover all the decomposition results. After looping
K times, the final IMFs imfi[k]s become

imfi[k] =
1
K

∑K

num=1
imfnumi[k]. (19)

They constitute an n-dimensional matrix as the observation X
instead and the dimension requirement is granted.

We utilize Fast ICA [35], a widely used solution for BSS,
with an n-dimension matrix Ŝ = [ŝ1[k], ŝ2[k], . . . , ŝn[k]] as a
result. Nevertheless, the number of sources is unclear due to
the complexity of motion components, and there is no principle
on how to combine those vectors into resonant data.

We reorganize components based on the inter-axial char-
acteristics. Due to the fixed phase difference, resonant data
on any two axes can fit a circle or an ellipse. We decompose
mixed data from all axes and list all possible combinations for
fitting. The one with the largest area and the accredited mean
square error is considered to contain only resonant data, with
detailed flow clarified in Algorithm 1. We reduce the error bit
rates (BERs) to below 0.7% experimentally, which is better
than only using wavelet transform, as shown in Fig. 14.

To summarize, we analyze the influence of motion interfer-
ence on gyroscope-based applications and prepare Deaf-Aid
for the robustness against movement.

VII. EVALUATION

We build the prototype of Deaf-Aid using COTS devices.
We conduct a comprehensive study to evaluate the accuracy
and robustness of our system.

A. Experimental Setup and Metrics

We prototype Deaf-Aid using COTS speakers as transmitters
and gyroscopes as receivers. These devices are fixed into
brackets with adjustable distances, as shown in Fig. 15.

Transmitter. We use a JBL GTO 750T speaker [36] as the
transmitter. It is supplied by a power amplifier TI LM386. The
power supply is set as 5 W or 30 W, both of which are common
values for COTS speakers. The speaker is connected to a
computer that modulates the ultrasonic signals. COTS laptops
(e.g., Dell xps15 9570 in Fig. 15(b)) and smartphones (e.g.,
Google Pixel 4 in Fig. 15(c)) can also act as the transmitters.

Encoding. We use the adjusted PIE in Sec. V-B as the chan-
nel coding. We modulate the ultrasonic signals via denoting
the high level as the ultrasound is on and the low level as
the ultrasound is off. Before a frame, we send the identifier,
consisting of the ultrasound sweeping within the target’s ID
range every 0.5 seconds for three times. In each frame, there
are 256 bits following the SOF. In particular, these bits are
interleaved as 8 × 32, and will be reordered in the receiver.

Receiver. We first test Deaf-Aid on gyroscope chips and
then apply it to IoT devices represented by smartphones.
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Fig. 15. Experimental setup.

Fig. 16. Performance in different conditions.

Gyroscope chips’ readings are collected by an Arduino (UNO
R3) and an Android APP is developed to record gyroscope
readings inside phones (running on Android 11). Our source
codes about the detailed Android implementation and Arduino
implementation are released in [16]. The threshold values are
adaptive as they are determined by the samples in every second
using the maximum entropy threshold method in Sec. V-D for
decoding. The sampling rate is set as 200 Hz and the pulse
width is 50 ms unless otherwise stated.

Shannon channel capacity [37], a theoretically achievable
upper bound, is widely used to measure the effectiveness.
It is based upon the realized bit error rate, and in a binary
symmetric channel, we have the channel capacity as follows,

C =
1

PW
[1 + BERlog2BER

+ (1−BER)log2(1 −BER)], (20)

where BER is the realized bit error rate and PW is the
pulse width. In each experiment, we send 2200 random bits
composed of ‘0’ and ‘1’ encoded as Sec. V-B, and thus
measure BER. Here, we send messages via the adjusted PIE,
which is a typical unequal length coding. Therefore, its actual
data rate varies depending on the message to be delivered.
In the following evaluation, the measured data rates range
from 72% to 81% of the theoretical Shannon channel capacity
that could be approached practically with advanced encoding
methods like turbo-codes [38].

B. Transmission Capacity

Transmission speed is conditional on sampling rate Fs and
pulse width PW . Here, a pair of a speaker (JBL GTO 750T,
5 W) and a gyroscope (BMI160) is placed 15 cm away to
analyze the transmission capability with different parameters.

Pulse width. We adjust PW from 25 ms to 100 ms with the
Fs of 200 Hz, a widely used default value in mobile devices.
The product PW ×Fs decides the amount of samples per bit.
A shorter PW means fewer samples are used to form a bit,
which possibly causes more errors. In Fig. 16(a), the results

TABLE I

VALIDITY OF SIMULTANEOUS MULTI-CHANNEL

Fig. 17. Performance centered on the gyroscope.

Fig. 18. Performance centered on the speaker.

demonstrate that BER maintains below 1% when PW is over
40 ms and 0.1% when PW is longer than 50 ms.

Sampling rate. Similarly, we repeat the experiment where
Fs varies evenly between 100 Hz and 500 Hz at 100 Hz
intervals. If we keep a constant PW (for example, 100 ms),
the capacity would keep around 10 bps whatever the sampling
rate Fs is. Therefore, to evaluate the influence of Fs, we keep
the samples per bit (i.e., PW × Fs) to be a constant. Here,
we set the samples per bit to be 10 and adjust PW according to
the value of Fs. As plotted in Fig. 16(b), the channel capacity
ascends with the incline of Fs, up to 47.4 bps. Although there
is a slight increase in BER, it remains a low level within 0.6%.

Multi-channel. Communication capacity can be doubled,
or one receiver can get information simultaneously from two
transmitters in different scenarios. The third chip in Fig. 8 is
exemplified to bear out the feasibility of multi-channel, where
XoY channel works at 24.41 kHz and YoZ channel works
at 25.5 kHz. We test Deaf-Aid in two cases. In the case 1,
one speaker delivers different messages on these two channels
simultaneously. In the case 2, two speakers deliver on two
different channels, with the performance attached to Tab. I.
In both cases, we succeed at the expense of a slight accuracy
loss. Deaf-Aid supports simultaneous communication on
multiple channels, even from two transmitters.

Deaf-Aid can flexibly meet the different requirements of
transmission speed and error tolerance in various applications.

C. Orientation and Distance

We examine the resilience under multiple layouts to further
demonstrate the less restriction on the layout of devices.
We rotate a speaker (5 W JBL750T) around a fixed gyroscope
(BMI160). The performance in the XoY plane is shown in
Fig. 17. It reflects that the placement of gyroscopes makes
no difference when we keep the speaker face toward them
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Fig. 19. Communication distance.

(it is reasonable to ask users to face toward the receivers
for communication in practice). Furthermore, we rotate the
gyroscope around the fixed speaker. Fig. 18 illustrates the
effectiveness in the range of a 22.5◦ opening angle of speakers,
with a BER of 0.1% at 15 cm and 1% at 20 cm. It is practical
for users to turn toward the objective, and a slight direction
deviation is tolerable. Moreover, we perform arbitrary layouts
and observe similar performance with gyroscopes in front of
speaker (within a 22.5◦ opening angle).

The above results on the communication range are obtained
from a power-limited speaker, whose power is only 5 W.
We adopt such a setting with the consideration that some IoT
devices are equipped with a similar power-limited speaker for
the purpose of reducing power consumption.

For those devices without strict requirements on power
consumption, the communication distance can dramatically
increase. We raise the power of the speaker to 30 W, which
is also very common in existing commodity speakers. The
communication distance can extend up to 14 m, as shown
in Fig. 19(a). In general, different gyroscopes have different
resonance peaks ARmax, and different communication dis-
tances correspondingly. Nevertheless, even the L3GD20 chip,
which performs the worst among our gyroscopes, supports
a communication distance of 3.6 m. Such a communication
range is sufficient to cover most of the application scenarios.
Furthermore, taking three Android phones (Samsung Galaxy
S8, Google Pixel 4, and Mi 5s Plus) as examples, those
devices are with encapsulated gyroscopes, corresponding to
LSM6DSL, BMI160, and ICG-20660/L, respectively. We mea-
sure the transmission distance using a 30 W speaker. Fig. 19(b)
reflects that our system is able to communicate with those
phones up to 12.3 m away, as their screens are set vertical
to the ground. The BMI160 encapsulated in Pixel 4 has the
shortest communication distance of 4.4 m. It is still satisfactory
in many scenarios, e.g., the indoor environment.

We use a Pixel 4 to validate the flexibility of Deaf-Aid
in terms of layout. We rotate the speaker around the fixed
phone, vertically and parallelly respectively, with the results
in Fig. 20. The communication distance fluctuates between
3.1 m and 4.8 m with a BER less than 1%. This enables
a smartphone to retrieve messages sent within three meters
accurately via Deaf-Aid, no matter which orientation it is in.
This demonstrates that Deaf-Aid is capable of establishing
communication among realistic devices in the wild.

The speaker we use is placed 5 cm from an NI USB-4431
sound measuring instrument and a GRAS 46AM free-field
microphone. The unweighted sound pressure levels (SPLs) are
measured with 68.5 dB/76 dB with the power setting of 5 W/30
W (consistent with other experiments) when the speaker is
operated near its maximum amplitude. The experiment is

Fig. 20. Performance centered on a Pixel 4.

performed in a quiet laboratory with 49.5 dB environment
noise. As SPL increases from 68.5 dB to 76 dB, the commu-
nication distance is enlarged from 20 cm to at most 14 m,
without affecting the channel capacity. We further evaluate
the inaudibility of data transmission via Deaf-Aid. We apply
the speaker-to-gyroscope channel on eight gyroscopes listed
in Fig. 3 using a 30 W JBL750T (76 dBSPL). Note that
we adopt ultrasound of over 18 kHz that is barely audible
to human. We recruit 22 volunteers aged from 18 to 45.
Only one volunteer (aged 20) reports being able to vaguely
distinguish the existence of modulated ultrasound during the
communication with the LSM330 gyroscope, which obtains
the lowest resonant frequency of 18.4 kHz.

D. Motion Interference

Motion interference is involved for a better understanding
of the robustness of Deaf-Aid against movement. We bind a
5 W JBL speaker, an obstacle, and gyroscopes to a manipulator
respectively. They move under the control of the program. The
experimental distance is set within 15 cm and the gyroscopes
keep in front of the speaker with the opening angle below 20 ◦
by default. Moreover, we recruit 22 participants, and they are
asked to hold 30 W speakers and three kinds of phones with
encapsulated gyroscopes for further confirmation.

Tx motion and LOS blocking. We move a speaker in three
simple directions (transverse, longitude, and verticality), while
a BMI160 chip is fixed. As shown in Fig. 21(a), the BER is
around 0.1% when the speaker moves and is always below
0.2% even under obstacle disturbance. Then we manipulate
5 × 5×5 cm3 wooden and cloth obstacles into moving ran-
domly in LOS between the fixed speaker and gyroscope.
We consider the influence of different materials of mobile
obstacles on the LOS. We repeat experiments using metal
(aluminium), cloth, glass, and silica gel balls (diameter of
5 cm). Deaf-Aid obtains robust performance with BERs lower
than 0.25%. We also recruit volunteers acting as obstacles.
They cross the LOS between a BMI160 gyroscope and a 30 W
speaker. At this time, BERs still maintain below 1%. We also
test the acoustic damping material, a special material made of
fiber materials, which can reduce the intensity of acoustics
travelling through it. Though the channel’s SNR decreases
sharply from over 20 dB to about 4.8 dB and the BER
increases from below 0.1% to about 1.1%, mobile obstacles
with such damping materials are not commonly used in daily
life or industrial scenarios. In practice, users can intentionally
avoid obstacles with acoustic damping materials.

Plane Tx motion. Then we fix the speaker and rotate a
BMI160 chip around its axes with the comparison at different
distances shown in Fig. 21(b). This system maintains a low
BER. It is less than 0.2% at a distance of 15 cm and rises
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Fig. 21. Performance of Deaf-Aid against motion interference.

Fig. 22. The impact of environment and devices.

to 1% as the distance increases to 20 cm. Thereby, the plane
motion has little impact on the stability of our system.

Spatial Tx motion. Here, gyroscopes move in space irreg-
ularly within 15 cm from a fixed speaker. This evaluation
involves four types of gyroscopes and each type contains
8 chips. Repetitive experiments are conducted on these chips
where the manipulator repeats the same trajectory. It has a
maximum error of 0.8% with all averages lower than 0.7%
in Fig. 21(c). We have prepared Deaf-Aid for the robustness
against the fundamental movement.

Concurrent influence. We ask 22 volunteers to send infor-
mation with a speaker in hand where 32 gyroscope chips
move in space irregularly under the same conditions as above.
As plotted in Fig. 21(d), our system performs well under the
multiple concurrent motion interference. The mean of BERs
maintains below 1%. Albeit there exists off-group data, the
peak is lower than 6%. One possible explanation for those
outliers is that volunteers accidentally deflect the orientation
of the speaker away from receivers.

Real-world motion. In order to evaluate the robustness of
the prototypes, we group volunteers into pairs. In each pair,
one volunteer holds a 30 W speaker and the other carries a
smartphone. Both of them move freely within a range of 2 m
and fiddle with the devices. We evaluate on three kinds of
smartphones and find that the mean of BERs is below 1%
and the peak is lower than 7% during the entire experiment,
as the result shown in Fig. 21(e). This indicates that Deaf-Aid
facilitates a robust channel among mobile IoT devices.

To sum up, Deaf-Aid shows immense potential as a commu-
nication bridge in the real-world implementation even under
various motion disturbances in a complicated IoT network.

E. Universality and COTS Devices Implementation

We take the diversity of devices and environments into
account to further verify the universality of Deaf-Aid. Here we
place the speaker and gyroscope at a distance of 15 cm in three
different locations including a large seminar room, a small
office, and a crowded laboratory. We test on six speakers of
three kinds (including JBL 750T, Samsung Galaxy S8, and

TABLE II

THE RESONANT INFORMATION ABOUT 21 COTS DEVICES

HIVI-SS1II), whose supply power is limited within 5 W, and
32 gyroscopes of four models (including BMI160, L3GD20,
LSM6DS3, and L3G4200D). The distribution is presented in
Fig. 22. In these situations, our system performs satisfactorily,
with BERs lower than 0.25% comprehensively. It guarantees
the stable communication quality among numerous devices
with little deformation due to ambient disturbances.

To verify the feasibility of Deaf-Aid on devices with
encapsulated gyroscopes, we apply it to COTS devices, includ-
ing 13 phones, 2 iPads, 2 smart watches, and 4 automatic
vehicles, as listed in Tab. II. We develop an APP on Android
smartphones for practical deployments with the user interfaces
displayed in Fig. 23. Deaf-Aid is capable of being extended
to more COTS devices and achieves half-duplex data trans-
mission in real-world scenarios. The speakers installed on
portable devices tend to be more available than the commercial
speakers for users. Particularly, to investigate the qualifica-
tion of using COTS devices as transmitters, a laptop or a
smartphone, taking the place of a commercial speaker in the
experiments above, sends messages to a smartphone via Deaf-
Aid, as arranged in Fig. 15(b) and (c). They are qualified for
the transmitters, where the communication distance maintains
15 cm or 5 m respectively with a BER below 1%.
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TABLE III

COMPARISON WITH PREVIOUS WORK

Fig. 23. User interfaces of our APP.

F. Power Consumption

Power consumption is a critical issue that should not be
overlooked, especially for COTS devices. Deaf-Aid demands
a speaker to transmit ultrasonic modulated signals and con-
tinuous gyroscope readings to acquire the resonant data, and
hence consumes extra power. We discuss its power con-
sumption from the perspectives of transmitting and receiving
terminals.

1) Transmitting Terminal: In the audio components of IoT
devices, the power is almost consumed by the speaker. In gen-
eral, the consumption of a commodity speaker is designed and
constricted within an acceptable range for an IoT device. In
our experiment, the power supply of the speakers (i.e., the
transmitters) is 5 W or 30 W. We have demonstrated the
effectiveness of Deaf-Aid using a speaker with the restricted
power supply of 5 W, with the consideration of the low power
consumption of IoT devices in some cases (see Sec. VII-C).
In addition, if the transmitter is a mobile phone, the power
consumption would not be a big issue with the aid of
high-capacity battery and power bank. Deaf-Aid prepares itself
for occasions with both finite and sufficient power supply.

2) Receiving Terminal: To evaluate the amount of extra
power being consumed by Deaf-Aid on the receiving terminal,
we run the APP to obtain the gyroscope data at different
sampling rates, and compare the power consumption with that
of the smartphone’s idle status, whose screen is always on
with identical brightness. As plotted in Fig. 24, continuous
communication via Deaf-Aid for two hours consumes less
than 40% of the smartphone’s battery power, where Deaf-Aid
attributes merely about 20% of whole power consumption.

Fig. 24. Power consumption of Deaf-Aid.

G. Comparison With Previous Systems

Covert channels take advantage of physical phenomenon
to transfer data among adjacent devices. We select some
typical cases for comparison, listed in Tab. III. Communication
through vibration, for example Ripple [7] and Ripple II [6],
is good in speed but weak in fixed position and poor motion
robustness. BitWhisper [8] delivers messages further but
slowly on a covert channel using thermal manipulations. The
speaker-to-microphone channel is exploited by Dhwani [25]
and Dolphin [40]. However, with the purpose of recording
human voices, the microphones on IoT devices are more
likely to filter out 8 kHz [41]. In this case, approaches like
Dhwani and Dolphin require peripherals to utilize ultrasound
for stealthy communication, such as high-quality microphones
and sound cards with high sampling rates. Otherwise, people
nearby will be disturbed. BackDoor [39] benefits from the
non-linearity of the microphone, but interferes with the normal
operation of the microphone for the speech collection and
recognition. To leverage the non-linearity, BackDoor [39]
utilizes the ultrasound of over 40 kHz, while the ultra-
sounds used in Deaf-Aid range from 20 kHz to 38 kHz.
The experimental results also demonstrate that our adop-
tion of ultrasonic signals does not induce the non-linearity
of microphones in the test devices, nor does it produce
additional low-frequency noise. Deaf-Aid has no such issues
instead, not to mention that it also has other advantages,
such as multi-channel communication and automatic receiver
identification.

In summary, Deaf-Aid enables IoT devices to identify
and chat with their neighbors. It provides an alternative
and complementary communication channel to existing IoT
devices.
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VIII. DISCUSSION

A. Implementation Consideration

Communication distance and capacity will soar along
with technology. A better speaker, with a wider spectrum of
responses or more power, extends the communication range.
It is reported that ultrasound is capable to affect gyroscopes
37 m away [11]. This indicates the great potential of Deaf-
Aid in more scenarios. On the other hand, increasing the
sampling rate would result in a higher transmission rate. Deaf-
Aid will contentiously improve in the transmission rate upon
the emergence of new hardware. For example, the gyroscopes
MPU6050 and BMI160 [42] support over 1 kHz sampling
rates, respectively. If we adopt a gyroscope with a sampling
rate over 10 kHz, Deaf-Aid can raise the transmission rate
to thousands of bps by the conservative estimation. We will
obtain a more efficient system as new hardware emerges.

Adaptable power supply can adjust energy consumption
according to different scenes. Intuitively, a higher power
supply supports a wider communication range. In some cases,
the distance between the transmitter and receiver is definite,
where the coverage over this distance makes no sense. There
is much room for future work to exploit the quantitative
relationship between power consumption and coverage, and
then find the optimal device setting for energy-saving.

Signal clipping means that the analog voltage exceeds
the sensor’s input range, and thus distorts. For instance,
it occurs in communication via an L3GD20 chip within 5 cm
experimentally. Even so, rising edges are still recognizable.
Clipping introduces fewer additional errors statistically.

More IoT devices and platforms will be supported in the
foreseeable future. In view of proven resonance phenomenon
in the 3D mouse, screwdriver, VR device [9], drone [11], and
remote control model car [12], our system can be applied in
a broader range of devices including those above. This could
be an essential step to expand application fields, thus leading
to a more comprehensive IoT network based on Deaf-Aid.

B. Security

The current resonant frequency band is relatively narrow,
determined by the inherent structure of gyroscopes. In this
case, some sophisticated communication techniques, such as
FDM and OFDM, are not applicable. However, we exploit the
potential of the narrow bands from a security perspective.

Jamming: It is difficult for malicious jammers to find
out the appropriate band of a gyroscope. To our knowledge,
though an attacker can determine the type of gyroscope in a
receiver via the product datasheet, it typically provides a rough
range about the resonant bands. For example, the datasheet
of MPU6050 gyroscopes claims the resonant frequencies
in 27 ± 3 kHz. We observe that the range of a given chip’s res-
onant band is less than 50 Hz. In our experiment, an MPU6050
chip’s resonant band measures about 24910 to 24960 Hz (only
a tiny segment within the resonant frequencies claimed by
its datasheet). The attacker cannot pick up this appropriate
band used for communication exactly from the 6 kHz band
provided by the datasheet. The out-of-band jamming sig-
nals thereby are difficult to block communication. Without
sufficient knowledge, the attacker has to jam in a broad-
band spectrum. However, this method demands professional
and high-energy-consuming acoustic loudspeakers. We design
acoustic jamming noise (24∼ 30 kHz, 70 ∼ 85 dB) to evaluate

Deaf-Aid’s resilience against interference using the aforemen-
tioned MPU6050 gyroscope. It maintains BERs within 0.6%
unless the jamming noise overlaps the 50 Hz appropriate
band. Meanwhile, such interference can be detected easily.
A practicable means of avoiding jamming is to detect it in a
timely manner and avoid communicating when it occurs. It is
easy for Deaf-Aid, as it only requires a microphone.

Eavesdropping: Deaf-Aid can prevent replay attacks even if
the private key is leaked. Benefiting from gyroscopes’ narrow
band-pass width, intended non-informative ultrasound signal
could broadcast at the nearby frequency to confuse attackers
but receivers are impervious to the noise with the help of
Coherence-based signal extraction. Furthermore, users can uti-
lize multi-channel with signals on one channel and deceptive
data on the other. Prior information is an absolute necessity
for eavesdroppers, such as the communication frequency band,
which is difficult to pick out the right one from camouflage.

IX. RELATED WORK

Privacy is recorded by inertial sensors. A malicious
attacker can easily obtain inertial sensors data inside mobile
platforms without access permission, for keystroke infer-
ence [15], [43], [44], [45], [46], [47], device identification [26],
[48] and speech recognition [49], [50], [51]. Approaches like
Gyrophone [49] leverage a gyroscope as an eavesdropper to
recognize speeches, often lower than 1 kHz. Their intention
is to eavesdrop on the context of human conversation via
vibration. Different from Gyrophone, Deaf-Aid benefits from
the resonance of gyroscopes and is aiming at transferring
modulated information from a speaker to a gyroscope.

Gyroscope is vulnerable to acoustic injection attacks. It
has been demonstrated that resonance of gyroscopes could be
triggered by acoustic signals [12], [13], [14]. An adversary
can impose on outputs of gyroscopes, bringing about control
system error. A DoS attack was conducted to incapacitate
drones [11]. Tu et al. [9] realized a black box switching attack
to push victim gyroscope to produce expected outputs.

Covert channels have attracted great interest. They
leverage physical phenomena, such as heat [3], [8], [52],
light [53], [54], electromagnetic leakage [55], ultrasound [56],
and inertia [6], [7], [21]. Nevertheless, these methods demand
physical contact, specialized equipment or artificial assistance,
none of which is needed in Deaf-Aid.

X. CONCLUSION

We leverage the speaker-to-gyroscope channel for mobile
IoT communication. We probe the inter-axial characteristics
in resonant gyroscopes. Such characteristics support error-free
and multi-channel communication against frequency offset.
As an innovation, the diversity of resonant frequency ranges
among gyroscopes is employed as fingerprint for automatic
receiver identification. The motion influence suppression and
mobile communication have been delicately designed. Our
system, Deaf-Aid, reaches up to 47 bps with a low BER even
under motion interference. It could act as a stepping-stone for
an everything-related IoT network.
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